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ABSTRACT

A Study on Methods to Encourage the Implementation
of Integrated Security Control Systems

— with a Focus on Public Organizations —

Won, Jong—Hyuk

Major in IT Integration

Dept. of Convergence Technology
Graduate School of Knowledge Service
Consulting

Hansung University

Due to the rapid development of IT technology in modern times, as new
social circumstances and cultures emerge, the integration of various
industries 1s taking place. The value of information assets has seen an
accompanied increase with this phenomenon followed by a dramatic
increase in damaging cases of information leakage and security related
breaches. In order to address such changes in the information age
frontier, there is a need for appropriate changes to the security systems in
the security industry. Previous security threats were limited to the physical
domain such as access by unauthorized personnel and vehicles,
monitoring of fires, and the restriction of main security facilities, but
recently there has been an increase in damagse from intelligence crimes

such as cyber attacks in the form of hacking, the overloading of core
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security systems, and breaches and leaks of sensitive national intelligence
and core technology source code etc.

The threat against security grows larger day by day, and in moving
away from security implemented through physical measures and to
protect against these diverse threats, there is an increase in interest to
implement integrated security type security control systems that are
dedicated to information security. But governments and specialized
security control corporations still have yet to establish clear policies and
guidelines, and in the case of a security related accident, due to the lack
of active reactionary measures, the reality of the state of security cannot
help but leave our systems exposed to security threats.

This research takes the perspective not of the supplier for the recently
trending implementation of integrated security control systems, but
approached this issue from the perspective of the demanding customer,
and through analyzing government policies and guidelines through
previous research, and by determining the needs of the customer and the
limitations of the systems through case studies on actual implementations
of security solutions, and finally, based on survey research of hands on
system administrator and professionals in related industries, the
problematic issues and potential suggestions for integrated security control
systems were deduced.

The research was conducted towards public organizations that had
implemented integrated security control systems, and it was determined
that there was a difference between the customer evaluations included in
the marketing materials of companies related to supplying the
implementations of integrated security control systems and the customer
evaluations of satisfaction surveys, and based on this difference, a
guideline for the improved implementation of integrated security control
systems and their customization is provided.

In order to complement previous research with empirical analysis that

- 093 .



had not been included, verification based on interviews with hands on
systems administrators and research surveys was conducted. The survey
targets were systems administrators of public organizations and hands on
personnel of related companies, and through the interviews and research
surveys new suggestions were able to be deduced. It was first proposed
that there needs to be an improvement on the recognition of integrated
security control systems, and when implementing integrated security
control systems, it was proposed that the most important consideration to
make 1s whether or not the system is compliant with related laws and
policies.

Differences between the requirements by the organization implementing
the integrated security control system and the supplier were discovered,
which were caused due to the lack of standardization, and it was
possible to determine that the integrated security control system industry
was currently in the early stages of implementation and going through a
mild trial and error stage.

Based on the results of this research, it was possible to present clearer
standards for the future implementation of integrated security control
systems and also to establish guidelines for an active integrated security
system framework, and by having public organizations lead the way as
best practice and implementation cases of integrated security control
systems, this research has the objective of contributing to improving the
status of Korea both in name and practice as a globally recognized

Information Technology superpower.

[Keywords] integrated, physical security, information security, security
control system, intelligence information security, integrated

security control center, integrated security control system
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