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Switch Console

Display 6.2 with 1280x720 resolution
CPU/GPU NVIDIA customized Tegra processor
32GB

Expandable via

Storage ) )
microSD/microSDHC/microSDXC

memory cards

802.11a/b/g/n/ac Wi-Fi

Wireless Connectivity Bl h 41
uetooth 4.

Ports USB Type-C




3.5mm audio jack

Maximum Resolution in

1920x1080 at 60FPS

TV Mode

' Proprietary Switch solid—state game

Media
cards
Accelerometer
Sensors Gyroscope
Ambient light sensor

Battery 4310mAh lithium—-ion rechargeable

Switch Dock

2x USB 2.0 ports
HDMI port

Ports
System connector
AC power adapter port
Joy—Con
Accelerometer
Sensors Gyroscope
IR motion camera(Joy—Con R only)
o Bluetooth 3.0
Connectivity
NFC

Battery 525mAh lithium—-ion rechargeable
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Victim
1. The victim use own devices.

2. The attacker observes over the victim's shoulder.

Attacker

3. The attacker can get information from the screen.
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Al 3 d NFC(Near Field Communication)

NFC+ RFID(Radio-Frequency Identification) 7]&& 583 ZHo=Z,
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Victim
1. The Victim starts to input password.

I.I 2. The Attacker follow cursor move.

Attacker )
3. Password can be obtained by cursor exposure.
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[# 4-1] ¥ P Bt 7= JJAtzE

Pseudocode for matrix shape security keypad

1: The security keypad called

2: Initialize row = 1 to 6 randomly

3: [Initialize keyLayout = 1

4: Display initialized row about 2 second

5: Loop 6-28 line, until user press right button

6: if(signal = stickUp or stickDown)

7 row = row + 1 or row - 1

8: iftrow <= 1)

9: row = 1, Vibrating Joy—con

10: else if(row >= 6)

11: row = 6, Vibrating Joy—con

12: else if(signal = stickLeft or stickRight)

13: keyLayout = keyLayout + 1 or keyLayout — 1
14: if(keyLayout < 1)

15: keyLayout = 4

16: else if(keyLayout ) 4)

17: keyLayout = 1

18: change keyboard layout

19: else if(signal = A or B or Y or X or Z)

20: column =1 or 2 or 3 or 4 or 5

21: inputValue = (row, column)

22: add inputValue to password input value

23: add “*’ character to password field

24: else if(signal = leftButton)

25: remove last input value from password input value
26: remove last “*’ character from password field

27: else if(signal = rightButton)
28: escape loop
29: Terminate the security keypad

A7} wE WolAg: ZWES Agsty, AstHoz w
A B, X, YHIE &A2 A0 9tk iAW Aokl

A, B, Y, XHE £AR2 9 st uh wefol A, B, X, YHE &
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P g r s ®

u v w X Yy
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First Step: Input 't’
-> Don't steer the stick
-> Press the 'Z' button

(2% 4-2] 2 94 B4 ¢ 9 A
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Second Step: Input 'h’
-> Steer up the stick twice
-> Press the 'Y’ button

(2% 4-3] & 94 Ba b 949wy
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a c d e
f g h i |j
k I m n o
p q r s t
u v w X Yy
z -/
Third Step: Input ‘¢’
-> Steer up the stick once
-> Press the 'Z' button
(27 4-41 A WA B2 ¢ 48 By
e A Gk A wA Pel ol WA del s ok @A
Ad FQ1 PETE St flojR=, ARBAbE AFS F W fiRoER ]
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y4 1 = /
Fourth Step: Input s’
-> Steer down the stick three times
-> Press the ‘X' button
(29 4-5] Y] HA 22 5 g 74
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Fifth Step: Input '’

-> Steer up the stick twice
-> Press the ‘X' button
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Final Step: Input 's’
-> Steer down the stick twice
-> Press the X' button
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Authentication needed!

Please turn on NFC on your smartphone

Scan your smartphone to right side Joy-con

P
%
,©

1. Notify to user that NFC authentication is required.
2. Scan NFC signal of smartphone to Joy-con(right).
3. Authentication completed.

(19 4-8] NFC 9% 74
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Time spent (unit: sec)

I
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Users' Password

Researchers' Password
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ABSTRACT

A suggest for new shape of security keypad
with improved security

Kwon, Hyeok—Dong
Major in IT Convergence Engineering
Dept. of IT Convergence Engineering

The Graduate School

Hansung University

The Nintendo Switch(NSW) is a home gaming console which
belongs to the 8th generation of gaming consoles. The Nintendo
Switch can be used as hybrids. So it can be connects to TV or it can
also be wused as light carry—on portable form. Like other gaming
consoles of the same generation, The Nintendo Switch have built—in
online connectivity and wusers can receive services through their
accounts and passwords. The wusers will use the built-in security
keypad of the Nintendo Switch to enter their own passwords. A
security keypad for the Nintendo Switch is convenient and intuitive,
because it using the controller of the Nintendo Switch. However it
has vulnerability which is that all the input is exposed just by looking
at the screen. Thus we propose a new keypad what improved the

problem, so that even if an attacker watches the screen, the

_38_



passwords are not exposed. In this paper, we point out the problems
of the existing keypad for Nintendo Switch, and propose the result of
designing and implementing a new keypad that improves the issue. In
addition, to compare the performance of the existing keypad with the
proposed keypad, a number of experimenters are mobilized to
summarize the results of using the proposed keypad. And we check
out the proposed keypad has stronger security than the existing
keypad through the experimental results. Also, the Nintendo Switch
which provides only a single authentication. So we proposed that
two—factor authentication scheme which using the NFC scan, it can

be serve powerful security.

KEYWORD: Near Field Communication, Security Keypad, Shoulder
Surfing Attack, The Nintendo Switch
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