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Fof, Aol #E, =Y 94 ALY FIE fFEske W olv(Fuller,
1920, p. 320). °o|% 19489 w=¢ Al=skar gl A (Paul M. A.
Lineberger) = Alg] Aol tiglh #elo] /fde “AX% AAZA £E FAHH
¢l BE A adE FXler] st Agsks A s H8F
Arolw eoleo] NI WAHY g 3 AAE o]&ete= dATol
shlths2). =, AA(war)el TAAQA FE FEHEA SAEE (A
warfare) &2 A o]} t}.

ShAIRE FAhALS| = Ao AR FAPE 7 S ERE oy 2}

Aut 7)IFAG k= QI JRNIe] #AZA de E&Ea glonw

K

AR Ao Bl A vlEe] BAEA P el Fi

31) 54 ¢,
Ske]” kel Tty A163A A3, 2020, pp. 161—163.

32) Paul M. A. Linebarger, Psychological Warfare (Washington, D. C: Combat Forces
Press, 1954), p. 25.

_16_



Ao G B F; AU NA AEHE FA A AT A
49 AW Aed BEoR olsfsor Wk metd AHAd Ade <

A AP A3 g B Ao Nz ¥
gom va wARR o ol BAZA A olsiEolol W
& Aade A, gas @%om el AR, AN 45
: o fele 24w
AR, A2, B8 5

0301:,"
o
Oruim
PN
l“qao_u_[‘
Ei
ol
4 9
ol
ol
ﬁJiJ
N
> o
>
oo
ﬂa
_N_
é
o
Zim
34>
oﬁ;j
= 1
)
i S

offt
o

I
i
o,
O_Lu
OXL E t]
4>
o
Ir
>,
o
2
rlo
s}
T,
[
>
iz
=)
rlr
o

=
5 23ke 42

o] ofrm = 4
= H3E= AR A(information warfare)o] AAx
7

A2 A (political warfare)2] AZA%E zbi=t},

£

N\I
rlr
£ ¢
>,
i)
2
rlo
ﬁj oL
M
YL e
i} o
o
f
lo,
=2

oz

o
2]

=L ofN
(o3
&

(o]

o]
)=

ol
f
oo N

A 7] % (information & communication technology, ICT)S
g AR GES do| AT A8 S dEsiAY MYste E5E B
Hl=olup P 2000 EHE Eu &0 A TY A o
(strategic communication, SC) ¢] 7Hbj2i AgdE oF7] AZFE
AU Aol ol teljel o] A FFS ofsfist N
sho] o]} %7]'7‘”‘” 2 BA4E olF=d Y3 =S TEo] %
=7t &Eolvh. & AFAFTUA NS s ToAA A=l dstd =
ARZS gl ]C«] Azbolug H=, s FFES 7AHE =7F AR

]
| =

[

_1

o]

ol
=
i
=2
X

=

]

Hy
ol

Aol Esolt). w7k AgATUA A = Z23(propaganda)
g5, TAPRFH o 2] ‘A e 2Hd (psychological operations, PSYOP) ¥}
B AP g5l ‘g2 ul(public diplomacy)” 2 ‘&84 (public affairs)
A2 7hA ESsE)33) BTl FA Aol HAEA mEo A ‘Al fo]=

AARUANM ol ALgHu, FARECRAY AL 54

g
Hqow A4 A9 A 7 24 ‘% (operations) 024 F e
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_18_



:?L_‘,
1o
o
oy
rlj
il
fu)
oy
o
ot
)

A2z AN T2 F £ 3l A= Aol HIg A EES F
g TR &S A&she A gid slo]Eo] it AW WA
7%= FE Ao Aug ZrIt SFor i £ o3| HA
o= TR GEol destu FEe ARG AF G} T4t
go] A dgh ‘Olbé%izg(war of ideas) s X2 1950 tI5-E 1980 tH

Eeent)® AR B9 olmel W AL e
oulAE el AelFFel te %ol AsALe AEA Aela]
3 FFeae s s

AR A ol gz o
£ ApEAAoRR W RRsh Fpehs 9w ) %ﬂl’%ﬂfﬂ A4g @
Zafelar mo] Ul AAA =

e gl A o|t}.36)

— :l:?
ot
o
ol
i\
)
£
=)
Al
%
)
r
o

3
sooluel TRIANTE F7P7F oo Bl thel 4540w F¥S
7A@k Aol A FAFeE] Btk shA R FEejuls wHA[A] o] ‘AlF
A (credibility)'= &3] AlA ds9 ‘vl AZ2HES Ao (winning hearts
and minds)” ASsh= v, TR0 7N 52 §9d e e gle
v 'Y der gl ZEIgine] 8 542 wAIAE {5}

o
FAo] 9w} ool ‘gHA o Hdd: AojmzE Al
WAAE Ezagiche] uio] @ & Aok =

noh AEE QNS PN th web 43e guel
‘Wl 2097 (white propaganda)’, EA4 ¢t AEE=7} ofjujgt A9 ‘3

36) 1965 % E]X= thSH(Tufts University)® ™= AlE(Edward R. Murrow Center of
Public Diplomacy)© &3Yug “YuAde] F53 Ady #AAS gz o] I
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38) Joint Publication 3—13.2. “Psychological Operations.” US Department of Defense
(January 7, 2010). www.fas.org/irp/doddir/dod/jp3—13—2.pdf (M d: 2016.12.4.).

39) James P. Farwell, Persuasion and Power: The Art of Strategic Communication.
Georgetown University Press, 2012, pp. 25—26.
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Washington D.C. (2009), pp. 7—8.

41) Joseph S. Nye, “The Information Revolution and Soft Power.” Current History
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oul HAEs EF obfE F dv de=2A “dEA(information

BAIZ. o] A SEHAA ARAL BE FFY dA &
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319, 2018. p. 4.
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(Washington D.C.: National Endowment for Democracy, 2017), pp. 16—19.
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67) Vivian S. Walker, “Crafting Resilient State Narratives in Post Truth Environments:
Ukraine & Georgia,” In Shawn Powers & Markos Kounalakis (eds.), Can Public
Diplomacy Survive the Internet? Bots, Echo Chambers, and Disinformation(US
Advisory Commission on Public Diplomacy(2017), pp.83—88. https://www.state.gov/
documents/ organization/271028.pdf(A2d: 2022.10.1.).

68) Daniel Golden, Spy Schools: How the CIA, FBI, and Foreign Intelligence Secretly
Exploit American’s Universities (New York: Henry Holt and Co., 2017).
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78) UN 33 A51%= tS3} 7t} “Nothing in the present Charter shall impair the
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139) Homeland Security. 2021. Homeland Threat Assessment October 2020. p. 20.
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=aetal 9tk NATOE 2018W B # A A3 9 (Brussels Summit) ol A
AtolH] A xS E3EE AlolH T A tf-gd XA ojak NATOS| 43te
WA dE2ZA ‘NATOAFe|H-F7H2F 2 Al (NATO Cyberspace Operations
Centre, COC)'E& ‘NATOHEH A= F-(Allied Command Transformation,
NATO’s ACT)" 4tsl ‘NATOAE](NATO Centres of Excellence, NATO
COEs)’o A8 AL AAJ}. o]zfst Y28 243 3 NATOE 24
AZE F =] ki 93 58 F = NATO AtolB &g & (NATO
Cyber Rapid Reaction teams) %= %3}l Q)14 H3H NATO+ 2000
At 25-E Aol S thulshs thefe A A dESs s st
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This paper aims to suggest the direction of the South Korean
military's cyber psychological warfare development, focusing on the
connection between the domestic and foreign security environment, where
the importance of cyberspace is expanding in national security, and the
threat of North Korea's cyber psychological warfare. The core content of
this paper is how the Korean military should prepare for the growing
proportion of cybersecurity, especially in the trend and prospect of cyber
psychological warfare acting as a key factor in determining the leadership
and direction of the war.

In order to suggest the direction of development, this paper analyzed
the importance of cybersecurity(psychological warfare) in future warfare,

Russia's cyber psychological warfare tactics, and North Korea's cyber
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threats. In addition, the expansion of cybersecurity in future warfare, the
concept and characteristics of cyber psychological warfare, and the legal
basis were examined, and the Korean military's management of cyber
psychological warfare was studied.

Cyber warfare overlaps with many non—Xkinetic warfares, such as
electronic warfare, information warfare, and cognitive warfare, and is also
closely related to kinetic warfare. It should also be understood in the
expansion and diversification of the concept of cyber warfare because
cyber warfare is also related to various security issues, such as diplomatic
and cultural wars. In addition, it was found that the proportion of
cyberspace in the future hybrid warfare in which several war types were
fused will be further expanded.

Cyber psychological warfare is not just an extension of traditional
psychological warfare, but has a clear feature. Authoritarian countries,
such as Russia, will continue to expand cyber psychological warfare,
recognizing it as an attractive means of taking asymmetric benefits in
attack and defense. On the other hand, it was found that democracies
such as the United States, Europe, and Korea have limitations such as
not being included in the legal basis and political sphere in order to
carry out cyber psychological warfare. North Korea is also continuing
cyberattacks against the international community and South Korea by
taking advantage of the asymmetry of the cyber, political, and social
environment. In addition, despite various limitations such as relations with
China and deepening economic difficulties, it was found that the cyber
warfare forces and strategy were being strengthened and evolved by
taking advantage of the openness and internal conflict of Korean society,
and the indirectness and concealment of cyber psychological warfare.

In conclusion, South Korea should strive to reorganize its organization

and mission, establish cyber psychological warfare strategies, and establish
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an operation system for integrated civil, government, and military cyber
psychological warfare using excellent Internet infrastructure in preparation
for the threat of North Korea's cyber psychological warfare. Furthermore,
a collective defense system should be established with allies such as the
United States, Japan, and Europe to counter cyber psychological warfare
and improve response capabilities of authoritarian countries such as
Russia and China.

Finally, due to the political environment and the characteristics of
cyber psychological warfare in Korea, this study had many limitations in
proving the specific threat of North Korea's cyber psychological warfare.
And it was difficult to specifically reflect the strategies and tactics of
cyber psychological warfare in the Russia—Ukraine war and the wars
with Israel and Hamas. In the future, along with the analysis of the
training of cyber psychological warfare, research on cyber psychological

warfare in cognitive warfare should be continued.

[Key words] cyber security, cyber threats, psychological warfare,

cyber psychological warfare, cognitive warfare
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