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ABSTRACT

An Empirical Analysis of Industrial Information
Leakage Accidents in Small and Medium-sized
Enterprises

Koh, Chan-Suk
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With the advent of the fourth industrial revolution, the scope of
information leakage routes and information leakage information is expanding
due to the advancement of information society such as IoT and cloud due
to the development of technologies in various industrial sectors, and each
company's unique technology and intellectual property rights are becoming
important. With the growing perception that technological competitiveness is
national competitiveness, it is focusing on strengthening the protection of
intellectual property in each country not only at home but also around the
world, and is a significant part of the industrial economy. In fact, based on
the technology that creates high value—added products such as

semiconductors and display industries, Korea's industry has gained a
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competitive advantage in the global market, which soon led to economic
development. However, Korea is still considered to have a lower level of
intellectual property protection compared to major countries, and the
number of cases of leakage of industrial information such as corporate
technical skills and trade secrets is increasing every year.

According to the survey statistics provided by the Ministry of Trade,
Industry and Energy on the level of industrial information security
capabilities, the information security system and important technical skills
protection of domestic small and medium-sized enterprises were found to be
the most vulnerable. Major problems include insufficient systematic
management and protection of core technologies and important information,
weak awareness and capacity of security, insufficient quick response to
information leakage, and insufficient level of punishment for information
leakage. In the case of large companies, the number of cases of industrial
information leakage is decreasing by organizing and managing internal
security infrastructure through continuous investment, but in the case of
small and medium—sized companies, interest in industrial information security
naturally decreases due to difficulties in constructing security infrastructure
and investing security professionals due to budget problems, and thus the
number of cases of industrial confidential information leakage is increasing
every year. Taking a comprehensive look at this environment, it is necessary
for thorough protection and management to be carried out to prevent the
outflow of intellectual property rights of companies in order to ensure the
continued growth of the nation's national and economic sectors.

This study was conducted on small and medium-—sized enterprises with
frequent industrial information and technology leakage incidents. It examined
the cases of industrial information leakage accidents and presented an
industrial ~ information management system suitable for small and

medium-sized enterprises, and conducted an empirical analysis of industrial
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information leakage based on data collected between 2018 and 2019. Several
cases of industrial information were taken out by industry, the number of
suspected cases of leakage was shown, and the results of how the leak was
attempted were derived. In addition, the evaluation index of the current
status of industrial information security management by small and medium
enterprises was specified in conjunction with the industrial security
management system.

Based on the results of the study, the government intends to contribute
to reducing industrial information leakage accidents by presenting industrial
security guides by systematically organizing industrial information and key
technical information of small and medium enterprises from the perspective
of physical security areas, managed security areas, and technical security

areas.

[(Keyword] Intellectual property rights, Industrial information security,
Industrial information, Physical security area, Technical security area,
Administrative security area, Small and medium business, Empirical analysis,

Leakage
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