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99 £ of kis

4o

o] g9 £

2 ARRE 9 /AR RS e AA (ISMS-P) ARES H QF7|E <hllA (2021).

2) TARET BEREJIDFAI2=E AS(ISO 27001)

ISO 27001 NFL FAZTS7]IT IS0 H A7 79193 Q1 IECH
A AT ARES #EE 9 FARTOE AHES ok dAfde
A Q1A o]tk ISO/IEC27000 Familyols &o], @7ALE, A3 5 f
Aot Qlar, #eldq, AT BAEER tg dAF HAAE AA <
Folgty, AHRS A gl 9, FE, fA, ALH Jfdd das
SPALES AFety] ) NEEdTa & 5 gl AF wE ZEA 2 A

o

$2 Ba gue /94, FAY, HeAe nEGT 9%

ﬂJ

150270018 %29 RBEE s TS slop erkE gelse

'T =
BAe et Bd 24 0 AR S JlFoR A4 B 99 Wk
£ 3

Aok H7hE st 58 bsd A8 FEA 99 AABI(IF,
2019). I1SO 27001 ARV S FefAAE M=2Us 2EE I8 98 =
Aol ArEoks Y- TAI, £ BUHHI, AE-FAe, A5

ouﬁ

MAE 98 AAAS Process Approach (Plan —> Do —> Check —>
Act) <= Wolrt ISO 27001 & A9 43, gui, 718, A4, &9,
Aad7E, AR 7 #ElHE SAMR e R A E don, HHRES
Al e A g 1470, AR SAIRE 11402 A dv L
H 2-6][3% 2—-16].

e Process Approach(PDCA %<%): Plan —> Do —> Check —> Act

e HLS(High Level Structure): 2] 43, g4, 718, ¥, &4, 43}
Bt NS T TR

e Risk—based Approach: ISO 31000 7|¥F €=, LA, T2 A2~ 3
A FHOom A3
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| ISO 27001: 2013 High Level Structure Framework

i) cnmdh Plandi 5 Operats Performance Improvement
t&ﬂsl =) (EIEPS) A Ay (5] (“,,m“m A

" , 91 M 5
tli:l}i’!!!l 5.1 Management ,&L,m:d Mw "ﬂmm s 103 Noscartiginty
(E4A% 2 54 ity corrective actions
42 olddA49 8.2 Informati 102 Contimral
Y= 9 7ide dg 5.2 Policy (3.) 6.1.1 General 720G ey Tk 9.2 Internal nroverct
old &3 assessment aubit (24 (A% AQ)
43 6.1.2 Information 7.3 Awareness and 83 i M
53xas] g, ity o s 93
BEngAdAsg saoumity sk traimng secwity risk >
w24 MR assessment @49 2hEH) treatment PN
bR S G 74—
4 4 Information :
i 613 Information . o
security ‘Security rislt 74 limmnrimm
mmm treatment (W3

7.5 Documented
62884 53 3 -
Information 7154
dgAN (@A g 9u) P e e
Additional

180 27852
AdRE s oA g FolTey
Hgnz IR ma Auvg 34 4 3 24

013 14 AEd 1144 24 €2) .\mesn:qﬁt{ol D‘me‘cm‘e; f.d
TO0L7: 2015 Cloud-based 877% controls) controls 41814 RLFLLE

. £ | §
ﬁi : z ‘: & @0 = ; = = _§ & ‘:' E &
= i 5 3 e 2 3 a o > 5 £ & 2
gEE:;;gdgik’gii
2 k * i
s g
1471 %951 11470 54 %5 (Angex A control objectives and controls)
[O8 2-4] 1ISO 27001:2013 SMESE 4
Z7]: ISO/IEC 27001:2013
[H 2-16] ISO 27001:2013 SH &5
T FAGE A 55
A S Z1 =z B _ - - -
=4 © e 3| ) 7] o v} =] )
. 71] ( Information security zﬁitﬁi,}i ;‘;ﬂi? ] . ;s%] A ogoﬂz X]Z] Xj];,}_ﬁc} 2
T policies) = o° e e -
=7 PR wek #EE AT waxEAd P4 2 7
%2 (Organization of zA9e] A o] AAHAE=A A 7
Information Security) =
A4 #E 22l ARgke] digk sEEF 2 AL 10
(Asset management) BH3EEA A=A (T2 5)
¥R Wy % Ade AR ALY
A B oH(Human S aal = o ’
o 1 13 o2 i
Resource Security) N AU O A 6
A=
24 92 A Heh S 7tE A e AR B 1Ee HE H 15
(Physical and Z2A47r 224, ;&_}@Xﬂ,gi oS8t 9,1‘:




T2 FATE A 355
Environmental Security) A A=
Al Het 2] EAIA|A o] A3 oFA S Qo]
(C icati oy—- S ]E] O'—|°]'—L- 1__\__01'71] i o 7
ommunications A ek tourer 3o
security) = oo er e
A B A Auol Wi Hes SAs] A de 14
(Access control) weoko] AR A
=] Al g dl
o SZ o A Z8m 5 5] = -
acquisition, development ii" A & Fysel A=A A 13
& maintenance)
Xéi i?l— }\]"'7‘94 1N AL 57 0] EF oA O =] =z %
# 2] (Information security Aahatare ©@A, w4, g 5o 227t 7

e A A== A=
incident management) A=A A

FEEE SU JF

A&2d #e (Information | 7]dTEo] i3 walasre] FHis o
security aspects of Alz~El A 2 Ao e A A% 4
business continuity e BHasteE TEAAVF QA A=
management)
Az 2 g HE, s & &F
steA, At oFAE 2 oHel QAN
I of BIA 2 A A FAEND, | 8
(Regulatory compliance) Aekel ™ olul Zo] wE HHZ s
$1%h)
T34 #A(5 Supplier FFAE A2 4 e 24 At gigk 2 5
relationships) 3 BA
5 % 4E FAE RE #™ FeR WA, HAE E
°}3 %A (Cryptography) Z3n] AL 2
&Q we AuAe AAe AT AAF £ 1 14
(Operations security ) °© e e
A 114

Z7]: ISO/IEC 27001:2013

ISO 27001 H< 202249 ddlo|Edte] 114719 EA|3F2o] 93712
A HACHE 2—-17].

[ 2—17] ISO 27001:2022 HA L=

ISO 27001:2022 ISO 27001:2013
A5.7 Threat intelligence A.6.1.4 Contact with special interest
groups

A9.2.1 User registration and
de-registration

A5.23 Information security for use of A.15.x Supplier relationships

A.5.16 Identity management
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ISO 27001:2022 ISO 27001:2013

cloud services

A.5.29 Information security during A.17.1.x Information security continuity

disruption
A 530 ICT readiness for business A.17.1.3 Verify, review and evaluate
continuity information security continuity
A.7.4 Physical security monitoring A9.25 Review of user access rights
A.8.9 Configuration management A.l425 Secure. system engineering
principles
A.8.10 Information deletion A.18.1.3 Protection of records
A.8.11 Data masking A.14.3.1 Protection of test data
A.8.12 Data leakage prevention Al261 Managemggt. of technical
vulnerabilities
A.8.16 Monitoring activities A.12.4x Logging and monitoring
A.8.23 Web filtering A.13.1.2 Security of network services
A.8.28 Secure coding A.14.2.1 Secure development p

Z3]: ISO/IEC 27001:2013, ISO/IEC 27001:2022 #%3}o] &1} A&

3) NIST9] Afo]H B et Z#9 ¥ = (CSF)
NIST(H]=7 T HET7]EAT4)Y Aol HEQE ZHY A A(CSF)E Aol

H
Hob 3 g aas wEehy] A w23, AR 9 mw AbdE de A
Az ok AfelMuelh Zeleds e A4, FAska vE
a4 AT B B8 BT 1A, vs FA B H7) krel Sa9 4
Qlzz}l 2 v|e Bops ®Esly, dAds Aug AL
NISTO] ALk st 23 Abgle] =5 s o] #ofe] "50] &
of d¥9 flads g3l CSF/F 7SHEAY. 259, o] ZiHdflas T8
Azeh 2 71E SRAe] @A AREE 9 Al ERE 249 5}
gl i vE agHola flsk Al we vk e Ay

©
[H

dYgas g3 7)dboly x93 3o (Framework Core),
Z9g =Z239  (Framework Profile), ZddYa F+d A=

(Framework implementation Tiers) A HF&o =2 AT}
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& 24o] 54 AolMugt AnE GHFES Fi U
th g, ol 7]elE ol Sl wAAT Abolumer €

gokn, Usts s D] AT $EE AEE F A AP A
[e]

LM
r
Auh

LYl Zead’2 Vs, shdae] 9 oaks] st s 249
HlzYs 8344, 2lad 88 e 3 Ala dAATIE 3%01
ooEdd e R AT 2ol Al ESE eAAE whehEE
LoEaAE syl e8] HApshal fle ZRAZz dig WEs xﬂ

ro
ok _IZ ot
mu o ot & T oo

o AT Wele B2 (Tier DFEH A (Tier 4)7HA7}F B =™, o] AS
A= AlelreE 2la= vy #ae] AN Auge] S A=
At w3, 220 oo o) AfolH Bt gia Bt o A=zt

A FREA, Al Al glaa we] #e] dvhy 2 SREEAE
33 = 8aso] A AEetuA, Zeddelas 249 ARut
FrAds o, ol A= e ZlolwAlgl Awle] AFETE oy}
O 7EAE AEE Bed ¢ A do[E 2-18].

m
X

[E 2-18] NISTQ CSF =3 4=

7% 7he a2 A b e
Asset Management 6
Business Environment 5
) Governance 4
Identify
Risk Assessment 6
Risk Management Strategy 3
Supply Chain Risk Management PR 5
Identity Management and Access Control 7
Protect
Awareness and Training 5
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N
ofr

7} ¢ 2] A JbH e
Data Security 8

—
N}

Information Protection Processes and Procedures

Maintenance

Protective Technology DE

Anomalies and Events

Detect Security Continuous Monitoring

Detection Processes RS

Response Planning

Communications

Respond Analysis

Mitigation

Improvements RC

Recovery Planning

Recover Improvements

Communications

Wi N |~ | N|W|O|O |~ |0 |00 | O] 0| DN

A 108

Z]: NIST, Framework for Improving Critical Infrastructure Cybersecurity (2018.04.16.).

A& A& 2 Aol Fal
Atarell Wg-ets Wekel RES AAAE THohs A2 obd Aeoln
53] Bl e TR0 2heA Hete TaUI9e FeAtas fdaA =
5 7bsd AlelHe S 2t 4 e WRkE atgstolof dt

7E ARG F

Al wote] gAIe} tAE =YX A A 93 =

=/ (Cyber Resilience)t}. Ale]H g
9 20129 drolA AHE  AABALH(WEF:World  Economic
Forum)ell Al A5 AREHATH(HAZY, 2016). A AAZAZEHANA = Hb

of Wl ehE e wrbsel, mebtue] WS s1Y AR &
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e Axss) A8, Aa olde] FHR A BFAE 4P TE

s om olF Atolwgregolel £ F S THWEF, 2012).
COVID-19 dlY] w4 o UA™ u=ys 879 Bg4 2 234

ol Us F7H5H HYem oF BE GFoz AelMuyel By

I ATHKPMG, 2020). oA 7 AtdHote] Fo o] Frlelar, 7]E HHH

o

5 g AAel @A) ey el A, AR wet deirielel Apoln

geye] Fala AARA A By R T8 Bt Aol F7b

sha gk 531, FA71900 Qo) U% A Aoy Hahabn e A%

Aol g gl nekage] Bastn, ol wolH THol WLE AL
o

3

Yo} BZY(Tierney&Bruneau, 2007)¢] A+=

% AN mh AR A2 Aw-AEz g

O4-212], oitow 23tk g o] A (2009)0] [FE 2—19]°A4 A

AtolH R o A e Aot oA E Frarste] Aol e Aol UBEA A]2H]
A J

=
4, 484 5 F U P AoMuEgy 998 =

A, AdsdA, 254, 4
Fasn
[E 2-19] Tiernery & Bruneaull S99l U 7tx| &Y
¥ &
7149 Aslg Foln T £4E Folk Axde B4 44
%79 o} Nede BoH 248 Beshe 2hot AR
REEE AEFEERERERES
A% Al % F19lel 54

%3] Tiernery & Bruneau (2007)

AtelHErE A o] A QA J9-2 A28 5314 (Robustness), AHd 594
(Resourcefulness), 21441 (Rapidity), %-3-4 (Adoptability) & & o] Fo] Zt},

AR, A2 ARY e Je FRAME dF d5EE FAse A

1

AzEe R web edoRt 4% WebA Ay AoluHeE
7

o] T e gdEFE 7INte R ko, FHop, HdAdel i) Ao

I
ok
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1
o 18
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i
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A%
o
12

A&de skl mEHd < ] st
o 2AHo R od AL AT A AP AAE vlEF o ok

"Hi“?‘ ’\}O]‘HZ‘OHOH tiHlste] A= JHAI AF 1@l dirlstr] gk =3
A A7} vl Eofof gt
Q-0 Atolvafel th-gote HUHS A7 Flo] Alo|H e g 9
} B ol Wisd= THL
, 2374, ol&o}, 2015).
HEARD Afe MEW AR ﬂLﬂ g dsH(CMU)® CERT—RMM
(Resilience Management Model), WEF(World Economic Forum)$2] A}o]H]
gy Adess Hrigks AAd" 7199 PwC(PriceWaterhouseCoopers) 2]
AtelHgrel ] HESE Fo] Atk WA, 7h7] wE tfste] CERT-RMM
2 47}A] Asseto ® FE3}o] People, Information, Technology, Facilities &
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AA#YE =39, Engineering, Enterprise Management, Operations
Management, Process Management 47012 Zhe|arg]e] Z 2 A|~2 FAFCH
[ 2—20].

[E 2-20] CMUS CERT-RMM #8224

- People - ZAQH, 424, 2otz o 22 T 7
- Information - Hl°olE], 34 A4 AW 2 T

- Technology - AZEg o] ]*"d, AAE

- Facilities - AHF4, dlojg AlE % =24 HF 84

- Engineering : 232 A} v]|=2UA Tz as @ Au)x0 eEAe 89
- Enterprise Management : 292 g 4%/‘1]/\2 A

- Operations Management: E-¢3¢] &9 =HS &g

- Process Management : ¢ &4 a] 2o~

Z*]: Software Engineering Institute, Carnegie Mellon University (https://resources.sei.cmu.eduf)

WEF(World Economic Forum)i 49x1e] Apo]lH et
AR AAY2EE AlEste] H7ME AHLdd. o] A
BRA B AGRY Atelnigl2a we] A, H54
‘Governance’, 773 % A T 714 A, BHGH
7F Al 59l ‘Programme’, AolH A & 4
@, gz v 9% A3AE WAl 5 59 Network' &&= A ste] e
st Qof. AAdEY 7142l PwC(PriceWaterhouseCoopers)™= PPT(People,
Process, Technology)¥#3l& o]&sto] AlolHetoy S HESH: d52 A
Aleteh, w3k, Aol A S Aol RESILIA: PPT (People,
Process, Technology)® @3 ITIL lifecycles ©]-&3fo] Alo]wetely] <=3

off
rJ
=

9] BestPractiveE AA|BAT. TAh7|Ho] 353 WSt dHANA dF
B7lsst 1@7HA dixste] @Al Alold AL Ol-e-& flske] ¢t
A AAEE Aol ErE ] BES ayste] AAE FESE AE 8% A

agle] & & 912 olth,
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Security Agency, ©]s} KISA)olA+= 20143 5F¢
°f FHRSE FF A H FsAba
4= fAste] AY FAVIH ARED

S B U S A(KISA) o] F3ete] TA7]9e BEESE I 3t 9
& A= ICTTA7IES AR ARRE AMdY 2 HoEZAH ©9n§
= AH3lFe= Aottt A" HAEFAH AHANES dA R o]
ICT 9285 BEf3 T271Yd i, HEES A4 7Rk BerERA A4
= E3 71 AAAQ] ARES AA 5 2 FA 7|9 vdeks o] &
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T2 -8
- 7199 ¢ 2 welg B EAR
B9 AR ~ (A%, A, QAL wHAE =T ALY 7)9le] mjEs gEd 7)UAR
- (97 AUA, 4% BRux 2 v
=4 W-24719-501d FEAd (https://www.kescrow.or.kr/)

Ta7Y ARESE AT ALAdS oY 7] gt Al Aldbetar e
U, ARG HAE|xAL 5o A0 278t dade] EFHds &+ 3
Uh R dAAOR Ve BE XY AR e TaVIES 29 B
A e Ao HRATH=3A R3], 2019).

TA7IH9 VERe AUAEE A HETE @A (82.7%) 0] 7t
F oEa, SN ITAE(82.0%), VIEAR AA(77.4%) 9 To=
et 2-22]. F4271¢ 7]51@1 ADdAF Y ‘w2 dF FHS VI
AR FATE 249% %= 7V =i, g o ® VsaEUAALE TEAR
(20.0%)", “F2714 71@%171*%1&(&0}%2%1)(19.1%)’ T ToR
Aow et E 2-231(H-T&79-599 FEAH, 2021)

(B 2-22] 7|s23 G223t XJAUE oIX T
] o = NNewE 2 71exd | SAAA
ST | Eea TEAG | T (meragA) | (TTRS)

2020 82 82.7 774 67.7 64 72.1 133

2019 77.3 76.1 68 59.8 53.7 64.2 -

20181 84.9 81.1 79.1 - 68 76.1 -
FA4: 20209 FA7IY VISR EE ABEAR (2021).

(£ 2-23] 7|s2s A2s XPALE 53t
. = > NEHE | Jong | NN | SAAT
e | TEYE O HER SRR yquay JEER O un | Cges
s v FEAY | T | (oH#A) | (TTRS)

20204 14.1 154 249 20.0 112 19.1 95
=41 20208 TA471Y 7RI TE AHERAF (2021).
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T HJa | EFHEA B EFHUR J= A=
People4 3.298 1.002 -237 -294
People5 3.191 1.049 -.308 -.333
People6 3.096 1.054 -.260 -415
People7 3.590 1.429 -.501 -.933
People8 2.592 1.788 411 -1.624
Infral 3.198 1.573 -.176 -1.364
Bet Infra2 3.858 1.493 -.883 -673
Q 292 1.53
e Infra3 2.675 1.637 .353 -1.474
Infrad 1.936 1.404 1.176 -.102
Process1 3.976 1.657 -1.114 -.616
Process2 2.328 1.762 .638 -1.487
Process3 2.874 1.549 204 -1.443
Process4 2.758 1.432 .329 -1.198
1ok
ZEA A Process5 2.98 1.53 2.751 1.535 323 -1.378
3L 2]
=
Process6 3.092 1.658 -.041 -1.645
Process7 2.699 1.514 .385 -1.292
Process8 2.986 1.577 .013 -1.392
Process9 3314 1.065 131 156
A Ak Responsel 3.139 1.573 -250 -1.410
-8 A Al 3.09 1.65
TELE Response?2 3.048 1.729 -.046 -1.662
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iR 1 2 3 4 Cronbach’s
Policyl .822 214 -.124 .097
Policy2 .688 240 025 .029
Policy3 435 .300 107 239 0.822
Policy4 .854 .189 -079 077
Policy5 .639 135 182 134
Peoplel 285 811 065 .094
People2 241 .826 056 .091
People3 219 837 061 115
People4 176 .850 .097 113
People5 097 881 113 138 0851
People6 .057 .857 107 .168
People7 612 174 .093 133
People8 .490 .058 408 131
Infral .693 .045 331 115
Infra2 498 .003 342 072
Infra3 261 202 665 154 0.703
Infra4 244 .146 657 .189
Processl 488 179 .168 111
Process2 -.003 .024 460 .030
Process3 .072 158 139 769
Process4 243 .092 120 813
Process5 .180 .161 .101 .843 0.803
Process6 115 142 041 .840
Process7 162 .086 .158 .827
Process8 .582 .052 266 .204
Process9 351 .045 315 132
Eigen Value 5.017 4.742 3.719 1.868
&%) 19.296 18.238 14.302 7.183 -
A4 %) 19.296 37.533 51.836 59.019

KMO=.912, Bartlett’s X*2= 44,449.488(p=0.000)

p' <01, p”<005 p™ <001l
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6.2.1.2. 34 &4

o] Gz acliAe fEol 54 2d HAAY 7+x =Y HA
st7]  fsted BHEAE HES =

)3} ¥ EldA (Discriminant Validity) &2 HESFS]
H(Gefen et al., 2005). 5 EFA, W8 5HIAHS A58t Al AmosE
o] &8t <14 Q<204 (Confirmatory Factor Analysis, CFA)S 3}ttt
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A= AT AR 7€ A7 g o]
RMSEA 0.05~0.08 0.092 T&7s
NFI > 0.90 0.8 T8t
=vagn TLI > 0.90 0.795 TE7tE
A CH > 090 0.815 +47bs
IFI > 0.90 0.816 T87
D) A5 8334 &4
AT B3 3 W st A3 oY Y FEEo] Hole v
#HAY] BEE YEE AR, 11 gho] E55 Bl v & F I
th B ATolM e JFEEAds ved &l AAsdv WA, g A
Fof 74 e A AR E YERlE 253 4 2497 (Standardized Path
Loadings)Zte] 0.7Ht} =1 EAAHoR Fodof 3tH(Gefen et al.,
2000). thyo 2, 7 W] g FdFELAHAVE)7E 055 d3lEjor g
H(Fornell et al,, 1981). wA1Z2 3, /H SAMFES] 2T AZATE
P2 0.7 o] ez yetga, AR Fo% Aoz gt CR
0.7 o]4o 2 Yehgtl 18] AVEE 0.5 olAtolng HIFedEs ny
ATk Hrrek = AvEE 4-9].
[ 4-9] AL 5 EHE 2MZ9
Eia= EEsHA T S.E. 3k pak CR. AVE
Policyl 0.887
Policy2 0.931 0.027 35.512 Hoo
fé‘:‘jf Policy3 0.421 0.033 12.21 ook 0.978 0.908
Policy4 0.661 0.046 21.445 ook
Policy5 0.484 0.035 14.36 Hoko
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= =317 S.E. tZk p#t CR. AVE
Peoplel 0.895
People2 0.849 0.027 33.8 wEK
People3 0.836 0.028 32.749 Ak
People4 0.81 0.029 30.721 K
Bk 0.992 0.943
ol People5 0.826 0.028 31.945 wK
People6 0.858 0.028 34.548 wAK
People7 0.316 0.052 8.994 Ak
People8 0.235 0.07 6.587 wAK
Infral 0.53
Hok Infra2 0.534 0.109 10.936 wAK
o) 0.928 0.767
Infra3 0.536 0.092 10.967 Ak
Infra4 0.713 0.113 12.837 wAK
Process1 0.891
Process2 0.218 0.028 6.022 ke
Process3 0.404 0.04 11.674 ok
Process4 0.818 0.03 30.326 wAK
ok
zg Process5 0.812 0.033 29.895 wK 0.977 0.859
Al 2~
Process6 0.859 0.027 33.134 Ak
Process7 0.683 0.034 22.581 FHok
Process8 0.041 0.049 1.118 Ak
Process9 0.213 0.04 5.878 ke
o | Responsel 0.8
&
A7 0.897 0.814
Response2 0.715 0.059 16.753 kK

#p<0.01 ¢4 F28
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6.2.2.1. 72EY BN J}H A%
2o b Bol 2% AsAa g sAA FEFE ke Al g
7bde 7587 98l (1] 4-2]9) go] FEUAA 2ie FAST
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f Policy2 . Hob3p| & A
(e3)-»{ Poiicys
(c4)-3 Policys
1 1 QIEEEHA
(5 Poiicys
Peaple1
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Peaple3 HOFOI Al TR
Peapled
Peapleb
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@ ] Peaple7 1
1 1 21 2ta| ;
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@ ] Infral esponse: @
1 1 Kpitatel
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] LY dzed
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Amos TEWAA BPs AL, w4 A (R 4-12]9 2 kA
e A H2-1: Hekdde] mekdA#e-sfaba tSAA (1
=-0.875, p=0.381)%Fo] ook FFa PIAA @ AR YEY XA
A Reklan, o€l Aty pite] B elawoR Sl o] A4 H
vk TEEAA BFeld Ay Eguipel o8 AuEHE FHUS
A g olujshs RA2E o3tk B Ayl ¢ Sueldl uek @
o] THW At HEAA(43.8%) el FolF FTFE MA= Aow
Q1AL vk
(£ 4-12] FELINEH0| ot 7HEdS 2
Estimate =7 A
A= = 5 SE. CR. p# |[HAFEF| R"2
&AA —
T wolpaga 0157 | 0121 0.028 5.688 Hork A4
=4 >
- O]EHE;Z?L; 0072 | 0.059 0.025 2915 0004 | AA
T o 1
& A A
-0. 0. 0.026 0875 | 0381 77
et ol | A el 0.023 0.014 17
%_21 o 5
- ql"eii]‘_ 0.141 | 0.124 0.022 6.338 sk A A
o
w0} E‘liﬂi}(— 0.194 | 0.176 0.021 9.432 i A A 438
of 3xx
Z %) o
FA S G0 | 0o 0.019 4.627 ok A4
=AEA
o
ql";]fl;_ 0.07 0.059 0.018 3.834 ok A A
RS INURRY ¢}
BA oAl
2242 | grgpy | 016 0.15 0.018 9.455 e A A
4
o & A A
. ) 0.023 9.769 Hork A%
T el 0229 | 0.173 14
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J= 545 YA (measurement equivalence)
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U

v A ¢k 29 (unconstrained model)d Bl &

e A eFRd (N constrained model)

&, 2019).
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H<=8 71 9(C1) 38 719(C2)
73 Bz
B CR pt B CR pk
SEETEE]
..
o °;Tlf -0.006 -0.304 0.761 -0.036 1152 0.249
Eo‘_]'?_] a_;]‘ E?_ RSk el
FE | g
. 0.132 5.828 Hk 0.088 2.325 0.02
-3 A Al
o z}‘;&% - 0.18 8219 Hkk 0.164 4589 wk
ol 3L
— o 5
I o) & A Al .
Seria 0.07 3551 0.102 3.163 0.002
P
qi]";ﬂfl? 0.06 3272 0.001 0.061 2112 0.035
L= o
o}
E%E ha A 0.14 751 e 0.181 5.887 sk
—:;;]] SR PSE . . . .
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o
R i@‘_ T 0104 9278 Hxk 0.116 3.457 wk
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#%011 H XA Rate] TRl A A EA] Hakglar, Q¥ A>3 s AbaL
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Agugl Al FHEEHE Yehd FFe A AdEAE TR AA(B3=0.181, tFk
=5.887xxx), Bt AN (B=0.176, tak=4.224=+x)7} 222 (B=0.164,
t7k=4.589%x%) 2 E}L}yk

2) webAgate] A% Pl me 24 a3t

WA QGG b FAststel e 2 ave AT A
= AR §lS(C), YF-HAZ7HC2), F-AAJA(CI), HebAFE(C4), 4
GRFA(CH)l we} BHEHE »2 AAS vlue [F 4-15], F2E Aol
AZo & 7V AZ Ay [F 4-16]1, [ 4-171¢ Zo] et

[E 4—15] ZOHHQIXI0| E ZF H|W
23 x2 DF PZ x}DF | RMSEA | NFI TLI CFI
H] ) oF 88.619 36 0.000 2462 0.022 0.988 0.954 0.993
A ok 100.527 40 0.000 2513 0.023 0.986 0.953 0.992
2o ] 1l 11.908 4 0.018
#p<0.05 FFolA H2lgh
[H 4-16] ZQorMQXto| E ZHE0 JHEAT A2H(1)
A A =(C1) 95 A F7HC2) 541 2 2H(C3)
T2 A=
B CR. | p# B CR. | p# B CR. p#t
9© 3
H< A7 10229 | 3912 | %% | 0346 | 3445 | **x | 0128 | 2611 | 0.009
y |Hokzh e A A —

Hp A

3E %)

v oS A A 001 | 0.168 | 0.86 0.366 | -3.35 ok 0.045 | 0979 | 0.328
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o8- Al
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B okl e

werady

3L Z)
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912 312 ) ) ) ) ) ) . .
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ABSTRACT

A Study on the Impact of SMEs' Security Activities

on the Establishment of Cyber Incident Management System

Kim, Eun Joung
Major in Smart Convergence Consulting
Dept. of Smart Convergence Consulting

Graduate School, Hansung University

Due to the acceleration of digital transformation, we are living in a
hyper—connected era where we can access the Internet anytime,
anywhere, with any device. As the work environment has diversified
since COVID—19, such as working from home, security risks have
diversified and advanced, further requiring understanding and
countermeasures against cyber incidents. SMEs are likely to suffer from
cyber accidents due to their low security capabilities. Even after the

cyber accidents, the scope of investment i1s limited and it is responding
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inefficiently as it is busy with post—processing.

This study proposes a security system for SMEs to respond to cyber
incidents.It is intended to understand the impact of each security activity
of the security system on responding to cyber incidents and to propose
a plan to establish an effective cyber incident management system. The
data of the 2019 SME technology protection level survey for SMEs were
analyzed using SPSS 23.0 and AMOS 22.0.0, and the research model and
hypothesis were verified and studied. After exploratory factor analysis
was performed to review the adequacy of the research data, grouped
factor analysis and reliability analysis were performed, and validity
verification was performed to perform the measurement model test and
structural model test. To verify the research model and research
hypothesis, path analysis was performed using a structural equation
model, and the effects of moderating variables were analyzed by group
classification, free model, and constrained model.

As a result of the analysis, the security activities that had a high
impact on the establishment of a cyber incident management system
were in the order of ‘asset management’, ‘IT management process’, and
‘system management process’. Previous studies have shown that security
policies have the greatest influence on the level of technology protection
among security activities. However, in this study, it was found that the
security infrastructure and the security process were more influential. It
was confirmed that the moderating effect according to whether or not to
benefit from the SME support projects were mainly shown in ‘system
management process’, ‘security management policy’, and ‘access control’.
The moderating effect of the security manager's role performer was
found to be influential in ‘access control’ when management participated,
but it was significantly. The moderating effect of the corporate core

information management method was also found to have a higher overall
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influence of using external professional services than in the case of
SMEs establishing and managing their own backup management system.
If security activities are carried out in the order of the hypothesis
adopted 1in this study, and investment in security policies or security
awareness suggested in previous studies is established as a long—term
plan, it can be said to establish a meaningful management system in the
long and short term. For long—term performance, it will be necessary to
analyze the results of SME support projects based on the information
protection roadmap and establish a cyber incident management system
through continuous supplementation of deficiencies. It is expected that
the results of the empirical analysis of this study will help establish

effective standards in establishing an information security environment.
[Keyword] Cyber Incidents, Cyber Incident Management System,

SMEs’ Support Project, CSO(CISO), Core Asset Management, Security

Activities
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