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Replacement
Demand 25
years on

Wave 1: Design diesel vessels for slow speed;
fine tune energy/carbon saving equipment, to
new IMO standards; /
200 Wave 2: Develop low emission dual fuel & gas %
leading to hybrid ships with batteries and / Ship requirement
advanced digital systems; short sea; B2B etc 4 “hole” caused by CV
Wave 3: Evolve designs for zero carbon, all Scenario 2 - probably
electric, ships which become available when filled with

new power plants have been developed.

N Note — mare
. R .
n ships will be
needed as
the speed of
the fleet is
reduced

150

speculative or policy Wave 3
driven counter
cyclical ordering

Fuel cell,
Electric,
nuclear?

100

Million dwt deliveries and new ship requirements

50
(enhanced/
¥ IMO compliant)
Source: Martin Stopford 2020 3 .
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[Z19 2-2] Technology scenario 2 to reach IMO 2050 CO2 target(Martin
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6) ISMS : Information Security Management System

7) PIMS : Personal Information Management System
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Identify threats

Understand the external cyber

Idenﬁf‘
/" vulnerabilities .

Develap inventories of onboard
systems with direct and indirect
communications finks.
Understand the consequences of a
cyber security threat on
these systems.
Understand the capabilities
and limitations of existing
protection measures.

e —

| Assess rIsI?“-,\

/ | exposure .

Establish
response
plans

/ X
/ Determine the likelihood of
/" wulnerabilities being \
/ by external threats.
Determine the likefihood of ’
vulnerabilities being exposed by
inappropriate use.

Determine the security and safety |

\ wh:l“;auefan\;mmdw or /

ination inerabilities

Develop protection N
and

detection measures

Reduce the likelihood of vulnerabilities
being exploited through protection
measures.

(23 3-1) Aols] 1% ] M2 WA 684 (BIMCO, 2020

Al Y el A s S

:
o
inel)
1>
&
RN
18
oAl
1>
&
o

sel g A WES kel [ 3209 2

[ 3-2] AtolH] 99 H HA(BIMCO, 2020)

Function Category
A% AR
a9 A

Aole 9189] 7
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Al 2 2 sfedgde] AelHERlF 2]

1) o= A3(ABS)

U3 AFABSI0E 20160 HF B F AHGS 91T ApolH] B 7
@ solcetele ek 20219 ARH AFL oAk of sl =akel
o 27 T AxY ZEAs @ uEYs FH0| AYske 7AW J&
AolHinet BT WAUZ 2 FALT Al e ABS HAe] A
of gtk AFL B BAS PESHL AN £AE ST AL WASH
o

Classification Scope(CS)&=  ofefie] [ 3-3]F &o] CS-Systeme}
CS-Ready, CS-1, CS-2 4719 S3gog FEEcH (CS-System WU

CS-Ready: OEMel I3t Aol Ad A% Az ¥ 2HAA/FFLA
<
278, Cs-1 B CS-204% 4974t 297t BA%E 28 9 A
Afols] et WAt HEE mPSHe Aoln ek 2R SYste] Aol
ol

B 2 A2 Hiet fde HAasksta #eld As gAISE

[ 3-3] CS B7|H A8 7IsA(ABS, 2021)

2 A48 g 57

Notatior% do}lcumepts lfhc;ilt at least
.- one of the installed systems,
Or1g1nal providing a  Primary  Essential
Equipment Service, has an active ABS
CS=Svstem Manufacturer CyberSafety PDA  Certificate per
y (OEM) equipment |2/1.1 of this Guide. This notation
installed on a provides OT/IT system
specified vessel information that can be utilized by
p the Company to satisfy certain

CS-1 and CS-2 requirements.
CS-Ready | Ship Builder Notation documents that

10) ABS : American Bureau of Shipping
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cybersecurity procedures and
protections are applied to critical
OT/IT  systems  during  vessel
construction and are documented

Integrator (SBI) and communicated to the Owner
applied to a per 2/1.2 of this Guide.
specified vessel This  notation  provides OT/IT

system information that can be
utilized by the Company to satisfy
certain CS-1 and CS-2

requirements.

Company, Owner, .
pany Notation  documents  that  the

CS-1/ Kf[a?llaesiila lied vessel has met requirements for a
ger app cybersecurity program per 2/1.3

to a specified of this Guide.
vessel

| a2l

S AtelH Zl&e "4 EVFESHA =itk 1%7] wiEe] Atolw f1@o

215 9Jstal Cyber Risk Managements 5%5t7] £l
AE71=0T), 71 2=(0T) #9b ofyzt &84 HeWx] He 9 &
2 A< wWoles At Utk vl= Ag(ABS)olAE 22T 299 A
0 5 mlgo A% QH oRst WY uet Fruet
a7 913 il Wash Ack. olo] wel MObALT of =

= z

F

2) 9= Ag(LR)

F=r Ag< Lloyd's Register(LR)OIA= AFolA S2FEQA ArolHE
¢t -2 gloeyt 2017de F7HSE “Introduction and Type Approval of
Components within Cyber FEnabled Systems”o|] w2W LRS A<l
AtolH HQE o[l Eof gt AJARITF ZPAES] Abo]d] HOE EIE rio]
NIST =ZHd¥=32]  AH(Identify), HZ(Protect), BA(Detect), -
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(Respond), & (Recover)®] oAl 712 84 752 ARgshe ZAdog &
HESFATHLR, 2017).

a3 2018yef F7HE ‘LR approach to cyber security” ol A=
BIMCO®S| Atolw] o 2] I A9 ZF DA disf "= AAst
ook WA 9 A Auty ute] AEIStEA AR ddE vl EHH
of wE Ateld FHeFd It HAA & S7tE= @7elA Cyber
Attack Lifecycleo] AR F3, JAEZZS] o]& o] A A9 Ao,
gold §29 wAE AX Agdty Uy otk thgos Hepy
Ao HubzE A HAIARI(ALS,  Automatic  Identification  System) 9
A2 =Y HA]ARI(ECDIS,  Electronic  Chart Display and  Information
System), FHAILR(GPS)= oz 3 Sk §d B7F A=
ZHE Ao IT 9 OT A&a’e HOs] 93 7|E 7= ‘3—! AxF Ao
£ "oz sho] FHokst IT ¥ OT AlA®E AdEsty Al¥E FoFAol
2= ¥ st dekxz|e S Hoste dde Hde o
T H A THsAe AdEske Aol HAHR dAlolM= Bl A

WA A FRE T AHAS A&sa B 98 50 IT A~

@
AR A2EE 9 w4 AS) Flol=el NIST SP800-349] ulAAS 7
AL WA A A A, AU 9F B, O 54 AW, B3
A A, wg AT A HiE FA 2 ds A, §A84 Ao
2 o2old qrt. wEoz g W BT 9N Bastu g Fa
gt dlolEE A, AFm WA A ZZo] Fslop T WAS Aoz
Aeste AR 49, Ax g Al dE diE S, 0F7Ed
N LG 4 YES WS W Ade] A U, Aw g I
52 AT & YRS 71 9GS DRI olEd Jlsel A%aH
WAL 4 QLS sfof ek e gt

3) 2ol AZ(DNV)
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Det Norske Veritas(DNV)E= w2¢o]e] Agoz ol [17 3-2]9
Zo] Bt 57 FESH7] Y5l Secure Profile(SP)-> 87 AMe] Aelg IE
o] "o s x=Ast7] 9ol thFet A/ 1F FE Ev 24 9%t
o2 SPOFH SPA7HA] S ERSIAH. HE FU ALHGul) o)zt
A2 AtoH HSE ZzAEA & ojof St R AfolH FE] AAH]
SH= gofoltt. SPet SuCe] PAE irejste] HQFGHFE Atols] Het
AN2 FESEIL It Cyber Securer= SP0S] Q@ 4AF-E w2 Cyber
Secure(Essential)> SP19] @7 AF}S mEH. Cyber Secure (Advanced)+=
SP3e] @At mEA FHM Cyber Secure(+)= 1T AAET 99
T4 a2 gt A4S AlFst=s Aoeg o] #ol= Cyber Secureo] SP

o

o
QTATe] £52 59 4 ATHDNV, 2021),

t

¢

o o EH

<

Mo oX T

]

Security profile

SP4

SP3

Cyber secure(Advanced)

sp2 Cyber secure(+)

SP1 Cyber secure(Essential)
System under

consideration

Default suC Additional systems

(19 3-2] AtolvEet S5 EZ7IH(DNV, 2021)

Security profile®] @7AFR}; IEC 624439 Hb +=FS m=2n SP0S ¢
A faol 7] £FS AFsHH SP1E IEC 62443 HSE £+F 1S 7bto=
St bS] Afold fddofl Higt H3E AlFetth. SP2= IEC 62443 Het
T 28 7IHre R sto 2 B Fr|Re 7 W2 @A o=

HH Hoste ol SP32 Heb £F 35 Ve r F3F Fxo Add

c

=
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EA OTA2H 71&S HAst A8 dYAt ot 1o&Ql Hs|zRE B
S ofjoF gtk SP4= IEC 62443 HF =5 45 7|Hto 2 st 2 2y, =
2 57 o 9 EH OT A2H 7|&S B3 A8 JHA] ot o]

o
QI figte] digt Ho 5 AlFsiof & A ZFxsta ATHDNV, 2021).

A AFQl Bureau Veritas(BV)&= SIHEHER Aro|HESY 3]
= 2018\ FHESIAT. o] &2 offio] [® 3-4]eF o] ZA 7Y
General Principles, Additional Class Notation CYBER MANAGED
PREPARED, Additional Class Notation CYBER MANAGED, Additional
class notation CYBER SECURE PREPARED, Additional class notation
CYBER SECURE, Type approval equipment, Survey Operations® &
Ska, 22709 Zhelaielet 192719 AlRtE-& xgdstar Qo

(¥ 3-4] SEFO] Afe]REQE 72(BV, 2020)

74 st ze) ARGE
General Requirements 12
Cyber Repository 15
Criticality Assessment 15
General Principles
Design Assessment 13
Risk Assessment 13
Cyber Handbook 10
Additional Class
Notation CYBER
MANAGED Cyber Managed Prepared Class 3
PREPARED
Additional Class Cyber Managed Class 3
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Notation CYBER ) ,
MANAGED Cyber Security Policy 15
Cyber Secure Prepared Class 3
Additional class On board to .On shore 7
notation CYBER Connections
SECURE Vessel Networks 6
PREPARED
Operation Technologies 4
Interconnections
Additionalclassnot
ationCYBERSECU Cyber Secure Class 3
RE
Type Approval Certificate 3
Lype .approval Equipment Design 24
equipment
Security Solutions 13
General 6
Monitoring Survey 6
Survey Operations Infrastructure Survey 7
Equipment Survey 6
Maintenance Procedures Survey 5

5 & A=(NK)

dE HF NIPPON KAIJI KYOKAIINK ZF: ClassNK)+&= Alo|H Kot
AlolE ofgfe] [1E3-3]7 o] 1ATHE 5SASCE FEstl §lom,

1A=z ~TEY0] T stgo] FHlz Aol 242 "FH| Aol'e A
B /A5 A 9 A, A5 'Y 5A'Y dH BAS s x

A, AT AE HE g 96l AA" 9 Alel, mHAez 5AS
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2 Afolw AT A AAAE Az AHolstw AYti(NK, 2019).

1. Controls with
software and
hardware equipment

2. Operational controls for
ensuring the health of
“equipment controls”

3. Controls for ensuring the health of
"operational controls"

4. Organizational controls designed for information
security management

6. Development of shipboard products with reduced cyber risks

(19 3-3] AtolH] Hob Alo] AE(NK, 2019)

ClassNK Ato]s{ HSF AJg|zol= Aolw] ol A4 A Adx A
& AtolwEeh ] AIAH, AZES] HOE Aol k. WA, Aol
Hob A4 A Ade 2440 AFE o R NIST SP800-828 F=5}
o NIST SP800-532] Aldfe]l HE== FAIES skl ol 1ASH 2
A, 3ASe] siFE. 2o AERg Atolw] HE ] AAER 4750
s s Autgalslael Auke e s 1SO 27001 ¥ ISO 270029] 7]
TEE AMEShE ISM ZE AAHN0 Sde SRR et vpAge
2 5750 dFdEHE 2nEe] Hob A2 A xﬂ AAE 1’%}2
ISO/IEC ZZ=oAM FE7t Aldte] B89t 848
2AI2 9 7 8-S I AS dasta JIH(NK, 2019).

R

ll=l tu
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A 3 A = A ArolH Rt A3

20181 TESIAT 2ol 202130 AHE Fol=atele Was}

78 A At g
Aol met A28 E5E gl
Ao o} Al AHIL il
Cs Ready | ol ASRE 0T g g apolner pe
7)& Apoluimeh EHe AA 9 AR B,
CS1 | N2Ee 28 2o | Aolumel B AlAge] REd
Adut T, Aol 918 HaT os b
5 Aol EeE 27 29, A% H
SEAT , A&
v | ARESTIRER Aol alxa wel g, Aelng
AT T oY Nade] giRE 7Y, giRie
o Aol 9 WS Tbs
- AtolH] 91g ol 7bs, As) Ak
s | ae D W A e o 8 BT ks
AT ASHOE ApolulReh 3] 425
B

kel sfjzictelo] wWalshAA  Autyl Slabe] ICT2F OT AlA®e] df
SF Apo|HHEQES] FoAdol Frlstlth. = Awo] SHAF AtolHESE 7
Aol sigshs i Auf B SlApet 221G 2~ g e, A
Ato|HHEQE &F5& o R gttt 4479 [® 3-5]= SiAF Afo]HESH 5
2 (CS Ready®} CS1(Basic), CS2(Enhanced), CS3(Advanced) 4719 5&
2 FEEGE=EAE, 2021).

e}
a
o
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CS-Ready 552 AlHtol] tigh AtolsE el 132 1370¢] A-AF=} 50
el AR AH o] sig=E ofel Zled [® 3-6]3 o] AHTE
Aol digt W8 = AT A ez ddEn

i)

E 3-6] CS-Ready T&9] A4 Aro|HHEet 2 (@=44g, 2021)

AHZ= A4 e AR A4 A%
Agt g IT 2 OTel 932 13

Haz w5 9k gaas Adsiy g 5
e a5 9 5
HoEolof s RE ARHAIAH,

Ag g | A6, dold e RSt BA 1
Azdo]  HEste ARgAte] @it

AT A S H4st 9 wWEst ste] HLL 3
A
ool WE AL ATT Fa

224 Het | A2do] digt B4 g@emw 5
Eo] mot
AR W AolE Ay 2

= o 2

glofelel] dieh Mgt dest
o of =
dolel 2ot | 29 ey ve 4
/\]iEﬂ H 272 oA 7]7]— o
il 57{1_ _l:l = Z E~ = 0 L= o v 5
R R
A28 Y HoPEdAT stEYo]-4&
2] jm ) r=2"0
MER T mege) maxge v 7
AE ) A aEle] WA fig F
WA w2 o 9 ol 5 AW 3
T A= e
HTE g | HYAERNE A2HE BT 1
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Apafat w7t

ooy o | U2 MESIZO) da B B4
HMIEH o) pejo) ot A1 10
LZESol B | A% o A2Ho] AAsE 4ZE ;
i foje] Eol e el A7

CS1(Basic) 55

Mol ME 23 3k

of vy

of thet AtolHEer %

ol sigH™ offel [& 3-7]3 go] =
et W8 ® AT AY Aerz HIddd

2o 18719 #

A7t
M2 2]

=1} 81

j= =

[# 3-7] CS1(Basic) 589 Auf Aol Het A (FHEAF, 2021)

42 A e A% A A
Aeluugt 18, ARl 5o HRE

A 7q 9

FIA= | aasaq 25 !
B gde T equy, 44,

Beh A | AYA 5 AT Aolumt 3 )
ERER
A 18] oy wekns Agle] wel

Beh g | SAASh SR 11/0T 999 3
ol weki s A
A g T 9 OTel BFE m

g pe |4 o fads Ausin pell 6
e A3 59 9
BEHolof st e AUCIAH,

A gl | A, deld 5 ERde] &4 4
s

92 84 |Gl e e ane e |
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JESSPNREY
7}at

gia pe) mRAse
HEUA A5 §AE SIg
Azd egurd 53

CS3(Advanced) 559 Agrof st Alo|HEOE X2 6719 A HFEL
1570¢] AR ZH &

o diet W& % AT

[E 3-9] CS3(Advanced) &

mo] SjgEle ool [® 3-9J9} 2ol

A Az vdEd.

Ahget 3

- j=

Tl Aut Aol Rt A A (@FAZ,

H17], A&, ¥

2021)
e A% A% A A
wobgAe | 4T WE EZF, A% Aol 1
aflst | 5 At o] W
el B o4 Ae FolH0E
REAAIND | gacae zag ag 1
ol% Sads A4 97 58
MzUA A%y | DT Ande AR 29 2
g AAETFE I3t BetaTA !
A8, wolge A4
YEYT Edne AAZ
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Al 4 2 ArolHEE FAA ATt

Panam Choi & Seungwhoon Han(2015)9] QtoA= 7IHPEEHSS
Fol ge e A7Y §E0) HAROIE BPsa FelAE ok
7 gEE] Aol oA gAw, B4 a3 1&d 29, Asd
2 goloer  FEFHolmes, 2001°14<F, 2008; Sr=AHAIR]ZS-¢,
2008; AR, 2008: FFY, 201DHL doeH @A 7|4 Aol
A 1Az, AR, A ke BEst A ARAY] PSS
A7l Aftgsom Ao(erldeldd, 201005t v #2H 8

FAES
A=
JIAHEESE fof aHE HHHDS @l 7Sty AdEsH T
A
N

[i

ol

TGS Selsts BASEEE 1902 ouse J1&d 8

Al2E Hetyh YEQA Heb okl et Wes olobrl shal qlu
(Post & Kagan, 2000). 211 %2 W z9S A7y FAFLIoR
T2otl Edske 1Y, AEAL"E 9 AAH[e] AR, wEE, Rl
sl 2 sd= Ase 7ol Ak Ae A2dz alez olopy]

st (Solms, 2001).
Humck Qv A, A43 PR ARANES peld met 2z
FEstt. I AA" 9 YEQITet dEE  HsiAtar

F £AR IS B AR Ee FAFIeR &4, AR
%

o

=
SEERE Bd Bot FAlz 7R
4 Wl PAlR TEE YU A
B =

g AT Al

S
2
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[ 3-10] SJA} AfolvHot HajAtn ol 97 BA(ALa ALA,

2021)
A Aot A 29 5
- GPS Hu} A5 5 ofojFog
YA | R ET P LA | g gy
T T
HAA dslel | ARES AAE omdel | Lo oo
2l Aunels sa aeel g | U0 =9
Ag ol Aut _ =1
A I U AT G PR
= Aporelo] Aoj7l A o e g
Kols 27 i
=gz
Inn}?f_ii o Amos Connect 8.0 HZ9] S5 ol Bz
vl ZqEolq Flobgol wra | 1EH B A

opd B

FA RS GA 2 Ho]
AEVTSo|A YELIE Fl
AEVTS Al2Ho] & <
Lol W2t 7

A% VTS 317

[¢)
Al Adglol el ., .
Atolw] FA AZHZATLQ) O 2 HotolAl A Het 24

BW 1% Afolu]

A t 2 Wt 71&7 Kol &
iC 2Al= Qg Y3} Sl
AAEE PAH o R H 4
et yrgt SAEA] &2 A2 AHH
E/\fofaq %?;14 |~Hof| Rt A AT 714A Hol 2y




_ Aol I ETT Y EHIE
Aol g = e

5 5 o] el A|A"E Ao 7% Hol Bz
Aol 27 &% AT mﬁ, 1=/ el | 7ls 1

N

A e | olMge B Adelny 34 | weld net A

AR AtolHEQE -2 SAIZ|HES] AtelHESE A4S HEskal Slth
dA =A 7oz B 4 e IMO9 “Guidelines On Maritime
Cyber Risk Management’ 2} BIMCO®] “Guidelines on Cyber Security
Onboard Ships”, 12|11 {F=r AFo] "o Alo|HEQE AJAR X[3]"& H
wst7] 9o A= = Ag A¥ Tael oE 7‘]51‘:]:?}% T o=
He @85S AYsta skl 18 A Hetw Te =
22 Heto=m FERSIIH. F&E = AF] Alo|H Her /\]i‘%‘ K
2 off [® 3-11]3 o] ¥ed Heto] dfgste AFdFo] 187]¢}
AE A = 740, 71 FEol sidste AXT=ol 10719 AlE
4= 340, E94 =l diFohe AMFEHo] et AR A=

2072 FtE .

_
3

(& 3-11] ?t= AgG9] Aol AA”] (A2 A4, 2021)
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IMO®9] AtolH €& e FA1 BIMCOS Aluto] #at AloHH

A, s AFol i AtolHEE A|AEl 2He H|wsE At ol [&

3-12]9F £t mluel AR2E = Adwel Axe] IMOQ| Aol 9

2l e Wee 48] AEst AT, 2Biu AR A =l ditt

[3 3-12] AtolHHEt 213 v W (AFZ} A4, 2021)

Fshale ohe Aom BAETh IMO 749 AR A7 B

FZAF AAFE IMO(NIST) AAF= BIMCO A=
HotA|Alo] d{st ID.GV
HeA Y ol RS.AN
B2 A5 B
0l 7c}§]'0 © ID.BE
ArolH| Hot A]3] RC.CO
Ato]H HoF AA} RC.CO Risk assessment
Identify Threats
ID.RA, RS.CO. Respond to and
A AE recover from
RS.AN :
cybersecurity
incidents
Hetb B ID.GV, DE.DP
Hol w& PR.AT, RS.MI
Identify Threats
Identify
. ID,RM, RS.IM, vulnerabilities
sl e RS.MI Assessing the
likelihood
Risk assessment
Identify Threats
Identify
S vulnerabilities
At e ID.AM Assessing the
likelihood
Impact assessment
A o2 o9 ID.SC, PR.DS, Develop protection
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measures
Develop detection
measures

PR.PT, RS.RP , Respond to and
— RS.CO, RS.AN
B Ak 7} LY, Ro.AN,
2o odeF 735} RS.IM. RC.RP. RCIM. recbover frqm
RS M] cybersecurity
: incidents
Establish contingency
plans
9|57} Hot PR.AC, PR.AT [dentify
B = e : vulnerabilities
N Ea=1 R ID.AM
oz T PR.DS, PR.MA
e Hot ID.AM
AZESo] F4 e ID.BE, ID,RM
H7 e PR.IP, PR.MA
AT 2OEY o
A DE.AE, DE.CM
do7] e PR.DS
o] A 2~ ] 2
FB8E o 4 Identify Threats
=
Develop protection
— DE.AE, DE.CM measures
A} AT EF AL, )
°ovd 4% d DE.DP Develop detection
measures
tlolg Het PR.DS
27 g PR.PT
2ntd Hotate] PR.AC
o5 5} PR.DS
YT Tl DE.CM Develop detection
measures
HES = e PR.PT
AT A PR.AC
PR.AC, PR.IP
Doz HO AL, AE,
=el Heb PR.PT, DE.CM
JEIeI Dol E
1j—1 LHEEq——l olﬂ PRAC

WA

_47_




o X e = 9% T o) ol ol LT
TR M ﬁ,W T NN N T -
3 _ ~ B
T <+ W Wu mﬂv _o. o 7. @.,_Am ,.,_.u__“ ﬁﬁ: cd
oo X oo w B oy o N o T

o w_ M,_ M .o H oo KO
So X RE O T H B A
=y ol H w " H T = — ™ T W
o - N w1 Lo 0 I .
l ToR T o F . mF oh ] e
F oo oo W o s
I N ST T BT o
) o 0 w0 R mme 0| zT.: o
i 5 I N T o)
Eo g M ENY m B m@m <N
X o J o = 2 _ T o o
= T N ‘:._I w H_l_, ) 0 Fol of M o ) ol
1.,_AI ~ L_L " SR 1ﬂ__|:Wo 17_.0_A.1_ " ~ mr . _.E &F
AT CCR Y A o &
TR oo W A L %l odoo R
— o —_— m N e N
2 TEE T L pPTE o R
H o- MH N o o . M ~ BN
Gy Hl N O_E nma O_O N ol oF oF T '~
o o = FC X % o) =zm ol 7o N
2 X R BT T oo ow o om T
I w0 om M5
NP FTT M ET H
L o3 T o FTecm o PO
o @K o _ X or LUSICY T ok To-
T I ST~ S SO =) W H
RS
S - O T o SRR SV
LR o N X = F Mo m N o
(Y F T w9 WX HemE W 2
T _F e wF o mE
e TE Py EEE®
o . mF O =<
Wo I 44 o H B W o o A M cS

94

HEAAE

]

prs

§71E Aolemet A
AR Apolsmet

=

o

=
=

ted

(<]

_48_

SiAtaL AR

)

2]
=

o =A el
AtolH H ot

—

SF

]

jm]

S

ol#

ot

HEQE A



J-esof Afolwrel mel 79

o

Al 1 AE ApelHEE ndl A7 E

Al 4% A

T
Tl
N

110

ol
7T
g
B

ol
:_a
Hr
q_o.o

IMO2] AlE 24
AtoluH QT T A A el Aol g

1

=K

ApolHmet 2|7

Fsiet.

°

A717F 8

-

o

o

S - 2]59] Aol i3

o] AAGACNMTE WAE B

FATHAFRAR, 2017). Adtat

1

[e}

(<}

2yt

=

FARILO| A e} T O] ARGATE AR A

[e}

”» =
oAl 4

T

o]
p

f

o)

of Ao}

=

1A 201794 AEAZ o]

-
2007°] He

q__.

A=A

o
—

1
]_

%

al

EagEN

}t

&

_(H

Fzokl

upE

o
‘I_

%
<
Y

IIe)

B

RS

ol
o}

<

.

a7
Het
sfjof

—

o

O
—
S

ol Het

o 2A

]

A
=

fo] spolwlscl 919

S8 et 2

°

¢}

3l

)

o

=

7

=

=R=)]

ez |
£

]_

Aole 1ets]

ot A, AtolHEE HAIE o]

o

L

—

T

-

o

A-llA
ofd=m Ato]H Hb AA

=
=]

—

I

o
& a5t
;§|

]

[¢]

2]

S}

}s
QAL EES oo}

=

A

oy
o
o

=
sl

)
—_

AR o

=

=

sf

O

1)

1—

o

<)

oM T8 ApAtel] H

w2 A A 9

o

<

AEE

3 =]

il

S

Al

(€]

S

o

%

_49_



)
—

ol
8O

B A,

=13
=

e 19 A, 19

@ ols

Zoltt. Al2"e] o

=1u
Sh=

B
e

o

oF

o
olo

T8O

o

o

ofefl o] Afo]H|x

f

o Zo]cHDSLABZ MUY, 2021).

& 9

e

~

ol

et 5

ol ALgR] AEs B

fa =)
G

ge 9

o]
=

2

B

_(H

BI

—_
fife)

o
—

tet, ofef [1F 4-1]
Attack Tree 9] 9

<

glojof

LZeEE ],

TCP/UDP

B o]

=
=

s

Zo}

31 = =
TH FEE A

I
N

Legitimate

access

Online banking

systems

Credential Theft

(OR)

Fake Web
Pages

Phishing
Attack

Device
Control

Malware

Social
Engineering

(17 4-1] &aFel Al~"l Attack Tree of|A] (DSLABZ Y, 2020)

_50_



Al 2 Z Aol ESE Bdd A

24 ATgore] Al 9 guhe AEAZT ) AAY A4Y F79

HAGANN HHEE BelAAS FEE & Uk A AolHAY 2
o v 9 geld ASEE [Te OT 7149 A3 74 EAste] y

O
d oI9S B2 4 otk 94 A 9 gure] AA%E faxo] 2
=2 1l

Hap 51 apargel wet 47 e At

et

A Aol A AR AAs R AAZ TR 4 dom 47 A
A AEE ARFS HEE AT aTAg A Pk TP 74 B 7
e wEste Avte] A5 A4 BHom HE Y AARE AN 2A
Ane weksta ety o 4 Atk SR AL A4 AA FURE A4
A AR EFe A7) AN ARE AN 918 A4 HHoE A
o gt &= Qth.(FYs|=, 20135 o]AE 4, 2017)

1 ateack vector
CVES/AVIN/AC LIPRA/UINGS:

1 3AgEE A
s

AAEANA AEre] F(Room)olut @ete] 9= HolH aF5X(Data
Flow Diagram)®] st=glo] = ADEo], &) ARgAE, P94, FA4l

p

A, ZREFE 0 g2 484 HiAsh +A4_4 e Hloly FAl
T

—_

kl

Aea 7He] IAE AFAHE dolgu|o] oA HMTE AHAHE ol
| t

o]2¢%l Attack Library= o8 SF=E 2 of & A|2Hof digt 94

_51_



= ARAH, 7IsRAA, =w, AHds 8 CVE(Common Vulnerabilities
and Exposure)®] Thebet A4 2418 Bo £38 2502 FARUHE
€4, 2019). AAE AAFHE o]85to] Attack treeE TSI 34 BE
£ Aot YRR AFA R HE Es Fube] A% o= REE
= ol Ao AtolH Y 2T 4
o} o] UEhd 4 X DFDFAL4S A" HtFgS wd & 5 9
o}

K

Al 3 E AolHHESE Bl 74

o »

T ¥

2 z
S (ARiEn
- §229¢2%8

s CVE-FOH-1284

|
HIEI
l - L + o
si il K
:
11 | —
i iff 5

PRI

erientn " -t Force yTRPrAT
hrpimsiamin R

[T 4-3] Ato]H 324 2 Flow Chart(DSLABAH Y, 2021)

FAaase WAE HHS Attack ListZ|9he2 25t AR o

_52_



oleHllo]A  Attack LibraryollA 2l®¥sto] Attack Treed ZHAJ9tth. Attack
Tree®] XF A=7F #4840 AAA 99 AT =87 2 5 Qe
(19 4-3]1= ZH2te] HekRJdo] XFAox FAFAAY HA=25S UE
et

4% Sofl AEE HAA AelHedS T FTH 55 AA"(CVSS
Common Vulnerability Scoring System)<& ©|-&sto] Adte] Fo|up gute]
Sowz Hol HoRyo| fia] Akslet £xm ;AT &
Agete Ao wet AT 0.1-FH 398707, FdTS 40387
B 6.987HA], 19jde2 T.08FE 89%87MA, WA ST 9.0%H
10.08714] vl 7HA = &7 4 Uk

[ 4-4]3} Zo] Apo]HElF 9 nElldgSE Fof /]
THol AAHE FHLAEY WAE EAHY H4E AEshal oF A

= TEAA delFso s HekH| ditt A4S mefeta HeHdA

At

N

[T

Sk A
OELT

pacs

AAH Het @I FAAE, CVSSE FF s FAB Fo 249
Bl ARAEelA AARACNA Aolumet Hepgel A A
o

o1 HE=
Aoz ZIH=y AdE FAE 2ot ool didt siawgde AA

_53_



ol

NE

|

w
B

i
Hr
T
Mo

Mo
T

o] FRsstgom Herstgel

o]jq.

]

o

Akl Ape o]

213

140717 Wilo]l =YL et of

Atolw] Hetmd Aol o=A FEIT <

HEE

=y

et A E

s
—

& [1™ 4-5]

-
o

Jo

A

Nrgog

(MarineLink; %, 2021)

A7 o]

s
-

EHo] 275

=i
=

P

iy

t}. AR, VR, HEtH A 7]

Fgto]

Arlug

=i}
=

eatel @g

G
e

¢

ol

njn

__ﬁ
m

_54_



AtolH|Heto] Qd QAF Shy
St AILE Ajdsta g art
Ao HORS 915t HA|HS &9
Ha & Ao (AHA, 2021).

2

g Qlek. Al 9iA, A A AF0] 1 ojs)
= Aded & ded, v 914, =4 sY

[e]
bol ASIH Q14 7% 9 ot o4g m

ot

_55_



/\] /\]. ;éx]

1]

A14

T o
uﬂ o™ o _5
L xT o B T }1r
g n ol =& X° To o T
Jurss %o O_E D.__u O_E = o) =
R & L
K AN R Sl |
Tk m ~n < A pld o o T X Wl_wn oF
o o ,_Xl o o = rAﬂ ~ WW gy ol o) ol
wﬁ%xi@a Px%,bﬂ@iﬂ
o ol - SO i~ < F oW
w5 % zﬂyﬂmﬁﬁﬂ
L_L _L NIUM 0 —_ o 10° X
Hm T G _I_E ~ Gy = o~ ) iy =l
i oo 9 m B = U =
Ovo 0 ~ lfe} . 2 = o mm_l H_A| E._
NE o o N T X s T
o o O N oA IR
Nk N O N X lof! = o T
o ~ X = w oF ,%u KT % A Ho
=7 2 — =
G GG o g — B il S ol
T@%ﬁu Aﬂwr__ﬂﬂé%@
S R BHx®®
o L —_ R
1ﬂ%ﬂ@ ko 4 = T
X o Gl I TS oF M T oE N [l
T X ~ rr ® _~— ~ ujy S )
~4 X < o e <) X N ‘_.__mu Lol H
o B %o W o o o B L T
__ﬁmM_L_mo_/_1uWﬁ Bfamﬁlo;%@ﬂﬂ
T T 3 on < H w
- . il al i fl L' oju & ol
T oy ¥ Ay ! Tw s m e
Z R RIENIANE E Y
o A i <~ OF od T
mm_%#_dﬂ @uﬁﬁagxﬁiﬁ
Sa g TRy X HEIG
_z_._- m -3 o) =T S _u._m ! MI
H WH o o o5 T T WA = v zﬂ._,m
EEI SRR ANE.
T s aa I & o
o z.*_u C o T
= T~ <

oH /\]_

]

z
=

9l AfolH|{H Ot

- 56 -



A 24 a7 FAY 2 FF ATV

P ATE FATE ZFF TR AT AelMEgt AF @ ol

2hle vl BEAStY f2ue A3 7Ee SFothe A" HetAA <}
Aol EQE mElS & Frh= el el oo} ik & 4= Stk 1
By et Ag 71Eo=2 Aldetarlel e 2A-sgatdEorlls g
Hgo] offg 4 ok AHe] ok a2 AurgFe] Ato|HEt mdl
T ete g xA-sfitdEore] gutat HFEHE FolAe] E4EE A
got7lolls oha Aot 9lg 4 St FF AFE Hgithd Aubmgt
o] oflzl Putat SHFEZWE L Ao Hel mHo] Hgo] 75T 4= 9]
< Zoltt. shAgt fEyElyt -SRI ECE oAE 22 BAY £
o] FEE FASHY e vE FF AT=EA SAVIF L ZEEH Aa
o] 71ES F5cte HAWEAAE SHotal AtolHEe nElE £H, g
Al =228 o AfolHbA o] nta A%S T 4 YUe

_57_



1_4]
3]
a
n
EX
B
3}

£z B % = g
(ul ,M Ife} ,O' [
) . mﬂ ] : ~ |
B oy <] W ¥
= =) o w X o| s E
s oo ) T r o

L =
o = = L0 N ™
ol <A x° S o or of
S @ SR T

=ul| z_.o o : L X _—
gy ﬁﬂ_. < - 5
0
N oy o o4 o

I o ) &l
[arze) z._o N )
o X =y o 7 N T mo

o R T
< B No 2 o
T Al il | L% ﬁﬂ_ (L
of 3L Mo L ~2
Zw* Z._O T ~ N HE ~X
n_AlL Wl\_ .Ax_ &H_ |
mw < mw SR o m+

__OL — = ¢ — — ,m.b

~ X =~ o R ~
I~ 1
S o o wm | o L L

~— _l ~ OT

. Ve = 1o

L R
- [ut :

O_H — _:Tl ~ o B X —
= N T 4 o= Mo N S
XA J — = X s N
TeiizEizs

e b .. 5 S x N TR
i ~ I+ 2 B % ‘_I. R~ ol ) <Jo
o vy e 7 S8 S o % =~ 8 @
= R
M T° S il N ) ofr
. T O - i 70 T
- W SO

of 47 A4 A

A

=z

]_
_58_

X
(2019), ©

(2016).
Aqay
19(1).

“

4%,

1%

.

At 27(5), 155-187.
“a

HAATs.

o
Z

3.
A,

FEA, dFF (2019).
7]

olAd. (2018).

i3
2

[e)



A" A AT, BT Al 2019-915.

Li Kai, Wang Yi. (2020). China’s Shipbuilding Industry:

Perspectives on Windows of Opportunity. FiF=AEL, 22(1),

133-174.

AL (2019). TEEEAE Y. I

Shba-g 52k (2020). "Z2A/71A4] - Hiol& Ald], 10d3te] A by A
9 WA 7] 2, o852 Today's Talks

etdwt. AR (2021). sieAtd el ARtESE Axd 7lad oA A

T Z2AAEE 36(1), 105-127.

ot
Mo
of,

o]4%. (2009). SElLtet she-abuiatel BASE 9% Axet w5 Wl
o] % AAHGA Y RAAG WA ]

fuj
N S
ol
ng
o
of
Mo
~
(@)
N
S
&

= A4S, 35(4), 135-157.
2. (2020). TLNG Adtadg ek 36) G2, 2AH]A, 2020.05.20.
gk, dhEe], e 1A (2019). i Atolw HOEAA Ashger o
T ATEIA, 1-231.
o] (2021). AEf Ato|HHE ZFIE 9
A=
o], BHS. (2021). Al AtolHHQE IS et AWMEA A BHIK

WgE, 33(2), 227-254

e

A ATl et A

[e]
©
otd<t, AEFH. (2021). - 24tAe] AntESHE AEd 7[s/id Qx4 A
. Z2AAEE 36(1), 105-127.
HhAE, (2021). H 229 ol & Wstet = U-s wiere] o

_59_



e

AL, SfFHEYA, 49(1), 99-122.

240, (2021). 2 = s dIn T4V B 2 9k E
gol= ZAA, 20219 155. =R AFS] AT AT L.

A7A. (2021). HAEARIE diB[gt 420 HEAHQE ou] - HAEAS]
F71EHes FAHeRE - FAMEE  /  International Law
Review, 13(2), 1.

955, (2019). AUTEQ]A oA 9] ISMS-P 7|8t HJRES e I
T A==

AEL, 0|3, (2021). Dea 2P o] &3
A-g7tel a4 24 ARHETSHS=w7], 31(4), 853—-862.

Al FO|oFEIA A FofoRE HBIUEY, (2017). Tel=7]7]19] AtolH HF

S71-414 FholERleh) (Agel A, B4 Aol
]

hil

ofl

ko

FEFAVIRAE HoFd 2

Aad. (2019). 9=7]7] AtolH] Bt Aol theh tf-gHdet. AArel =i,
olZ4d. (2007). FHolY Eujde] HHHES £F ANE 3 T B
= o] et At feEFAT
=g, (2021). TolA AtolHEQE A~ 2], 2021
Panam Choi, & Seungwhoon Han. (2015). Z9]o] w& 7|YAHE TS
o] AA7|UFEC "He FF F=AGFEES| =7, 114),

475 —-486.

WPt (2010). THIFA I wp-thgy. Ae SHAA

=219, (2018). Fofiehy wsof 7HEEA Tes Agt = SIS
4. EFas Ad 1ol A, 19(1), 233

gad, S22 (2020). 7MERE B AR Vles VIMeR o tiA 9



o,
oX,
i}

DSLABAT Y. (2020).

DSLABAHY. (2021).

. (2007). 574

, olAT. (2020). =Y F4IAEEW

J. QM A9M

. (202D).

W& gite] o Sy 5F AT sS4t w-S AT, 2005),
725-741.

o] &=, (2021).
A E-gEeAT, 19(3), 437-444.

SieFerd M A
d(Augmented Reality) 7]8F ShgollA miA 5, &
Zr(Presence), St5=% (Flow), Stsayte] A 1. HAFSH =

o] awiol] o e

r-llj

lal

SAEv YA, 26(1), 129-156.
o]EHoﬂ
of A F7to]

g4, -8t oAy

catel %9 S0l SHAAZT Fujdge] Hxs
a7 weARAgoAG 27(3), 1167-1188.
ME el wed A8L R A

e, 4309), 1-22.

. (2017). 241 sFRPA ol Etshet ¢ Tery fedo] AupdA &

AREH Eolof” 64 144, 15¢ F
Hol HAE7F 20097 A, f|Fgt=- / Maritime Korea, 2017(7),
98.

MEE, £YRQOIDANEAL] Aze sjeiriel et
2],54(1),3-6.
A4 (2019). 9F BAYL ol 8T AN Afolwuet aFAY <

T AR EF5S)=22] 29(3), 657-673.

2P R Aol et SPTE Fol=atal
v 1.0

2 A FARope] Afolrel SEThS Ttolsele]
v 2.0

_61_



et

2. ZOET

Robert Hassink, & Dong—Ho Shin. (2005). South Korea’s Shipbuilding
Industry:From a Couple of Cathedrals in the Desert to an
Innovative Cluster. 7]&941AT, 13(2), 133-156.

Manuel E. Sosa, Steven D. Eppinger, & Craig M. Rowles. (2004). The

Misalignment  of Product Architecture and Organizational
Structure in Complex Product Development. Management Science,
50(12), 1674—1689.

Kiamehr, M., Hobday, M., & Kermanshah, A. (2014). Latecomer systems
integration capability in complex capital goods: the case of Iran’s
electricity generation systems. Industrial & Corporate Change,
23(3), 689-1716.

Ruuska, 1., Ahola, T., Martinsuo, M., & Westerholm, T. (2013). Supplier

capabilities in large shipbuilding projects. International Journal of
Project Management, 31(4), 542—553.

Lim, C., Kim, Y., Lee, K.. Changes in industrial leadership and catch—up
by latecomers in shipbuilding industry T. Asian Journal of
Technology Innovation, 25(1), 61-78.

Vishnevskiy, K., Karasev, O., Meissner, D., Razheva, A., & Klubova, M.
(2017). Technology foresight in asset intensive industries: The

case of Russian shipbuilding. TECHNOLOGICAL FORECAST
ING AND SOCIAL CHANGE, 119, 194-204.

Martin Stopford. (2020). “Coronavirus, Climate Change & Smart Shipping
THREE MARITIME SCENARIOS, 2020-2050".

Azuma, R. T. (1997). A survey of augmented reality. PRESENCE:

_62_



Teleoperators & Virtual Environments, 6(4), 355.

BIMCO. (2020). Safety at Sea and BIMCO cyber security white paper.

ClassNK. (2019). ClassNK Cyber Security Approach.

BIMCO. (2020). Guidelines on Cyber Security Onboard Ships V4.

NIST. (2018). NIST_2018-04-16_framework v1.1.

IMO. (2017). MSC-FAL.1-Circ.3 — Guidelines On Maritime Cyber Risk
Management (Secretariat).

DNV. (2021). CG-cyber secure, 2021.

BV. (2020). Rules on Cyber Security for the Classifi cation of Marine
Units.

ABS. (2021). A PRIMER ON IMO CYBER RISK MANAGEMENT
GUIDELINES.

MarineLink, "Maritime Simulation & Training : a partnership that pays
off', https://www.marinelink.com/news/maritime—simulation—train

ing —a—468007, Nov 20, 2021.

_68_



ABSTRACT

Analysis of shipbuilding and shipping industry
security management system and research on
cybersecurity model implementation plan

Choi, Oong—Jae

Major in Educational Administration
Dept. of Educational Administration
The Graduate School

Hansung University

Korea is facing a future convergence society after the 4th industrial
revolution and is in a time when it is necessary to respond to the rapid
change of the smart convergence industry. The convergence of ICT and
OT in the shipbuilding and shipping industry, which maintains the
world's highest level, is transforming digitalization and automation as a
whole. Recently, as the demand for autonomously operated ships, smart
ships, and smart ports has increased, cyber threats to ships and ports
have increased. As the FAct on Promotion of Information and
Communications Network Utilization and Information Protection, Etc.y
was amended in December 2020, the convergence ICT sector was also
subject to information protection regulations, and ships were added to the

transport sector as information and communications network connection
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devices. The need for is further emphasized.

As the number of connections to the Internet increases due to the
automation and digitalization of ships and accessories, cybersecurity
threats have increased. The Internet connection for convenience caused
damage to the point that ships were stopped due to hacking and
malicious code infection, which caused great property damage. In June
2017, Denmark's largest shipping company, A.P. As Moller — Maersk
was attacked by ransomware, an astronomical amount of financial
damage of over 300 billion won was issued. In addition, cyber security
breaches continue to occur in domestic and foreign shipbuilders and
shipping companies, ships and ports.

Accordingly, the International Maritime Organization has suffered
material damage due to damage or loss of important information or
systems due to maritime cyber threats, or property damage caused by
system disruption in transportation and operation. As the anxiety caused
by such cyber threats is rapidly increasing, the recent announcement of
‘Cyber Risk Management’ in January 2021 and emphasizing compliance
has been made.

Through the results of this study, it is expected that it will serve as
an opportunity to recognize and improve cybersecurity problems that may
occur in the shipbuilding and shipping industries. For this study,
cybersecurity guidelines and guidelines based on international maritime
organizations and domestic and foreign shipping levels were analyzed, and
cybersecurity modules were implemented to solve the problems found,
and finally, an improved management system was suggested.

It is expected to contribute to improving cybersecurity levels and
preventing security threats in the shipbuilding and shipping industries in
the future. In addition, as Korea's shipbuilding and shipping industries

maintain the highest level of global competitiveness, it will be possible to
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establish a security management system that meets the standards of
international ~organizations and global advancement by conducting
additional research activities in the future. Therefore, by presenting a
leading security management system model, Korea will be able to provide
an opportunity to serve as a watchman in the global maritime cyber

safety zone.

[(Keyword] Ship cybersecurity model, Cyber Risk Management, Maritime

cyber breach, Maritime cybersecurity, Cybersecurity awareness
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