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W oB T oL o= o OF 2 g I e
R R R 5 {Ommm]
= o o M > S| 5 “
m o o L2 w5 A = £ . “
= N = H :
HW © =H 17rAH /Qw ~r m ﬁa ,AI_ —rr = _
Moo o Y2 ° B o - |CElETE =]
u b B 9w S " _ “
A T R - 2 = |
R DR B B |
17..% ~o ‘mﬂ_ _L L._l N — H =< 3 _
_— :i ~X - R — O =53 [ | e e
oy of Moo B T O x 0g = G LT L
* {C (o]
L T R S 2 [g 5 . m
CaCy w B = 5% = 5 : _
. noo o X TR R 8 — Lo - | E R
wﬂmaﬂ_sﬂ%%%ro z : [5]” m
w.ﬂ s ¥ <X T g oﬁ * o 25 5]z =1 ] _
il . X FH =5 B i Es=
SN g o) ey £ = : 34
= _ —_ o+ cE :
T T W e BR T E o KT TEE
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= 20 = = 1S Al dsFo] SubBytes, ShiftRows Ak
S AAE T2 gl o vl EE HA olH] 7] wiite] AR A4t
HolEs A 5 dvk. webd 7hE oz AA" s[o], S[1],
S[2], S[31¢] kel ols&) 2= 29 MixColumns 4F 2l A 7kx] o] A4k
A ks Abdol Alxtste] HolEol Ae ¢ lrh & 591 S[0]19]
7% S[0]9] gto]l Wg W 4 vlo]ER o]Fojxl 3 ™A do fhEo|
o W] el S[017F 7HE 5 A 256708 Alolzel 9 A WA

Aol Abd st HolES AsH 1KBY wEE 7|2 Juo|EvF H
2 fle AP A HolES AAE & k. o= uE 7R g(S[1]
S[2], S[3Del% FdstA H&=v 2 23} F 4KBo| vEe] ¥o=
°f 2709 ZHe= AARS ekl Ak AZbe HAHI & & Uk T
7IHS [19 3-3]el #HAI3] vERdT

Algtel= 712 Intel ZRAA A HAHstE FACE 7|Hyb= w27
Hastd Ass AHESE 8-bit AXY ZEAAAAE AREE = QU
AP Az HlolE A7I7F A o] EVE & gly] wjEel SRAMO|
obd Flash " =2 (PROGRAM MEMORY)el AR A4t glol& s A%

& oM dE3E ol9le] tE dites s vy s AR
_/F_

w
Do
odk
0%
i,
>«
0[ (

o] FACE AI¢t 71

Aerat= 7MW 71E AES—-CTR RZo|A ApgstE whAla thE 7
IV el 7HeE @S Aol AAANLoEA 71E AT FACES Adtat
o] Ab&E 4= Atk FACE 719 A% a9l wlolE9] Fhe] wislel] w
gt Abd 1At HlolE ghol AAEE W Al WS FHeE #hel
Ayl 91x15t7] Wiel FACE 7IWHoz ehe= 17b4 ZAadt o] 5o A

off
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—— FRound 0 Round 1 Round 2 ——
sion [ st [ e Jsvva) sofsa sz sosm]sa iz [sion[ st st o]
ST SI50 0 519 gSiT 3, SIS R SE 3| SESE DN E SIS RS '|!t!|
S[2) § sl6) fsrioisid] S(2) | si6] snojgs(ta) srojfs(1ay 502 | si6] (21| sf6) ftropfs(r4)
<3| s fenaifens) el ol S g . poib Bel Byl gl sp | s s
7 4 N '.\ }
el ShiftRows { Manundl(ey N
SubBytes . ; f \; SubBytes
spot| st | sim1 fornad* 1 BTl BT
61 Bl SiE Bl e BT o B
SITONNSI 1408 Si2] § 506] (|L\I'\'|‘1|I&i}] S[6]
24 Bl Bl <15 "[i’l s
Cr' 3 ‘
S ' Mmf,olumns
o4 ROLIF'Id 2 ¥ &
B ot I| I| *+ Il Round 3 II *
oo stt]ere Fread| S| <041 || stz s <] | < |5[s1 [z sqo) | st | 5ie (s
SIE | BT p 0] Se SiEl] Ml 1 ] R 5[5 [o1t31) SO |5
R Ee 5[21 || St] (isHefsl14] [S[2] | 51 |Era] (21 | <081 |Srenisrd)
PLESSBIEIT I s ]srE| 503 | 50 (4841 Bt B BEater ]| S S
\/‘ ShiftRows AddRoundKey \_/‘ ShiftRows -
SubBytes
si0f i e el s e ] suvaees (3] sia 5 i
g oo o s 2 [ spa s | i o
§[2] | sfs] 5[?0]|-$[-14 5121 | 5te] 5[1'3]|$[-141 S10]||sge| 502 | stel
kieserssi|sz s Bitilisz s [ | s e e
="
—
[ L

gshw wske 3 WA Do) gol Aeglel des 3
Sl 7PEe [ 3-4]0] vhehdel, [T9 3410 A9 a9 ww

Qi eHeE 1 o)F sg el A Ak 7]

O~
T
2= 39 MixColumns 14F 271X &FA] A
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3.3 AES—CTR 2= HA3 T4 7Y

Aot 71HA A AR AL Al HlolEe 45 Ak d 273 ¢
Aol A AP AArE o] A7ggch o F-i9] 8—bit AVR ZEA|A = 2~4KB 4
%9 SRAM F7Hs 7HA7] el AR A4E HolES A7l vl
AgA otk webA AQtehe 71 AR At HolES A3t 96
PROGRAM MEMORYE AH&ETh ZF ARH A4b ®lo] &2 32-bite] A3}
e E93H7] "ol 8-bite] 4= Ft 4ME FHA LA (Offset) &= AF

St 2 32-bit Y grom Sete] ARggt) elal ¥ LIS o]

=]
§3kol 7 AP QA Hlo o] A4 T2 VTR A AN G FET

AES 93 &i18]F2 SubBytes dA4b5ell X3k dito] et 244 F
2| 8F A2kS sl oF sk 256 HEolE ghs v SBOXEh= EHlol &= R
tH=3kth, SubBytes 914k 18] 3he 7IWke 2 SBOX
glo] 5o AgE AP A e A AAE B3 A¥ gtoR FH5]
7 ER1EI(R30, R31)E AF8-3te] SBOXel A4 ks Z=3fjof gt
t}h. o] o R30 #A|2=Hel&= SBOX®] 3h9] wlxe] F47F #7¢= i1 R31 ¢
A 2~Elelli= SBOX9] A9l wlEe] Fa7t A 7] wiel e gho = A}
42 99 %S ADD HEolE o]&3te] R30 HA2F grol dafiA Snxke
xe] F425 AR or gl kAN R30 dA 2E o] AgE SBOX &g
o] 319 T2l ¥4 3& ADD A4HE o S E=29-(Overflow) = 13k 7l
2] (Carry) ko] 2AIS 4= glom & o] 9 ADC WH o1& o] &3t 7l
gho] WA 749 R31 #A~=H ] gh-& F7HA Aok
18k ADD Azbell A AE] ghol wAEhA] ek Aol ADC W # o
= dot= r] = AR Rk ofy g SBOX HlEelE #xd ujnir) 2
o] ALHADD, ADC)¢] 8% 7] wjiol] & SWs| =7} A gt o] A

|
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£ dl2sk7] Sl SBOX Hlol& 9] mie] &3ko] 256 Hio|Edt= AS 4§

g o 9t} SBOX HIo| &S] Al#} F49] a9 45 0x00% BHA 44

b e gho] Hivh oxffe]7] wiitel] wime FEE 913y Aiks

ot FACA A Fhol WA ek webd HeolE Fx Aitvit

ADC Axbs AJeFst 4= glal 714 o2 ADD <d4te] ofd R30 #H A2~
=

o

LD} ST M@ ol= A&d vzl A4 7] g3 2= 7] fhe 2=
AU Ak vl ARgE T AVR ZEAIA 9] 79 X(R26, R27), Y(R28,
R29), Z(R30, R31) ERIEE A&3te] 164 E Faol] Hait), wheba ub

HovRey F o dEd H2d we EAEE FAskE g 2E A
ADDS} ADC W ®ol& Abgstol Hod vine] F425 dAgsor It o
A5 S1ek TdaA A ewEl=s Zixl AE gk kel EgbE ofof &
ot webA AgEE vine] Fad FEEAY Ao Fael Hete AT
F7HA1 ®Eo glo] F4&

STDs°] ¥Hol& AHEste] Fage=m AtE @5d 5 Stk

(|
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Masking operation optimization

1: mov HI, ROUND 19: 1d 0, Z
2: 1s1 HI 16: eor r0, MASKS 2: 14 r0, Z
3: 1s1 HI 17: st Z+, 10 29: eor r0, MASK1
30: at 7+, 0
4: eor MASKE, MASKD 18: 1d 0, 2
2: eor MASKT, MASKO 19; eor r0, MASKS 31: 1d 0, 2
fi: eor MASKS, MASKD 20: st Z+, 10 32: eor r0, MASK1
T: eor MASKS, MASKO 33 st 2+, 0
21: dec HI
L 22: broe 1b 34 1d r0, 2
9: 1d x0, 2 35: eor r0, MASK1
10: eor r0, MASKE 23: 1di HI, 4 36: st Z+, r0
11; st Z+, 0
24: 2: 37: dec HI
12: 1d 0, Z 25 1d 0, 2 38: brne 2b
13: eor r0, MASKT 26: eor r0, MASK1
14: st Z+, 0 27: st I+, 10

A oA e 1A dssl WS AMEste] a2 ]
Ao ghe-= 0%E = 97049 104 ES] 2= 7] gkl M[0] %<
XOR ¢d2bgtth, 29 of3 A WA ol M[6], & HA ol M[7], Al WA
o] M[8], vkAlut o] M[9]Z XOR dAHe Fadieh, npx e 2}$=9)
102k+=9] A g-ol= M[6], M[7], M[8], M[9]d] tigF XOR A4HS 3HA|
il BE ghol M1 ghell XOR d4bs 283ttt s A4S v AAlst
W 7b g oA HEEE = XOR 9Abe Haskstar, vk gho] A4H =
HEes 7t gfenitt 223 da7) gloh [ags 3-119 480904
M0l MI6], M[71, MI8], M[9]¢} XOR dA4tH = AL = & sivh 1
3l Lable 1914 M[6], M[7], M[8], M[9]& &&= 0%H &L= 9744 F
10719 7] AlEe] tis] &EE XOR AR}, o] A9 7k w3 gholl MO

mlo

m
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S vg] XOR d4kshd ok 160719 XOR WHOl S =<9 4= ). Lable
FAsHA wiA 2= 7] gkl disl M[1] ks XOR <4ksth

[

T WA=, SubBytes A4k Hlo] &2 A g SBOX R el oks)
7] WZell A o2 gl AlFbolo] go] A Q@ fth, E3F SubBytes A4S
T Foll= MI0]E M[1]1o= wAefoF s}7] wfZ-of v 2h=wjr} o=
7] 25 <l4kh XOR d4be A3 o ens=r Az eHs=s A
43}3517] 913 Masked—SBOX E|o] && A A4Sl SubBytes 2HY ofl A
Fzgth o] digk AAg A [¢aels 3-2]00 AAEH ] Ut

Generating Masked SBOX

1: 1di r31, hi8(MSBOX) 8: mov r30, r0
2: 1di r29, hi8(SBOX) 9: eor r30, TO
3: 1di xREDUCER, 0xib

10: st Z, r26
4z 1
5: mov r28, r0 11: inc x0
6: 1d r26, Y 12: brne 1b
7. eor r26, T1

[2e]5 3-2] SBOX Ho]&E A}H mA7] 3=
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IV. GHASH 34 A3}

B Fo A= 2019900 Seo®t Kimo] W3 128—bit o] FA ALk
A3zt AF Ao} vjaste] Aotksl= 7Hel tis] A&ttt A HAl=

olxl AT 879 9% HA=HE &3kl GHASH 9] 128-bit
o]zl FAlS Atttk eyt AljbskE 712 CPA, SPA, TA9F #&
A e Bebd E4 fle] stuel 9 dlAEvkE &3t R
ozl wAl Qi A HALHE AFES HAS stes FAET whebA
dA2H FHHstz2 R YA 2HE o] &3le] Karatsuba w4 <uds
oA o] d AR F 8/ HALHE FUtR &89t =4, GHASH
Sk AXbo A HHE R = #S B3] Karatsuba A1 HA oA Az}
AR5 AR dAsbe 4 gl AR ALkE g2 e W A o] W
IEHERE A4 A @A 5 vk v e 2 Shay @t Kounavis

H 1S 28AA Seo9t Kimo] #letst
1ol wlE BREE Gy dab AbE @S5Sk ARbsE 7S

8-bit AVR ZzAlHe] A& 5so] glrh,

-
i
2od
AN

4.1 128-bit o] FA A H A3} At 7|H

Seo®} Kimo] AQFet Block Comb 7]®H-& o] &3 A5+ 8719 9174 =
A2~ E o] &ato] AA| Aik FUg HEof o] & o] Fol 9%
A 8719 #17 dlA

2 A e AARe AREEA Kt sHAR 3 AR A9 4]
S BT v 43 BHol® o] Folxl AA| ALt 7 ALke] Afol

de FS a7 f7] wZel AA Atk Aaglol 9vl gl= dlolEel o



Power Trace View

a
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al

i il 1 L 0 (I | fl
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H
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8

v L4 LU L] L) T

[2% 4-1] 87§e] & dIA=HE AR AES A3 2H & 3 (1)
1708 917 dA =B E ARES AES ¥ Anl 3@ ()

e

A glo]7) W] o
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Proposed method for 32-bit m'ultiplication.

Input: : 32-bit multiplicand A (Ry, ..., Ryg), 32-bit multiplier B (Ry,..., Ryp), Garbage result (Ryg),

and real result (Rys, ..., R).
Output: : Result C (64-bit) = A x B.

I: Rz ¢ 0x06
2 forl=7to 0 do

3 form=>3to0do
g ifthel-thbit of Ryg,,,==1 then

5 Rg i Rg - Rz_q
6 fork=0to3do
7. R8+m+k i R8+m+k EBRQ[Hk
8 end for
9 else
10: fork=0to3do
1 Ryy ¢ Ry @ Ropt
12 end for
1% endif
14 end for

15: (R15r"'rR8) = (Rlﬁr-'-nRﬁ) K1
16: end for

(&85 4—-1] A|ekel= 32-bit o] ¥

39 9 mE BAs FHH ARSI Qe A



k=
%
2
o
=2
O/
o
i
E'
ey
N
-~
)
O
o
ﬂ
—
\}
oo
|
o
=
S
2
i
)
r o
[o2ed
i
2
o
)

2 64-bit TAF7](Accumulator)ol] Shift SA2Hsh= HA1S AFESHA] &
64—bit A Azl A 40-bit= o] Fo]x H AR (A)E Shift Absh= W
215 Aokt ol g Wl 32-bit Al A4t T 29709 Shift HHE
=9 5 Jdu) AN o]2]d WS Linz}t A 7ol HleiA & A%
PS HolX =t kst Seot Kime] 7ol W= Liug 7]l
vl 3] Shift W#E o7k £371 X v XOR H#H o= 1-bit dA4kvich 13]4 ¢
AEt R 40-bit JAXNAL (A)E ALtk <t 3271¢] XOR W#E o7 5
Zheeh web AAEQ Ak Azte g B ou E Xfo]E Holx =t} J
7} Seo9t Kimel 7S AHE-3A 40-bit ¥ A2kAF (A)E Ag3t7] 91380 5
Mol AA =B E AFE-3F7] wiZol Liuel 7IHell nla] #@x2~E 1717F o] 2
Q3teh. whEbA] LinZk AlRber w541 71H S o] &3Hd Hls2eh A4k Alztel] 14
o] AA~EE ¢ SR F vk o|gA Fr Hx~E 87/0= 128—bit

o]zl FAl Axrlo| A HAEE el AFEEH = Karatsuba A Farg] ol A
ARS8 = Qi) o]} 2 YA Y FH A 7H2 Y AFEo] HAs)H of
st e AdE Z2AMAMEAANE AEE & QT

4.2 Karatsuba ¥4 <4k F A3} A<t 7|9

Karatsuba w4 a5 450 £2 34 Wao=

Aetsl= 7IWME A5 S 9@ Karatsuba w4l daie]E5S ARE-Shoh
Karatsuba w4l €ale]Fe] AAA] &2 A2 [dag]F 4-2]0 YEt

w3 HAZ T N9 64-bit I AAES] S 32-bit(A[3]~A[0],

BI3]~BLODl ek wAlE F3sko] 64-bite] A3t &k (L)= T3
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64-bit Karatsuba Block Comb
Require: 64-bit wise operands A and B
Ensure: Result '+ A-B
1: L+ A[3,0] x B[3,0]
2: H « A[7,4] x B[7,4]
3: M+ (A[7,4] @ A[3,0]) x (B[7,4] & B[3,0))
4 M—~M®dL®H
O+ (Hg64)d(M<32)pL
6: return C

[Z18]Z 4—2] Karatsuba wA =% 9¢

T HAR 64—bit AMNAES] A9 32-bit(A[7]1~A[4], B[7]1~B[4])
o g wAlS Fdste] 64-bite] A ¢ (S Tk Al HAR
64—bite] FAALRL A, Be] &9 #3t sH9] #kES XOR Ak stal 1 A
e we A% d(M)E T v ez SreA dakgE Ad 3t
AR FE w37 flstel (H) @2k (M)l (H << 64)9F (M << 32)9
Shift ¢14hS g o] o] BE #HE XOR 3tH &vt2 4 2495 48 &

Stk sl WHE olgstd VIS FAl Z1el wE 5 a7 F0l=s

g o] A Asfoksttl, Seo9t Kimo] At 71H S 32709] A ~E

A% ARgE] wel olelsk F1 A% e AFe] AeAAE 28 (Stack)

R d g ARG of gttt xRk 8 W B E AMEEA S A F
2rateE 4S5 HE dX g v endl=rt AA SIS} gvketd

YA AE oA e REdts o] 1 &3 Aol (Clock Cycle)o] A&
g om oA e REdtE HEolo A9 2 Clock Cycleo]
28 %7] wiZolth wehA] 2 =Fol A AQkshs 7IHS 94 HAAEH FH A
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Proposed implementation of 1-level Karatsuba Block-Comb in source code level.

1: ROUND32 13: MOVW K6, C6 %é EOR C1, C5 35 EOR C3, K3
2: STD Z+0, C0 14: ROUND32 % : 3: EOR C4, K4
3. STD Z+1, C1 37: EOR C5, K5
4 STD Z+2, C2 15: STD Z+12, C4 27: EOR K4, CO 38: EOR C6, K6
5. STD Z+3, (3 16: STD Z+13, C5 28: EOR K5, C1 39: EOR C7, K7
17. STD Z+14, C6 29: EOR K6, C2
b: ED% C?, C4 18: STD Z+15, C7 30: EOR K7, C3 j(l) S%B 21-4, Co
7. " 41: i
CER G @ 19 EOR K0, C0 i & A
9. EOR C3, C7 20: EOR K1, C1 31: ROUND32 43: STD 7+7, C3
21: EOR K2, C2 44: STD 7+8, C4
10: MOVW KO, CO 22: EOR K3, C3 32: EOR CO, KO 45. STD Z+9, C5
11: MOVW K2, C2 33 EOR C1, K1 46: STD Z+10, C6
12. MOVW X4, C4 23: EOR €O, C4 34: EOR C2, K2 47, STD Z+11, C7

[&318]5 4—2] Karatsuba ¥4 3=

28 W7 e 7). [Darg]SE 4-3]0A Alekd &3S (H), (L), (M)
o T AW pES 28 v AgsA g
(KO~K7)ol #7g3te AMg3sh= 2 & 5 Slrh
128—=bit A3} gk (O 8—bit A= ZmAMAo]7] wjZo] 8—bit T =
A Eoll v Ae w (C[0], C[1], ..., C[15D)E F 167§29] X 2F
2 ez HE A ahS A W #2449 32-bit, H3H9] 32-bito] 7
9 F7F A gk F7HA Q1 Aate] B4 gl7] wiitel CLO]~CI3]7HA = 4
9l 32—bit AL A3E A7t C[12]1~Cl15]7HA1= 8F¢l 32—bit A4 A3}
E At SR T Y A] Cl4]~C[11]17F4] 64-bite] gk =3+ 23} 7k
MIO]~MI[7]3 XOR 14kE sfiof gt} o & 5o Cl4]ol 5942 HF 23
@2 Cl4] @ M[0] @ Cl[0] & Cl8]elrt. o] ¢} Fo] C[4]~C[11]17+A4] XOR
Axbsojof sk F3F FES AGEH] 98 87 HA=EE FFR o] &
sto] WA R ALEeH 28 wRYE MR ALEeks 71E] 7ol HlE

Ea
4% BHe o8 Atk

% 87l9] #HA2~=H

s
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Kounavis7} AIoker 114 25l 2lgs dud|S5S A8 dd dauegs
2 64-bit FANA 7]F thaA] (x*F + X7 + x¥ + x + DelA BEE Y
Ae HA g 2 =il AE slE gaelEs 8HIE AVR S F HA
SAA AE3) [Fargs 4-4]0AM = 7€ darelse] WA e vE2A Y
2 HES whdste] K0~K31 #lx 2=Elo Agstr] Wit 7|& g F9
TA7F AR E AS B A AlQtehe ¢aE]52 8—bit AVR X2 A
Aol At A 7P oR 8—bit FAHAA AL £ YEE S

Proposed method for fast modular reduction.

Input: : 256-bit data K[0],.., K[31], where K[0 ~ 31] are 8-bit long each.

Output: : K[16), ..., K[31] (reduced result)

I Ae (K)331 &) < 6
2 B (KB1/&010) « 5
3 C e (K[31] & Ob111111)

& K16) « K6 @((ABBDC) < 1)

5: K[8) « KI8| K24 (K1) < 7) | (KM > 1) B((K23] < 6) | (KI4) > 2) (KB < 1) | (K] » 7))
6: K[0] Ko ®K[16) B(K[16) > 2) (K[16] > 7)

7: forl=1to7do
8: K[i+8i . K[i+8f@K[i+2{@[(K{i+B] &7 (K[i+24: » 1])@([K[i+B} & 0) | (K[i+24J > 2)]@((Kii+?3] &)
(Kii+ 24> 7))

]3: 5[9 K@ Kli+16)@((Kli+15) < 7) | (Kl +16) > 1) @((Kli+15] < 6) | (K[i+16 3 2) @((Kli+15] < 1) | (Kli +16) 7))
. end ror

[&aE]F 4-3] HAH2td Zae d9A
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V. 45 #H7t

H >
T

Hn
FO

AAE ZZAM 8—bit AVR ZEAAM] HZH 3w
AES-GCM ¢35 HA 3} 7+d & Ateth B2l HEZ+ ATmega328 &
A7 gAl" Arduino UNO BHEZ ARg3th [§ 5-1]19 Ugoe
Arduino UNO ®.=of ©418 ATmega328 X ZAA 2] A~9S 7|48t} &
Sk Atmega328 HE=% AAbS 913 HE #A2~FH 3271(RO~R31)E 7FA 3L
A3 131708 ol g 7oz AFstt At 7Y FdE2 Arduino
IDE$} Atmel Studio 7 S804 A=l H 245t d¥ -0s FAHlA 75}
2 = 22 FA%rh 13 dY AL EFS
w8 FAE T4 giedes FHEl fE FEE
Chipwisperer—Lite(CW1173)& o] &3slo] de ALv|&S 5451903 544
A8 &S 7]5 2 2 Python 35 ©]83te] CPA, DPA, SPA &7

sto] g -$AS St & FollA Asd e A3 8-bit AVR
IRAAMNA SHE Aol

[ 5—1] Atmega328 A =9

Atmega328 \ Spec

Clock Speed 16MHz
Operating Voltage 5V
Maximum Supply Voltage 20V
SRAM 2KB
EEPROM 1KB

Flash Memory 32KB
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5.1 AES—-CTR 2= HZA3} 7|H A5 H7}

[ 5—2]2 7]l HHEE AES HA 3t 4 7IME9 Ao At 719
So] A58 HolE Y ZFE Alo]FS s Fow Hludt) sE

AES—ECB(Electronic CodeBook) REE A ¢sdl= whd Aok 7|He
AES—-CTR REE At} A7 ECB =9} CTR BEE=& AES ¢35 &
12 F] L 2 Arke AA7] Wil vk F2 vt gleh (&
5—2]o Yeldt Dinug] At 7 2= F7)|5 HHslete] FEI A it
o3 Otte®] At 7We 453} At £w5 HAzste] TAT A @

o=
fols
L

ojt}. Akt 71 ol yIWEel nls mlelER Hu 1839 FF
AelE s HEAIZTY. mEA S H A3 <l Otted] 71 S5 A
o3 wlwyE w 128—bit, 192—bit, 256—bite] Rt GAlq ZHzt
11.5%, 9.6%, 8.3% W=t} Hk o] A<l FACE 7|9l At 7[HS

HEA 71 "ol E T 343]9] FF AlolES dFE  9len o= Otte
13

o] 7ol Hl&) 21.5%, 18.1%, 15.6%< A% FA<

[Z 5-2] AES #A3 3 7|¥ vl

Securi FACE
Leve:y Dinu et al. Otte et al. This Work +

This Work
128-bit 177 156 138 122
192-bit N/A 186 168 153
256-bit N/A 217 199 183
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Table Update 0 X
Constant Timing X 0
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Axbe] ©=8tE 918 Add, Rotate, Xor S14ke @k o] 3013 AR
o]Folx <tk ol#gt AAELS AT AS A&
(Arithmetic) % -2 (Boolean) 14kl & W& =7} Ad3s] 7zttt 19
HHal] AES7} AF8-3Fi= SPN(Substitution Permutation Network) F+32] 7
XOR $14kg o] &35t WAt mp7) ALk A o] 7hesir). wheta] SPN
TZE AFEShE AES7F U2 A% g5 Hlste] npad] AxkS A8l
2] ettt

i

[3£ 5—4] LEA®} AES v}~27 A4 A% H|w

. Masked AES-128
Basic LEA-128 Masked LEA-128 (This Work)
168 2,286 388
[ 5—4]2 tx A<l ARX 729 F& 9+52l 128—bit LEAS] Uk F
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5.2 128-bit ©}&4] FA A3} 7|W AT H7

e
ol
@)

—51o1 A= Al 7S ARSatel H A skE 128-bit o] w4
A4S o837 AES-GCM ¢t&e] Rt @A A F7ke e
128—bite] HF @A A= 16—Byte, 64—Byte, 1024—Bytedl 34| Hio]E
T F¥ Afo]Zo] 7t} 807, 510, 415 5 Ato]Zel 2& &<l & 4
olg) gk 54L& 192-bit, 256-bit] Wk WA E FUHAl A&t A<t
71 AA dwst g T 2715 DAA AP At HelES AlAskE

9 A7) Al Fe WAA GEstuc 2 WA daseld o %

= HASE obd Hade A EREE o]elA
AES=GCM= a3 45 &= #A 3} mann 450] 2.8%~3.5%8% =
= A9 8—bit AVR Z2AA 2 v} AAE T A& A

X
=
SAE g 7] WEel s 7hd & ok

[3 5-5] AES-GCM RSt @A A5 F7Hx A28 A3

Security Level 16-Byte 64-Byte 1024-Byte
128-bit 807 510 415
192-bit 868 548 446
256-bit 928 586 477
128-bit* 843 529 430
192-bit* 903 567 461
256-bit* 964 604 491
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Seo and Kim This Work This Work*

5,675 3,896 4,175

[3 5—7]olA & 128—bit o] 741 A4t 7ol gigh o] d A5 At
714 A zFolE YERATE AtSkE 7192 Seo®t Kime] Akt tha}2]
A 71Hel H]&l 40.9% =& 4,230 =9 Alo]Eo] HQslr}. T3k TA,

SPASS BAY FZ0] tgHe Rtk FHHOR dA2H ASS Ha

[3 5-7] 128-bit o] F4) Ar Ao WaLlx dA=H HHs})

Contributor Method TA/S],)A Timing
Security

Liu et al. Karatsuba + Masked Block-Comb TA only 14,878

o i | Foriabe s HeConb i | TS|
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ABSTRACT

Optimized implementation of AES—GCM
on Low—End Microcontrollers

Kim, Kyung—Ho

Major in IT Convergence Engineering
Dept. of IT Convergence Engineering
The Graduate School

Hansung University

This paper proposes the techniques that can be implemented by
optimizing Galois Counter Mode(GCM), a representative operating mode
of Advanced Encryption Standard (AES), the most commonly used block
cipher algorithm worldwide, on AVR 8—bit low—power processor. The
AES—GCM is the most commonly used block cipher mode of operation
for sending and receiving data with the ability to maintain confidentiality
of the data and authentication to sender. In this paper, three optimization
techniques are proposed to implement AES—GCM optimization. First, we
replace the complex encryption process in AES—CTR mode, which is
responsible for encryption in AES—GCM, with look—up table reference
operations through pre—operating, improving performance by about 20%
over previous methods. Second, we propose an optimization
implementation technique using the minimization of register use and
Karatsuba multiplication algorithm for the GHASH computation
consisting of 128—bit binary multiplication in charge of authentication in
AES—GCM. Lastly, We demonstrate the risistance to Side Channel Attack
that is an attack technique that analyzes physical power consumption
such as SPA(Simple Power Analysis), DPA(Differential Power Analysis)
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and CPA(Correlation Power Analysis) attacks cryptographic algorithms by
optimizing the masking operation to have risistance to SCA.

[F29]] AES—GCM, Optimized implementation, Side Chnnal Attack,

Karatsuba Algorithm, Low—end MicroController
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