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g FIZRE A g5 FE3A. olF, P A F4E9] opcodeE
YR FE3T}E 8—-bit AVRS EPAIHER 319 22 opcodets 8—bit®
Fd 7 e 0~255 AFol] @& 7RI mgh, #Ad FEolnE 1631

L= dzgdit, wsd dolHe

opcode® W 3 1042 WH3ly
opcode =A41E el = wid ) opcode?d] WIEFE e &= vjd2 335

A, G HEES AR UgE 2] e,
Qo] == ZH7te] o953t dugSoE EHIHEY
Binary file Binary file Opcode

tncient= 1} <function 1>:
; : <function 1>:

AL (1) Extract ll2)Extract opcode S
<function 2>: Function |; 602: 991f adc 125125 : for each function| 602: 99:1f| adc 125,125
| 604: 2227 eor 118,118, 604: 2227, eor rl8,r18
1 e I Joeel

<function n>:

(3) Convert opcode to decimal number

|

Preprocessing Neural Network

o

BTATaTeY
2

T
535
iote!

X %
XS

Benign ]r Benign firmware

72
&

574
9
%!

ot
1%
ot

Sequence of opcode (6) Classification AES

ol
Ko
St ll's!

Crypto ransomware

Index: 0 255

SPECK

Frequency of opcode

(4) Input each data into (5) Training
fusion Neural Network

!

[Z8 3-1] A=FA 74 A48 71vke] digddlol &+ 719 +=

1) deole AAG B dAg

A B2 o35 odugEe A~FEE Aol vlolyy FUS 9
T AT d53t ZEAAE A0 5o BE vlo|y ] oA s
32 T8t s FE0+L, FTEE opcodes FEET E 7 3
o] g opcodeE 3 Tro SAo] HE= [17] 3-2]¢ Zo] Z
opcode 5 Z5-E A4 ¥ = sequence X W= do]E =

S G5B TFHE 45 QuelFo JFOR PUYHES Fok

[18 3-3]2 AAYW g5S st AA8 A S vepdth, F&3 2419
A9 opcodeE 16FFE vl F 10352 AS3IY} i S 8—bit
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Hsl7] el = dolE FLAIAFo|oF 3t} BE sequence
s a4 o7t 140]a1, Hu) Zo]7k 13,859 (RE Atel dis) 3
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deo] HjdolE 100002 AAs3irt. deol7F 10008t 2h2 7% A
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SPARX binary file SPARX binary file
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= | o [ v
602: 8c'81: 1dd r24,Y+4 1bde: e9'81: 1dd r30, Y+1 602: 84'27: eor 124,120
604: 88:2f| mov 124,124 1be0 : fa:Sll 1dd r31,Y+2 || 604: 95:27| eor 125,121
L e L
‘ Extract opcode
Opcode sequence for each function
function 1 81 2f 95 PRINCE
function 2 81 81 95 SPARX
functionn | 27 27 95 SPARX
Data Label
[2¥ 3-2] Z} st A opcode sequence F3
Preprocessing (1) Sequence of opcode
31
. Time series
data
ex) 1F - 31, D0 - 208 187
31 187
feature
Convert to decimal number
Opcode > Index:0 255
> 0 14
(2) Frequency of opcode
[19 3-3] dlo]E A
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A A E (13 3-415} Zo] F 4 HBS] dolHE S<at] 9
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ol A4 ARE 1HT F AT AEFA HololE A&t [19 3-5]+
A dolole B2 3A4S Yebdt}, sld Aol 7z do = opcode Hlo]
B SR AFEe] 9o, FE7F | do]E S 17 (stride) ©] %3}
W AEFA AbE % 9 2H= 949 dolg o] W kY W mhH
‘%‘S—li 0] 5322 sequence HIO|HE HFT 4= Ut} o] o, ZH | WY
el A HolB e 54& F58 F doH, dur S5 o HE 199

sequences e 4= Qlt}. FE o A7) & Jl59} stride 52 dlo] ¥ vkt
1

HES 498
NAHE AR AGA o= 4 ANE G5Y Aert glons AddE
& Agstdon, g YENLY stoldstebile w3 4@ Fal 25

!

sk Aok M 1279 ZPAZ M thE ZEa BFolth s &

of o3l ‘Softmax’ €48} &<} ‘Categorical crossentropy’ =4 3rE
Abg-3kt}, Ho]E] 7} 1byte opcode©] 7] wj&ol ©lo]E] M= 00l A 2557FA]
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Hyperparameters

Descriptions

The number of labels

12

Range of data

07255 integer (1-byte opcode)

Sequence max length 1,000
ConvlD filters 256, 64
ConvlD filter size 16, 4
ConvlD stride 1
Batch size 8
Epochs 50
Loss Categorical crossentropy
Optimizer Adam (Ir = 0.0002)
Activation ReLu (hidden), Softmax (output)
[¥ 3-1] ZEFA FA UEHA sto|H IdetnH
T stride=1l 31 31
1 ke filter — E | 1
I_147 147 | 147
time series | - l
data T, —
208 208 1208 |
8 8 i 8 |
1| 187 187 187 |
[Z2¥ 3-5] ConvlDe &% A
[719 3-6]2 tast dqdelo] &% AA Y F-xLmolth. ©A] wAlol A=
e AAHE AA shEE BES AMEete] FEST hEst o] B4l




. 7} %) bl
2] ol gis] WM ASHE opcodeE 1,00070% FE3H}. sh5 Hlo]
& A7]7F Zotof st ® o] 3k A AT, A A=
I3 sttt shad A"l AAE € volHE JHE 45, sld vl
92 A4lo], AES(Advanced Encryption Standard), PRESENT & 12
2 F otuE BRdt 79 ST g5 dagsdd 4
T dolH = st A4S st Aom e, st dAd o=

Binary file Opcode
<function 1>:
<function 2>: (1) Extract 1000 opcodes from the beginning of the binary file 602: 99¢! ade 125, 125

I
604: 22|27| eor rl8, ri8

<function n>: L.l
(2) Convert opcode to decimal number = I

¥

Preprocessing Neural Network

&)

230
ol
e

]

.,_
&

T
<
2ete!

2
525

Benign F Benign firmware

3
o
e%e%

—

] PR
425
ot %%

Sequence of opcode

% (4) Ransomware AES

kS

Detection Crypto ransomware

Index : 0 255

SPECK

Frequency of opcode

(3) Input each data into
fusion Neural Network

(28] 3-6] ¢353 @] &2 A

4) Prunings &3 WES A A s}
71E MEYAY A HE AlAG ] MEYAY BREE
o2ZH a8 S FolWA FIAAS K] Sl el AR E U o
Ae ] Y8 AN Blaas 2 £238 =Y 5k Al
AL ToT 7171014 < =
7h i AsA] o= W9l ol A Pruning 7S 283t} B3, Pruningo]
: 2 ]

8 ¥, Fd 22 Edge FA[AA F&o

Prining<
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=, Pruning ¥ tflite 225 [oT 7|7]9l vjxEsHH [oT 7oA d53t e
Aol HA7E 7hs st

A2Ad ENxIHY A3y vty ¢ad A &x

2 A= ERAEE ] 1Ay 7Rk hest Aol B4 RS Al
ettt [9 3-7]2 AAAR] AlaE ot 3% 1l Arsilx
o] zt ¢tost daeFe vtolye FdolA ;A s FE6HL, Y 3
Tl A opcoded F=eHtt. 149 ABFAH Fd UEY A 71wk At 7|9
= #'F opcodeE 1038 Wt ot & At 7[Hol A= &2 FH
o] opcoded LFL] ToJEH ALgett =, 10X WA o 7t
opcodeE HE|Z QJH| , = st} 149

SRk
AlSE 712t G RlE
2 sk g R S8

=1 A =
TEH 4 daeEe dodt Aol dddin

Binary file Function Opcode
[ e - L]
<function 1>: I . 1 3
B fn | <function 1>: I <function 1>:
i : 1) Extract ti
<function 2>: (1) Extract function | 602: 991f ade 125, 125 | (2) Extract opcode for 602: ggFf: ade 125, 125
| 604: 2227 eor ri8, r18 : each function 604: 22127) eor r18, 118
<function n>: t .1
| - - — — 1 Fa
(3) List the opcodes in order ]
| “lf” | | g | Embedding vector of
Sequence of opcode Embedding vector opcode sequence
0o [[03 | - |01 31 |02 | - |01
L (5) Embedding
T [ . i e e UL
input data
(4) Encode each opcode 255 04 | -+ | 0.9 187 (| 0.8 | - [0.7
as an integer i [
Neural Network

Benign % Benign firmware

(7) Classification AES

Crypto ransomware

SPECK




D) dele A4 2 dAd

1749 diole A7 3AgollA Areh A3 Fo] 8—bit AVRES Bl o % 3}
o] HAatdste] vpole] Fd-& A=tk vhely e sdelA 7 ¢
AerE F=23 7 T I el opcodes FE 2T FE 5 opcode=
AR Ud H ’\174]“ dlelE7F & AljE 7ol A= o] H g A AE
dolef o] stas 9ol ERAyr UEHAS ARSI webA 7} opcode s
wol® Kl opcode sequenceE o= Azttt o] 23k HolHE UES
Aol JHsr] M E do] duldS T3 dxg Aol F a8ttt skt
@olel opcodeE a2 WE 2 YelE Aol & 256702 opcode’}
EASER o]E one—hot 93P & H$, 3] opcodert 25629
e 2 FdEC dHY 2Ye A8 B sxdow AAEG o, o

]
)

olo] /4 opcode?] 7M1 25602 AASAT. AWl xS 2564}
dollA 8atd oz FAaAZomZ wREE ALFS =Y T on, ol
AALE ToT 71710l A e F& Al olfo] Ht}, Ik, Al g o]

143 A3 A AE WY (zero padding)S F3Pste] wjde dol=
1,0000.2 BtFo] F=ojof gt}

ol¢} e HAAeE AL vggst dud VWS T3 FlE S don 2
Ao A= embedding layerE &3 Falst). wpeba s dojo]E EW
2] QlFY SR U] FUo 2N AMALL AF Foloj=E ALE-S)

=
o, S A AT A9 712718 AR T QY ke 2R

_16_



Sequence of opcode

Lt o | “90” e v | “89”
.
Encode opcode as an integer
31 “ee 187 39 “ee 137
v

Zero padding to be the same length
(max length = 1000)

0 = [0 31 - (187 0 = [0 39 = (137
Index .

(infteger encoding] Embedding vector

0 0.3 0.1

255 0.4 0.9

Embedding input data
(The number of words = 256, Embedding dimension = 8)
0 0 0 0 0 0

187 0.8 0.7 137 0.4 0.3

Embedding vector of opcode sequence

[1% 3-8] 94 doly dA&E 9% opcode YWY A

5)
—9]= Aok 7|He AAY Aot EdlAER Y = ol
= U S EFE AT ERVIE UES

|

olE] sherel w2149 Ae) 7



i, mEAdol Fed

HA, A BAeA dudE HEE UEA I st o] u, A7
o dglojEol2 g =M HRE 11¢y38l7] 93] Positional Encoding’ o] 43 %
. g AHe BEFZ 1 AR, 2 2 15d, A @ A5 Fol s
sine(sin), cosine(cos) 5 &3l -1~1 Alolo] grow g gy HA ¢
Hol axtdd A5, 2t opcode®] A FH ghol thall F= sin, =
cose A&ste] 91X ARE ©He S APTT ofF, ¢ E:
¥ opcodeE YEME FH 94 GAS st ol&

opcode59 A ARE sL53=E

o
=
il
oft &
%
A
5
=2 (i

R
M
u
o N
KU

f
1o o\
ox

=
&35tt). o] & T3l Y= E opcode sequencegl nE 9AE
A5t ™o gk dukA 9l HH e} EAS Q
A EHH 1A B 4 2d50] ‘Multi—head self—attention'S A %I t}. 3f
BE2 oy 7)9] attentionS -3 3F= F-Fo]H, attention 7|2 Query

2 4 A= ks

A AN 5, 8

o,
rot

3to] dt5 Ao Q3 7hERE A o] W Z} opcodeE©
+ Key7} ®l2 & opcode 1Fe] A tefst 5AS 5T F Uvh =
, 2t headU}E} M E tHE Value, Key, Query® U¥ 22 A& ttE A=
=, 2] 7He] headE AH&-3toll wel 2t opcodedl] thgk theFgk ¥4
4 2o, head? 7oe A4S S8 2702 AA 8300
eed forwardE ¢ ‘Dense’ dlojojo] U2 42 AA3SITE o] €0l
BitstEs 9%k dlojol9 stolH uetrE o] Sl
14e] AF 71" ¥} vl Lk, Convolution 1—dimension®] 749+ ZH W
9 9o dHeolge aeEstry] ofgARE & AtF 7IHe 4% A opcode
sequences ¥ Wl sk, JIAHE Fall A &9

84
& o] WEel o EEdeln AFd Yo weiwv

e

flr

rot

e
i

o e

2

= o)
ﬂllo —ll
ol
)
]

!

M

rlo
(m
=
[>

¥ /lay i3 A F, EFE AT UEY A



dgdct. F FE2 E EH A ofyH, 3] &9 ‘Convolution
1D’ #lojojol] & stet. sl Holoj= TE & S8l 7texE FFetn= 39
gt E7F Ao, 1
t}. ‘Flatten’ @l o]o]
of 12714 Y=

Holm, g @t dds &l A=A

s

0 0 | Positional Encoding | i
'| Multi-head |

1

57 i Self-Attention | *| Add & Norm Dense | ’| Add & Norm [J;

1 1

08 | - | 07 ‘ ! (2-head) :
1 A + :

Embedding vector of i 1
opcode sequence e |
S G

1 ¥ 1

1 1

1 1

1| Convolution )

1 " Flatten Dense " Softmax !

1 lD 1

1 1

1 1

1 1

1
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Hyperparameters Descriptions
The number of labels 12
Sequence max length 1,000

The number of words

256 (0~255 opcodes)

Embedding dimension 8
The number of heads 2
The number of encoder 1
Epsilon of normalization le—6
Feed Forward unit 4
ConvlD filters 16
ConvlD kernel size 8
ConvlD stride 1
Batch size 32
Epochs 70
Loss Sparse categorical crossentropy
Optimizer Adam (Ir = 0.0002)
Activation ReLu (hidden), Softmax (output)

(£ 3-2] EdAEE 7]k Y ES A9

ao] % s} v ]

20 -




3) d5st Ao X

[28 3-10]2 AAFS [oT 7171914 9] k58t ddglo] &4 ot 1
Aol AFslEoe] gaE UWEYAE [oT 7]7]dH e F&o] 71e3
TFLite X% W3kgh & wjxgirh, Folxl ¢ts dauelSs S8 U
s3lsts ZEE AAstal, FAgtdete] d& vlolvE] o] Wl A5
opcodeE 1,00070% =3 ?, AlE 71 €] deﬂﬂ H8E A o], 8
F¥ AT g9, 4 Aol 4 4 daEFe R E{7t 7hset
c}.

o
E]

Binary file Opcode
<function 1>:
<function 2>: (1) Extract 1000 opcodes from the beginning of the binary file | .- o1 44c 125 125

604: 22|27| eor rl8, ri8

<function n>: L.
o

(2) List the opcodes in order !

| “1f” | | “90” | Embedding vector of
opcode sequence

Sequence of opcode Embedding vector
31 - Jo. , 31 [|o2 | |01
. 0 LE s (4) Embedding
3t | o« Jwr |} H -
input data
(3) Encode each opcode 255 04 | -+ |09 187 | |08 | - |07
as an integer ; ]

Neural Network

Benign % Benign firmware

(5) Detection AES

Crypto ransomware

[1%] 3-10] E o] ¢33t Aol HA dAe FAE=

_21_



A4 A9 R FL
A1 49 84

2 Ao M= F9-= 7|9 AH] 22l Google GolaboratoryE AH&-3F3)
o Intel Xeon CPU(13GB RAM), Nvidia GPU(12GB RAM) % Ubuntu
18.04.5 LTSE Adgn. Z=aw @4dOo2= Python 3.7.11 H
Tensorflow 2.6.0= AH&3t. B3 Bl HE®+= ATmegal 285 ko
2 3o, GCC-AVR HydHE AFE3o)

A 2 A dolg

3ol A Awstalzel dast Aozt AfE w, A Aol ek &
- | wEel tEst AAkS Ao e 5= A
Aepdrh. [3F 4-112 & Aol ARESE HolgAlolth. B 7] ¢Fs ehare]
=< substitution—permutation—network (SPN)
addition—rotation—exclusive—or(ARX) +2°|| 3dst= 4% &5
2|53 [oT $H4olA e drt Aelol2 A%t SPN¥ ARXel &8k
dig]FE52 FELICS 74 T C o= 2 ¥ 53t maolm, dnk
o] 2= RFID(Radio—Frequency Identification), WiFi, xBee, Bluetooth
AREEIITE EE 9Fe] 32 dlolH JigrelH, BA dAl A= HAE
of &3l AF EF ¢S H Ank Aol vpeolye] wdEs W SH-E

[e] b
1,00071% ze} ALgg,

Ll
&
o2t
ol
o
N

fol
Rooye

2 o de @ po

(m

o}
=

o }0{!

L
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Architecture Examples
RECTANGLE(5), PRIDE(25), PRINCE(33),
SPN (88)
PRESENT(10), and AES(15)
SPECK(37), RC5(12), LEA(9), SIMON(19),
ARX (191)
HIGHT(58), and SPARX(56)
Benign (66) XBee, GPS, WiFi, Bluetooth, and RFID

[% 4-1] dlolg A A ¥-ALE

A3 A AEFA FA ARFE 70k 453 @ o] BX

HA AAL opcodeE F=3oto] A, TAF IS opcode Wi
olUg} operandZ7A] E3HH AA instructionS F=3F & A TS =43}
T HA A7 opcode 7]9Fe] ShFE X84 RE, opcode sequenceRt L
St WIEI A9} opcode HIE=T¢} sequences B =
3 9 HrlEs APy vpr o 2= WES 9 opeode 4 HAHE BF
sh+= opcode 7|WHe] UIELAE A#se $ 45 H7ME g
o} A g 23} W2l F-measuresS AE3Ho] A
© Szl s doly o] #7F sdokA & Bt
Y dHeolHAlS AR&stERE 7t Aol 3l micro F—measure (7} SW =
YT Tt AR sk Aol ofye, ZF S0 HolE s aeh)E

= 103 A3 Htgkolok. Validation
F—measure, Test F—measure:= 717} Validationset?} TestsetS 53l 2 ¢ sk
Ayto] | Detection F—measures Test setol] tall sh5 Ale] Ax]g] A o]

bl ©A wAle AXE H4L H48 F AFH Aot

w3k ZF ¥ 7} Each algorithm vs. Benign firmware, SPN vs. ARX vs.
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Benign firmware 18] 3. Cryptoransomware vs. Benign firmware® it}

7t A& N gt dargs B A AdolE ERske 48, SPN 7%

o) ot s dn I ARX Txe| HEs dndE L A% BAE BR
she 49, 193 9Ee dueEe 955 ANl Bekste] 44 B9
ofsh EHaHE A5 tat Brtolth,

1) Opcode 7|4t vs Instruction 7]¥kel] thst A5 H7}

g AL 372 Aot 712l opcode 7]WHe] €53} instruction(operand
+ opcode) 7|WHe] dH59] A FS w]alekt), Instruction 7]WHe] A 9- g
WS A3 AR operand”} d1E 53}t AAte] EAte R ¥oHG B

[e)
AXS e A9 TU3 opcodeES zt=t) 18|y operandE F

d S ot
Arks Tt = s TsA ol o, AA vtelde] sds glg A
operand”} T} 7971 v EASITE [ 4-2]¢}F [ 4—3]% opcode 7]
HF 9 ipstruction 7| RF 850l 3 F—measure©]th. Opcode 7]5Fe] HH o]
instruction 7]8¥Fe] W BT At o g £ A5 S B A 45 I

ors
YFe dost AR Fdetar, B Helole Edts e L
Aeg Ao, 7t darglad AR FolE ER12709 S
7d-%-°ll t3 A= validation, test, detectionl A 22t 4%, 10%, 10% U 3=
2 AE5S g4 Aoz Hol gpcodeTHS HEY st Flo) o AEst BRI}
1

7
st Ao 2 Az}, o]2]dk o]-f& instruction 7]8¥Fo] o} opcodeTHS-
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Training Detection
Category .
Validation Test _
F—Measure F—Measure F—measure
Each algorithm vs.
0.93 0.85 0.80
Benign firmware
SPN vs. ARX vs.
0.99 0.98 0.97
Benign firmware
Cryptoransomware vs.
0.99 0.98 0.97
Benign firmware
[ 4-2] Opcode 714t g5l dlgk F-measure
Training Detection
Category .
Validation Test _
F—Measure F—Measure F—measure
FEach algorithm vs.
0.89 0.75 0.70
Benign firmware
SPN vs. ARX vs.
0.95 0.93 0.95
Benign firmware
Cryptoransomware vs.
0.99 0.98 0.97
Benign firmware

[Z 4-3] Instruction (operand+opcode) 7]1%F <50l )3 F-measure

2 gmelEst 3 AAIE

SPECK¥ SPARX

SPECK¥ LEA HE+=

7]

ok 74, Opcode 7]HE WHo A&

LWF7E dAskglon,

instruction 7]¥F HHo| = FLU 3k AFo tfsf SIMONZ SPECK, SPARX

9} SPECK, LEA$} SPECK A

SPN vs. ARX vs. Benign firmware 23 9]

L2t

_25_
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A 51T}
validationset ¥} testset®l|
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& SPECKY AAF HYol& 2 273819 01, detection THA| A E AA &

o1 7} SPARXE E2F ¥t =, opcode 7]¥Fe] - SPNT-% 9} ARX
Zof dFets dugES Q8 F d= A9= Y 18y instruction

718kl HFH L validationset % testsetol /] RECTANGLE, PRIDE, HIGHT
2L A Aol st L EF7F A TE ESE detection Tl A
RECTANGLE, SPARX, SPECK % vk #Aglo] ghol] e &F{7F #Ae o
w, SPN % ARX F&7} &% E75Hv 455 SAdt. =, 7 Wiol
Az st WAl EAd e FY AT S HolA N opcode 7]WEE]
Wo] SPN 2 ARX & gk eE/7F gllen, o& F A g3
U £ Ass 28tk 123 3 AEs Fal 55 45 dagse

Fxol e ik 5% EAe], gvteh s We] sdel )

—

Hellool A AFE-% = opcodes o] HI=E A 4385 Aioltt. =, 0~255A}
e}

ol¢] opcodess H2z AREstaL 2zt Qld¥lzvit} s opcode”t &3t

355 vehdl Rl mebd P oln A 2569 TR, FF L
1280]t}, 3, WESFS ov] A= vhehl)7] 915 0~2554t0l9] gho.z R

z

& shglth. gray scale o]H| K9] 75 0& LML ojmstaL, 2555 314

o
ofmlgte). web Aol e % wol AL8H opcodert HTh [19

4-21¢} [% 4-4]12 v Ades oS 2t
SPN +%9] 9353} &i1e8]52 S—bhox 4t F-HolA drtx o =g v 1]
A Axako] A5 S8t AAZ LD, ST @ MOVWeF 28 w=eg H
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AL At 1

-
It

o 1A
Qg AHEEFR oL, LD, ST 2

}

h 6

1o}, wA ol A 9] 7}

h 6

1ol 9%
7 A AEH O, THAA B
S} o] ARXS} 4}

o

=

ES
XOR, ADIW

129, 131

32

22!

XOR,

h 6

sktl, XOR¥

ADIW,
kR

J

o A AR B A

150091

) 3]

k)
b

5]

?.
RIJMP, BRNE, OUTZ}

MAFR W

-

R

=
=

ool

=

Y

b

}

H
fe

e}
=

U

9|

ADIW®E] opcode

-

ARX(Addition—Rotation—Xor)

SBCI, ADC9} #& A

5]
AAELS SPN F-Z0f 1|3

.

ojo

]

TakE ol

3|
H

7] ¥R /0 el A 2=F ol

o}
=

!

s

=3

Ho

el

il

;oL
™

of Bla)

EiS
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P e
I —_
SPN ——
L
—
e —
RECTANGLE PRESENT
s-layer, p-layer s-layer, p-layer
T | ]
h .
I —
HIGHT SIMON SPARX
round function round, rotation round, rotation
O B ]
1 [ — e I
i E— R E— — —
Genera ] I e _
. .
— P I
— [ —
_ — [— L
Bluetooth Timer LED WiFi XBee
(1% 4-1] 7} &aglse A 5 dig opcode sequencedl dgh A]Z}s}

Benign

SPN ARX

(19 4-2] 7t L] Fol AHE opcoded] Wlm==ell w3t A 7}3}
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Archite Sorted by Frequency
cture | 4 2 3 4 5 6 7 8
MOV ADI
SPN LD ST XOR ANDI | MOV | STD
W W
MOV | ADI
ARX LD STD | XOR | SBCI | ADC | LDD
W W
MOV BRN | BRE
Benign LD RIMP NOP | OUT | SBCI
W E Q

2) Sequence—Only vs Frequency and Opcode Sequence®l] gt A5 37}
A &lo] A= opcode sequence TS HFF e YEL A9} W%
T BT R UESAE FUsIglY. 7 A S4E B v
&3 (late fus1on)7]‘ﬂ4—‘l ALkt oA o123
T Stuvh AREE Aol A 5 glon =
T UEYIY SN §FT=HN
o

E “
1 A1) AL F 5 rk mepd Qurgoz 5

o

-

Jm®o o o
o

N [-'O

- [+

N,
£ o o M
M & to

)
firg

I

in}

i

flo

oX,
ot

rir
[0 @& o m

[ 4—5]% opcode sequence®HS RF 3 sequence—only ®H= A3
Frolnt. [ 4-2]¢} mlulshd 58t Aol dut P& st
%-, test¥} detectionol] Wef =7 R HA e El 44 5%, 4%
t}. validation % test A-$- SPN¥} ARX Alo]e] @ #F+=
=8 detectionoﬂxi T e etmelE T2 2 44 Belo] ko] B
o] 10% a8l =3 44 FAolet 2 daelsd £+ 4
ol A Xﬁﬂﬂ At g e kst Aol gxol visl, WEsE

7 %

A nE g Aol WA JEEol Andon Pade

o

g
T
o?:
>4

ox §2 P~
¥0, ol
o

:10
oX, OH
ofr

p
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Training Detection
Category .
Validation Test _
F—Measure F—Measure F-measure
Each algorithm vs.
) ) 0.86 0.76 0.67
Benign firmware
SPN vs. ARX vs.
) ) 0.99 0.93 0.87
Benign firmware
Cryptoransomware vs.
) ) 0.99 0.93 0.93
Benign firmware

[ 4-5] Sequence—only E 2o 3 F—measure

3) A%3E " UEH]IA A A% H7t
Holl M= shad vEQZS] v<d 4718 <0171 913

=
detection®ll Al 0.03 =7}at oL, 32 BFof 3 5L tes
oA 0.03 743 w3k ks 3l Aol 2 Uuk Heo

T
testol] A= 0.03 7423819 11 detectiond| A& T3 A5S &

FEs WY BASHE 9ol A A1E] MEAAS FAT
ol 4

52 FASA ol%h Pol A5 AsE Akshslof shug, 3

pruning 7|

¥ 4—6] pruning 7|Ho] 48¥ UEY A F-measures

[
dehid. 7 oks gaelE 9 A4 #ele] 2Rl g Ak

2 test ¥

t2} detection

of
o
Hoox

3}t &

A F71= 7)1E Lol vl&] 7% AT [E 4-7]C pruning A8 A

I} Zo HY IA7|9F F—measure]t}. T %9 F—measures

‘Cryptoransomware vs. Benign firmware’ol] o3t A3}o|c},
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Training Detection
Cat
aresory Validation Test
F—measure
F—Measure F—Measure
Each algorithm vs.
) ) 0.93 0.88 0.83
Benign firmware
SPN vs. ARX vs.
_ ' 0.99 0.95 0.94
Benign firmware
Cryptoransomware Vvs.
) ) 0.99 0.95 0.97
Benign firmware

[¥ 4-6] Pruning 71'HS A&3t Y EY T o3t F-measure

Model File Size F—measure of Detection
) TFLite 1.74MB 0.97
Convolution
fusion NN Pruned
usion 1.63MB 0.97
TFLite

[3£ 4-7] Pruning A& A3} ¢ 34d A7] % F-measure

A4 A ERALIH O Ay Tvte] 433 dd e B

woAge EdsEve) dar @ BH2 TAE EQLE Bgeto]
Esh daelEI 44 BAE BRAL 45 WS FAFE A
2 2E 9tk 34 240 AT SolnHE T ] BYES
FaAAN BB ) e dulg 4D D BFI dolo] F @
Fo W& S JAgstglon 383} Zo] F-measures &3l S 37




SFSlt). o] 9]l %= Multi—head self attention®] head 57, feed forwardell 3l
sl dense #lolole] W = T 84Vt o G RAEE o]y e}t
e FYs el AAsEATh =g [oT 7]17]ol vizstr] 91§ tilite 229
|Fs 54T 5, 3489 [F 4-7]3 Bl
AALF Hupo] =9} o] gjAaxTt AgE B A= s o] tha HolA]
= E}E A717F Zha FEo] wE BElS ARSI H2olle B A s F
d9] A71E Fold = 50l v WA H AT whapA,
£ st EE&HQ HEHAS 37 S8l g 2de
d A, E7719 delo] wd = 3 A A7]d wE
= H]J—L’?_E} <19 37}X] 84F AT U A sto]y b E = H A
THoZE 39 [ 3-2]9] stolHuenHE
A&t HES, 3 24 A ARE Fal 11719 st dugsa A
] gk F—measureZ} 7Hg Stal ¢Fs st @A 9lo] &=

AN

ofr
o
N
)
O
"
O
EI
HU 2
Z
o
rlo

IEI]

% ] ‘Each algorithm vs. Benign firmware’°l| t
3l validation F—measureS A3 th 23S A AAHE gES 53 ¢
=

-
APe ARF T 1 ANE BASG [F 4-8]9 [E 4-9]% Aud

4% 97} 16, embedding dimension®] 8°]t}. embedding dimension< 256
oA 80.® Folil HE 9 & HAFOo RN FetnE & FA7] A
AR om, olu o welu|E] 4= 202,4320]t}. o] U Ao H| <
e e 55 AU E 7P B ASS Bolng, HA [oT 7171E &
Ao = sp7]el A g3g Aafolrt

=
17

ol
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The number of units of ConvlD
Embedding dimension = 128
64 32 16
3 0.95 0.95 0.96
(1,122,640) (708,528) (501,472)
kernel size
16 0.94 0.95 0.95
(1,182,032) (738,224) (516,320)
[% 4-8] 9d¥Y =9 (Embedding dimension)o] 128¥¢ w, ConvlD @ °]o] <]
43 4 % kernel sizeol W& validation F-measure®} I}ElvjE

(

’1

-measure (320 E )2 27))

The number of units of ConvlD
Embedding dimension = 8
64 32 16
3 0.96 0.95 0.97
(777,520) (394,128) (202,432)
kernel size
16 0.95 0.94 0.95
(775,472) (393,104) (201,920)

[Z 4-9] 989 A9 (Embedding dimension)e] 8% ©j, ConvlD #Ho]o]e
YW 4 % kernel sized wWE  validation F-measure?t IEtHlE S

(F-measure (32}ng $)=2 % 7])

[3 4-10]2 f9F o] AAE 2174 %E F3l Each algorithm vs. Benign
firmware, SPN vs. ARX vs. Benign firmware, Cryptoransomware vs.
Benign firmwareol tidl] 23S s Adyjolr), &7 23 © &4 A94&
A% A3, 3do] dek 29 Zo] ARXS SPN 725 eEFate 45

elalon SPECK¥ SPARX, LEA®} SPECKS 2 7
stk =, spw ARXE T2 AR ALgsHE
Hol S o & Ik, wak otaa} WA o] BAe] F9= SPECK
oy B,

rlr
A

o

2
B

il

o,
RS
[l

)

IJ




Training

Detection

Categor .
Ao Validation

F—Measure

Test

F—Measure

F—measure

Each algorithm vs.

Benign firmware

0.97 0.95 0.85
Benign firmware
SPN vs. ARX vs.
) 1.00 0.98 0.98
Benign firmware
Cryptoransomware Vvs.
1.00 0.98 0.98

[ 4-10] EA2EH Qlzr] 7]k

A5 A A 71 7] vl

[ 4-11]2 F A7 e 9 =
o]

OpcodeE wojo o
2 o] Fozl st
[e]

Al 7] 2L
Fo g thAlA

o olo

b R 3] A A A A 71

ko) 3] sequence= @t
55 gETeEHN 0.01 9 =2

+ prunings A& AEFH FH UE
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ABSTRACT

Neural Network—based Cryptography Ransomware
Detection for Low—End Embedded Processors

Kim, Hyun—1Ji
Major in IT Convergence Engineering
Dept. of IT Convergence Engineering

The Graduate School

Hansung University

Crypto—ransomware has a process to encrypt the victim's files, and
crypto—ransomware requests the victim for money for a key to decrypt
the encrypted file. In this paper, we present two new approaches to
prevent crypto—ransomware by detecting block cipher algorithms for
Internet of Things (IoT) platforms. The generic software of the AVR
package and the lightweight block cipher library (FELICS) written in C
language was trained through the neural network, and then we evaluated
the result. Sequence and frequency characteristics are extracted from
opcodes of binary files obtained by compiling cryptographic algorithms
and benign software samples. Through the late fusion method, the above
two features are extracted from one source data, learned through each
network, and then fused. The proposed method can successfully classify

crypto—ransomware viruses or general software. Crypto—ransomware can
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also be detected by entering binary code that uses block ciphers to
encrypt files into a trained network. Another proposed method does not
extract sequence and frequency characteristics, but considers opcodes and
opcode sequences as words and sentences, performs word embedding, and
then inputs them to the neural network based on the encoder structure
of the transformer model. Through this approach, the file size was
reduced by 0.5 times while maintaining a similar level of classification
performance compared to the first proposed method. The detection
success rate for the two proposed methods was evaluated with the
F—measured value, which is the harmonic mean of precision and recall.
In addition to achieving 97% and 98% crypto—ransomware detection
success rates, respectively, classification by normal firmware and
lightweight encryption algorithm, Substitution—Permutation—Network
(SPN) structure, Addition—Rotation—eXclusive—or structure (ARX) and

normal firmware classification is also possible.

[KEYWORD] deep learning, cryptography, ransomware, internet of
things
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