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Algorithm 1 Proposed PoW algorithm

1: procedure Prorosep PoOW (Block)

2 do

Block.header.nonce + Block.header.nonce + 1
AES256.key + SH A256(Block.header)
AES256.text + Block.header.nonce
Block.header.trace + PowerCapture( AES256)
Block.header.trace + Post Processor(Block.header.trace)
Block.header < Block.header + Block.header.trace
9: H + Sha256(Block.header)

10: while H < Target

11: return Block

12: end procedure
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Algorithm 2 Power Consumption Trace Verification algorithm

1: procedure TRACE_VERIFICATION(key, nonce, validate_trace)
2 trace <— Power_capture(AES256(key, nonce))

3 refined_trace < Post_processing(trace)

4: col + Correlation_coef ficient(refined_trace, valid_trace)
5 if col > T'hreshold then

6 return 1'rue

7 end if

B: return False

9: end procedure
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. . . First Third
Measurement(key/plaintext) | Maximum | Minimum Mean ) ]
Quartile Quartile
AES
Same key
. . 0.99656 0.99433 0.99549 0.99519 0.99578
/ Different plaintext
Different key
. 0.99619 0.99406 0.99416 0.99488 0.99542
/ Same plaintext
Same keys
. 0.99965 0.99820 0.99884 0.99859 0.99903
/ Same plaintext
Different key/Different
. 0.99605 0.99361 0.99493 0.99461 0.99524
/ plaintext
LEA
Same key
. . 0.99495 0.99093 0.99288 0.99236 0.99337
/ Different plaintext
Different key
. 0.99502 0.99114 0.99283 0.99231 0.99331
/ Same plaintext
Same key
; 0.99980 0.99670 0.99809 0.99756 0.99854
/ Same plaintext
Different key
. . 0.99471 0.99093 0.99271 0.99221 0.99317
/ Different plaintext
ARIA
Same key
. . 0.99612 0.99417 0.99505 0.99483 0.99526
/ Different plaintext
Different key
. 0.99611 0.99409 0.99498 0.99476 0.99518
/ Same plaintext
Same key
. 0.99987 0.99872 0.99919 0.99900 0.99937
/ Same plaintext
Different key
) . 0.99594 0.99401 0.99492 0.99469 0.99514
/ Different plaintext
SEED
Same key
. . 0.99222 0.98817 0.99034 0.98990 0.99080
/ Different plaintext
Different key
. 0.99263 0.98849 0.99050 0.99005 0.99097
/ Same plaintext
Same key
; 0.99993 0.99834 0.99901 0.99875 0.99927
/ Same plaintext
Different key
) . 0.99218 0.98801 0.99023 0.98976 0.99068
/ Different plaintext
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ABSTRACT

Improved security of lock pattern

using random vibration intensity

Kim, Hyun—Jun

Major in IT Convergence Engineering
Dept. of IT Convergence Engineering
The Graduate School

Hansung University

ASIC (Application—Specific Integrated Circuit) Resistance Proof of W
ork (PoW) is widely adopted in modern cryptocurrencies. In an ASIC, th
e ASIC resistor PoW is inefficient in design due to its special function. T
he paper introduces a new ASIC—resistant PoW for low—cost microcontro
llers. The microcontroller executes an encryption module for a specific in
put value and utilizes the measured power waveform. This power wavefor
m always has a certain characteristic depending on the input value and t
he scheme 1s not predicted and calculated by the ASIC. Thus, the scheme

can be operated on a microcontroller and achieves ASIC resistance.

[Keyword)] ASIC-Resistant, Proof of Work, Power Analysis, Microcontrolle
r, Blockchain
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