Mot

20234

wr
Tor
Ho
ol

oo

B

N



Research on Software—Based Adversarial Attack

Defense for Embedded Systems

0]
=

2022 124

=
Tor
Ho
ol

o

Ho
K-
Tor
Ho

ol

IT%&

B

N



Research on Software—Based Adversarial Attack

Defense for Embedded Systems

0]
=

2022 12€

o
Tor
Ho
ol

o

Ho
K-
o
Ho

ol

IT%&

-

N



e

B
L

o]
=

2022 124

A (9D

(s}

Q.

F

_,AO

A1

Al
=

o] § 3] (9)

2]

A 9]

Al
™

g A (D

NA

=

A 9]

Al
=




Y= ALge 93
1 Ad 34 o

g 4 o s & g s 9

I T8 % 5 3 d F
T & &

%< DNNO| 27 Z¥E doFeoz AFH 7 AW EEHES

fEshe AgE A9 B577

-
o,
o,
)

O
E A2"oMol Ay FAcw Qe eEFo Adte APAd & qlrh

Jeh} QiEE AsEle DNN @4 stegolo] Akt wze) gefo] 7|
grelol o7 iwe] Add AL ME ZER TEsAL Wolshy] we
offth olg o) W§ SIESIOIE A ulg FWelAe] Ro] 9w

=

27 P B4 DNNO| w7 §astA tAst] olelgel et ol

2AE @A B =RAE QtE AADAA Add 24 gxet
A



HEdor HEsHH o] & 7to] AIARE AAE F4st

A oA BYe QA= eDenoizerS Aletstr}. eDenoizer= AT

A A9 #-3(adversarial perturbation)= A|AsH= DNNE| HEZH AY
diAo] dast ditds BA EollE 2-8ste] &<ttt ®3t thE DNNE%
Al 2de AT W CPUSIN =4 A4 Fs AAE Adsh=
DNNZ} etzl DNN9| 45918 GPUR Hdato] A §4 ol 94
Aoz A 4 Slrh. A A dHHE NIC= A8 A tfr] A3gAITt
zpol7t Ho| 99.6% A4Sk 83.9%9] wlkz] AR HAE UERHH
eDenoizer= 1.78%9] m|u|gh B&7 AL Aot &4 Aoy oA Edo]

S 22 &0 51.72% GEH

(F801] Adid +4 "2, d4di4d 54 Fol, d¥it= AlLF



Zﬂ 1 ;g- /\-] % .................................................................................................... 1
A 2 AF v = BA I e 5
7\1] 1 ;é-j ;_(411;]13%1 :g..7_|:] EH% ............................................................................... 5
1) ZTZ] TLZ EFR] ceerereeeees 5

2) @EH@I oﬂ;{ﬂ "HiT% ................................................................................................. 7

7\1] 2 Z‘:.j o]aﬂ\:]c /\]/\Eﬂq]/\-]_,] XJ]:H Z1 %’_ EH% 1_4'% T,U__;q];g .............. 8
1) AT E A AEIOA] Q] NIC TA|F  cerereererersssessentsnsisntsiiinisisissstsisisens 8

7hH Bl DNN FE237F NIC A Q] A QAITE ZFO]  weeevesreeressessesneseestisseecenees g

L]-) Nlc_oq UﬂEﬂ _9_:’1_30]: ............................................................................. 9

2) %h:ﬂ]\:]t /\‘I/KEﬂoﬂj\—]Q,] HGD __1:'1_;(1”;(-] ...................................................... 10

7H AT E A AEHA Sl DUNET F2 AJZF  ceeerreesersneossnnnniniiii. 10

1/].) ?:]Hﬂﬂ_‘:_ /\]_/l"%] GPU —Eé—gi ?_]@. HGD /‘\31:5(1)] ;q?qi ............................. 12

th A ] B AIZE SA ceeeeerersretisettt e 14

A 3 A& 1-"(3_} 7]1@ ......................................................................................... 15
7\.]] 1 7};.‘_ %131];]5 NIC /\]_/_\_1%} ..................................................................... 15
1) odHﬂqE NIC /\]_/lEéI /‘l__'j7:ﬂ ...................................................................... 15

2) VI, PI QHE BFZ] Z]ADE  coeeeeeseesesmsnniiiiiiii s 17

7\-" 2 ?f__!j eDenoizer .......................................................................................... 18
1) eDenoizer AAZ|  ceeesereereesersiettt et 18

2) DUNET—J oq‘_ 2 7&-5\_ ............................................................................ 20

3) 9E] DNN H2dg 93t AFAEE I QQJI  creeeerrerereressennnnnniiin. 21

7‘|_) /\7%]% 1:,]__5’)4 ...................................................................................... 22

L]-) i;,ﬂ%ac} (‘3_:}—_]——7 %_ ............................................................................... 22

tH AAZE TQQTl BELA]  ceereerrrernietiintintitette sttt 24

= =1
a]-) _?_/;__‘/_'\__?4 7]1?_]— DNN ﬁﬂ-j’/}, Bé%i ﬂ/‘n_].gq Z_qliﬂi} ................................... 25



;ql 4 76} AlG] 4l _E,_/}j' ..................................................................................... 26

7\1] 1 Zé O-J]jﬂ]:]E NIC /\]i\_\%} 3%17} ........................................................... 26
1) AIT BEA e s 26

2) A DNNH 7 £9Z0l40] Vigh Pl 8% D §F FA& e 27

3) QIHITIE NIC AJAH AL HI} o 29

4)  ZT W E] AFREE e 39

A 2 A eDenoizer TTF reveereseerosersssssesserersssesisssaserssesensssssssesserssasessasessese 34
1) eDenoizer JLE et s 35

2)  AIF] BEA e s 35

3) HAGE A O] TITF BB ASFE e 37

7hH  AA Aol tigt 8A & 2-8% DUNETO EfF AHm -weeeeeeee 37

W) El7 B2 285 DUNETO] HO]A] serererersssssssssssssissitssststssssenanens 39

4) eDenoizer A% WIFE OBE AIZF HJGL swereesereesesensismsinsinniisiisnnines 39

7H)  EFAl DNN#} DUNETSF 22 A] A|Zh HJZL ceeeeessssssssssssssesssnnssssnsiaians 40

L) AE DNN FE3 Ao A oA HQ Al AZE H[IL ceeevereeeeneeeeneess 40

th) B DNNO| E]7] Eaj 28 A AZF BT eeeereesesersesssmsmsnsinssensinensens 42

5)  eDenoizer®] HIIE] ZFA e s 44

Al 5 A Z B e 46
b A < R 48
ABSTRACT  sesseesessnesssssrssessssrossesassassassasossssassassossnsssssstsssssssssssnssassassassasssesse 53

_iv_



—

£

—

2

—

ke

—

=1

—

£

—

EEl

—

£

<
Jm

2-1] &2 <1 glolElo] that DNNE 22 A|7F HIL e 11
4-1] Jetson AGX Xavier AT | B 1 RS 26
4-2] SF5TF AZL TE ZATPA oA ceveerererrresrsssiiiies 36
4-3] HAEZE 93t HTPA AfJA] ceeereerrrenrersnssrsnssssissi e, 37
A—4] BZ AT H I rererererrsrsrsssnnssisensest s 38
4-5] ResNet—152F FOJA] BHO] s 39
4-6] B]7] B2 QIS W|ILE] ZFA et 45



[:}_‘a]j 1_1] 1]__‘% 2[<_=§ “]_%]:01]/\194 ;_(;h;H;_(;] 576_7_3' 01/\] ...................................... 2
[1" 2-1] DNN F& Al @43} 5= 7wl 24 7o @43k gb oo 6
(1" 2-2] NICE #83%t B2l DNNo| & 4 7 Ay 324 T4
A QA TEE] TLO] srorssssssssasssransssssssossusssssssssssssssnssssnssssonsssossssssssssassssssssssassassnssssssssssases 9
[1% 2_3] DUNET :rL__]X__ ..................................................................................... 12
[ 2-4] AZtel g A& = ol tigk DUNETS] Atz o7
Hol ol }5].7—]] DNNO] S22 TFA] crererereieieiieiete e, 13
[ 3-1] YHTE NIC A|AE]D AT JLZ e, 16
[13] 3-2] eDenoizer] AT JLZ ettt 19
[13 3-3] €7 B2 QT DUNET TLE rrereeeeeerssssssseressssisssesisisenns 20
(18 3-4] A4 Z4rF Dast DUNETS A WA AZ2H A= 7
B i S P R 21
[718] 3-5] eDenozier?] 2 1 T|ZHS EPH FI FE s, 23
(19 4-1] Z} Et20 DNN9| RE 2439] VI, PI A& & FHAgh - 27
(19 4-2] &2 DNN9 Z} 24ZolA At dA|9] VI 95t F2]& - 28
(13 4-3] 84 DNN9| 2} 2434 At oA|o] PI 99t &A]& - 28
[;l% 4_4] D_Lj]:/] EE}\ﬂi\_ NIC /\] 1%]_4 /\1611 :IL}— ...................................... 30
[ 4-5] NIC 2§ A 7} e}zl DNNO| HH] =8 AZF H]IL wooeeeees 31
[:/_%] 4_6] NIC 7§I_g_ /q 7_1|- E]'Zﬂ DNN—J tdiffﬁ]ﬂ ....................................... 32
(1" 4-7] Adid 34 HAE APsh= 2495 ol W& 24 5§24 DNN9|
O] W ILE] AFREF H| D ceeeerereererreseeessestseetseste e 34
(13 4-8] EtZl DNN¥} DUNETYHS A3Fe ojo] J&d 53 Azt H|
_]__17_ .............................................................................................................................. 41
[19 4-9] AH DNNE¥ At oA HdS A3 w0 4 3
N B N P 42
(79 4-10] 82l DNN# DUNET®| 87 Eslig A& A2 e 534 Al
| e 44

[ 4-11] H7 Z5iE A=d o= 28 B2l DNN2E A7 oA 54



- vii -



A1E AL

H 2Y Vler 2" AFAS ATt dAde ds "ElsHl Te

%

1 9tk DNN(" Y ZE)S 7|ftez 3t QIFAE fEyAelde 9=
oju]2] A (Singh, A., et al, 2020), 74 (Rashid, K. M., et al, 2019), =&
T8 ZAsAFBojarski, M., et al, 2016), HEpHA 7|9t WS (Zhu, H., et al,
2022) & HdRt T2 ZobllA EdstA FEEAN | 2Y 7lee A
S0l FoFsiet. Adid FASH] A% At A= DNNO| 752 44
stA st Q& dlojEo] Izte] oz AET £ gl wle A2 g I
Vo= Aoz AAAEH(Su, J., et al, 2019; Carlini, N., 2017;
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Original Image

Adversarial Noise

Adversarial Image

A Aqsoln wmes} Aol dHtE XAl FEHE G

% glzol DNNo| guldE A28eA Bol Agre AL gl
g % 9l

(Ma, S., et al, 2019)°A= o= FF DNNoJ| 7lsiAl= o9 &
04 34 w2 ZEE FARM (Ma, S, et al, 2019)94= Z12t9
DNNo| EAjch= B 2493olA Add 34 E25 A3 Adi4 5
Ag gA6k7] 98 24Y% ¥R one-class SVM(Scholkopf, B., et al,

2001) 2702t &2 DNNo| Hrx& ZAstH DNNo| F2o] Za=E Ft
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Aol ZF 2HSolA &9 HE7E =EEW o]F 55 one-class SVMY} F
< DNN&J Q4to] o] Adfr]o] At 24 FH2]|7h APt

(Liao, F., et al, 2018)°A= UYkold <LEIFT(denoising
autoencoder)(Vincent, P., et al, 2008)2} U-net(Ronneberger, O., et al,
2015)= Agvtste] AdA oA J= F=& AAstE ZHE BT & A
2] dAel 4 g4 dlolH® HYsk= DNN= &df A4 oA 54
Zeggtet, A oA BLe A F4S Yolste sHolBE A o
A7t 2522 A DNNoj| Aozl AA7F 48 =7] Ao B4 dlolg=
HUS= DNNejl A48 Hof B Fof 7|Eo] FEEH d DNNej

‘_4

(Ma, S., et al, 2019)e] o3t Ajd 24 A= 7+ 24939 dito]
SeE $ O Ans A 34 g2
=7 grdr. ol dHltE A|AFA
3 DNNO| 22 49 A7t Hgd Z
o el gith

A FAL2 DNNO &7 25 XArste] g2l AnE zHd
Rorm2 (Liao, F, et al, 2018)S E§3 Az oA Eo] AAHo
2 AP E AARoA HEET] feiAE FHET #HE
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Neural Network Invariant Checking(Ma, S., et al, 2019)(e]s}

NIOE &&sh= &4 Al2"e BHeR ot [O1F 2-1]2 NICE #85
of Aud AEe wAsk Me aAed (18 219 e o4z
1(LayerD¥ 249 32(Layer2) 18|11 A T= BE EFsH= =83 (Output)

& At DNNOl A4 el eAE B e (18 211
b),©%E 27] T2 Ad A7t JRAHge B vehdd (13 2-1]9
(@& A4 deolg7t AR du BRHGAT (17 2-119] (),e14%E A
2 BgEojof SNt B2 A ERH 2 :

%

oz mIAJ}

NICE B2 DNNe| A4 dHolHE FEJRS © 24 24959 243 @
S T 24959 Value Invariants(o]st VD=F st Z2F ALH & 24
Z9] A3t FHES g 24YZE2] Provenance Invariants(©]s} PI)Etal
gheh (19 2-119] (@ollA 249319 43t w2 2340|258 24319
VIE 2,3,49] 243 grEoln 2493529 VI 2435t 74 6,79 &43 3%

2HS1 2H3F2004 9 Pl 843 w#



@ High Activated Value @ Low Activated Value O Not Activated

Layerl  Layer2 Output Layerl Layer2 Output Layer1 Layer2  Output
(a) inference (b) inference () inference
benign data adversarial data other adversarial data

[1% 2-1] DNN %2 A 245 5l Fala 7 a0 243 ¢

NICOIH ¢lel dlolES el DNNe %2288 o 2 &9% @45
WS B gEel Y LUF9 Vig f2AY dsd £ 243 %
W) B3} RSl g euzel Plgt e e JUd dolgs A
4 3R we do|gety Bugt

7 DNNelA 2t 2429 Vist 247 dd & 79 4559 P
FHe wpie (29 2-119) DNNE B4 goprm ohewt gr}. 24319
VIgh £4%20] VI= DNNe| g4 dlo|g #28e 1 £&Hs 2 oy
20 29 WE S0l & euzle] ViE £UZ19 &9 wEoln LU0
o VI e4%20] &9 uEolth. e4E13 24520 PIE 737 913

Flo
RU/el)
(RS -)

Derived Model(¢]st DM)olgt= DNNeo] & 7f " g5ttt &, DM
©

DNNe9| 243 mip ZAsch. [27 2-119] @A 243512 DMo]

DNNS g83HE 2431 Fol M2 ATEWMA AZS oo £l
DNNe|x 24329 DM DNN9| J=€ZHE 2432 Fof =g £
EdA ASE oloj&<¢l DNNolty, 24319 DMt 24322 DMe] 7zt
ADEWA 2 g2 [I9 2-119] @e° Sl DNNO| AZEWA Z&
At Fdstth. & DMl &9 #lHE 7Z(concatenate)stH 24513}

NICE One-Class SVM(scholkopf, B., et al, 2001)(e]s} OCSVM)S A}
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&5t B4 DNN 2E 24939 VIeh PIE £t 2 24939 VIS PI
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ge ot o & %‘4%9] =92 4 245 VIel &4 dolgrt Hi 7
dsE 7 e DM 92 siF 245s Plol &% dHlolEr7t "o &4
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A2l oA 59 Az 34 Woi 7| F stutolw A oA 7}
At JAE A dlolHz Hdsks A& ujeith. & =72 A4 9
A 2 71 F High-level representation Guided Denoiser(Liao, F., et al,
2018)(e]et HGD)E B Al&do2 Ay, HGDAA = Adia AA7 &
AL DNNell  FE257] o] A4 dHeolg=z HYst?] $si  Denoizing
AutoEncoder(DAE)(Vincent, P., et al, 2008)2t U-net(Ronneberger, O.,
al, 2015& A% 725 Ad DUNETS 4/igttt. HGDE Hdid 34
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OCSVM Rdlo] A% Al AEZE WE7l AL AZE HE ] Y
2 OCSVM9] &3 dolg 2pdat FUstr] mio] OCSVM el 7]+
T4 dojH9 o] AAAY HAEE AEE "HE it soldE

Azt B DNNojJA R= PI-SVME2 &9 Hlo[Eo] Zpglo] fFonz

DNNe| Z& dlolg] Alof| ofafl Az thiie] VI-SVMES] &d dlo]
Bl zpdo] Hlsf HFs] #ewa PI-SVM REES FA7e diFR9]
VI-SVM REE9 F7|Ht} Zth AAR 2 =79 A4 g2 DNN

PR AFEE MobileNetV1e] PI-SVM e 37|71 7P & AL
792KBo| A9t VI-SVM 2d 377} 7P 2 AL 2.4GBolt}.

NICE g4 DNN9 18 do]g7} VI&H PIE 9Jutsl=2] 4 DNN
o] RE 2UZA ERlcte= Zor AdHy 34 g§AE Syt 1YB=
el DNN9| 243 7j4y-E VI-SVM, DM, 181 PI-SVMe] Has}ct
2t el DNN9| & 243 747t 10072k 7195k NICE 283t 4
24 24 &xo] "We3t OCSVM™ DNNeo| VI-SVM 1007, DM 10074,
PI-SVMo] 99702 & 2997}7} Z@sich E3F 100709] VI-SVM % 1GB
ool & A7|E 7HA= VI-SVMo] ofz] 7| &A1 4 Slrh. NICS| o]
g OCSVM 71t &2 71¥H-e 4 GBO| w227t FashH ol w7}

AGAQ gHtlE A 2dlo] HgshA srk.

2) A= AA”|A S HGD w414

7} H|tl= X A=A 9] DUNET 22 A7t

DNN¢ gHl2 22 AnZ RAsty] 9g), dutzlog DNN 22 Ao
A dlelee] F&g Ashe A2t »3get ol HGDE miiziAel
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B2 DUNETE A3 At A oA 59 A" dAe 28 45 5

ol A Fast}.

Inception-V3 ResNet-152 VGG-16 DUNET
Jetson AGX Xavier 86.3 ms 157.7 ms 50.4 ms 160.7 ms
Jetson TX2 103.9 ms 198.6 ms 76.8 ms 246.4 ms

(2 2-1] &< A dlojglo] dict DNN¥ F& A7+ 8l

[¥ 2-1]2 DUNETe] @ <12 dHolHE F&Esh=tl A== At
Inception—V3(Szegedy, C., et al, 2016), ResNet—152(He, K., Ren, S., et
al, 2016) 12]11 VGG-16(Simonyan, K., et al, 2014) Al 7H¢] DNN=o©]
@ 9= dolHE FESk=tl dgw AlRRE dEZAQ AdHidE AJAFQ]
Jetson AGX Xavier?} Jetson TX2(NVIDIA Jetson TX2 Developer Kit,
online)olAl &4t Axtoltt, [H 2-1]oA &I 4= Slx°] DUNETS] &
E AZF2 o2 DNNoj Hlef X 3.28f It Ay oA Y AA"HS
Az A A7 A HoleE EdE %, 59 dolE7F B2l DNN
o FEEE HHAo|EZ Jetson AGX Xaviero|A A oA 54 A|AH O
& 48 A2 DUNETS F8 A7kl 160.7 ms?t Bl DNN<
Inception—-V3¢] F& A|7FQl 86.3 msE TISH 247 mso|il Jetson TX20]A]
= 9F 350.3 ms7} 22T}

[1% 2-3]2 DUNETY Fx&5 yetdith. on|x|e} X (feature map)
UEtll= AR ES 28 AR Uifel ou|x] E= w AW HH|xEo]
UERIT glon] siF AZEES 02E oy gues HEsg ouls)
A=l AdQlt. ¢= 3x3 HAEFA(convolution), HiZ] =Eeto]A|o]
Batch Normalization) A5 123l rectified linear unit(ReLU)Q| <£A=Z
AE AFES duigitt, ¢ O7F rHNE d5FHo= Qe Aoy Ok

oF M, = b 3 A%Hor b AZSIT  Comwkxke

- 9\& o 1
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Input
299x299

Negative

Noise
299x299
u 3
[ BN ] Rely Denoised
czldcHc Image
LcHCl 299x299
- - - Bilinear Interpolation
Concatenate

(19 2-3] DUNET +x

kxk 2748 Su|gth. DUNET] 2% &322 12 dojeet $Y3t 2
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o}

 Sorlo

) e Al&"l GPU 4= <t HGD A3 A4
&Y A e AREEE Jetson AGX Xavier= 9 219 HEZHA
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Network(cuDNN), online)?} &2 z|¥e g ofEFAolAd Hd Nizt= o
g o EeAlol A 7H&EEHE GPUE AR €A A& 4 Ut o] GPU
L AqH AEY XA AMREE GPUS npr A2 stedlo] 4-59] HE
~¥gS A Ygeh T3 CUDA AE-(Harris, M., online)2 A Yato] &7
A 2 SM(Streaming Multiprocessors)©] 5]-8oh= 3t oA ofg] =2
Alzof ofs dafs= | 2 AdES Al AT 4 ok

olggt ¢t HE A7t JHedel®: 25kl oy | Y Ad o
27 Al IS Ae, @ dHdE GPUS W&
(Lim, C. & Kim, M., 2021). =gt GPU EAH o= HxH#o]7] wfid],
A oAA EdE& 48ok= DUNETY| &2 497 =+
DNNo] GPU®| Execution Engine(EE) Fofl Wz dot=d
o] ZAH}, d¥tA o2 PyTorch(Pytorch, online), TensorFlow(Tensorflow,
online)ot 22 izl AHHdH DNN2 vjZ] ©Hej= AHejx]o] APH
H(Xiang, Y. & Kim, H., 2019). &, A3 ©@9+= A DNNo|H "o
2 Jl=eHzel 557 (head-of-line blocking) =A|7} EAtct(Karol, M.,
et al, 1987).
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32 g F L, Ly, LellAe] Ad 54 "2 RS A= Ageth
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LY EoflA APEEE SFAT. ol o] dlil A= Eof e LEHES

o] BE FL A W Aty o] Tupk AdSrt W] WA

2 ERAE GPUS HEAZE Fdidtslr] $ls EF2l DNN F2,
VI-SVM F& 11831 DM F2 A] CUDAA A-Fst= CUDA AE

2]
=
APIE AHESHATE AEY APIZ ASH ge A9 UBE AEYT A
s Elv] GPUS| AHE Fhs @ e SME $8eix] ot wiw WE] A
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= P19 9gt RS APt B =R E= AES 59 olg &
AP 47l A o] Ao dhal| 2pAls] Arggict,
Aleret 7oz 7]& NICO A4 34 Fx&s F2I% A NIC
A BE ouZzod "add VI-SVM,DM 1|11 PI-SVMe] 74
Al Eo] wE7b A2l dHH = ALEHAE FA|glo] AFS 4 Uk
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sttt Add 34 9AS Sasks A% 24Z A Bt fge o
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<
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rlo

2 doMe AdA ¥4 ds ¥ F Add A4 59 71¥, = HGD
ol eDenoizerE AHbAQl 25 &

1) eDenoizer A7
[1¥ 3-2]+= eDenoizer?] 2ts WA Yepir] @ =2kl(Offline)
At & Bt (Run-time) HAZ 7450} 3lrt. @ZeelofA DUNETe
7 El|(Tucker Decomposition)(Tucker, L. R., 1966)E -85t & w4 X
% (Fine Tuning)& 53 F&m £4lo] H4sh HEE g5t DUNET S
dett A g gAoAE 34 DNN 29 A8 =(DNN Model Threads),
F7F(Job Queue), AE HA(Kernel Launcher)® FAH AAEd ZHYY
35 Fs o/ DNN Zdlvt DUNETo] Adisct, DNN gl Agts=
9 AA|(Operating System)ES F3] CPU AAlEdH d 2 Rd=z 74
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o loem Zzt AdER s oot Zh Bdl AdEe Z47ke] DNN
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Computational Cost in a Convolutional Layer = k,x k, X c; X ¢, xw, X h,

256 Tucker
Decomposition

(BN [ Relt | ' ﬁ/—|'
Conv C Conv
RENEREEY 1x1

7} Wag DUNETY A ¥ig A224 A% 67 &4 2

(19 3-4]1&= [29 2-3]9] 9% A A 95 57 2olie dHE o
A2 vepd Jfeltt, [O7 2-3]9 €& A wWA Holv &3 AES4Tt
256%1 3t 7H9] 3x3 A "HIAZF Q3 o] A ®IAE ZZF 152, 131 12
32569 &8 AdSE 7HAE Al A9 #2 AEFA JIAR EofjEh of
o] AE8FA Al A4t 82 (7 3-4] ®7]5 FAof osf Haix
o} 71ES] ARl K, Xk, X ¢, X, X w, X h, = 3x3x512x256x38x<38
= 1,703,411,7127F 1x1x512x152x38x38+3x3x152x131x38x38+1x1
x131x256x38x38 = 419,580,192& dg FEo| AEZH <dilgFo] oF
75.4% Ak Uz 3 o] AEFA AZ] olF A-8stH DUNETE]
A QdFe T 25.41% Fashy dibgo]l g4t DUNET o=
[1%] 3-2]°] DUNETPE &jn|gict},
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Algorithm 1 Multi-DNN Scheduling Framework

1: function construct_layers(DNN;;)

2 for ] «+ 0 to last;; do & lastig: last layer index of DN Ny
3 layersiy[l] + L., & Ll 1" layer of DN N4 defined offline
4 end for

5 return layers;;

6: end function

7. function execute_dnn(layers;;, DNN;;)

8 prev_output < input image

9 for | « 0 to last;z do

10: job!, layers « layers;4[l]

11: jubfd.dﬂm «— prev_output

12: enqueue( jabf.d)

13: wait_signal(sig)

14: prev_output +— output

15: end for

16: end function

17: function execute_job( f)

15: A

19: while (job queue is empty) do

20: do nothing

21: end while

22: job fron < dequeue( )

23 output « execute_kernel(joby,, )

24: send_signal(sig)
25: goto A:
26: end function

[ 3-5] eDenoizer?] =2 d18&8 Vel £ I E

1—

9} ezecute_dnn()2] F 7le] =r ASPECH Wz, ZF DNN REo] A=z
e nste] lagers,llle @xapelols Hol® 7t DNNe| 74 4

g Zolth, [19 3-2]19] ZF DNN 29 A#H E=construct_layers ()

=]
s

i)
it
_IhTI

RE Axgozn L2 YYPA} A7)A layers, )= DNN 24 Z0] ld
A2 ou)sla id= DNN A1¥ A5 (17 3-519] 2~43)S vetdct. 1),

E3x3 [ERH, BN A%, o3 97 848 F49 22 o] DNN o
oz w0l gk,

DNNo| ~dEe] ez it & s A% 728 2t 9z
W DNN2 AgHch. DNNel| dlolel7t =W layers, it A=l 3

]
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o] 4Hm (2™ 3-500Ae I=00l22 I A WA AZFS oudh
I3 the ol datel AEHI Ad dA Aade Jetk(2d 3-5]
o 10~13%). GPUel g5l o] gas|flrt= AlZ1do] A=W GPU
o &9 HolHE thgol #3E o] dHor oA AFdrH(aE 3-5]9]
113, o714 1=1). o|d #H2 L; 5 AH8s viAe Ffo] ¢hmd o 717
grE g,

Ad AA9 FQ ZZL [1™ 3-519 execute_job()oll YERT Qlth.
(28 3-2]14 & &= gl=el 7 dAE o2 7Me] 71 Adee] osf &
ol HlE7] AeR Haste] 8% e ARy 3-519] 19~229).
F2E 2 evecute_kernel()Z T AP 3-5]9] 237) o ¢
7l 28 E= 839 & GPU 7|92 sy, CUDA 2EH F shUE

o ~AEE ZEdYa 724
[ 3-519] construct_layers()= eDnoiser A3 FollE A=A oF
o emEoldll HdPHE AHolBm FA diidolA ALH b
execute_job()-= 9 7V e @49 & FESH] wiZel 0(1)9] Al
7 BRFEolM 3 DNNO 245 47t n=last, 4 W, n/le] 2495 F
ol AL DNN A ZFo A2Fd 4 GlOB=R execute_dnn()2] At E3
E=E O)oltt.

A 4 EE Foll et =Hlock)S &5 of FAPst= LHIER 1T
Shte] DNNwE Adsh= AlARA = 2 =FollA Aldtshes ¥ ds
agdo|x] ¢l [I7 3-2]¢F o] DUNETS Z3sE ofg] DNNo| FA]9
AfE= ol EgAoltt, [1% 3-2]o4 &I 4 Uxo] th9

=

DNNEo] o] 428 238 uet 974 2457 CUDA AEYS

l
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3} £A= DNN a4k Agdzog AdstA sto] AlA” Hyte] 52 A
kAl &= Stk Ieu HE DNN2 &Y d¥d= GPUYA 2235 DNN
Aatg Aot AR A&E 4 dlojgof ek Ak 8FshHe Aol
o] W27] gfZo] Fo| ATE2ert WA il A F Foll o7 ol
Fop=z F Fof Hot:s 718 AM2 AR AA Aol dFE v
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A
= 7HAARE NVIDIAE= 2E9< stol(High)et =%(Low) #HE= U
AE 7 4 e 71ES AFIITHNVIDIA, CUDA Streams: Best practice
and common pitfalls, online). watA oto] ¥ AEHS DNN AELS 2
5 48 ~EZO] DNN AdHer ¢dito] WA o|gfd & SQleh. Et 7 ¢
A ~¥EE SM 7HEAe wet CUDA 2E¥ F stus Hhz2 FAo] A}
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A4 AY 9 B

A 13 Y4Ht= NIC F7}

re
ma
=2
o
rlr
Hu

oAl Atsh= AHit=E NICO| &84 HTT

“
A Adede Addstal Aol AH8E ZF DNNO| VIeF PIo] 9dF HE&
Al
=

1) A 273
2 AFL2 NIVIDAC] Jetson AGX Xavier(¢]s} AGX-Xavier)S ER
dHt = AlA” o2 ARERITE [ 4-1]2 AGX-Xavier9] stEgolel 4x
Efojo] ARFe ZH7: UEpdt

GPU 512-core Volta GPU with Tensor Cores
CPU 8—core ARM v8.2 64-bit CPU
8MB L2 + 4MB L3
Memory 32GB 256-Bit LPDDR4x
Jetpack ver 4.2
oS Linux kernel version 4.9.140
CUDA CUDA 10.0.166

E 4-1] Jetson AGX Xavier AA|AHE

Agof= Carlini model(Carlini, N. & Wagner, D., 2017),
AlexNet(Krizhevsky, A., et al, 2017), MobileNetV1(Howard, A. G., et al,
2017), SqueezeNet(Iandola, F. N., et al, 2016) ¥ 4%7F° DNNZ EHA
DNNe=z ARgsiglom R7IE HAstshr] 9o 4709 DNN< 742}
Carlini, Alex, Mobile, Squeezez= I3ttt 4719 EFAl DNN 5o A8H
glolg A& CIFAR-10 dlo]H Al(Krizhevsky, A. & Hinton, G,
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A(Goodfellow, 1. J., et al, 2014)& NICet Tt WAaloz AHEste] 100
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Adv. detect ACC.(%)

(1% 4-2] ©71 DNNe 7
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(23 4-310141 ¢ % 9l Carlini, Alex, Mobile® 22 (34, (14,
2dh), (19, 3§, 4%) 2934 100%°] Her=z

o] ZA 5920l wat Squeeze= VI-SVM-& 434512 41l PI-SVMTH 438
st7]12 ottt oluf 2% F=3t PI 99t &€& walsty] fdf PI 95t &
2l&0] 3oz =

1~3519] A&H 3719 2YFoA PI $I5HS A5t S 53t

3) QTE NIC 2" A% B7t

2 APoIAE QEdE NIC A2gde @e ZzAs $40)4 e
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L9 VI-SVM& FE2st= Atk DM 23 PI-SVM2 [17 3-1]
AdEe B2 2=l AFE A HlsHA shte] Ao A3
™ DM Proc= L°| sldsk= DMe F&stk= ZREANA, DM, PL ,Proc.+
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VI]_PTOC. DMIPTOC. VIZPT'OC. PZ‘)"OC td sesseewm
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9] dig EAgth DUNET2 LGDE AHS-3it.

1) eDenoizer +¢

DNN &9 A =9l DNN 222 PyTorch ZHYYIZHE FAHH
oh shte] ARt ool IEZIHE AT 4 Q= GIL(Global
Interpreter Lock)(Ajitsaria, A., What is the python global interpreter
lock(GIL), online)2 <l&}] mo]H oz DNNS #HEZ Adist= Zlo] o8¢
Bg C++5 E8sI3al ol $Is Libtorch zto]H2{2]E ARgsto] =y
HAE FAR olF Foll B =wollA At 2AEE T
2 E egoA [1¥ 3-2]9] DNN 2d AgEet oA Ages 4
= Jlern exaRldlA H# ZaE Yttt DNN B AgEo] 2
T/del disiA= 248 DNN AgErts 245 442 A4ste] 2 DNN
Adfol zAotstlnt. ERY, [1H 3-5]o uehd HRel ol 7 Aot
DNN =2l A= Apo]o] A71d 7|8F F4l A|AE ARESte] DNN 3¢ 4
P& Hoh ¢ deagzos vhet

rr

H
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2) A9 4

eDenoizer®] 52 #H7Ist7] Sl dHldE= NIC AlA" HI7HE 9fsf
A AGX-XaviergE B HHIHE Al2adlos HAAFH 2 Ao Ho]
Bl Al ImageNet(ImageNet, online)©] AFEE| 2™ eDenoizer® =
B2, 2l A oA Aol AMEEE ol= HGDel A& dloly Al
W FASHE ERE Inception-V32 A4 FAo] FASHH= Bl DNNY
¥} FAlo] DUNETo] ®oistalzl sh= Al DNNeJt,
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Attack Method Attacked Model
FGSM IncV3
FGSM IncResV2
o FGSM Res
Tram'mg' Set and FGSM IncV3/IncResV2/Res
Validation Set
IFGSM2 IncV3/IncResV2/Res
IFGSM4 IncV3/IncResV2/Res
IFGSMS IncV3/IncResV2/Res

(2 4-2] stat 452 SAt A4 A

A AAE Aol 9l ImageNet &7 Al(Training set)ollAl
30,000%49] 44 HlolHE F&% & IS F7Iste]l A4 dlolHE =t
o oojn) & Ao e [E 4
He FGSM} IFGSMeol® FGSMeo] n® HHEEW [FGSMno=z H7|giet,
54 DNNEHH AAE ABdst7] s AMEE DNN)2 Inception—-V3,
InceptionResnet V2(Szegedy, C., et al, 2017) 12|11 ResNet50 V2(He, K.,
Res, S., et al, 2016) & 37} AR&st¥ew 3709 nds kxl A

o opyz
A2 AAE ASH=Y AFEStcH(Tramer, F., et al, 2017). B7]|& 7Hds]

O O

st7] 95 2+ 32 DNN- IncV3, IncResV2 18|11 Res® E7|Sth &
AfA oA shg DAA, (s DADE= 1914 16 AtolollA FAsHA &

| A dlolHE ZFET A o5 dleolE 9] Tl 240,0007H010. A

]
S dolg Alg w7 S8 &1 doly Mg wts o AMgE 4 U
o ALgEM o5 s ImageNet & AloflA 10,000719] lo]HE FEst

Al <& 80,0007H¢] AF dlold A& ARt
BAE dlolg Ala 457 918 [#F 4-3]9F Zo] white-box &7}

black—box &4 g3t

<
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Attack Method Attacked Model
. FGSM IncV3
White-box-test-set IFGSM4 IncV3/IncResV2/Res
o FGSM Inception-V4
Black-box-test~set IFGSM4 Inception-V4

[E 4-3] HAEE St A4 SA

giE dold e FAs] I8 [E 4-319 2ol white-box FZ}
black-box &2 A-83trt ImageNete] A5 Al(validation set)oll4 10,000
ol HolHE FE%t &, [® 4-3]9F 22 34 TS 7IeH. White—box
FAol= DUNET el DNN¢! Inception-V37} 82 DNNOZ AREH
o= DUNET<] 2l DNNZ tf2 Inception—V4[40]

1y

IHH black—box &

7} Apg T,

n

3) A ARl digh £F A=

2 AgoAe HA 2o H89 ans 45t A=, I AA
350 WIE &RIsty] 9ls HA Eoi7F DUNETS] &7 Agtzof ojH ¢
FE A=A AT EA®, 7€ DUNET#H HA HIE 288
DUNET®] Hol/dS "lwettt. ojuf Holgolgt DUNETS 53 o AR
StAl ¢ DNNejA Atz o7 59 $9 £F Ages sh=

Juigit, £5 A A@T Aol AHeNA & 42 AL

flo

7hH AdiA oAl it BA ZSiE 283 DUNETS] 7 Ak
2 AdelA= DUNETS 4 3o AEFA #Ad "ol 87 EiE
o AEHE 3709 HA 2o dAES 247 A83E "o 8E gRlstH
AQA oJAl= [E 4-3]°] = White—box—test—set¥} Black—box—test—set
Sl AdE . White-box—test—sete] Hth2] o|A|e] 4% Inception—V3
ARGkl AAE® Bzl DNN - ERE  Inception—-V3Ql  HbH

o

o
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Black—box—test—set®] ZHthA A= Inception-V3 T4l Inception-V4E At
&5kl AAEH, 34 A 325 #35t= B2 DNN2 Inception—V30]tt,

Result in Org. DUNET Approx. DUNET
Clean-image-test-set 76.2% 76.53% 76.38%
White-box-test—set 75.2% 72.31% 70.59%
Black-box-test—set 75.1% 74.86% 74.45%

(£ 4-4] BF Agk vlu

[ White—box—test—set A=
Black-box—test—sete] ™t BF HIEE dehdict. [E 4-4]°4 Org.
DUNETS $A45t2 &g 7128 DUNETS 9m|sts Approx. DUNET-2
El7] EalE 283 DUNETS uetdlth. zt Az [® 4-3]9 S+
FGSM¥  [FGSM4 7 34  dist 7% 4g=9 FHafo|th
White—-box—test—set®] 74 E7 Ed|7} &5 A& o) 1.78% u|gtoz o
S 1A, Black-box—test—set®] 732 0.41%9] 4% Asirt WaH o]
2t Axk= 7 Es|Z DUNETO| a4tefo] frasiuzte S A7 A%
o] A9 At FeEthe S HoEth E3 ZA dlolElE ARSS Ad
Ao = A% #3517} 0.15% m|9te g A9 Qich

(3 4-4]°9] Result in> HGD F=gol #7|" ZAytelw o] Org.
DUNET® Zotof spAgt AA2E= 27 Hert 2t olgfgt xpol7h it
A AAE BAoks d AHeEE
ImageNet o8] Alo] & olnx7} F29j2 A&7 wjio|tt, wpehA

2 Ao AgE 9 9 HAE dog] Ayt HGD9| dolg A2 &
FHrell glew Org. DUNET9] 35 AlfA7F HGDSF SYstd et HGD
o] A7}t Org. DUNET®] A= v=2rh & oA Approx. DUNET]
Avtet B AY oA ZHE Org. DUNETS] ZTHE vlw i}
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DUNETS] Ho]A

DUNETY] 342 Atfd oAof = F3= 3ol negative noiseE
BAste Zolth o]yt ZHeA DUNETS] 7]5& o2 REa olHshs
Aol Ihsstt. [® 4-4]2 AdE dAE F9¢€ B2 DNNeJ
Inception-V3d wfje] Artejry. Holg=S B7Ft= 22 DUNET ot Al
Inception-V3E EFZl DNNO2 ARgSH vt DUNET 25 ASr g9l A
EtAl DNN& Inception—-V37}F ofd ©hE2 FF9 DNNoz2 HAItt= o]
o [® 4-5]= DUNET| Hold< =it ol Bl DNNe=
ResNet—1522 ARg3st Aifo|ct,

Result in Org. DUNET Approx. DUNET
Clean—-image-test-set 77.4% 73.7% 73.5%
White-box-test-set 75.8% 71.35% 70.86%
Black-box-test—set 76.1% 72.07% 71.58%

[E 4-5] ResNet—1522 ZHo]A 3z}l

[£ 4-4]9] Ave} mrbz dolde Telst A white-boxet
black-box B4 BEeld HA Balrh Qe ARA Ad @Ag 7z
DUNET #o|7} 0.49% mlgtelglom B4 dlol8E A8d 48 Auelds
0.2% mlgre] B AT Aoz A% A5t Aol Gt

4) eDenoizer A5 F71E 935t A|7F v
B AF oA eDenoizer?] A3 AL Hrislr] el T /1A AS

oA Arlo] = A ¥4 232 B2 DNN(nception—V3)}

DUNETYH A== Aeoltt, & WA HH2 dA Adg9T &= 2dS xgt
sto] o 79 o2 DNNF & == Hfolth 7[24or 2 =7
o] &£FM(eDenoizer)e A-8got= 492t £F4 glo] PyTorch Tl

o5 Ad" DNN2 Adsh= 45 vl
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AletEl eDenoizer= DUNET ¢14HS Zo]7] 95 HA Esz A

T £74 BES % BISHE eDenoizer® HEHEQ A A5 =4
gt @ 7 &7 FEe dk=m %At & &749 7 FiEe] AA
A el EdHo= vtgEE WS AERit ZF AYoA= DUNET

7} €4 DNN#} DUNETHF 32 A] A7t B
[1% 4-8]2 DUNET} B2l DNNSI Inception—V3ito] ghA A3 3
oA oo Aytelw (a),(b) 1L (o)A 72 & £ o=& DUNETS
- AA Azt A DNNO| 22 A7he B5F 539 B+ e 58 AR

A Inf,, F)E Bt [19 4-8]9 (@A & 4 AUxol, & =wolA

AlQret Astsr A4 7Y AAlEE ZdYIE BT AEStH Hot B
FE2 A7l 51.72% S=Ht. [19 4-8]9] (b)= eDenoizer® A7A1Ed T
AU a4t Hes EIshes Aol X 41.3%°] A3 A)RF o
S 3o [O1" 4-8]19 (0« HA & AA9 axgt Hojsm A =
Aol tigt §A &Eolle & 17%2] At @52 o|H T

)

W) AH DNN FE7 SA6] Arjd o4 B9 A A7k 8]
AR gl © AR AR A% Uehys] 918 DUNETZ e
DNN 2Jo]% o] th2 DNNg b= AAdlolq @ Asart. A4
2 oA H4lo] WaF DNN 9jo|x Aaigh th2 DNNSS A= DNNojg}
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(a) (b) (c)
(13 4-8] BtZl DNN¥ DUNET®HS A3l oo 42d -3 Azt vla
st A H DNNi+= ResNet—152 170, RegNet(Radosavovic, 1., et al, 2020)
17], ResNext(Xie, S., et al, 2017) 17§ 1281 WideResNet(Zagoruyko, S.,
et al, 2016) 17§o|t}. 2 =FoA+= DUNET# EFZl DNN9! Inception—V3
of =2 FALYE FART U A 4749] A EH DNNojl= W2 A4
Ho3th, A¥dE S CPUS OSE &Fdll Folx 4217t GPUE &
Aefol| FFIE=2] oFRE FletH [19 4-9l= [19 4-8]3 Zo] ot
z27 (@), b), © 293 (Dol hf,,(F)E HErdTh
T &£348 BF Hgotd [OId 4-9]9 (¢ Zo] B+ 5HA FE

AlZto] eDenoizer A8 Al 48.36% T=¥rt. ol DUNET¥ B2l DNN<J
L7t =S % eDenoizer’} $H AdEl= AHH DNNO| 7HIS oA
Sith= AL Bis] HolZo)h eDenoizer® 8357 A o8] DUNETH Ef
7 DNN9| A5 A9 olfs F2 TAE ZoA AAF 4497t GPU
AR Aot 3 71N B A7 aedor WYEHY] ol
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2 weot AdE HwIoh (O™ 4-9]19] (b I ZAIRE YERH,
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AddoME HA EIIE Bl DNNeo A&ttt o]E a8l Inception—V3,
ResNet—152, VGG-16 12]al RegNet= EFZl DNNO2 Aoty @ malel
oA E7 R3S ZHE3st T Z} el DNN2 DUNET¥ ZEste] Al
DNNE A3f Alxks S4bt [118 4-10]2 eDenoizer®] AAEY e
AIE AHEstal B2 DNNel A & 289 {7 2ol& 4% 1
oltt, Approximater= E# EoE EFZFl DNNo| &H-83F Zo]il Original
g7 ®olE A&okx] @2 Aol digt Axo|tt.  Inception-V3 H
ResNet—1529] 749 €7 Eofl H-8& A A5°] AotHrt. Inception-V3E T
AAstal Qe A M (inception) & ResNet—-1528 FAst = HEY
(bottleneck) 552> 2 FHAE 9ol 1x13 3x3 Ad HAZ FFE] QL
om A RES 3x3 AEFA AE WA BHEY 552 o] FEI
22 =9 2es 7Hn metA HA ZE olRet 3x3 A "HiA o] AE
st 1x1 Ad JAAT A= F7teB=2 Ja A4 427 @5]8 7k
T A [IF 4-1012 Zol & AZto] A dE WHH Atides X7t
o2 VGG-167F RegNets EFl DNNO2 ARG 9 FHof 21.6%2 A5

jules

|E

|

Fg Bt ot
o Ade st dHt= GPUE B3l A2 o2 $4e9E 7

oj3] DNNSo| ddd w9 ds= A AHE DNN SRt 94w
g W2 HiE A Ay FAe ol [1' 4-10]19] Aol whet
E7 el Inception—\/391- ResNet-15201= #8sl2] &1 VGG-167}
RegNetof[fF 285t [18 4-1112 A 405 HojF+ dgizolnt. [
g 4-11]o4 &0 4 Ql%o], VGG-16°] 2l DNNY o eDenoizer=
AdiA oA HY 2 FEo| At AE 59.86% ¢ 4 Ut AEAHe
= ¥ DNNo| M Ad== o AdAQD oA, At eDenoizer=
oA A7 HHo] 4utE=
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(2% 4-11) 8§A Bal2 Aoz 483 g4 DNNY Aoj4 o4 29 4
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Inception-V3 | ResNet-152 | VGG-16 | RegNet | DUNET
Original 105 MB 231 MB 528 MB | 555 MB | 43 MB
Approximate 59 MB 144 MB 4831 MB | 404 MB | 25 MB

(B 4-6] B]7] Bz oIt vma] g4

(B 4-6]= Wma] 7tA ZA3E Jelfe Approximates H7A Zas
2835t A5 YetW Original2 B7 &35 H-851A] 43S WS et

Wt WA DUNET®] 2% 6A 2ais 48 o vz 4832 oF 18%
=0l 237t 2len B2l DNN FollME Inception-V37}F 43%=2 71 @
FAE olFth 18y [19 4-10]°) Yehd HieF Zo] Inception—V3e}

ResNet-152= E|7] Rale A8t Aa Agte] edle] Z7jetmz A

rlo

AlZE 9 HEle] FIHE FAE FAO 1Y o VGG-16°] 9%, RegNet

o 27.2%°] a7} ek & 2= Qich

_45_



Adjd gL W= A2delHe DNN 252 nejdos the
SIEk. olE AT 8] PuHs A

% ]
ST 4 9k LR AT 4 glojokaity, £ i

=

1=}
=

olo
9{)4
)
fu)
)
Y
of
R
iy
fu)
iy
£
2
I
e
o
oo,
)

e Alzge]A ddxoz 4

AHt = AJ2glof A Ao
NICE 283 A oA =22 28 A7 2ol A 29 4 =
AHHE NIC A2"S As d
5ol 883 B2l DNNe| BE 24YJolA 2y oA 9AE Adst= &
2] Y3l =
DM 5 A S43 SAlol At oA &2 s fAlsts ¥
HE AYste. dHv= NIC Al2ge dE Z2AlA NIC A28 H
A 28 ARto] HAoR oF 93.6% Aastgom o wme] AMgEe
Bt 37.6% &ol50] Wze7t AofE dHvE AAgoAx B DNN2J
TRt TS AiA oA EA7F 7Fsde Hildh

Ay oA £42 B4 DNNO| 8 2A7F F5e A7 & J3ys
7] miell bRl 22 AN S FE AT ursefor sh
ole YHIHE AAHAAE sz et gHitE AAEleA] of 2
DNNL FIFO 422 DNN #AdS AHsts dulte GPUS 85t A
gt ol HIAAIA stEgete]7] el ARE Alefe] A= AHuA HAA
2o ¢ o}, o]& dfdsty] Qs 2 AFNAE eDenoizerg AQtsH
Ack. WA F2e AASH: DUNETY 84 Ad dAg 2541% 29

sto] xS gg&Z o= &t eDenoizer? AAEH Z|YYIE o

_4

filo
Am

%

rlo

lo

_{

_46_



ol

o

1 GPUOIA]

S

ERCEE

S

N

i

f2 2o 51.72% 9.

Ried

=

dr

_47_



i

1. =rel+d

Ajitsaria, A. What is the python global interpreter lock(GIL).
Available online: https://realpython.com/python—gil

Bojarski, M., Testa, D.D., Dworakowski, D., Firner, B., Flepp, B., Goyal,
P. Jackel, L.D., Monfort, M., Muller, U., Zhang, ]., Zhang, X,
Zhao, ]. & Zieba, K. (2016), End to end learning for self-driving
cars. arXiv:1604.07316.

Carlini, N. & Wagner, D. (2017), Toward evaluating the robustness of
neural networks, IEEE Symposium on security and privacy,
39-57.

Cheng, S., Dong, Y., Pang, T., Su, H. & Zhu, ]J. (2019), Defense against
adversarial attacks with a transfer—based prior. Advances in
Neural Information Processing Systems. 32, 10932-10942.

Goodfellow, 1.]., Shlens, J. & Szegedy, C. (2014), Explaining and
harnessing adversarial examples, arXiv:1412.6572.

Harris, M. GPU Pro Tip: CUDA 7 Streams Simplify Concurrency. Available
online: https://developer.nvidia.com/blog/gpu—pro—tip—cuda—7-
streams—simplify—concurrency

He, K., Ren, S., Zhang, X. & Sun, ]. Deep residual learning for image
recognition. (2016) IEEE conference on computer vision and
pattern recognition, 770—-778.

He, K., Res, S., Zhang, X. & Sun, J. (2016), Identity mappings in deep
residual networks, European conference on computer vision,
630-645

Howard, A.G., Zhu, M., Chen, B., Kalenichenko, D., Wang, W.,
Weyand, T., Andreetto, M & Adam, H. (2017), Mobilenets:

_48_



Efficient convolutional neural networks for mobile vision
applications, arXiv:1704.04861.

landola, F.N., Han, S., Moskewicz, M.W., Ashraf, K., Dally, W.]J. &
Keutzer, K. (2016), SqueezeNet: AlexNet—level accuracy with 50x
fewer parameters and< 0.5MB model size, arXiv:1602.07360.

ImageNet. Availalbe online: https://paperswithcode.com/dataset/imagenet

Karol, M., Hluchyj, M & Morgan, S. (1987), Input versus output
Queueing on a space—division packet switch, IEEE transactions on
communications, 35, 1347-1356.

Krizhevsky, A. & Hinton, G. (2009), Learning multiple layers of features
from tiny images.

Krizhevsky, A., Sutskever, I. & Hinton, G.E. (2017), Imagenet
classification with deep convolutional neural networks, 60(6),
84-90.

Liao, F., Liang, M., Dong, Y., Pang, T., Hu, X. & Zhu, J. (2018),
Defense against adversarial attacks using high—level epresentation
guided denoiser, 1778-1787.

Lim,C. & Kim, M. (2021), ODMDEF: On-device multi-DNN execution
framework utilizing adaptive layer—allocation on general purpose
cores and accelerators, IEEE Access, 9, 85403-85417.

Ma, S. & Liu, Y. (2019), Nic: Detecting adversarial samples with neural
network invariant checking. Network and distributed system
security symposium(NDSS).

McDaniel, P. (2017), Ensemble adversarial training: Attacks and defenses,
arXiv:1705.07204.

NVIDIA. CUDA Streams: Best practice and common pitfalls. Available onl
ine: https://on—demand.gputechconf.com/gtc/2014/presentations/
S4158—-cuda—streams—best—practices—common-pitfalls.pdf

NVIDIA. DRIVE OS Linux. Available online: https://docs.nvidia.com/drive/d

_49_



rive_os_5.1.6.1L/nvvib_docs/index.html#page/DRIVE
_OS_Linux_SDK_Development_Guide/Utilities/util_tegrastats.html

NVIDIA. World’s smallest Al supercomputer: Jetson Xavier NX.
Available online: https://www.nvidia.com/en—us/autonomous—mac
hines/embedded—systems/jetson—xavier—nx/

NVIDIA CUDA Deep Neural Network(cuDNN). Available online:
https://developer.nvidia.com/cudnn

NVIDIA CUDA Toolkit-Free Tools and Training. Available online:
https://developer.nvidia.com/cuda—toolkit

NVIDIA  Jetson AGX Xavier Developer Kit. Available online:
https://developer.nvidia.com/embedded/jetson—agx—xavier
—developer—kit.

NVIDIA Jetson TX2 Developer Kit. Available online:
https://developer.nvidia.com/embedded/jetson—tx2—developer—kit

Python. Multiprocessing: Process—based parallelism. Available online:
docs.python.org/3.6/library/multiprocessing.html

Pytorch. Available online: https://pytorch.org

Radosavovic, 1., Kosaraju, R.P., Girshick, R., He, K. & Dollar, P. (2020),
Designing network design spaces, IEEE/CVF conference on
computer vision and pattern recognition, 10428-10436.

Rashid, K.M. & Louis, J. (2019), Times—series data augmentation and
deep learning for construction equipment activity recognition.
Advanced Engineering Informatics, 42, 100944,

Ronneberger, O., Fischer, P. & Brox, T. (2015), U-net: Convolutional
networks for biomedical image segmentation. International
conference on medical image computing and computer—assisted
intervention, 234-241.

Scholkopf, B., Platt, J.C., Taylor, ].S., Smola, A.]. & Williamson R.C.
(2001), Estimating the support of a high—dimensional distribution.

_50_



Neural computation, 13(7), 1443-1471.

Simonyan, K. & Zisserman, A. (2014), Very deep convolutional networks
for large—scale image recognition, arXiv:1409.1556.

Singh, A., Sengupata, S. & Lakshminarayanan, V. (2020), Explainable
Deep Learning Models in Medical Image Analysis. Journal of
Imaging, 6, 52.

Su, J., Vargas, D.V. & Sakurai, K. (2019), One pixel attack for fooling
deep neural networks. IEEE Transactions on Evolutionary
Computation. 23, 828-841.

Szegedy, C., loffe, S., Vanhoucke, V. & Alemi, A.A. (2017),
Inception—v4, Inception—ResNet and the impack of residual
connections on learning, AAAI conference on artificial intelligence,
4-9.

Szegedy, C., Vanhoucke, V., loffe, S., Shens, ]. & Wojna, Z. (2016),
Rethinking the inception architecture for computer vision. IEEE
conference on computer vision and pattern recognition,
2818-2826.

Szegedy, C., Zaremba, W., Sutskever, 1., Bruna, J., Erhan, D.,
Goodfellow, 1. & Fergus, R. (2013) Intriguing properties of
neural networks, arXiv:1312.6199.

TensorFlow. Available online: https://www.tensorflow.org

Tramer, F., Kurakin, A., Papernot, N., Goodfellow, I., Boneh, D. &
McDaniel, P. (2017), Ensemble adversarial training: Attacks and
defenses, arXiv:1705.07204.

Tucker, L.R. (1966), Some mathematical notes on three-mode factor
analysis, Psychometrika, 31, 279-311.

Vincent, P., Larochelle, H., Bengio, Y. & Manzagol, P.A. (2008),
Extracting and composing robust features with denoising

autoencoders. International conference on machine learning,

_51_



1096-1103.

Xiang, Y. & Kim, H. (2019), Pipelined data—parallel CPU/GPU
scheduling for multi—-DNN real-time inference, IEEE real-time
systems symposium, 392-405.

Xie, S., Girshick, R., Dollar, P., Tu, Z. & He, K. (2017), Aggregated
residual  transformations for deep neural networks, IEEE
conference on computer vision and pattern recognition,
1492-1500.

Zagoruyko, S. & Komodakis, N. (2016), Wide residual networks,
arXiv:1605.07146.

Zhu, H. (2022), MetaAID: A flexible framework for developing
metaverse applications via Al technology and human editing.

arXiv:2204.01614.

_52_



ABSTRACT

Research on Software—Based Adversarial Attack
Defense for Embedded Systems

Joo, Sang—Hyun
Major in IT Convergence Engineering
Dept. of IT Convergence Engineering

The Graduate School

Hansung University

Recently, the types of adversarial attacks that induce deliberately
incorrect classification results from DNN results are becoming more
sophisticated and diversified. Accordingly, DNNs are frequently exposed
to adversarial attacks, and the result of misclassification due to
adversarial attacks in embedded systems, such as drones and autonomous
driving systems, can be fatal. However, it is very difficult for embedded
systems to quickly detect or defend against adversarial attacks due to the
limited performance and memory capacity of DNN computing system
resources. If dedicated hardware is developed for this purpose, there is a
burden in terms of cost and it is difficult to flexibly cope with changes
in the attack method and the target DNN. To solve this problem, this
paper introduces each technique for defense through adversarial attack
detection and adversarial example restoration in embedded systems. For
adversarial attack detection, we propose embedded NIC system, which is
a software—based adversarial attack detection technique. This solution
selects the hidden layer to proceed with detection among the hidden
layers of the target DNN in order to minimize the memory required for
attack detection. In addition, when the target DNN inference is in
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progress, it is detected in parallel and the running time gap between the
two is minimized. For adversarial example restoration, eDenoizer is
proposed. eDenoizer reduces the amount of computation required for the
DNN convolutional kernel tensor, which removes adversarial perturbation,
by applying Tucker decomposition. Furthermore, when restoration is
performed simultaneously with other DNNSs, the priority assigned in the
host CPU is delivered to the GPU, so that the adversarial defense can be
performed preferentially. As a result of the experiment, the embedded
NIC system can reduce the difference in execution time by up to 99.6%
and reduces memory usage by 83.9% compared to before applying the
proposed solution, and eDenoizer is able to reduce the inference speed
accompanied by adversarial example restoration by 51.72% with a slight
reduction in classification accuracy of 1.78%.

[(Key words] Adversarial Attack Detection, Adversarial Attack Defence,

Embedded System
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