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1. MDM/MSM

wutd #eE 474 MDM(Mobile Device Management) ©]2kal 3t
th. Ay ow MDMeo|gtal 3" FOTA AH|2~, 974 Zwh(diagnostics)
Aul 2~ Bl #ElE o]opr] A Y H el automatic device detection
and configureation, backup and restore, lock and wipe and
customer-self care®} #> AZEG o F7} Hlom FOoRE= ThEd]
2t oinfol~nt #eElshE MDM MM 22 HE HZEo]e] H3pA o]
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ek oy MSMe| 74 842+ 19 259 #e] 7]€ MDME
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P Mobile Device Management 23
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I Content mgmt SIMsettingsd Customer “
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1
| I
I 1
Auta device Autadevice Diagnostics & 1
: detection configuration device monitoring |
| 1
I 1
I Anfivirus & Back-upand Handset lock & |
| firewall restore wipe |
I 1
___________________________ o o 1 ———— s e ——— |
e | e
" 1 Mobile Software Management
1
| Architecture design fs:;gi;z Software Service Lifecycle Downloadable app Enterprise app
I dprocessdesign Versioning Management management management
\ management
1
! APT management 4 \Sulﬁwarzfd‘ Variant Creation Feature Softwareand User Interface
| and security. EYEIOpEEn and Management customisatian Firmware OTA mianagement
1 integration
g \
I
| A bependency Inventory / !
\ management reparting |
\ ~ s 1
. - -
o o e e e o e L e T e e e g
Pre-load lifecycle Pointof manufacture Postload /postsales lifecycle
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(1) OMA (Open Mobile Alliance)
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t}. WAP, Wireless Village, MGIF, SyncML, MWIF, MMS IOP, LiF% 9]
0 AAGA ERlo] FAHAHA AIZFEHIIH. o]52 Eutd UEYA A
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S skt ol# g OMAS Working Groupse X 213 2& %5 3
t}.

¥ 2.1 OMA Working Groups and Committees

Architecture Zy Au] =59 Architecture A1 2 =&
AREAL ool HME, ERlzx 2 ZRag QlE # o]~
Browser & Content gk A% Oxd Agd 9 g A E 55 A

Developers Interest Group Zb & Ay e s A Y 9 A Jtole e 3

Device Management

Digital Rights Management DRModll w3k A9

2utd AYS 913k APL Protocol 5ol ol 4% &
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MGIF(Mobile Game Interoperability Forum)¢] A¥ZE A
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S0 g

Games Services
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2}. FOTA (Firmware Over The Air)
(1) FOTA
A¥kA o2 FUMO® FOTAE #2 7oz & +& 9oy FUMO= 3
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Core Applications(menu, browser shell, email)

Middleware (java libraries, multimedia codecs) .
Firmware

updata

Operating System

Bootloader

Hardware Platform

18 2.6 2ulY AZEY Y TRE

(2) FOTA ddlolE #3

1L A=ZE ARAZSH g0 ddels A7 A (Ler H71#)E A e
2. DM AH = AE fdHelE A7AE dETH

3. @7l A2 dHelE #H7AE v et
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i
o)
N
o

i
é
E

[
HU
4
i)
v
Mo
g2
flo
2

deolE 7|25 AXA

R wulgl 8743 79 wxg PHow fadel=s Fhat &

rlo
td
=
on [

=
ARk AANEAD Gaelol=e] neld 4
2b g BEed adeE e 4748 A

o ol et 7)Ao YA ES wAUE Astel 91e

oy
off
o
rlr
poy

2.2.3 CPE 37

dAA CPE A3 oA AZESo dadel=+= TR-069E 7|Wtoe= 43
ke 7t gAvith geld EaEe a9 273 2ol Aol Hol vk
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g VolP
PD-128, WT-123: New! TR-143: Throughpu
TR-069 Testing Performance Testing

P TR-1 oIP
TR-064, TR- | I
i AN dide Object Model

T} TR-122: ATA

Requirements

IP STB

New! WT-142;
TR-062 Framework for PON

WAN-side CPE Mgt

- Protorol (BWIRY | TR-106 Amandment 1:
Common Data Model 0
ACS Northbound Template e
Interface New! TR-135:

Resid

STB

TR-111: Remote Mgmt

Gﬁ’_\::%;?ra' of home devices Goredt moddl
(TR-069 pass-thru)
Auto-Configuration = =
Server (ACS) TR-098 Amendment 1;

Internet Gateway
Device (IGD)

Home Media Server

Call
Center

‘ TR-124/TR-068:

Gateway/Modem @

Requirements
|*N7£’WJTR-146:
|Storage Data Model

a9 2.7 CPE &

TR-0982 QIEUl AClEdolE $1& 3+ Edolil TR-104%= VoIP #
of tigh ¥ Edolth e TR-135+= ME vhxs 93¢ xFolth
TR-069 on CPE WAN Management Protocol< Broadband Forum(DSL
Forum)oll <] A <¢]gk CPE WAN Management Protocol (CWMP)e]t}.
TR-069°] 7121 752 & 2.3% 2t}

E 2.3 TR-069¢ 71E A2l 7%

Auto-configuration and dynamic Initial CPE Configuration

service providing Re-provisioning at any subsequent time

Version identification
Software/firmware image
File download initiation
management
Notification of the success or failure of a file download

Status and performance
Log file, and dynamic notification
monitoring
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Diagnostics Connectivity and service issues

olg1d TR-069 TREZo +x+= 19 283 2t}

CPE/ACS Management Application

RPC Methods

SOAP

HTTP

SS5L/TLS

TCP/IP

1% 28 TR-069 Z2EF FX

AukA el TCP/AP Z2EZ9o] SSL(Secure Socket Layer) i

TLS(Transport Layer Security)”} 13 22 ¢lo] HTTP T2 EZ 9

el 7INhE F SOAP ZRESS AHEste] 94 48 sEse

28314 ACS(Auto Configuration
Server)2} CPE ©t7]|7te] A% A2 17 299 2t

ZF2 o]Fojxith. o2 TR-069%
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CPE ACS

Open connection

< SSL initiation >

HTTP post
Inform request

HTTP response
Inform response

HTTP post

HTTP response
GetParameterValues request

HTTP post
GetParameterValues response

HTTP response

SetParameterValues request

HTTP post
SetParameterValues response

HTTP response

Close connection

29 29 CPE @273t 435 4

224 dHMYE @FAAMY B dadol=

of x

=
—_— =

L

2ol dug= A AZEYS JafoelmE T 37

AaPem gk Al zpdo] dobgh S A AZE o ¢ ol

Adatng gadgols sf7|A= 34 ol Mo AzEolo R

Edo)e AolE A dadel=s AFPst= dEl 97X

Z-g3rt oy g AWt = SHAoA o] dE 37 A= Auk PCAlA AL
5= dE 7| A9 & FxE A E oo gt

o QultE @304 a8 H g9 BAH

AurAel Ak oAZ A4 WHe Juds Aol H5nd s
o
=

ol
-

e BARS AT gk ¢4 Mme zedo] detsnz o
wAQl Web WS AHgSE Be vme Fiho] Aass A ¥
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2 G oluAsh ge 4FH A ouAd geAE Aek Gl

=71 Asalel @,

. In-Place @& o]w| X

el oA S AHEey] SlsidE 270 a9 2103 o] A Fihol
ootk whef 1719 o] A& 7FA Al In-place copyE 3 3t 19
2103} o] FEo] dojutt.

conflict corrupt
In-place copy

a9 2.10 Differential copy ¢t In-place copy

o]213} Read-Write & &A1 =
2113 o] FEo] dojys ¥ES INSERT WHo =2 4hdste] 3
A oEnh AN ol d W o R sjAdstd dEF Alo]l=
7}zl

A —

g 3 : i Insert
[ W N e ||
conflict corrupt Copy
In-place copy Insert

19 2.11 Read-Write & &2 %4
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dE}l Alo]ZE Fol7] 9
s7kx] whWol  COPY HWHo =
|

right-to-leftE A}-&3F= WHo

ro
ok
L
=2

g Ag=0] AL = 1
P o =z left-to-right WW %
2 TtHRandal C.Burns <] 19, 1998).

of

rr

[ e e e

conflict corrupt

I3 2.12 right-to-left W4

oy 212+ o3t A& dAst7] 93 right-to-left ¥H S
A adolt} o3 YElZ Read-Write T& TAE 23 WS
In—place reconstruction & i12]&(Randal C.Burns € 1%, 1998)°] <t}
¥ 24% In-place reconstruction &alg] 5ol thdk oAl A= o]t}

¥ 2.4 In-place reconstruction &8 &

1. Delta®t¥ -> copy, add command &

2. write offsete] S7bete WEgFo= A4

3. Copy commandZ 7}A i digraph(}3FAd o] £4)3F= graph) S AA

4. DigraphZ 7} 1L topological sortE 3

41 A %F cycle break & Ztevh (L= el Ate]Ze] EAlFT &AE AETE 5 gl )

4.2 cycle breakE %o} ¥ locally minimum or constant time cycle breaking policy S AF-&3}o] 214
4.3 2141 ® encoded® ©lolElE Add command®Z A

5. 329 digraphs 7FA 1L delta fileg tA] 2HA

t}. Compressed ©]H| A

Web A gt GHE AU At BRre gHol 5
Yy Aol st A8 vhE sedo] YYHBE BAL mwg B3
of WetE PAHSHE WHoRE dek Hdol YA FE BAE A

Stk kS olm A e 'lEr Ao AHd AL A Felon
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F ode A PAT o de 48 0 9N 45

F AN MBF 2ZEdCE A A AP AT AA 4§
S8 AZEF] dadel=g Agstgy B AL @4 ddrs B
L A8 HA %o 4 Azede] gadelsg Mydth AAA
54 smEd] @adelse] Wd AP B4 gadels Fa ol
gatel xAol wEol AT/ QAT Uk AAAA ATHle FA
gadols +a Yot AY BES o83 54 =sb ¢9A

t}.
232 71 T3 dadox=
7h. Ad BEEE o] £3% 53 dadel=

e wWHe w4 dadel=e gEaeh B2 9AAE

LKM(Loadable Kernel Modules)?] 7]%5< A 43ty |83t 7|vS &&
ey

4. 2FAAY #4S T 9 el =

FFAAY FAS T T4 dadel= Alzde] giEAHd A=
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K42 -9 A Al (Andrew Baumann, 2007)7} Ath. K42 £ A A= 2 A A &
TAAAZ A HJom FAAE 54 drdel= TtestEE As
e ayste] AAEAT K42 949 4 Jadel= 7
Interposition®} Hot swapping 718 < AFE3lo] s o2 QHAEES 1
Asts e g4 dadol=s Tt Hol= K42 7Rk &
A gadel= 71HE #E2y FreeBSD 9 A A2 483817 9lak A
7F R o gl

A al g

Fef ol defMnt wdde st e Ay T ARe Hdor A3y
71 9l 22k A el = A ojvA o wdueel SHHor o] Fof
T2 ol & 22k AFae] oju A JHC|ET} EAlol o] Foixl

Audy F4& B3 54 dadel= Alx®e U T
Ginseng (http://www.cs.umd.edu/projects/PL/dsu/)e] Qt}. o]#) 3 A=
CAoet 22 574 Aojo] ofEAQ Jadel= AlAHE A

b
gol= Alfle] ox ool FA AJrel ofd Mol I ada =
8 I

gt W ow FAoR fdadel=rt JheeteE stv] fsiAE T HAE
a#of st AR E F5E NEL WA R diAstE 7)ol &
85t F WARZ Ao dHoly ~EHAE WA ] $3 7|Hol 4
3ttt Ginseng2°| %+ 7FAZ function indirection®} type wrappings %

3 3l 43t} function indirections™= A G f= A GAAA
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aglol=rt et EE «f ptr2 W3ste] dA deE 2T o
indirection & T &8s Walo2 FHAET type wrapping< Al #
d @ACA A HolH 2EYXE AT u dadel= Jhsg b
ol 2EHYAE NS & T Jadol=s & u ¥ Ao AZE
oy 2EYA S Fam 77 WA s ARESth o8k F4Ql &z
Edlel dadel=s S8ZRaA e fodel=s aeld Wl
A= HgE52 ALS ez AFE g3l Aoy Ginseng & #lH52~
2 Agstygd F 7FA EA Aol At (Andrew Baumann, 2007). HA =
Ginseng> A& 2d= Z2 v x43tt, F HAZ2E Ginsengs 7
gd GA BE o dldlA AE A o2 indirection S A S

He W2 2QAA Aol Abgetrlol=s deel 4EE SAE oF

2. wolye A 7%
dloluiel slA V)& V)@ Ade] 7 flol ARe e Fdow
W odadels sbse WMo W owRd ASE W W s

olelg W WFE I Add 555 FIel wHrol dadel=

(1) Kernellnst

vlolg] mE= w9 E Ed gxsE gEde  di =

Kernellnst(Ariel Tamches®] 17, 2001)7} th. wvRo]lye] s %] 7|0 o

T AT A 54, 2ZE] HAHY A= AR, yrAde Bl

A EQE, 25 HA3, 35 4] so2 ARSEY. Kernellnst= SE %3t
E

23|
2 AaEle e Z= 2718t 3L 3 & A

of 7] g A4 S
Y ZEZ HAS F widlsles WA oz FEEHAY. 53] Kerninsts
sl A W FZ(SPARC, PowerPC)oll A Fa %ol dt}t, SPARC

=
= Z:E%E,‘Z(Sprmgboard)F/}b 71ES AbESte] #ixE AdzER HA=
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2 39ttt Kerninsts <199 x86 CPUS & wEol7l nAE A &=
CISC T4 e m=d Hx I=5 4% Al TA7F HAst o]
gt A4E Fdads dadel=rt ofd oA EY Aoz AAdE A

Sele AT gadel=g Fdsy] e AAD FEINE P
k(e 9] 2%, 2007),
(2) OPUS

OPUS(Gautam Altekar®] 3%, 2005)+= & 4]
T Alzglolty, OPUSE C ZRagle] g4
T2 pyyQQon Zggd APrE b oulAe A RE RS B A

2334014 AW mxed vae dEs EARE AR o 23 A
ool gl AH ol AE @adel=el e 3elsh gk £d OPUS
= g2 oz me gageln: s A Wl go|E] AEE
A gadel=s A YetA Edt)

(3) DynAMOS

DynAMOS(Kyung Dong Ryu® 19, 2007)= dA7IA 4G 1d0l=
of dg A7 5 Ad TGl =e ds 7HF AAA SR HYE S
Atk DynAMOSOIM = 71d dadol=d ta] SA3 A4S 127
Aw Ao e HE&S 3 259 2

¥ 2.5 DynAMOSHI A A%d AY dadol= 2 FAMY

- Updating a variable value

A9 el E £4e B A9 AFATh T 59 9] A

AW 42l open files limit
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HU#S N2 HAoigtez MAstnA s 49 ol 4 9-o= state trackinge] 22 3}T}.
Updating a variable value with synchronized
do WAz 2o MFE AT A9 Tk & E9 inode® owner(uid)E FREE 7
Lol state tracking E 33 inoded] A|WlEo]ES dojof Fhr}.
Adding a new variable used by a single function
shtel gawr daeks AGWSE F48 Aol AP shte gaw gasng F4
9l safe pointi= Z Q% &t}
Adding a new variable used by a function group
ofd 47k s AGNEE F4E Aol APk e v B 2T F Ao
B2 state tracking®] EL35}u}
Adding a new field in a data structure
data structure®] A2 T=7t F71EAS A9 sEdttt. dE =9] inode structureo] Al E
<+ EAEHIE FUHEAE A Sl sidEnh dolE 2EYX e 742 state transfer®E EE
shadow data structureE A}-83le] o] E3Ht},
Updating a quiescent single function
A F5E duES & Fol Agat,
Updating a non-quiescent single function
Ao FARA Fe FEE QUOE T A9l B oF Hol 2= FiE FA&A
ek olgd Fie Exr 2AZY RS Ede] gl e
Updating interrupt handlers.
AHHE AEHE HulolEE A e QJAEHE ds5e= AHHEE FAT $F
quiescent function¥} #2 WHoZ A sc}
Updating a function group
98 F+E ddolE & A9 JUHET s HHOEY T4E T Aol ddd
. o) @ Aol NZ B7] RFo} gulo|Esof ).
Updating a function signature
oW 57k AT W5E 5EY Al FAR Frel QA wAHAS 9ol APt




- Updating a quiescent subsystem.

TASE T 2wl vloly 2EYA fdadel=s 3 & Aol igdh

- Updating a non-quiescent subsystem.

TAGA = G Aol HolH 2EHA fadel=s £38 & A9l g

DynAMOS #4d-& #| 3k |
4] "Ho]E<L& AF&3 Shadow Data Structure 71 <
H 2EfHA dadel=g At 35 = A2 g2 17]8)

L opHe sl OPUSSH 493 fAb BHoR dadel=g +9
©)

)

Q doly ~EYA s

r&'i

aly

.

ok AEA A" AL HEs Ad Res ARESte] 71d d9em
%71 th& adaptive function cloning 7| S A&3t A2 35 A=

EAbeto] T B Fhrel A Al WA kR EU]dhe WS ARES
tt. DynAMOS+ 4l HVLJ g2 17817

Jl 6rtelEe] mEg Ajist=d E718 £AlE sfdstr] flstol 7] &

@ % 9 AR 7440 9or] DynAMOSE Ka2sh v FAHE W

2 e i Belsel $4 wel dadel=g Adsht 23 A
Aol A o|uA g FA MARYE T 5 ek EF AR G
dol=g HEAA a7 a4 A BEH Age AN gadel=

g
g wel BAZ A5 A29e wE 5 e

|

(4) POLUS
POLUS(Haibo Chen<®] 44, 2007)+ 28 23S oz 54
adgel=E XYt} st @9l 4 Jadel=E Fdsty HE 2

= Zaade gt B4 gagol=9) volg ~EZHA Jadoel= 1y
1 B gadel= A wEE EAdME B¢ g § & 7S
A gkt
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T4 dageol== 93] patch constructor, patch injector, runtime
library®] 37FA FALAE YFAewW  patch constructor =
source—to—souce A3} L2 CIL(George C. Necula, 2002)E A}&3}o] &

s uE RS Agete] 248 B} dolE AEAL Fohu

—_

0,
_VL!_
ro
o

L 2 E
o
fr
4 0
o,
i,

oo

o
LS
=
0,
o,
[
|
1
R
(il
@)
re
2
b~
[

A s berol =949l agfo] ol Fold RyTh @
$ETEIYAY 48T F Y= YU ATHE BARE AT A

(5) Ksplice
Ksplice(http://web.mit.edu/ksplice/)+= ¥ =&3} w9 FA}3 HHo g
SAYGagel=E Syttt A4 A vl E2E FAHS o8
=
[e}

A s )

d H

(oo oo
2~
o
fr

(RN
o
et
S
Soss
(e Sk
o
k)
o,
%0,
=
~
wm
'S,
=
(@)
rlr
—r
h
e

Mol Ad BE FFE BUete BHORE 3 w9 T4 el
33t} Ksplicer: "ol 2EZA gagoles IUstA

AZF QAT 2005 5EH-E 2007 129744 @529 5

o A 84%E tlolE ~EZ A ¢yl §lo] I
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AA, FHEF SHAA 54 dadels ZodYdasE ATslor 3t &
GAA A WE = glo]l AEd ¢ e 4 Jadlol= Al AEo

Fojof ht}, I Jagol= A
7142, FOTA, OMA-DM% F4% 7]
3h},

£, AHEATE A H2E F AES BA Qo= Ausg A3
N
A A2 o] Wsksk Al Qe shelof Fr.

A, 4 dadlel=E F3qst7] Al @A dadol=rt 7 i AH
AA AAE & F dofok st whef B E Jadel=E Fall AlAw
wAZE BAE The Aol A A dadlel= s8] de] Alx" A

BE 298 5 ook s A sHAok duk.

=

A, oJust Jadel=E Syt dadelyd Z=2 Ik A~

9 oW =g Fojof @)

SAA, BH godels 2
g3t BH Qgadel=g A% olrA #AE aRHos welss] 9t
of JlEel EF AW DAl 54 smEso] Yzol= Zees)

& geEofor
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A3 FH dadel= 2Hde=

3.1 534 dadelE A&E ZH Y=

e —————————————————

1

1

1

Development Host \ . g Uparace [
i [5]=]

IDE Environment / Agent

[Modeling Compiler” Library Target
Tool Linker Manager ) | Builder

[
1
]
1
I
]
]
|
]

Upgrade | Upgrade . Target
]
! Profiing J | monitor
|

Cbject 5 Bug

: el:::ic‘:) Tracking Debuggerl
)

| . —'wndd Target System ...

C
o
(s
=
Q
o
]}
)
0]
<
0}
=

.

IS
&3
o=

\
I
1

i 1 [Midd I: Application ]:

! al

'\ ! ' Middleware QEWE R/ LRV ERERSY l
!
1
1

Upgrade Upgrade

_—-l
1

\

a9 31 53 dadols ZYdYg=

7}, i 32 E (Development Host)

54 goadels Axge FANY A% A FrEE ]

N

=
S

ot
N
o =
2

317 (IDE, Integrated Development Environment)ol] F7}2 <17

o°,
I

i

_32_



g, WA BeA, eBAE AgaE D vk AW ErEE wE
grelols £ s Hash deel= oA YYSE AL 3

H AdE o= omAE dadel= AWl dFes de Ik

Y. dadel= M (Upgrade Server)
Jaglole AHE dadol= HolEHo] A9 adolE do|HEE

AT Gk AW BiEA we Garols ovE MM wels

B AGEE 98e sel Bl Asgs BAS stel gadel= ol
g gustd T A%de 9L B

t}. EtA A]2¥l (Target System)

Bl Al 2=gle Bl gadlels #Eatel dadlel= =l
dadol= AFAE 7HA 3 o A dadlel=s 33t 93S 3
] gadgels AWERE e dafeln ouAE K35 3so

2 dadel=g Fdste 4
3.2 dadeol= AA 7] (Upgrade Generator)

3.21 dagol= AAH7] BRE FAHE

( .- Source/ObjectRepository ... Upgrade Generator \

Sources Files ) ObjectFiles

| Upgrade Generator |

Upgrade Engine

|' Object l ‘ Version J Image ] A [Upgrade Upgrade
| Analyzer || Manager | | Generator Console GUI

A

a9 32 4dadel= BV EE FAEAE
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7}, dade]= GUI (Upgrade GUI)

da#e]= GUI (Graphical User Interface) =& AMSA2 5 414
ol WHe dHom ol wgHojo] uwe} dilel= <& (upgrade
console)oll MEetA HaL gadeol= ZES 4y v WEojo wep

adel= AdxleA Bistes JE8S g

. dadgel= <4 (Upgrade Console)

dagel= Z&L dadol= GUIS SHA o= e T3
A BFE7] A EAstH ol dadel= FEL PaFel=
GUIZRH &g WHS A4 35 daols dxe 3&sE 9

2 @

i
o
::_14

o dadge]l= dA (Upgrade Engine)

Jadel= A AA 2 dawEel= ouAE AAsE EEolH
LBAE FA7](object analyzer)?} W% 2] AF(version manager) ©]u| A

A4 7] (image generator)E 7FA|3L QQtl. LB AE EA7V|= Jadol=

oA E AT w o3 AE HARE A7 f8A Dasit ojn A A

71 B BYAETEH 1l ARE o 4sta ‘ﬂﬁoﬂ 2E 54 ¢

o= olu| R E AJA S}

il

2 22/ BAE A A4 (Source/Object Repository)

4
/e BAE AgiE dadlEE FARY] A ARE QY] 99

SCM (Software Configuration Management)ol] = H FE At
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322 4adol=

& =wollA AAR

2.
old kernel source

dadlol= ojujx] A REe] s 19

H7) A B2

build i
ut v build
kernel object/image kernel object/image
file tree file tree
divide L
v T v divide v
kernel objects || kernel objects kernel binary image || kernel binary image
object I I - : I
binary diff ¥ s £l

deference functions

pr‘u:lc:essing$

dynamic upgrade image

firmware delta image

Modify delta |"mﬂ-gs3w

In-Place reconstructed delta image

package

additional information

upgrade package

19 33 dadel=

Aadlol= AA7NA Fadel=
A= SCM (Software Configuration Management) A|Z2~®l 0 2 H.E
229k HAl e AnE U B

e szt 47 vl

E 99 BuE E

3l 54 gadlol= olm XS AT
oW A E AT F ulr)= AlswlolAe] W ¢l e ol

g B3 Belo} wet

FWEE U wse AnE on
H

S O B
i Y e e T AE

H71A A AA

H7AE Bdehs HEL dadel= &

2
JERED

oS vhe F B4 Gorelols olu A ond
N A 5 FHAS AL F

A8 wpeluie] ofu A= Hhol ] W]




=2 A83}7] 93 In-Place reconstruction &i1e]5S ALg3slo] dElo|n| A=
TR HFHow AAE T4 Jawol= oluX| Ao dE} o]u]x] 1]
1 WEPRRE Frtete] FHE dadel= si7|AE s

3.3 gd2do]l= A8 (Upgrade Server)

3.3.1 dadgol= A A" FFRE

DM Server

Input Pipeline
>

€«
Output Pipeline

Web
Service
Interface

Operating System

29 34 gadol= AY A2" AT

daeol= AH AJ=EE ) Mujs Aol AE F dadol= ¥
giztske] Qg He]AE AlgsiH ¢
sl EJB 1ol ~E ofgal #el XA dedn. d5e w2 ¥

2] Xl HTTP A=l st QAEHol 28 57 f3) &3 vfo]=
Zhel, 49 dolzeles AA HTTP dEeolA d<gsiiA du. HTTP
dedles dE7Iet A0S A3 Aol 2mA dEr]o] g FEE A
& Ex Y AR ud G2l Aol disiAM we] AxlelA ddst

_36_



332 dadelE A¥ EE TR

7~

Upgrade Server

Upgrade DM Upgrade DB
Application Version : D
Manager | | Manager
Firmware ISecurity | | ownload
Manager | |Manager| |Manager

a9 35 dadol= AY BRE AR

A28 & (Application Manager)

#
SEEZRaY s SEZeaP A9t A4 T SEEEY

. H9 o #2 A (Firmware Manager)
Ao #eAeE SEZEZaH B FHHoR Fol AdonE #

gk Ao B SfZEaYN SHASCRE FEE olf+= OMA-DM
AME Helol dadels BE TREFLS FUMOE AME3dta $8§x=2

24 Qo= SCOMOE Algais T22 o704 ow oe o

fodEel $EZeaY wAsh Belo #HelE SRR TR

tt. A #&A (Version Manager)
FA AxEY 0] WA ALY AZESo] Bl A ojwd A
ZEJE g oF HE=Ao i3 WAL we s

2}, B9t # A} (Security Manager)
155

b A o] gk R Ao g R So] 9

Aot e HEstE @tk
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v, g 2= #22 (Download Manager)

dagel= AYAZREH A2 HIdoE gt dibr]o Q=2 3
doIE == 7] Y3 9T TGt
333 dadEels A & AU L
30| MEt
7, ATHOIE 2 e :
JDIDIII?PEAE% S5 mauny 6 0I0IAI S5 L
4 EEE TZHE /
Ge=c
_3
2
3l
ai
5 Haiols g
DI0IAl 44 g
123 €
Z.Cammit x{q@
LW
a9 3.6 d2Eeol= AY & AU L
ML= Subversion AlWolA] AAFEE TRdlol AL 3 &
Commits stA dtf o= Ax dAE HHoZ Commite] HPAowH ¢
agol= AR A dadel= olu A7 S-S ddy. 2y Jd
ol #YAE THH ZRAEE ol Jageols olnAE A
o Jagol= AWl ) Aulx QEH o AE T3] Jadel= & o]w
A7t J&= =55 Hrh
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3.4 B}A Al Hl (Target System)

341 B A Al2" F2E

B Al 2"l TxEE 8 373 o] AT

Applications
Middleware (6raphics Library..) DM Client
) Firmware/Dynamic
Device Driver Operating System Updater

| 6Graphics Library | Firmware Updater

Bootloader

Hardware Platform

a9 3.7 gA A" FIRE

JEslo] TUAE 9ol RERYA EAen REzgel uRel sl
53 gadel= QWS EASY 93t 19
3 goluelg e FAHN £GAA Yot Ze4 vzels AQ vw

2 Qg +487] 98 Belol/FA drelol= mEo] A 5
gol ol wEvle] xxed Q=S BEEE DM 2lolE
mEo] EAes TR olFodth FERCH HWelo Jarleol= wE

of FAtE olfE £9AA ABAM Yadel=E AYHH mEo)
Aozt BANE Agolr HFERUA QrwonE Adslof Hrm

ool dadel= e 7199990 FERY o9 BF A= 72

2 o] Folxit},

_39_



3.42 BA A2d RE AT

/ Target System \

DM Client | DMRegistry |

e =
& Device
Information /--‘J

[ Security ‘ ‘ Version ‘
Manager | | Manager

i

<7 software

N 3

“._ [Information
==

'Redirection']
~ Handler

SoftwareH Device |
Manager | |Manager

Downloader]

Target Upgrade Manager

[Dynamiclmage‘l FirmwareFIash] - Safe-point ‘
Updater Updater Manager

2" 38 BA AN&d BEE TAHE

7}. DM Z&°]d E (Device Manager Client)

DM ZetolE gavle] gain axesjolst vur] 5o wele
B AZEHE BERE e 8L AV UF BEIZE BN
A, mARe A, 2zEde] Bl tutels pEA, ThERE IS
A tluelx #elAi DM Aga® #elsi ¥ dn Axeg
of et B Qadels wAE EEse] QadolnE FUse
Gge dt

Y. dadol= =g o]¥ (Upgrade Driver)
Aadgol=  =golw e  WHolE redirection handler’t £33
redirection handlere= ©] A W o] shol A Jagol=d gh4o AA +

a2 Bole ) ALgEE mEolT

o B4 dadel= #2| A (Target Upgrade manager)
Bl A 2E'S dadels 7] 93l 54 oln X oy, HAol =

_40_



A ddelE, b AH dYAE Fol st Hdd dawel=Tt ¢

343 B A" fJadel= H§ AR

adgol= AWMEFE dagol= d7)AE DM FEo|AEE T U
Hre o gl dadol= @Y A= 29 399 AR fdagoel=s 3

R

upgrade package I | check safe point |
analysis dynamic | insert illegal instructions |

upgrade image

+ analysis firmware

I register functions I delta image
¥ v

firmware delta upgrade

I relocation functions I

2% 39 B A2" fJadols 53 3}

o mpAstew gagels ® $pm 2787 A%
o MFA F7h 5
FAg vh F oAl Helol 2

e R e

daeeol= F

o
s
4
)
o X
Iy
il
4
o2
_0|L

3.4.4 dag ol =atoly 3 A=zt

Fordddz sHdadol=E S5 Al 3 Fol ol



AN AER gz 2718 FHh olYd 27l fdadlels =l
T o 9 dx= 2% 3103 2k

some function  original function new function
Upgrade Hash Table et e \
1 i T R S R R ~ : |
—— i S I 1 Function : I
funciion - Fug’ggfg?. @ | | exception new function | 1 |
5 ¥ | | Addresz address | 1 |
Instruction T |

Jla- Ox0000a2i1 | Ox0DO010000 —l— I I
| I
I | ! |
N e ’ ! |
[ [ 1 I
caif 1 |
angiral ;—-— @ 1 I

funch — ;
s llegal instruction Handler : |
———————————— ~ i :

T
— Search a Function address | : 1 |
1
: Stack Manipulation [T i :
T

| 1

29 310 gagel= =gl £3 Ax

HA g8 548 58 ot 54 Jadels 55T o AYet illegal
instructione 334 ¥ Al~8l  illegal instruction®] w3t illegal

instruction handler2 #7]3}A] ¥t} illegal instruction handlerel 4|
Upgrade Hash Tableo] A8t A2 59 F42E Fa A2
o] F4E illegal exception®©] WA Ao AEo] AHAFE O Qe HF
FAE NEE T+ F2E AT OZA illegal exception S m}X|
I AES TR EV|sH " aiA e R HFE AR e T3S

X3 % $%3 ¢<4(some function)E 7] 3t}
345 dadel= AL Ayg L
AuvEl e 29 3113 2o okl 2ol DM Fgol

Z
AEE= BA Al om DM AH = dadel= AWE ougt} §f 1]

= Adas DM AH ek 2ol o] oA 4 il v 3ol A



1L HE 48 8F

2 Fe HE2 8%

IlI
v

3. 2H EE HE

4 Hejol E2 9F s
& . = erver
5EYN BEE HS

DM L 6 EYO LRLHZ
Client _7.OREC, 9O30[S KA

= -/

8. ojnjx| Ci2E | Upgrade

Repository
L R TR
0 Cf2EC 2= g ) DM

L / Server

L T

g 311 dadols A8 Ay L

Hz DM ol EE DM AwelA 4 474 83§ st} o] e
AbgAEe] dagol= @Al 9d TEHEY DM A= A2 A4 23
gt SE A v ARE QAsHA "k DM ZEoldEE &9 ¥
ANAZ ZAH) ARE AFsA Hoh ggo® DM AW E &d wE)e
sk Helol M HARE 8HsA =i DM FeholdEE #Heol WA
ARE DM Aol AEaA ©rh. DM A¥E gu] AR Heo] AR
g B8 dadel= 7N E MYt § g Jadel= Hf7|A7F 9
s URLS ©@27|o] dE sAld 2= dade=& AAeA #
th. DM oA E= 9 URLS Sdl fdadlel=s AA2HE 1
ol A S e I gere 947 WAXZ DM ABd A58
o= =3

mlm
4
0(:)\:41‘
ot

3 Fdad

_43_



Al 4% Z2EEY A" 74

41 Z2EES] AlEH AE &4

AAGE 54 dadols ZHIYPIE AA

ol FHAI} TRZEEY AlxEl A ofdel

Aageol= A7
=9 o] Aqe Feo] 2 Fe
EBAA Eg= 5
ol g ol F P2, hs QAOE
7 v e SR
s o A GDB 7]ute] o] ZFg 2 T A
= W e o 4
3y s QlaEA
M Ao C, JAVA
HaEel= AH
East qe F:of 2 o
&G A A EEES
ot E o] F Y, Ak QA E
A | Hne PERE
s oA GDB 7]ute] o] &g T A
|z we o 4
13 S A Q1A
A e JAVA
2% R B
sh=9) o] PXA270 7]¥te] AnfEE Fx BE
=G A A A= g%
ol vl E O] F Y Ax QAL E
) w2 e R
w o A JTAG ©1™ #(A1000), GDB
= ¥ 7 o) g
Bl ¥ 2 QladA
N o] C
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42 dadol= B +4

421 dadol= AA7] AE2 golojad

dadeol= omAE B8] A% AAE 18 412 HolFHh

Generalar G Genemtor_Co Upgrade_Engine | ‘ Oijert Analyzer Fimmeare_Generator Uymamse_(Generator
Ul rsole
e ! | ) | | |
EE*‘EEIEE! 1. load_previbus_project() A | | | |
CER T ol i | | |
FHIOIL2] i) o b gt Ly, - l
e ) | [RENE TG0l 0 € 20 ' '
| 3 symbol f2 add) | | |
| ] * |
| | I I
| | | |
| | [ [
| | | |
ggﬂ?élgg 4, load mcent_pogectl] | ' ; : :
([ZEEE T '5 toad_recent_projse (|
VHHOILR] jBlost peem proel 0 | | |
o} [2E2E HE0 £ € 27 | |
lg gyebol_fiz_add) | : :
| | | |
| | | |
| | |
] I I
| | |
3] = | |
Bonga (w0 | | |
| |

' B. ganeratal)

Step 1. matract dyndmic upgeads function code . T
Rl ¥ i e |3 enirace_upyrade_functiene: code( i

h

Step 2. generate frgm dynamic upgrade function cods fist | |

10 dynamec Upgrade image
| 10. genaraie_upgrade_function_codef)

Siep 3. qeneraie Srmware dela | |
(11 genarate_fimrware_delal)|

_'51np 4 miake upgrade patkage |
12 make_upgrade_image()
I

T

29 41 4adel= 47 ABx theloj 1

7t 5o thsfA AHWEHH Generator GUIE A= RE J&S& W
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dol= A RES &= e FA fdadels A2 7t
o]
=]

AE 247)sh H9ol
A AAANE BESC Gadel=g Fawh

422 dadel= GUI

7h ol 82 EH a9l

B =5 dagels onx A GUIE o9 Z#clez sut
sttt olFH s M Jadel= #AFdA e e B2 B F
g e FEE AT Ak w3 o] FHAE 85 WA 2
CVS & AEWAS &3t W7 #eas 55402 Fdd davt
glormz B =FoAE oF Y Fad 7Nty dadel= GUIE +
33kt

g gadels olvux 44 3
gzl = olmA A4 Fe& 1% 429 2tk Product nameolE 97
dole A7 AE WE W ST ARE g Rolu T wH ZzA

H
E URL% 4l B Z=AES] URLe 99 wol o5 A I



it

1WA 44 WMES FYSW Option WolA 44E Ang YPoz
of gadlol=s E&ols ANEE Adste] AE Qdadols onAE 4
e,

lava ~ Eclipoe SDK

File Edit Navigate Sesrch Project Fun  Dynamic Window Help
s o B-O0-Q- EEHG- &9 ! & Java,
{4 Package € 32 T Hleraschy| = 0| B Ousline @ Uparade View, i3 B
&
: = | Intetace | Qpsion | OM Sepver rl
ZHEOE |
— o J
|Prodwl name | | )
[ Version - [ Browss., ||T[ THEHZIEME J
[New Werskan © | Browse. [|l———0w0w_
| dugzzde
Apply
.’,
| olmxigygsE |
% Probkems 3 @ Javadoc | Declaration a
D earors. O wamnings. 0 infoa
Description = Resource | Path Lacation
=]

a9 42 dadolE oW A BAY F

2o ¢4 dadel=e dag o =,
Disabledti= A Zvt~E Tt 54 dado]=E Disable #A=2E A
dadoel= H7IAE ALY o

= 97X E AT HYo] 1w e]= Disable A% A 4 1
dol=nk 83 uf A&l A A2 o]al Rollback Image A A+ EFZA
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oA ol o Fofer] AF & onAE AFe= ol

£ Java - Eclipse SDK
Eile Edt Navigate Search Prolect Bun Dynamic Window Help
$-0-Q- EHHFG- ™ ' 1§ o
14 Packsge E 11 . Y5 Hierarchy = 3| B2 Outline | @ Uparade View 53 =8
% 7| | intertace | Option | DM Server .g
Upgrade Common Option /[ ?QJHIOIE OEJH.I:&EI %E J =

] Digable Dynamic Upgrade [} Generating Rollback Image
[CIDisable Firmware Upgrade

Dynamic Upgrade Option % = Restr 15 [0 == |

["] Disable Dynamic Upgrade [1Enable Data Stucture Upgrade

[CICheck Stabel Upgrade
I meo{gamos e ]

Firmwate Upgrade Option | ==

) Debta Size Optimization

(%) Generating Speed Optimization

{£. Problems | & Javadoc | (o2, Declaration | CJ Console. £2 x il B-r4-=0
[Complle Frocess

a9 43 34 AAH F

. DM AH #z F

DM Aw g e gade]= AW OMA-DM AHe] =

Aol DM E= Ave 34§ dAstr] 98 whE ol # =il A
= DM AW #e = dadel= A 2
A5 FETE o H ot}

M
rlo
-
["_81_'4
QL
N
e
rot
o
uj
9,
H
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& Java - Eclipse SDK

File Edit Mavigaste Search Project Bun Dynamic Window Help
H-0-Q- BEBEG- ™y B &) Jam
12 Package £ * T3 Hierarchy = 51 [ 8 Outling | @ Upgrade View &

Intertace | Option | DM Server | G

- 2300F

Host Namae / IP Pont :
User Name :
Password : [JRemamber passwaord

|2 Problems & Javadoc [ Declaration [ Console 3
iCompile Process

3% 44 DM AW #F F

423 dadols &

Ho=Fo A Acks o= £4 2 CLI(Command Line Interface)®
T4 A g5 U AR GDBEF 22 FxRE o|F ot Jay ol
= 2 02 FEMEEAdyd f4A Aso] 7t FE2ZE o] FoAH UL

=
sl AE o2 HE GUISH daidele &0 FAlsts Wao=w

Y&+ add_com() TFFE



ojaL Al WA 1A}

rlr
10
)
o
i
Au)
=
v

add_com ("load-previous-project”,

class_obscure, load_previous_repository,

_("Dynamic Upgrade load previous version project repository.”));
add_com ("load-recent-project”,

class_obscure, load_recent_repository,

_("Dynamic Upgrade load recent version project repository.”));

424 4adgol= AR

Aqadlol= dPe dagol= F&o JHS wol = P&A I
Ao Qv A4 B =FoA FHI
459} 2t}

ek

o
m\l

’ Upgrade Engine \

Elf Object Analyzer J

[ Upgrade Engine

Linux Project quo.gcmcv%

Package File Sender

Firmware Delta Gemr'n‘h}

1
1
1
1
1
1
I
1
1
1
1
| DM Server Management }
1
1
1
1
1
1
1
1
1
|
1

i

5 Dynamic Delta Generate ] ’

’
.
N td
-

dadel= AL T4 dadel= dE ojuAE AAsH7] $% ELF
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QBAE B4V dadel= AE 9 fmre Z2AE #AEx o
adglo]= DMAH S #elstr] 913 DM AH #ejah, dadel= #7]%
5 AR AFer] g dadels sy A Asa, Baol/sA o1

o= o] APVE FAFH Utk daHel= Aol AAFE 7wl

ot =3 WRHow ELF oBAE Buk olvz} COFF, PE
S5 AYs7] Y&l GNUS BFD glolB#lg & &34 th

3L
BFD dolnefelgh onAe s1ad @4o] of@ ol U FHL A

olt}. BFD+ =A Front-end®?} Back-end F+ H+Oo =2 UFojx <l
Front-end+= glol B gg] AF&A}ol| Al A& % += Interface©]™, Back-end+i=

54 onAE 39 P42 WL F dE T4 AR o] T4 9

i - = k. i s 3 i i . 1 e i

EIf Object Analyzer |

Object file list manager
{ Object Analyzer )

Section manager

Symbol manager

B ) i

________________________________
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g 2~E #E|Ae} ELF QB A Eo| A9 text, data, bss AA5S #2317
A A B, el AE #EAE o] Foxlt)

7}. File Diagram

LFite>

= current_object_files; struct objfile”

B recent_version_objfiles: struct abjfile *

B previous_version_objfiles:struct objfile *

B recent_version_exe_objfile: struct objfile *
= previous_version_exe_objfila:struct obyfile *

ﬁadd_lnﬂ_ahjﬁle_setliﬁns[ahld.51rucl bifid ") void
= ge1_recant_ojbect_to_current_object() void

CFile>

MiniEYms

=] lookup_minimal_symbol(}:void

=] lookup_mimsmal_symbol_tesxt () void
Slookup_minimal_symbol_text_use_of_address()void
B prim_record_minimal_symbol_and_infol)void

S set_previous_ojbect_to_curent_object(bfd:bfd "yvoid 1.?
Ebuild_objfile_section_table(:void CFile> |
= tesminate_minimal_symbol_table():void 1'| symfile

& put_objfile_before () void

= objfile_to_fran():void

= unlink_objfile() void

S free_obyfile() woid

S make_cleanup_free_obifile() void
&lfree_all_objfiles()-woid

& objfile_relocate():void

& symbol_fite_add_from_bfd () void

S symbol_file_add():void

& symbol_file_clear():void

& add_previous_relocation_symbol_file() void
S add_previous_exacutable_symbol_file(:void
& add_recent_relocation_symbol_file) void

& add_recent_executable_symbal_fila() void
& symiile_bfd_open(l:void

objfile.c
ELF stdde] &3 47 725 fiER

minisyms.c

symfile.c

ouAE B U] Qi AR FLE S 0 A

BFD glolB &g x7|ste} AlHd AHg 8 284

H EEA AMEE Bl ZRAE FEAe e 2 X 22
AE 3dS 98 F At zHdE A gdS AAE7] g =
E 419 2 o= s FHHER grep WHoE &85t HH
AA B =M e "els fd Aedor zrAE gdg A
THow PAEA Fa AR} AY TRAE UdS FA3I] AAES



o AF xml oz A% AYFEF F4 T agolth ¥ =T A
BAE BH Gadel=g 99 i ZRAE sode] T

ZAE 398 BA3lY HEdte 2aE Ly g,

¥ 41 852 Z2AE 34d

@execute_symbol:./vmlinux # ABARWE L33 g5 on X
@binary_file:./arch/asm/boot/zImage # AEAARE AAS 252 vlojye o]n X
@objects: # oBAE Y

fs/aio.o

fs/attr.o

fs/bad_inode.o
fs/binfmt_elf.o
fs/binfmt_misc.o
fs/binfmt_script.o
fs/bio.o
fs/block_dev.o
fs/buffer.o
fs/char_dev.o
fs/dcache.o
fs/devpts/devpts.o
fs/devpts/inode.o
fs/direct-i0.0
fs/dnotify.o

fs/eventpoll.o

fs/exec.o

4.2.7 DM A¥ F#a A+

=i A s DM AW #E] FES FEEA B AdE otk DM A
A= ¢ AHAE AFstE DM AR 2712 st § AHAE
SOAP ZREZS Abgstel 94 #eE & 5 3=

Ju

4.2.8 A71A Id HAF7|
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Aadol= AHE
°l wputs 283}

-
Asshe 2E2 74 s

o 2
o)
rlr
ol
Ti
[
Lt T

wput [options] [file] ftp://[username]:[password]@[hostname]:[prot][/path/][file]

4.2.9 Fdol dadoel= 28 HA7I

71 BSDIFFE +A3to] 24315 th. BSDIFFA Al A}
)

&3k & Alz=gell A g8tel ¥ In-place ¥L#o]=7}F 7}
sotAl Aok gtk B w=itelA g dEr A4 7] BSDIFFel A
s 2e Rl w48kl Inplace QL= Ths SR E 2]

7}. File Diagram

iy & Fila
firmaare it frnmwate_defain_place
- | Ehsdf 10 mplace_daltalvoid
w genere_fimware_deltal) woid Bpemute_copis(vosd
i copy_fa()vaid .| Eliopa_som( wad
Qgenerate_bedifl delta_filefivod =0 f— —— — 3 Bshrink nodagvoid
i searchijvoid S huild_edues{)voud
;]sph‘h:l void Eprthﬁ_edgE5|] wand
& adoe_weight():voed
ﬂnol‘lq_cmnp aralk vaid
i buffor_addijvaid
Sinit arld listi i
delta.c
BSDIFFol A AF§d 2n2%g d8sto galo] det ojuj4e Adste 715g 7Hd 3
in_place.c

BSDIFF2 448 @e o|v X & In-Place 912l =7t Hsstes ATgsts 7152 41 3t

[e2}
=

4. 2% tholoj 1
Aol Aek YA AT BEF tholol AP 1Y 477 2ok Belol
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Bl A4 ESlel wet F FRE BAoE AAdEA @k 4 dE 92
glol= ojm ] Aol E7Hse 59 In-place REF o|n]A] AHOZ F
wate] e o AR A ke Afel= Al WA olmAE F A AL
Helol dadol= omA 2 AAsta detE 485k BSDIFF &g+

Abgste]l 14 0w de gtdE gttt o] gk BSDIFF 2et 3¢
22448 AH Flko] Ytz Alxdle] A&ete™d mEert 37t

T
o FasH He= EA7F Ak

o o7
i

flo

X
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20 WEL
&4 Erg
[TYPE = NO_DELTA] -”’fri;PE = [TYPE = INPLACE_DELTA]
— __"\
x: e e e W
R o ol BSOIFF & D argg =

" BSDIFF DELTA #ICY O
=40 =22

(ccpvéi% 18 OLALD ]
digrap = graph)

k.

Digraphi 2HX1 3
topological sort @ == &4

!

BB E digra h" ey v
delta file® CLHAl 2H

a9 47 9o dadel= el AV F golojad

olg]gt FAE A3ty Y38l BSDIFF @E} 38 EA3le] COPY™
ol ADDH #HoJ &= ThA] F&3 & COPY™ #H ol write offseto] & 7138}
T WY S dEon A A Aﬂi% oA & EAletr] 9F wlRe] 91X
b SVetE WEeR AEE 3 3 F COPYHHAE WAoo &4
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S 29EE A4S B deoR wadel EASE 1U=E A
594 4Ee Fastd COPYR A7t Sasty] 98 wA7 el
nAsten AdE COPYHHCE AN Aze 98 BUe A4ee
}49 Ea) Pelo Aet ojmAE A

o Heol dadel= omA Fx
HAelo] de} Fde HFAHoRZ 7 429 2 Fx2E AGHE

E 42 HY dadgels omX F=x

l Firwmare Header [ Control Block [ Difference Block [ Extra Block ‘

Ztoll el A3ElH Firmware Header 2=+ Helo] =iy 7t

e 3

= Apo]zo] tigt drE AAstth Firmware Headere] W&ol 4
om b5 & W&o R 74 ST F 48 Hlo]ER FAH Jlo
w  8ulo]E ¢ "IPDIFF10"elet= Helo] sty vs 8HfolEx
Control Block WlelA] COPY W&ol Ao] 1glil th5 8H}o]E= bzip2=
k=% Control Blocke] Zo] t}2 8ulo]E+= bzip2® =% Difference
Block®] Zo] thg 8ule|Ex 3|7 o] U2 AdEo A7 ta

a

< COPY W&ol Zdo]g} nx]u; 8ulo]E= ADD W ol dol& YEd
0 8 "IPDIFF10”
8 8 length of copy command size of ctrl block
16 8 length of bzip2ed ctrl block
24 8 length of bzip2ed diff block
32 8 length of new file
40 8 length of copy count
48 8 length of add count
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4210 &3 dadel= 28 P47

S g9 ®E 54 fdadel=E Fdsty] M e T MY ZRAE
S Al WA ZEAEg onAE wustel £48 5o Lee G4
iel A AREEHE 7] A& dHelHE 5% v &9 Y A=
£ ouAE R FEAW] dEd T4 7= A 2D @
T UAEE AES AW T HF dadel= oA E BT
7}. File Diagram
LFile>
nup_fi i
CFile>
dynup B dynup_functions; struct dynup_function_list *
B old_firmware_path-char” = dynup_function_rodata:struct dynup_function_rodata,
M new_firmware_path:char”
& generate_upgrade_image()void = generate_upgrade_function_code()void
Emake_upgrade_image():void Sinit_function_structure() void
ﬁrﬁad_re::e_nljroj&i_:I_symhnl_ffles()'md s S init_function_rodata_structura() void
s read_previous_project_symbal_files():... . & dynup_function_rodata_list_append():void
Emerge_project_urd{void N S dynup_function_list_append()void
& relocation_list_append() void
s ] ' Bget_function_name():void
P4 | & Inokup_symbol_tex_address():void
Blookup_symbol_address()void
ré | = alloc_supersect{)void
e | Siree_supersect{)void
7 ] @code and reloc_cmp()void
Hinser_rodata_structuref) void
7 | Blfareach_nonmatching().void
e P ne P W resolve_relocated_information():void
o = mreassemble_reloc(yvoid
gynup_redata | G dita Saet target trap_address()void
| Ereassemble_upgrade_functions():vaid
L & extract_upgrade_function_code():void
| agei'_secllun_sizeﬂ:\mid
Hcalculate_image_size()void
& set_upgrade_header()-vid
& set_upgrade_section_headerd)void
Hsel_upgrade_text_section(jvoid
dynup.c
Aadols 2ERrE AW PRolH A A AL e I
dynup_function.c
#5 wAR gadel=g Fss] A dadels me ww, §5 gadels ovx 44
of Bat AL s 3
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=x4 ayole e WAL e FE tholo]ade 18 483 7}

.
™
ooAE 4 \
[ YEHHID [,
—<C_seclion_name
[saction_name = text] / H\

HEUHEHA AFEE
= text%} rodata bl

|
=

3 [diff = yes] /
oS

R [eection_snd & no|

Ea EIES | [gbject_end = noj

[section_name = [rodata]

iff = no)

19 48 LEAE v &F foloj1d
4 gadels wet 4o el LetlA FAF U ovAE F
S Wb AL s o] obm AMAZ} o f enAE AL Ed
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o] QB AE o5& Hud F o]Fo] T QHAEZHE QBHAE U
Fol = AAL wuwsA Bk v text AMolgtH text MA <]
Srmeel 4 oA AFg3sE ¢)71 A8 tlolE ¢l rodata AA HWE
23 sha o] e AL 5 g AEd A st}

AP H AL Aol o Hormz FAlvl wAysA Wt E=oll A
T 54 dadel=v 5229 built-in®d ALE tFez FAI
ong HAag g ouAE By 5o A R dAE

¥ 43 Aujx o & 2=

1c: €5923000 Idr 3, [12]
20: ela06001 mov 6, rl
24: ela0100a mov rl, sl
28: e88a0018 stmia sl, {r3, r4)
2c: €1a05000 mov 5, 10
30: €5907094 1dr r7, [r0, #148]
34: ebfffffe bl 34 <vfat mkdir+0x34>
38: €2504000 subs rd, 10, #0 ; 0x0
3c: b1a08004 movlt r8, r4
40: ba00003f blt 144 < .text.vfat_mkdir+0x144>
44: €24h9044 sub 19, fp, #68; 0x44
48: €1a00005 mov r0, 5
4c: €2861018 add rl, 16, #24; 0x18
50: €3a02001 mov r2, #1 ; Ox1
54: €la03004 mov r3, 14
58: €58da000 str s, [spl
5¢: €58d9004  str 9, [sp, #4]
60: ebfffffe bl 60 <vfat_mkdir+0x60>
I% 49% SHAE wuE 53 FF® 5 P2EQ ¥ 2= F A
iR o Al Ee] A AE sjdsts e 2= AwiA dE tho]o]
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gt 71 A FErtetyet FrtE Y 7 ded ol
o] = RELOC_REL_ADDED_FUNCTION E}¢}o & Ajujx] g AE]
gheh o] AR Y2Ex AF T4 dadgol= ofn Ao EJa}o]
o AEe F gAdA F2E A AT F Jadel=E Fs = A
5 7ML de gzEoth wkef oR vt YT e Fgetd
RELOC_REL Efgi o2 Aujx| 2]=Ee] 4F<] gt
t}S- o7 A Eo] pc_absolute EFY o] &}
Al W Eo A s FUl el Al AFE- S
A7 HAd FAA AR dUroAr 77 RELOC_ABS_RODATQ}
RELOC_ABS_FUNC E}lo= Ajujx] &

H
Qorelol= A g A Al FaANE FAT 5+ AEF

[‘E

2. T4 dadgoelE oux Fx
T4 dadel= elnAi= ELF v
W 3% 449 Zr

s A shee
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-
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¥ 44 538 dagels ouR F=

Dynamic Header Text Section Rodata Section Data Section
Relocation Symbol Section String Section Section Header
Section

Dynamic Header

A dadel= ojmx]e AnkA el AR

struct dynup_hdr {

unsigned char ident[NIDENT]; /* magic umber and other info */
unsigned long version; /* version */

unsigned long shoff; /# section header table file offset */
unsigned short hsize; /* header size in bytes */

unsigned short shentsize; /* section header table entry size */
unsigned short shnum; /* section header table entry count */
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Text Section

g G m= oA
Rodata Section

71 A& dolH
Data Section

Ao WMol 22 Azl dolH
Relocation Section

Al A A g 2ol = olnAE AE&T uwf AuiAE 93 B

struct dynup_reloc_hdr {

unsigned long r_type; /* Relocation Type */
unsigned long r_offset; /* Relocation position */
unsigned long r_address; /* Relocation address */
unsigned long r_str_offset; /* String offset */

b

Symbol Section

e A=l e 4R

struct dynup_symbol_hdr {

unsigned long st_type; /* Symbol Type */

unsigned long st_address; /% Symbol address */

unsigned long st_str_offset; /% Symbol string section offset */
unsigned long st_size; /% Symbol size */

unsigned long st_num_reloc; /* Symbol relocation count */

|5

String Section
A& o] Ut wA<E
Section Header

7t A tist ARE ¥3sla 9on Ax Y& oy o),

struct dynup_section_hdr {

unsigned long sh_name; /* Section name (string tbl index) */
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unsigned long sh_type; /* Section type */

unsigned long sh_offset; /* Section file offset */
unsigned long sh_size; /* Section size in byte */
unsigned long sh_info; /* Additional section information */

)

4.2.11 HF dadeol= H7IA F+x

HE AAE dagols 7R FFRE= ¥ 459 2}

¥ 45 AF dadols #H7R F=

magic Release Target Original Header Firmware Dynup Total
Note Version Version Size ImageSize Image Size
Size
Firwmare Header Control Block Difference Block Extra Block
Dynamic Header Text Section Rodata Section Data Section
Relocation Symbol Section String Section Section Header
Section

!

2t T4 aas Asd vgEd 2
magic

Jadeol= H|7A] FH

Release Note

daeel= H71H] ez mE

struct release_note {
char *brief;
char *detailed;
int detail_size;

int brief_size;

Target Version

dadoel= H7IAE A8 g 4l HA

QI

_64_




struct upgrade_version {
int major;
int minor;

int revision;

Original Version

Aadol= H7A7 Aed A T WA
Header Size

dadol= H7]A e Abo]=
Firmware Image Size

Ao} 0w A Apo]=

Dynamic Image Size

574 gadol= ofmA Apo]=

Total Size

gadols . Beol/BH gadols o]mAE Tt Aol =

4.2.12 fdadeol= 7] API

load_previous_repository

Synop | #include “dynup.h”
sis int load_previous_repository(char *args, int  from_tty)

Descri | 7 Mld Z2AES BE QBAES A9 grEo 49
ption

Argu | args[0] : Z2AE URL

ments

Return | A& Al 0, A3jA] 0 B} 22 s gt

Value

load_previous_repository
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Synop

S1S

#include “dynup.h”

int load_previous_repository(char *args, int  from_tty)

Descri | A Bl#d Z2AES BE QHAES A9 grE 49
ption

Argu | args[0] : ZZAE URL

ments

Return | A3 Al 0, A¥A] 0 B} 22 3hs w3t

Value

generte_fimware_delta

Syno | #include “delta.h”
psis int generte_fimware_delta(const char *src,
const char *dest,
const char *delta,
int opt)
Descr | W7 #lo] ulejulg] oju] X2} A Mzle] Ho] ule]ufgl olw| A& Hlwg & P}
iption | #d KA
Argu | src : o] F+ HA o|nA 9] Y A=
ments | dest @ Hello] A W o|m x| o] TY A=
delta : HFE A4 Fo] gadeol= #d B2
opt : Bl el ¥ firmware_option_enum_type EFY
typedef enum {
NO_DELTA = 0,
SIZE_OPTIMIZATION,
SPEED_OPTIMIZATION,
}  firmware_option_enum_type;
Retur | A& A 0, A3A] 0 Bt} 22 gh& wksh
n
Value

extract_upgrade function_code

Synop

S1S

#include “dynup.h”

int  extract upgrade function code(struct dynup *du);

Descri

TRAES HE SHAERRY Wy g okt
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tion
pArgu du : WAE 58 Adsts F2A ¥, HAF 54 dadol= onx AAGA AME-
ments Ela=
typedef struct  dynup {
unsigned long dynup header_size;
unsigned long sec_headers_size;
unsigned long text sec_size;
unsigned long rodata_sec size;
unsigned long data_sec size;
unsigned long reloc_sec_size;
unsigned long symbol sec size;
unsigned long string_sec_size;
unsigned long dynaup_image_size;
unsigned long func count;
unsigned long rodata_count;
unsigned long data_count;
char *dynup image;
struct dynup_function_list *func list;
} dynup_t;
Return | &4 0& ®H8H, AfA] 0 B} 2he gt w3
Value
generate_upgrade_function_code
Synop | #include “dynup.h”
sis int generate_upgrade_function_code(struct ~ dynup *du)
Descri | 54 fd2dlol= olmx] QA 3
ption
T3 fdadel= olwA Tz
[| Upgrade Header | Text Section | Rodate Section | Data Section | Relocation
Section | Symbol  Section | String Section | Section Header ||
Argu du: RAE I8 Asts x4 M, AF 2 dadel= ojvA B AHEE
ments =3
typedef struct dynup {
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unsigned long
unsigned long
unsigned long
unsigned long
unsigned long
unsigned long
unsigned long
unsigned long
unsigned long
unsigned long
unsigned long

unsigned long

dynup_header_size;
sec_headers_size;
text_sec_size;
rodata_sec_size;
data_sec_size;
reloc_sec_size;
symbol_sec_size;
string_sec_size;
dynaup_image_size;
func_count;
rodata_count;

data_count;

char *dynup_image;

struct dynup_function_list *func_list;

} dynup_t;

Return

Value

BEA 0% W, AdA 0 mot A g

gul

make_upgrade_image

Synopsis

#include “dynup.h”

int make_upgrade_image(struct

dynup *du,

char *name)

Description

#HF dadel= d7AE AT

#HF dadel= H71A

[l magic number |
Size | Dynamic

Image | Firmware Image ||

Release Note | Target
Image Size | Firmware

Version | Original Version | Header
Image Size | Total Size | Dynmic

Arguments

typedef struct

unsigned long dynup_header_size;

dynup {

unsigned long sec_headers_size;

unsigned long text_sec_size;

unsigned long rodata_sec_size;

rE
i
B
ol-N
offt

X

d

N

dadel= ofmAl gA
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unsigned long data_sec_size;
unsigned long reloc_sec_size;
unsigned long symbol_sec_size;
unsigned long string_sec_size;
unsigned long dynaup_image_size;
unsigned long func_count;
unsigned long rodata_count;
unsigned long data_count;
char *dynup_image;
struct dynup_function_list *func_list;
} dynup_t;

Return
Value

2
3]
>,
[«)
o
rE

&, AN 0wk e g ure
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43 dadel= A T3
4.3.1 OMA-DM A H

OMA-DM A ®H+= LEZ4As T2 AEQ Funambol FrameworkE ©]-8 3}
o A3ttt Funambol Framework®™ ¥ 4102 %o] Core,
Database, Engine, Transport, Security, Protocol, Logging, Notification,
Tools, Configs Al&stH gl I ¢ HaA EFoz Rdd F&
S Fd3stgth. Web Sevice, Processor, Loging, Registration =58 T

S

/ Device Management Server \

Device Management

[ S:\rljf: o ][ Processor ][ Login ][Regjs'tﬁratiqn]

| <

| Funambol Framework
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1% 410 OMA-DM AH¥ %
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4.3.2 OMA-DM A H

7}. Core
Syncsa
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2% 412 OMA-DM A Engine S troloj 1

Funambol Framework®] Engine i ° 2 Management Operatione <

& FA=se] A tg FdL tolo] et

t}. Protocol

SyncInitialization | | ManagementInitialization | | ManagementActions | | ClientModifications | | ClientCompletion

19 4.13 OMA-DM A ¥ Protocol €& to]oj1d
Funambol Framework®] Protocol -2 2 SyncML WA A& A5k

Aelstr] 9 ZrEF YL oo agolt
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44 B-A AN 2" 4

441 A ANE" AEE golo] a9

dadel= oluAE A&t AT A 1¥ 4162 Ho|ET

GUl DM _Client Target_Upgrade_Manager Dynamic_Updater | ‘ Firmware_Updater

[ [
| 1. upgrade_start() |

|
" 2. device_managerent_init()

‘3. dm_start_session()
|
I

4. do_upgrade(package_url)

6. firmware_register(y

I I I

I I I I
| I I I
| I I I
| i I I
| I I I
| [ | [
| I I I
| i I I
| I > I I
‘ ‘ | 5. dynup_register() _;! |
I I I I |
I I | | K|
| | I I il
| I I I I
| I I I I
| | I I |

39 416 A A& AJFEE golojad

T3 35S BY dade= GUIE F3 AF8Ate] J8e wHA
DM Clienti= OMA-DM E=2ZEZS AL83510] 4l W] dagol= =
Al URLE d&th da#el= #71% URLS o] &3te] el ¢ 1#
2t T4 dadel=g Fdsta 54 dadels S vpxd 3

Aol dalel=E Fds= sFOE o] Fofxit

RV )
Y

]

1=

(]

442 A A" ZH tho]o] 1
EbAl AlaElo] dagol=E 3e v vey g e s 2
k=3

wito] AH theloladl= FUMOY 3ol st3o] AAE stglew 1
417 2t
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Py

[Clean_URN

////’ Download_Failed
d'/
i

( Start_ldle

Update_Failed_No_Data |

-— Deownload_Complete

$ Replace;ngDaia *
N\

DL_DLY Failed

Downluad_and_LJ/p/dj! Download_Prograssing
i A
;’/ d
v

| Update_Successful_No_Data I

Download_Complete_for_DL_DLU

e Ready_To_Update ‘

T
/" Update

Update_Progressing

UPAF‘ﬁU_’. alled

~

/

P |
—UP—BLU Successiul

Clean_Up

__I'

Update_Failed_Have_Data

Clean_Up

Update_Successful_Have_Data

39 417 A Al&" GH tojojad

Zy Abejof digh AW % 467 )
¥ 46 A A" A" #
el A b A H
start/idle download progressing
Ao EE 7thE = A
ready to update
download Jemcs Aase A download complete
progressing download failed
download
ezt gy g ready to update
complete
ready to update JulolE #3S 7IveE AH update progressing

update

update failed have data

progressing update successful have data
update successful | FUCIES ATH oz 433 A

_ _ update successful no data
have data AHEEE HolHE obF ZHAa
update successful | JElP]ES AFH oz F83 A )

_ - o start/idle
no data AE-st dlolEl & A AH
download failed gz = A A start/idle

_75_




update failed AduolE A Fe] A& dolHE
B = update successful no data
have data ol#] 74 i &
update successful | fUlo]E A3 e .
} start/idle
no data A& diolE & A& AH

FUMO “JH AE= taat 2o 7adsidth. 2 e mE ojdlEd

et v Ee AEH = o] Foxith

struct fumo_state_machine fumo_state_tablelNUM_STATEIINUM_INPUT] =

{ * State INIT */
{ DOWNLOAD_PRGRESSING,  download_progressing_handler },
{ READY_TO_UPDATE, ready_to_update_handler},
{ INIT, nop_handler },
{ INIT, nop_handler },
{ INIT, nop_handler },

{ /% State DOWNLOAD_FAILED */
DOWNLOAD_FAILED, nop_handler },
DOWNLOAD_FAILED, nop_handler},
DOWNLOAD_FAILED, nop_handler },
INIT, init_handler },
DOWNLOAD_FAILED, nop_handler },

{ * State DOWNLOAD_PRGRESSING */
DOWNLOAD_PRGRESSING,  nop_handler },
DOWNLOAD_PRGRESSING,  nop_handler},
DOWNLOAD_PRGRESSING,  nop_handler },
DOWNLOAD_FAILED, download_failed_handler },
DOWNLOAD_COMPLETE, download_complete_handler },

{ * State DOWNLOAD_COMPLETE =/
DOWNLOAD_COMPLETE,  nop_handler },
DOWNLOAD_COMPLETE,  nop_handler},
DOWNLOAD_COMPLETE,  nop_handler },
DOWNLOAD_COMPLETE,  nop_handler },
READY_TO_UPDATE, ready_to_update_handler },

{ /# State READY_TO_UPDATE =/

READY_TO_UPDATE, nop_handler },

INIT, init_handler},

UPDATE_PROGRESSING, update_progressing_handler },
READY_TO_UPDATE, nop_handler },
READY_TO_UPDATE, nop_handler },

{ * State UPDATE_PROGRESSING */
{ UPDATE_PROGRESSING, nop_handler },
{ UPDATE_PROGRESSING, nop_handler},
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{ UPDATE_PROGRESSING, nop_handler },
{ UPDATE_FAILED_HAVE_DATA, update_failed_have_data_handler },
{ UPDATE_SUCCESSFUL_HAVE_DATA, update_successful_have_data_handler },

{ = State UPDATE_FAILED_HAVE_DATA */
{ UPDATE_FAILED_HAVE_DATA, nop_handler },
{ UPDATE_FAILED_HAVE_DATA, nop_handler},
{ UPDATE_FAILED_HAVE_DATA, nop_handler },
{ UPDATE_FAILED_NO_DATA, update_failed_no_data_handler },
{ UPDATE_FAILED_HAVE_DATA, nop_handler },

{ /% State UPDATE_FAILED_NO_DATA =/
UPDATE_FAILED_NO_DATA, nop_handler },
UPDATE_FAILED_NO_DATA, nop_handler},
UPDATE_FAILED_NO_DATA, nop_handler },
INIT, init_handler },
UPDATE_FAILED_NO_DATA, nop_handler },

{ # State UPDATE_SUCCESSFUL_HAVE_DATA #/
UPDATE_SUCCESSFUL_HAVE_DATA, nop_handler },
UPDATE_SUCCESSFUL_HAVE_DATA, nop_handler},
UPDATE_SUCCESSFUL_HAVE_DATA, nop_handler },
UPDATE_SUCCESSFUL_HAVE_DATA, nop_handler },
UPDATE_SUCCESSFUL_NO_DATA, update_successful_no_data_handler },

{ = State UPDATE_SUCCESSFUL_NO_DATA =/
UPDATE_SUCCESSFUL_NO_DATA, nop_handler },
UPDATE_SUCCESSFUL_NO_DATA, nop_handler},
UPDATE_SUCCESSFUL_NO_DATA, nop_handler },
UPDATE_SUCCESSFUL_NO_DATA, nop_handler },

INIT, init_handler },

A 5ES Toa o] TAALH ofMEd ha At vl Hoe
HEHE TE5HaL S A E HASE ZEo|t}

wait_event(&event);

/% 1. Generate Input (Event) */

input = event.type;

/% 2: Do action */
fumo_state_table[fumo_state][input].action(event.data);

/x 3. Set Next State */

fumo_state = fumo_state_table[fumo_statel[input].next_state;
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Al Al =" gl A AH 9] GTK LibraryE AMg3ste] +3 stglom UL
= dadels 3 MEY Jadel= AyPut= & &t

7}. File Diagram

“File

File®
“Llle callback

interface

# upgrade_progressbar GtkProgressB. ..

& create_main_window():void & on_upgrade_button_press_event():void

___:b “Filed
support

& lookup_widget():void

& add_pixmap_directory(:void

& find_pixmap_file(:void

& create_pixmap():void

& create_pixbuf():void

@ glade_set_atk_action_description():void

interface.c

GTK #tolB e gl & AM&ste] =% 94 AAstE 3
callback.c

HEE GTK o|HE ] wi dse s et 34
support.c

GTKeIA F714%1 7ls& A% 8 el digh st

444 DM Eo|dE

DM Client+~ OMA-DM 12 % Z=ZEZZ AMEste] g adel= AH
2R SAS g sy dA vl dad fdadol= 71
URLE dojo+= 9& gt

2 =wodA F+d¥ DM Cliente 19 4189 & Fx=2 FdHAT

e
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SyncML C Reference Toolkit Library (http://sourceforge.net/projects/

syncml-ctoolkit) ol A A& %= 7] 5|t}

Device Management Client

2\

[ DM ][ DM }[ DM ][ DM ][ DM ]
(_Handler J)|__Tree J{_Device || Transport J|_Security )
Common API SyncML API
/ \ SyncML Core
: 2
HTTP Transport SyncML SyncML
Handler Workspace Workspace
\ .
Linux Platform Librar
_/ . y /

e

19 4.18 DM ZFo|dE F%

7}. File Diagram

«File>
dm <File> d‘n:’l::
dm_session et
e I
- - 1
P
< ——— e — — -
i - £ IR ~ et
TS o e VAR ) L g -
dm_node B 7 [ % N >~ F
o 7 «res | R S =y
B T /  dmauth | \ N e
& - / ! % ~
pe N o ~4
<File> = T \ <File> <File>
m il ¥ /.‘ f \ dm_transport dm_command
\ \
\\ £ J \
>/' | \
AN \L A
<File LFiles
dm_device dm_handler LFile®
dm_rnessage
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dm_auth.c

MD5% ol 83| tast/ Bas sh 75 Ua 3
dm_builder.c

SyncML ¥IAIA & AAste 7150l dg 5t
dm_command.c

SyncML ®#ol& #elstes 75l tgh 7
dm_device.c

9o ARE #ests 7wl g 3
dm_error.c

AHmAIAE BElst= 5ol Wi 3
dm_handler.c

SyncML #IA1#] 9] 7} W&#& E438te] Aelates 7wl tg 9
dm_message.c

oA HAAE e 7]
dm_node.c

wuvle] ARE wEz Belas vl U@ e
dm_session.c

AE BARE #Yste Vel A 44
dm_transport.c

M el Ad, WAl A AFe] 7wl e 3

e

%

olr

o W st

e

dm_tree.c

S Aot 93 weg welds] 9@ Edo da 5
dm_uri.c

Aol AR g pelshs Jsel hd 5

dm_util.c

DM #d @5l te el
dm_verify.c
AW BE e dAA7 DM el REAE Felsh A da el

4.45 Hol 48 HE
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AHEAE GefolA NOR =@+ vixels A4 H2shr] s 2529
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woolm Aoty A ke ghlol tig dE e Hehe AR |
Bfpelo] obd A= wAd A oluAE Wobd AEshs Hyer
A3k
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A Hgw o4 B g At #AZ Bl Jado=g
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Ju
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«File® =
linux_otaff s
e mtd_nor
i delta_file:int
H delta_size:int
B copy_pos:int & safe_read():void
= package:struct upgrade_package s % = safe_write():void
- Emtd_nor_open():void
S linux_open_update_package():void Emtd_nor_read():void
& linux_close_update_package():void Emtd_nor_write():void
& linux_install_update_package_data(... Eget_mtd_nor_block_size():void
W linux_store_update_package_data()... @ mtd_nor_block_read():void
= t’frmware_registerﬁimid \ Emtd_nor_block_write(): void
& Ii.nux_put_upd.ate_pal:kage_da‘tao:v. s \ 7~
Elinux get available space():void \ 11
= JFile)
inplace

Einplace_update():void

linux_otaff.c
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AhlolE gaslel= #1908 Baol Ug s
mtd_nor.c

2% 2 mdE AHgekel nor Wxele] 9 7] Aelets] A% Gl e v
inplace.c

inplace 2EE H&38t7] g ol g I

e

4.46 24 Jadgolt dE HE

54 doadel=e] WeE Hges] AN BH gadels A
e AY vue 992

AEATE B2 g e ol
adeleE Fd Sk odd 54 dadels WE 48 54 o

doj= AAA drget 17 399k 2ol s

7. 3 thelo g
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; “File>
<File> CFila pr

dynup_ioct! d le_operations dynup_ioctl_core

& dynup_register(:.. [

ice():voi & dynup_file_operations_init(;:void |~ Sdynup_ioctl_core(:void
uss_decsnald & dynup_file_operations_cleanup():void > & dynup_ioctl_individual():vaid

& dynup_file_operations_open():void & dynup_ioctl_register():void

& dynup_file_operations_iocti(): void &S dynup_ioctl_register_information(...
7 Y

il <File>
EFile® dynup_core
dynup_module

B dynup_do_dynamic_upgrade()void

S dynup_register_module()void

S dynup_analyze_upgrade_module():void
& dynup_relocation_list_append():void

S dynup_func_list_append():void

B dynup_init(:void
& dynup_cleanup():void

File® ¢ — —
dynup_functions
i
“File®
& dynup_register_functions():void n irection
S dynup_insert_trap_code():void e
& dynup_function_code_safe_point():void M dynup_redirection_hook:struct undef_hook
g :yn up___raloc a‘E n_ﬁ_.| ncholns%:vcld & dynup_arm_redirection_function():void
ynup_insert_functions():voi Edynup_arm_redirection_init():void

e

A s -
EFile® dynup zzl%;}goint
version_tabl \

i le:
B dynup_version_table:dynup_versi B dynup_check_stack()void

& dynup_version_table_cleanup():void & dynup_on_each_task(:void

= dynup_version_table_entry_new()... & dynup_check_task():void

S dynup_version_table_entry_delet... S dynup_check_address_for_conflict():void
S dynup_function_unique_crmp():void S dynup_valid_stack_ptr():void

dynup_ioctl.c

FrA FgelA Addgoer WSletr] g 34
dynup_file_operations.c

frAel ae] wel Addels] Fysts ASeol g A
dynup_ioctl_core.c

49 doctle] At wrel TEFE WEH vt v
dynup_module.c

g wE 2B 278kst F msd] BE 5
dynup_core.c

T4 dadel =8 Fdste - 48 sk 7Y
dynup_function.c

g 2= G9E 54 Jadel=s Fdsy] 9% 7y
dynup_redirection.c

T HA FellA A WA Fer B8] g E] dEY 1Y

o




dynup_version_table.c

A4l HolEol et )
dynup_safe_point.c

52 dago]l=9] safe pointE 93 Y

4.4.7 BA A" API

otaff_get_dl_prompt_text

Synop | #include “otaff.h”

sis char * otaff_get_dl_prompt_text(const char *name)
Descri N
S geme el gl MAAE Fete d4
ption
Argu
name : FUMO update #17]# ©]|&
ments
R | 2 g w4
Value

otaff get dl_prompt counter

Synops | #include “otaff.h”
is unsigned char otaff get dl prompt counter(const char *name);
D -
S Abg A A AT GeRES NS AT
ption
Argum 5 - =
name : FUMO update 3]7]%] o]&
ents
Return
U225 AIZF 0~255 oz A4
Value
otaff_get_dl_prompt_timeout
Synop | #include “otaff.h”
sis unsigned int otaff_get_dl_prompt_timeout(const char * name);
Descri _ } o N
. 2= A Aks etk Hd A 238td R E A9
ption
Argu
name : FUMO update #}7]#] ©]&
ments
Return geme Ho Al
Value

otaff_get_update_type

Synop | #include “otaff.h”
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sis unsigned char otaff_get_update_type(const char *name);

delolE WS At
Descri Mandatory 0x01
ption Optional 0x02
NoPrompt 0x03

Argu
8 name : FUMO update #7]# o] &
ments
Return AolE 5
Value

otaff init download _client

Synops | #include “otaff.h”

is int  otaff init download client(const char *name, const char *url);
Descri
. tezs 275k AA dulolE 7| AE v e
ption
Argum | name : #|7]A] °|&F
ents url : 71H] FA4
ROWI ] g ) 0 a9 A 0 wek e gk wa
Value
otaff_get dl_status_code
Synops | #include “otaff.h”
is unsigned int otaff get dl status code(const char *name);
Pt | g mgme geE waa,
ption
Argum
£ name : 3j7]4] o]
ents
Return
Val YJHlolE H,. OMA FUMO 3ol sl3dst= el 3
alue

otaff_init update client

Synops | #include “otaff.h”

is int  otaff init update client(const char *name);
D -

S quelEE g 271skE SR
ption
Argum

& name : H7|A °|F
ents
Return _

dE A0 Ad Al 0 B A2 gk Rk

Value

otaff get update_status_code

Synops | #include “otaff.h”
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is double  otaff get update status code(const char *name);
PECH | g qreol= gelE Qe
ption
Argum

¢ name : 37|14 o] &
ents
Return

Aol E el

Value

otaff_open_update_package

Synop | #include “otaff.h”
sis int  otaff open update package(const char *name, unsigned int length);

Descri Aol ES A L&3l7] 98 278 = 48]

ption

Argu | name : #7]A o] &
ments | length : ¥|7]#] Afo]=

Return

A A0 A Al 0 B} Fe gL owE
Value

otaff close update_package

Synop | #include “otaff.h”

sis void  otaff close update package(const char *name);

Descri _ _

. Aol E 28-S vzl F wxy siAe vke] S dh
ption
Argu
E% | hame : 714 o &

ments

Return °
WA

Value

otaff put update package data
#include “otaff.h”

Synop | . . . .
int otaff put update package data(const char *name, void *data, unsigned int offset,

sis
unsigned int length);

Deseri | o gloj =2 4 g sk},

ption

name : | 7]X] o]&
Argu | data : F7]=] Ho]H
ments | offset : 483 Flash W2 2|42l 3)7]%] ¢
length : F{71A] Ao]

Return
Value

N

B
&

10 A5 Al 0 B} =& gh whgk
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otaff get available space

Synop | #include “otaff.h”

sis unsigned int otaff get available space(const char  *name);
Descri _
AT AFFNE W
ption
Argu
EU 1 name : 717 o]
ments
Return -
e 3 Aol =
Value

45 43 3 F7}
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¥ 4.7 do_fork &+ 4 2=

long do_fork(unsigned long clone_flags,
unsigned long stack_start,
struct pt_regs *regs,
unsigned long stack_size,
int __user #*parent_tidptr,
int __user *child_tidptr)

struct task_struct *p;
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int trace = 0;
long pid = alloc_pidmap();

if (pid < 0)
return ~EAGAIN;
if (unlikely(current->ptrace)) {
trace = fork_traceflag (clone_flags);
if (trace)
clone_flags |= CLONE_PTRACE;

p = copy_process(clone_flags, stack_start, regs, stack_size, parent_tidptr, child_tidptr, pid);
/%

* Do this prior waking up the new thread - the thread pointer

* might get invalid after that point, if the thread exits quickly.

#/

if (IS_ERR(p)) {

struct completion vfork;

if (clone_flags & CLONE_VFORK) {
p—>vfork_done = &vfork;

init_completion(&vfork);

if ((p~—>ptrace & PT_PTRACED) || (clone_flags & CLONE_STOPPED)) {
/%
* We'll start up with an immediate SIGSTOP.
x/
sigaddset(&p->pending.signal, SIGSTOP);
set_tsk_thread_flag(p, TIF_SIGPENDING);

if (!(clone_flags & CLONE_STOPPED))
wake_up_new_task(p, clone_flags);
else
p—>state = TASK_STOPPED;

if (unlikely (trace)) {
current—>ptrace_message = pid;
ptrace_notify ((trace << &) | SIGTRAP);

if (clone_flags & CLONE_VFORK) {
wait_for_completion(&vfork);
if (unlikely (current->ptrace & PT_TRACE_VFORK_DONE))
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ptrace_notify ((PTRACE_EVENT_VFORK_DONE << 8) | SIGTRAP);
}
) else {
free_pidmap(pid);
pid = PTR_ERR(p);

printk("do_fork update\n”);
static_function_bQ);

return pid;

8 §E HaEARY] 95te] E 489 2 mSE

do_fork oA TEHEE FAsATH

¥ 48 dadgol= FU ==

static void static_function_c()
{

printk(”static fork c\n”);
}

static void static_function_b()

{
printk("b()\n");
static_function_c();
printk("static fork b\n");

}

g 529 static < vfat_mkdir S E 499 o] F

¥ 4.9 static &5 FH Z=

static int vfat_mkdir(struct inode *dir, struct dentry *dentry, int mode)
{

struct super_block *sb = dir->i_sb;

struct inode *inode;

struct fat_slot_info sinfo;

struct timespec ts;

int err, cluster;

lock_kernel();
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ts = CURRENT_TIME_SEC;
cluster = fat_alloc_new_dir(dir, &ts);
if (cluster < 0) {
err = cluster;
goto out;
}
err = vfat_add_entry(dir, &dentry->d_name, 1, cluster, &ts, &sinfo);
if (err)
goto out_free;
dir->i_version++;

dir->i_nlink++;

inode = fat_build_inode(sh, sinfo.de, sinfo.i_pos);
brelse(sinfo.bh);
if (IS_ERR(inode)) {
err = PTR_ERR(inode);
/* the directory was completed, just return a error */
goto out;
}
inode—>i_version++;
inode->i_nlink = 2;
inode->i_mtime = inode->i_atime = inode->i_ctime = ts;

/* timestamp is already written, so mark_inode_dirty() is unneeded. */

dentry->d_time = dentry->d_parent->d_inode—>i_version;

d_instantiate(dentry, inode);

unlock_kernel();

printk("vfat_update function\n”);

return 0;

out_free:

fat_free_clusters(dir, cluster);
out:

unlock_kernel();

return err;

HAEZS &) H gk}
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7}. OMA-DM A¥ A A

a9 4208 gadel= A AAel W@ agolth ¥ =¥ =
el Alsgle MAn A TARA ggrons WA 44 swo] glo

e aelel =g sdles AW ol

(= DMA Device Management Server - Windows Internet Explarer

@.\--' = | & http'//localhost:B060/dmdemo/

b | R
OHE) E@E) 2NN ARG =D =®8(H
Gougle 8+ viauig- g | 2 MO | BT - WA [0l my .| P @ - @aaa.
W 4 | g OMA Dayice Management Server | fr- B ® - EORE - GERO- T
- OMA DM SERVER &
e - Dynamic Software Upgrade -
:ﬁl.!

Add Now Desice - Logh - LogOut

Device Id: tjrudals

Select the management operation

| k]
5100 P
‘/.
Device Id | Session Id Operation State | Stant time | End time  View log
iudals | 1229676576265 | Update firmware | Pending B m]
Capyright {C) 2008 Sevencore
N 2 SIECRE #1005 -

139 420 OMA-DM A ¥ A=A

. B dadel= 43

Aagoel= Age 19 4213 e AvtEE FFxH =9 GUIE E39

1

ARl gaElelE 4u MES Bt FASES sdn gadels

T HEs FEU fJade=s #3
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o dadelEs grE
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receive data @ <xml wersion="1.0" encoding="UTF-5"7>
<SymcHLx
< SvyrcHdr:
LWerDTDx1. 1</ VerDTI
<WerProtoxDM/Ll. 1< /VerFrotax
<HessionIDs=1L SessionIDs
<MagIle3< /Maglle
<Target:
<LocURIxtjrudal s</LocURI:
</Targets
<Eource>
LLoclRIFhttp: /7192, 168, 0. 13: 8080/ funanhol fdn?51id=W0JTANTex YEaMOLTEYM Ik 2Nz cx 0TQ20D< / LocTRIz:
</3ourcex
<ResplURI=http: //localhost: 3080/ funanbol /du?s1id=T0JANTcx Y2MOLTEYyMjk2Nzcx 0TQ200< /RespURI-
</ SyncHdr>
<HyncBodys
<Status>
< CmdTD-1< /Cnd T
<MzgRefs> 3/ MagRel>
LCmdRe £x0L/ CndRe £
< Cnd=SyncHdr< /Cud>
<TargetRef>http: //192,165.0.13: 5050/ funawbol /dn7sid=M0TANTcx Y ZMOLTEYM 1k 2Nz cx OTQ 20D /Targe tRe >
<HourceRef>tirudals</Jourcelef>
LDatax200<L/Tratax
< /fotatus>
<Feplace>
L CmdID>2</ Cud Il
<Itens
<Targets>
<LoclURI>, /DevDetail /FuV< /LocURI>
</Target>
<Metas
<Format xmlns='syncml:weting '>chr</Formats
<Type xuwlnz='syncul:metinf'>rext/plain/Types
< /Metar
<Datasl.1 1.1</Datas
</Ttems
</Replace>
<Replace>
LCmAID 3/ Cnd I
<Items
<Target:>
LLocURIx. /FubPkg/Sevencore /FXAZT0/DoimloadindTpdace fFEgURLL fLocTRI:
</Targetx
“Metas
<Format xmlns='syncnl:netinf'>chr</Format:>
o 3 i : ( \
:?‘f{};igmlns syncnl:inetint '>text/plain /Typer | Upgrade Package URL
<Data>http:,-’,-’192.168.D.lB:BDBD,-’dynup<,-’Data}-|—"—_=__-— .

s
T

</Replace>
<Final></Finalx
</ SyncBodys

1Y 4.22 OMA-DM E 1 WA X

Bl w2e dradel= w7]xe] URLS 7143 wget BH o2 g
ek 29 4232 fadels #7]1A 9] URLE Sste]l fadol= 7]
t}
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receive data @ <?xml wersion="1.0" encoding="UTF-§"7>
<HyncMLs

<SyncHdr>

“WerDTD>1. 1</ VerDTD>

“VerProtoxDM/1. 1</VerProto>

<RBessionll=1</5es51onIl>

<MagIl-=4< Mgl

<Target>

<LocURI=tjrudal=s</LocURI>

</Target>

<fource>

<LocURIXhttp: /192, 168.0.13: 8080/ funanbol /dn *8id=M0JTANTcLYZMOLTE ¥ Mk 2N2cx 0TQZ0D< / LocURI
</Source>

«RespURIxhttp: //localhost: 8080/ funanbol fdw ?s1d=W0JANTcx¥ZMOLTEYM kN zox0T) 20D /RespURI>
</8yncHdr>

“<iyncBody>

«itatusx

<CndID>1</CudIDs>

«<MsgRef>4< /MagRet>

“CmdRef>0</CudPet>

<Cnd>3yncHdre< /Cud>

<TargetRef>http: //192.168.0,13:28080/funanbol /dn?s1d=W0JANToxYEMOLTEY Mk 2Nzox0TQ20D< /Targe tRe >
<ZourceRef>tijrudals</SourceRet>

<Datar200</Data>

</8tatus>

<Exec»

<CmdID»2</CudID>

<Items

<Target>

<LocURI>. /FuPkg/Sevencore/PXaz70/Dommloadindipdated /LocURI>
</Target>

</Itews /

</Exec> Upgrade Package

<Final»</Final> Download

</8yncBody>

</8ynctL> = .
/

Commanid ID : 1, Message Ref.ID : 4, Commend Ref,ID : 0, Command : SymcHdr __f’r,/
dovmload_progressing_handlex [
wget http: //192,168,0.13: 8080/ dynup /dynup. pky
Connecting to 192,.168.0.13[192.1668.0.13]:8080
[dvrup . pka TEE | rrEETEERassareERerAAS | 1324 KB 00:04 ETA

a9 423 adels H9A ez 2

2. dadgel= Ay

dadel= M= dadel= IPS viAH Fddr Gz ¢4
W a9 424= B A fdadels 3 94E AHE BoEn

— Eazl —



/= OMA Device Management Server - Windows Internet Explorer [';;@[E

&' - & ntoi//ocaiosteey/amdams

L (b b

ORHE) MIE BV BHENA EMD ESWH)
Gougle| 8~ v FM - de- (2 BOIE- - Ay & - 2o -
W G | @8 OM# Device Management Server 28 o - s HOAKE) - 8 =540) - >

- OMA DM SERVER ﬂ

e - Dynamic Software Upgrade -

L
- e

Add Now Device - Logn - LogOut

Device ld: tjrudals

Select the management operation: | Get device details |+

Add to operation list

| agol= sH etz |
—
7 ~
e
Device 1d Session Id Operation State Start time £~ End time

e ——

View log

tjmudals | 1229676839203 | Update firmware | Completed | 12-19-2008 17:59.55 | 12-19-2006 18:00:28 ﬁ|

Copyright (C) 2008 Sevencore

EE ) 2§ =08 H100% -

a9 424 o= AW 3 45 AH

. dadol= A& 34

Bl gule] gadel= AE&S sto] gEm2o s WHoE AEstY
do_fork() $t7F Aoz Jadel=s FIdHJ=A s 2
H 425+ fdadel= 8 A Is WEool g & wWA A o]l 1F
426= dadel= 3 5 Is "WEolo d <& wAA ot} do_fork()
koA &3 "do_fork update” WA A& FriE 3
"static fork c¢”, "b()", "static fork b"e] HWA|X|7} HGH oz A= FHS

= T At

~ # cd /

/ # ls

bin etc minicom.log proc 3y¥s var
boot hone mnt root tup

dev lib opt shin usc

/#

a9 4.25 dadeols 3 A 1s F2& WAA
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~ # cd f

fo# 1s

do_fork update
static fork c

b}

static fork b

bin etc minicom.log proc 3¥3 war
boot hone mrt root tmp

dew libk opt zhin usr

io#

3% 4.26 do_fork §adolE 3 F Is & AR

19 4278 static F5Q1 viat_mkdir() el ik fadlel= Z& v
AlAlelth viat_mkdir() g7 £EH7] fl@l SDIF=E vREESH]
mkdir & E A& o™ “vfat_update function” "IA|A| 7} A2 o

2 299s As & 5 Utk

S # mount -t vfat Jdev/mmchlk0 Jfmnt/card/s
do_fork update

static fork c

bi)

static fork b

4 # cd funtfcard/
smntscard # nkdir upgrade
do_fork update

static fork c

bl

static fork b

wiat_update function
fmntfocard #

a9 4.27 vfat_mkdir g2 olE F3 F
<& mAR

45.3 37}t

rir
-+
r U
i
>

do_fork() <o} vfat_mkdir() < o] Qo= B =Fof A
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¥ 410 AE Awx 43 A =

00000000 <vfat_mkdir>:
0: ela0c00d  mov ip, sp
4 €92ddff0 stmdb sp!, {r4, 15, 16, 17, 18, 19, sl, fp, ip, Ir, pc}
8: e24chb004  sub fp, ip, #4 ; Ox4
c: e24dd02c  sub sp, sp, #44 ; 0x2c
2c: ela05000  mov rb, r0
30: e5907094  1dr 7, [r0, #148]
34: ebfffffe bl 34 <vfat_mkdir+0x34>
38: €2504000  subs r4, 10, #0 ; 0x0
3ct b1a08004  movlt r8, 14
58: e58da000  str s, [spl
5¢: e58d9004  str 19, [sp, #4]
60: ebfffffe bl 60 <vfat mkdir+0x60>
64: 2508000  subs r8, 10, #0 ; 0x0
68: 1a000042  bne 178 <.text.vfat_mkdir+0x178>
fc: e59f0020  1dr r0, [pc, #32]; 124 <.text.vfat_mkdir+0x124>
100: ebfffffe bl 100 <vfat_mkdir+0x100>
104: €1a00008  mov r0, r8
108: e24bd028  sub sp, fp, #40 ; 0x28
10c: e89daff0 ldmia sp, {r4, 15, 16, 17, 8, r9, sl, fp, sp, pc}
110: el1a00005  mov r0, r5
114: ela01004  mov rl, rd
118: ebfffffe bl 118 <vfat_mkdir+0x118>
1lc: ea00003f b 220 <.text.vfat_mkdir+0x220>
120: 00000000 andeq r0, r0, r0
124: 00000078 andeq r0, r0, r8, ror r0

5 WEAA AEHE rodatad ol 7
=

printf("Hello orld”)7} printf("Hello World”)
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World"2gh= Aol et A& ARE d&

o =
4% rodata = "Hello World“ #AE2 & A& P 53 FHo
AANZ 5 Feas Holl = BAE F4AE AE AWAE 3 33
U3 4112 g @8] fdadol=E fal eHAlel dEE dadel= o
g olu| A& YEpATH

¥ 4.11 rodata 71 & Fad ol g5 olu A

0: mov ip, sp
4: stmdb sp!, {r4, 15, 16, 7, r8, 19, sl, fp, ip, Ir, pc}
g me 8 sub fp, ip, #4 ; Ox4
c sub sp, sp, #44 ; 0x2c
2c: mov 5, #34
Eas
Y oo &
SRR " 00000000 “Hello World"
Zx 3=
rodata

46.4 &8A AN 2¥ g =2 redirection handler 5%

redirection handler:= #5229 register_undef hookS AR&3te] 74

S 23] AFES 3t} 3 4.12% redirection handler®] A Aot}

¥ 4.12 redirection handler 22 I &=

#define DYNUP_REDIRECTION_INST Oxe7ffdefe

static struct undef_hook dynup_redirection_hook = {
Anstr_mask = Oxffffffff,
instr_val = DYNUP_REDIRECTION_INST,

fn = dynup_arm_redirection_function

b

static int dynup_arm_redirection_function(struct pt_regs *regs, unsigned int instr)

{
dynup_version_table_entry_t *table_entry;
table_entry = dynup_version_table_find_entry(regs->ARM_pc);
regs—>ARM_pc = table_entry->trampoline_target_address;

return 0;
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}

int dynup_arm_redirection_init(void)
{
register_undef_hook(&dynup_redirection_hook);

return 0;

32
lo

struct undef_hook T+Z#| ZE = instr_valodl+ Oxe7ffdefe ZFS 2
22 Oxe7ffdefe g & o] o o st GRS E= fn o]

dynup_arm_redirection_functione %= 3= % 553t FZZo|th

[
=

465 Bl dadol= £F o} A
ol gadol=g #9 =% A $Y5 ofE ot BAIAL
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£ k=
Agioh AA fele] el = Aol A2l FEEHCAAM UHA He
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o

4
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Qe 54

stchar skl o OPUS$ KspliceZ A
T4 fdadel= Ae fls el
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TGAATY ofrR2 Bt FAZF g5 ) vH(Mikko Hypponen, 2006).
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ABSTRACT

Dynamic Software Upgrade for Embedded Systems

Kyung, Ju-Hyun
Major in Computer Engineering
Dept. of Computer Engineering
Graduate School

Hansung University

OS kernels and applications aiming of serving uninterrupted service
require frequent additions of functions, performance improvement, and
bug fixes. These kinds of systems currently need costs that result
from system-stop and reboot when being upgraded. In particular, it
seems not easy for OS kernels and applications for embedded systems
to be reinstalled. This dynamic upgrade for embedded systems is
dependent on platforms in lots of parts, unlike a personal computer.
The parts which are dependent on platforms need much time and
efforts for a porting to other platforms.

In this paper, to solve these problems, a framework of dynamic
upgrade, for an embedded system, is designed and prototype system is

implemented.
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