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Blockchain system for improving delivery efficiency and

protecting personal information using smart glasses
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Blockchain system for improving delivery efficiency and
protecting personal information using smart glasses
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3. Unmanned parcel dropbox

1. Masking some of the information

- Installation is required

- Can be combined to reveal original information

- Non-installed area cannot be protected

- Related information can be searched through online

2. Easily removable waybill

- Effective only when receiving the package immediately
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Personal information leakage by sight

Exposed to malicious security
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Smart glasses gets authorized

Accessible to all QR code information
by smart contract

Register smart glasses
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Select privacy level b e L s
Customer orders a good Default, Medium, High(recommended) Intormation gets sent to delivery company
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Verifies and records the request
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Delilnfo[waybillNumber].password){
nameQOut = Delilnfo[waybillNumber].customerName;

addressOut = DelilnfolwaybillNumber].customerAddress;

nameOut = "Not Authorized”;

addressOut = Delilnfo[waybillNumber].customerAddress;
addressOut = "Not Authorized”;

nameOut = Delilnfo[waybillNumber].customerName;

if(customerPassword

if(registeredSmartGlasses[msg.sender]==true){
else{

Input: uint256 waybillNumber, uint256 customerPassword

Algorithm1
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DEPLOY & RUN TRANSACTIONS
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DEPLOY & RUN TRANSACTIONS
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waybillNumber: 0001

Name: Hong
Address: Seoul

Password: 1234

i

1ring

L7 13 custosrmms FOUL " Mng” X
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decoded out put

~ |Merchandise registered |
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reglsterMerchandise

Hlo

A gloltt. QR

o the

g

>

npA e GAZ QR Z o HAX HJH X3 &

fie)
o

=0 ¥ 2}

L=
[€)

19 2ol Zebt

3|

Abg-o] =T

Nlo
T

B!

—_
file)

o

0
o

2utE ZEk~o FA4E 0xAbSE

AE A=

g el

9]

oF
A

i
W

<
o

i

)

®

el

_30_



w by 3] _E Li ;O._ —
5|8 8 0 _ —
m .r.m g RO oo ®ORO M U7|l X WM ofp
518° 8,38 o o B F o oo
glE|mp|sEaS 3 O o RO
5|20 22.8 %||° o X0 o %P P o ~ J
=] [ z = mm S io =r —_— 0 E#E o0
g|sg wmwm E N ok m I o M o v of
< & |k Hl = = =3 T m.w Co 1n_u1 <
A Eg g p R
Pl o R I TR LY
fli gl W R, R oo
| op oW F L 4 F ® =
£ i ! xX R
: i 3 ‘Mﬂ Onu OE ﬂAro o EE q 0 HL
; | T z Ao T = oo KR
- | BT R M T
£i8 ° g iy . ~0 ur or 3
TR EEN I HTWmﬂﬂrwrx%%og
R <] Wom o = 55 Ao ol = T B¢
“ w0l TP E g dE
;a o E Moo Iy um a &
uooT e N o
| ; A oo ® o o oy B T il
i Fowm Do 2 LI
. 1 1 - X Hl — ~ EM i
& T S I B BTV alil T o ~ | R AT %o
m - " » .Ot X —_ ) m}
i , BB g ol e
o BRI ED B o,
g B g o) O# o< O_l ﬁo io
— zfﬂdﬂm%mﬂﬂﬁo of
s TETEFETLaL
. agﬂaﬂz%@%%
z e — T °f m ol oy W of o
& oy T = el S o
@ o & r O_Lﬁ%o%gul%l@qﬂm
EE — Ml AT = 1X_| w o o
® ok o Rt P ooy s
T & oo o m byl
- X 7E ﬂﬂ ‘m_mv i

- 31 -



LR PR )

@
%
&
14

Q @ @ Home  DefiverySystem.sol

DEPLOY & RUN TRANSACTIONS B
function QRCodeinfoRequest(uintlse » uint256
= i if(registercdSaartGlassesn:
nameOut « DeldInfo[uaybiilltivsber | .custoneriiame;
addrezaout = DeliInfolwaybilluumber] customeraddress;
H N g
Jelse{
i#(customerpassword-+ DeliInfo[uaybilltiumber].password)(
mecut - Oedilnfs[uaybilltsber ). custemertiane
addressout - DeliInfo[uaybillhumber ] . custoneraddress;
ALLE Jelsed
Lirb nameOut = "Hot Authorizs
addressOut = “Not Autharized™;
0 wer §
)
i H
function registerSmortGlass(oddress ) public returns(string wemory){
52
55+ H{msg 2 == owner){
s
57 regisversdsnartGlasses addessslnput]=true;
58
OR L B
skt Ao
¥ e 0 Q  Search with transaction hash ar address
Transactions recorded @ v

Deployed Cantracts

LOY & RUN TRANSACTIONS

3000000

erySysten -

[ [—

Transactions recorded @

Deployed Contracts

m ki lesoriiia

QRCodelnfoRequest

broviser/Deliverys %

teanzact ion cost 30235 aas (Cost enly applies when called by & controet)

execut ion cost 8515 9ax (Tost only sopl ez when called by-s contrsct)

iew returns{string semary

, string m

Request from customer

wabillNumber: 0001

password : 1234

waybillNumber: 0001
Name: Hong
Address: Seoul
Password: 1234

from: OxdD8

hash °
Input Dbob, . 0042 D
decoded input 1 “oimtiS6 wavti | Mumber - | “hex” TN 1, “wintZS6 customerPossword” ®
decoded output 170" “string: mameQut Hong“. “1°: “siring mcdressdut Smoul” | ©
fron xR 701 AIDICATOOFZBOTH 442388210281 7352138
L3 >~ =]0] o =] [e) O A =z 5 O %
EE THUCENHY Y AE 3] 8%

Deliverysstemsct

function QACodelnfoRequest{ul

L#{registeragsaartGiassesn:

true){

nasedut + Delilnfolwaybillihmber], custonariiane;

agdressOut + DeliInfo[waydillusser].customerAddrass;

Lf(custemerpassuard=s DeLilnfa(waybiliNumber ). possword){
De2iInfolnsydi liumeer] custor
- DeliInfoluays:

egisterSmartilass(asdress ) retumns(string mesery)(

(g sender -« ouner)

57 regiitereosaartalasicsloddresslngut]=t

return “Smartg:

trassastion oast

ot ion coat 558 Sun (Goht 301y a ) bem what el (0 5, & 2SI

RSTRs0 O

) pusite visw rewu

4 string mesory

wabillNumber: 0001
password : 9999(?7)

il i<y Y Request from malicious attacker

waybillNumber: 0001
Name: Not Authorized
Address: Not Authorized

from: Ox787

otelq FARRREY 25 A
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ABSTRACT

Blockchain system for improving delivery efficiency and
protecting personal information using smart glasses

Choi, Seung—Joo

Major in IT Convergence Engineering
Dept. of IT Convergence Engineering
The Graduate School

Hansung University

The importance of protecting personal information is getting more
attention than ever. However, the courier system has not yet been able to
keep up with this movement. The delivery box has a waybill with
sensitive personal information about the recipient, such as name, phone
number, and address, so anyone can easily steal personal information. In
order to solve this problem, this paper proposes to deal with the contents
of the waybill with QR code rather than text that any person with a
normal eyesight can read. In addition, in order to prevent indiscriminate
access to the QR code containing the information of the waybill, access
to the information is limited to only the recipient and the smart glasses
of the carrier which would be registered in advance in the blockchain
network of the delivery system. In addition, in order to prevent personal

information leaking from the malicious workers of the courier company
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or the carrier with the access to the QR code information using the
registered smart glasses, we also propose to record every access of the
waybill information in the blockchain. Finally, in order to increase the
efficiency of courier transportation, we propose to apply AR technology
using the smart glasses. Lastly, we compare the difference between the

existing courier system with the proposed one.

[Keyword] Privacy, Blockchain, Smart Glasses, QR Code, AR
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