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ABSTRACT

A Study on the Priority of the Smart Factory for the
Improvement of Security Level of Small and Medium
Enterprises
-Focusing on Small and Medium Manufacturing Businesses
with Level 2 or Low Level of Construction—

Park, Sang Bok

Major in Smart Convergence Consulting

Dept. of Smart Convergence Consulting

Graduate School of Knowledge Service

& Consulting

Hansung University

The changes in life brought about by the development of various
technologies around the world are coming in very convenient, efficient
and diverse forms.,Among them, the development of automation and
digital technology in the traditional manufacturing sector and the
promotion of smart factories, which are actively engaged in convergence
with ICT, are becoming active.,In particular, the era of the Fourth
Industrial Revolution, in which the traditional boundaries between
academic disciplines are broken down and technology convergence

drastically changes the economic system and social structure, is
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accelerating.,Smart manufacturing is a paradigm shift in the era of the
Fourth Industrial Revolution that aims to promote strategic innovation of
manufacturing through the convergence of human, technology and
information. It is a technology that aims to improve productivity more
innovatively by integrating ICT and manufacturing technology.,In addition,
smart factories are based on the structure in which facilities, equipment
and processes operated in manufacturing sites are more intelligent and
connected to networks through the convergence of technologies.,And it
can be defined as a concept to create a factory that can be optimized for
production operation by sharing and utilizing production data and
information generated from each facility and equipment in real time.,It
also refers to an intelligent ICT convergence manufacturing system that
continues to operate collaboratively between factories.

However, there are positive and negative effects on the
development of such systems. In the smart factory, the system
through ICT convergence 1is Intelligent as a positive effect, but
negatively, cyber threats are increasing and actual damage cases are
continuously occurring., Therefore, unlike the past, individual machines,
equipment and systems were being expanded as they were connected
to the network.,Accordingly, it is required to respond to security
problems when connecting new systems and existing systems.

In this study, the following methodology was applied to approach
security problems that may arise when building a smart factory from
a wide perspective., The study demonstrated the problems of the
existing research and the method of deriving, the appropriateness of
the solution, and the expert questionnaires of the empirical
subjects., The criteria for the empirical study are the research that
defines the security factor items to be considered first when building

small and medium—sized manufacturing companies with level 2 or less
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among the scale of building smart factories.

And by analyzing the current status of small and medium—sized
manufacturing companies under Level 2 of Smart Factory
Construction, the priority items for security that can be considered
more realistically in building smart factories were presented. It was
meaningful as a researcher that it suggested a more efficient and
effective system operation method by allowing the selection of
security elements suitable for each company's competence among the
priority items.

In addition, the research method was conducted through the survey
statistical proof. In the process, the survey of experts on smart
factories and the empirical analysis of the report on the level of
smart factories for companies actually operated were reviewed and
the final results were derived and reflected.

Through the conclusion of priority security items, we will give
practical application and operational effectiveness to security in
building smart factories based on SMEs under level 2., The purpose of
this study 1s to derive the practical priorities and to provide
psychological stability by suggesting the conclusions through expert
demonstration.

And through the suggestion of the conclusion drawn, I would like
to suggest a standard that will be a new standard for the
development direction in the construction of a smart factory of small
and medium—sized manufacturing companies that are currently

somewhat flat.

[key words] Security, priority security items, smart factory security
considerations, ICT convergence smart factory security
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