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v 9, IT AA"E JE Z2A|A0 Z]ojke] wef EAJste] grlsiar
747l el 2Rt
15+ 9 2tHA| s 34| 3 45HA)
: ZAAA — AR /| ITA2
AR o g,kﬂ}i A Eﬂiﬂ}i 24 ﬂil]ﬂéi

e A ]
arefstoiof s, WHREAl Yeehx] ¢f2 f4E HjAStelof gttt

st mEle] digh gel(Validation) A stal, AlEdlolA
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wolrt Aotmi AA| ARl ol Uehis mdute] 2od 8 FsHow
dnhp GARIIE UehliE Amelth mdo] AHEE ko7 A
At wlgol kst 29 Stelo] ojelgoR Qg ox WAl FHsAol
Srkstng ABdolde] Bae] s A4 AE 47 Aokt
ngo] Bye me Aol Anz mdo] Foxl Bag $j8) A4 Axw
Z53] AUy Aots] BAY 4 9l A2 Uehith oo w8
AL Hadol vgH Atew BAoEs Fxsis Hokg A
9 5 QuE mustelol stk (1Y -4k oAl md FEL 9
TS EASs o] Lerit,

/=

ﬂl

:

o g e o

et

oA nd Y

ol
[tw-; I B2 IE}M lﬁw ]
[@ g @ @]
ﬁ

AR A 225 3 ofs) L 24 52

(2 2-4) oA BEAL g neAY
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&

ABHol AL (I7 2-5)9F Zo| Al WAe] A Az T8

/‘}3]-1-" }\] T Validation }\]%Eﬂd‘ E:I
+917 EL
Al&dolA

/ Verification

zd o

v

(O™ 2-5) LurEQl Algeold Hg12)

2. A1 md o4t mYe
=

Aole FAL A

(State)o] HZ}E o]
mdglof gk Pjojt. o]iFA
(Event)o] ¥HAte oJmlahs, 7|4 (Entity) Q] Ayl 142101 Abd Afo]o A

A AR, wEbA, R ARl TSR] = ARbERtlE

™Y
>,
i
£
s
20
=
>
o
Bul
lo
rE
_&1915
rir
>,
Y

12) Pascal Cantot, Dominique Luzeaux, 'Simulation and Modeling of Systems of Systems; ,
John Wiley & Sons, 2011
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AlZF A%

AlgE#e) A AR 2 HE
A1k 34 1o A7l ut
iy oh Ak A

[t=r+ A} A}ﬁﬁﬁ%gﬂ:
- AR B
Fe] A A ) Az A& U9

Ageol4
AZk A4 ¢

<
T8

AlgHelA

F8

AIZE718E Al g dlel 4 o]itAr AlEd el

O™ 2-6) AZ7IHE Algeo]dat ol4tAbd Algdold B!y

Atolw] FAol it oA AlEdelde A5k fside Badt 712
4= o230 2o
A w14, 27 4EHs2 gEHS(Random Variable)E Aok EHS
873717F H 85

= B, AlEFelde WY 4 U=E AlEEold AlRte] HFE ofof qit.
Al JA, Apde] el ofs AYEEF AFde] &A7F Aol ot
v A, dubael Bl AlEEold Al g2 AlEEeld TR 230

[¢)

13) Zheng Lu, FUnlocking the Power of OPNET Modeler; , Cambridge University Press,
2012, p7,p8
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3. 78 (Conceptual) 2

Mamdag2 AlEHold el Nl gAgA Fas AHolnz s
TSt oF gttt HdmEe AlEdold R JHE TACA AA A}
AE ol F7t A AEER AEHold W I FAQL] Pt
AlEd ol Azt melsy a3z Yetle Sl JRo| Hgelot.
e AA), P9, AT,

2

A8 wES] 9T sHL
=)
=
A

AlEdlold 87 AAl BEdE o] Y g4cER JdRde
AlEdgloldel aFAte Aes] Hrgstes dE ook oty RE T
QARG e AAAY e ndY E 3] Aot HEEE
TFAH R Hrgstojoptt 2F AlEdold Ed

Qo AgRde] A g2 (Od 2-1D3 2.

F
Ld =4 2. 8FAGE 9 3, 7]ukA] 4]
7 A2 718k 2| A 74 5=
L

K ko
B>
i
o)
ek

4, /jgnd
A

" 2-7 NEEd AT GA

4, TZA|A (Process) 2ET



o] gas] A" dF3 29 FE 7 @A E= 9o
T2A|AS] AHIE HARSHL Z2AA THo A4S BAE Zet Z2AA
ndg oA g A —r°“OPLZ} St HH, 4FE &ot= FA,

JFo 8 Al7Ie A, 59 FAYHE olsf & 4 Ut
=3 =
g81 ZEAA1 fojélz ZZA~2 fo‘ﬂ%%
(O 2-8) Z2AA o] Ay A
T2AA BEe (3 2-3]3 Zo] mEEgo] Ao weh opeket S
ZHA =Ha, AelEiEe shelEiEE Uiro] H 4 Qlth ZEAlA REES
AeleiEe]l mEALof et A olA AlRFste] St GA 2 A23}stod]
7ot
(3 2-3] Z2AA Bd g8 25
I (level) T2AIA vy
mdly] AoflA HE Ay} 4 flote] BEly
EE 249 Z2AIA el tigk AR TRAAE AT 7]5H
oA gt Z2A A
42 F9 TRAA oA 2] Z2AA YollA AEHE 5 ES EE
T8 TRAIAE PP SR HE EE-S
g3 ot TEAIA
AAstHA B8
ol #Y 715 98 = do] T,
A4 | SE(Activiey) Foell Siah eyt 5w
o E= ol gaas A
EEN) B} A1 (Task) o 55 d4eor] fIet Foke] 4RO
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A3E 7E Aeid 34 2EY #F A+

AA A B7 ool HAStL AAH WHos UY U RS AUske
S ABEol Ao AEAL Hokel 84, sk B §F Zolele] A
o A% A 2 Jle ATE Fo) BA S A B Y ARl
melo] JpEEIgict. Aol Aolu] Bl ther Y Aol PE Aol
Ze] BAY L FET H Holol J&

mdl e offgol: &Skl iR Afe
Atz QIR Atol] HeEOl Fga/do] Frsto] wIzhh FFH-ZoA AtolH
TA0] Hdg gl Algdolde] Higt A7 Ede] JFE Sk

AtolH g2 Hdlgo] figt vzt FE 9 Stedis 4T A7 1¥
Hvt. diRE2 ARgAel Y glel AEHer  AYEe A4
(Constructive) Al&d|o]doz Ato]H FA0| diet AREAQl o|siE Akt
Aol Aotz AMgE EH9] SRS wet gE 4 ok B, fiFEe]
melSo] AAl dojub= AN wEste] 1 miEpmE e AtolH FA
ZeAAE A5 olH7] HiZel Altael &<l (Validation) BHe AlE-bet.

7} Kuhl®] Ato]® FZ Rdg]l4)

Kuhl2 RTI(Rochester Institute of Technology)ollAl 7H&sH Arg A4
AlggolAd =Q1 ARENAE &3t AfolH 324 Alado]ld Rds AljlsHit.
AtolH FA4-L2 mdl Yof|A AREAL QIEHo]AE Foll AR o= HWAYSEAL,
AAE XML(eXtensible Markup Language) Y- 53lo] A AFIc
oA o] Ato]H AL FAHQD Aol FA %EHQ} UES T4 &4

ERE Ztet AlEH o] DoS(Denial of Service) A3 T2 thefet
Atold 34 FH % ZE HFH H“E‘ﬂ(Backdoor) AAE ALt
Aol AL FF TR HRH & dte FSs] fldl AlelH AR

14) Michael E. Kuhl, TCyber attack modeling and simulation for network security
analysis; , 2007 Winter Simulation Conference, 2007
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oed BAL Amste B Tt BEAE Aols B0l Fejel
ZRBA ope Aol FARS TS, 71TY L J1] Bele] Fitste
5AE EFste] HEHOZ Aol¥ FA HPL
e

= A4 AlEdgelA
AEAZE ASE UEZE FASHL, AlolH 54 JH|, 34 =1
AR, JUAFAAA-ADS: Intrusion Detection System) AA9] S ~F5H0=7

Aelste] Atold] ZAL AlFstAL, A4E XML mde old] zAEHo

02:11%‘ =
AAGE Algdold Adte HEYIFolA HAR AtelH 34 2AES}
IDS KAl 9 o BA7}7}

@ A1 AAEE BAd0 Zest AdHo|x]
=% YEY 722 RS A48T 4 QRS

(19 2-9%E Kuhl®] AtolH] 374 mdao] 748 et

v o] o A T
LA H] &2 212] 39 2 Aol HFA T}
Stage | Typical Action Soamm T
0 Recon, Footprinting
1 Intrusion User Y
2 Escalation Service Choose Atacker
3 Intrusion Root
4 Goal Denial of Service
5 Recon. Enumeration
6 Intrusion User
&3 ry v
7 Escalation Service
8 Intrusion Root
9 Goal Pilfering I
Mew Targats NO
Attacker?.
YCo
A
= M«E«wm\r
o = ernal
IR TR R
ves
p— R o bl
: Determine ,’ Determine /
I A Vonerasilkies I /,r Vulnerabilties |
{ ) { =
| A 1 2 1/ |
Run Explaits | un Exg
Machir Machir
m:;i,";m da | o o o
| (Stage ) (Stagent, 2 )| /| Suses) ‘ o8
4 | _I‘ 4 ¥
| Achieve Gaal /" \ | Achieve Gosl /)
| | (or Secondary | o~ I {or Secondary | o
Goal)p Goal)
‘ {Sragn ) (Stagn 8 I =
| P P | | N ey
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1) RINSELS

RINSE(Real-Time Immersive Network Simulation Environment)+
lllinois oot Aol osf 7Hdd 475 (Live) Algdloldor di+fio]
ZHAQ ARgAe] 95 W El= o9 LAN(Local Area Network) o2
o]Fo YR WAN(Wide Area Network)= Z|¢sl7] £Igt ZHo=z
M=, Algelolee Ed4ox g HAFHANA A=dold d5
A7vok= LAN #2|21e] o] 99 ARgAE zhe Had vEYZz 4
Hot. AREAE AlEEleld kol ofste] HAY
217 fElste HEHZS] ol oFE A
AHEARE B4, o], HEYR e =7 9 2] wejo] #et ¥¥e WeEAY
Algdeld ZtmE dFTH ol Al

Sursle g2 Ajo]u %aﬂoﬂ et £t wge] 9le

m:ln
\I
lo,
_]Ol'
o>
Mo
Hir
Mo
|m
)
JE
tlo

vy

iSSFNet Network Simulator

BB

Data Server  Simulator
Database
Manager

RINSE backup instance

(1¥ 2-10) RINSE o}7|€4]

15) Michael Liljenstam, TRINSE: the Real-time Immersive Network Simulation
Environment for Network Security Exercises; ,The 19th Workshop on Principles of
Advanced and Distributed Simulation, 2005
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t}) Cohen?®] +16)

Cohen> AtolH] AR} Wrojzpo] 7|&2 Fatt AlEdold ntetu|e =
ggoto] ot 34 Aug & Algdold shaltt. Cohen® RHEofA 4]
Ue Aiks AtolH FAM Axtof| tigh AlEdold He ARte=m 37 79
1 =, 94 9] 34 7 2 e 140 7He] Ho] WS dlolEH|o]As)sted
oF 15,00071219] Zg-& A|Stsiaict. HQ1x} Axt Ato]o] Z|AR|ZHS o]-8-6to]
e o s Atold FAC tigt AlEdolAdS AlEshe Aol Stk

AHEE AlZE Aol A sto] Atolw] FARRer wholzpo] HlE-E
grtete] AlEH ol ATte] oulE &k (OF 2-11)2 Cohen] AfolH]

(17 2-11) Apolw] BAT} wole] 919l A} mel

16) Fred Cohen [Simulating Cyber Attacks, Defences and Consequences; , Sandia
National Laboratories, 1999
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o) AHEATEYOIS FEY Aols] B m

A HEYD, B, Z=EZ 3 ofEFAlold 242 flsl odRt 48
AT EHoJ(COTS: Commercial off-the—shelf)7} 7HEF= At QualNet
OPNET T &2 A8§AZE7l AlFste HEHR 7l&dt AR

AEo] A S AtolH &4 AlEdolde adpael =47 2 4 Ut

o
we ool

%
Aolw AL duleln £ L wAANE s 9T Aol

1A Gk Aol A7
g A A=A @AY Bt

e

7hH SIMTEX (Simulator Training Exercise Network)

SIMTEXE bl= 0] Ed& F2oz goftt AFH HES
Algeoldstz] ffste] R Z|HtA| Aot AlEdelHE 1] Fwto] 37
el S IR sk, 448 AEdeIE Al
|E9)2E A4Sk ABOIAT el BES AFat] e Aol
ez 29 & 5 A sl

R

:_

_&
L
e o

A

1} CAAJED (Cyber and Air Joint Effects Demonstration)1?)

SIMTEX7} #HitH HE/A @ldolA 549 7|2 dHa Aladeld
Shetd, CAAJEDE AF$] @lde] BHolA Ateld] 3A0] AR Astof mA|&=
| THE = CAAJED+= QIZF of QIZF QI of ARH &
AFE 7He] YA EElolE A/ttt Afol =
sHo® WS kAl e8A| o +For AHAYPHT AfolH F
LﬂEerﬂ AMH| 2o FFS FH, FAIY(Wargame) 8= 3714,

SAM(Surface-to—Air Missile), #lolg 2 7|H 57 5 THAH A

)
ok
I

->|i£‘=

17) Raphael S. Mudge TCYBER AND AIR JOINT EFFECTS DEMONSTRATION
(CAAJED) , ,USA DTIC, 2007
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Nse HBABSAL ASATIEE AAGTE QAN RS AfolH]
Aol ofa) B4, vlEAst B makEwolq Fl5o] AshHt. Agole

AEAE AbolH BAS E 8 TAE U 4 gl Aol

Aol olgt Age FH VEY % 9 4

WMol AtHoz AR, YA Aolw A a4S WY

% gl HlA o7t glnt,

CAAJED A28 ol7|dAE (1 2-12>9} 2t

lfOl

o
>
>,
ot
2L

> AN ofy

effects

Cyber Interface Kinetic Interface

events events

(1% 2-12) CAAJED o}7|€lA]

th) Cyber Storm I, II, III ¥ IV

Cyber Storm I, 1, Il ¥ V& b= =& QtHRE
20061, 20084, 2010\ E 2012de] Z¥zb =)= ol Algdold ol
Cyber Storm2 1009°] ¥+ 4, +AF 4 7§l"i—
AlEglol A AtolH oHIE] tigt =A1A oiM], t-g, 24 2 57 wAYSS
stz Al AAEUAS. AapHor, Al —.% s
W ZAHez g 24 7|3 gto] Atold FAE diH|cte] xS 4
I=2le] tigt o]sjE A&ttt Cyber StormellA] AA)
g FAAR Rdy WHES AEA= AN AlEdeld AnE
AE Aol FA 9] muket A AR AtelH el tit =A1A wIZE, A
7137t 0] of-g ol thgh A7t o] Folx oA ofmZt qlt.

i)
>~

rtd

O
)
r [*]
>
o
I
o
Y
=

NEHEE‘:?

o
qr *

- 22 -



A3 Aol 3F 9% Wk 29 44

293y

ot

A14

1. 2d 7 A=}

29 A Aol sl chk wiEe] A durdel ndy
A AR [E 3-100] AND 71E9 Agdold Bl @xje] ot 2ol

mds g Aat

oA J. Banks et al. Law et al. Imagine That Inc.
1 A A A AE 2 A A A Y

) =2 2 A Z=AE Az 2 A BE 71

A% 3 e

3 md 7iget N 2l A7 2d 24 9 HAE
4 glofe 43 el gloly 8=

5 nel el Aol A eatdd el Aoy

6 s s A=

7 gl Ad A gl

8 el AA A A A 24

9 AR AR 9 A SAA 24 A A%

10 F71 A9y A} o4 &A1t

11 hg o e AR ARE 18
12 T

18) Magnus Felde, "Analyzing Security Decisions with Discrete Event Simulation ,Gjovik

University, 2010
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e UHES AA AzdHd disi daA sk wA A™(Problem
Formulation) SYAZHFE AlZotH, Z47to] dAl= 42 /‘33—?5 peia e
A4 245 GAY "7HA] oEdAlelA odTA R el Bd HF F
e HAE A 71E9 AlEdeld rdy dxe gk dFE xSt
2 AFolMe e i H HRle <" 3-DA Zo] A,

_I

£

ol

=

' N
1|d g 2. QR FAYSH ; 3. 7]5k=] 2]
7HeE A1=; 715k 24 74 = r

N J

5E2E 4. MEE2

7t | A7) i

19 3-1> B9 AE 8%

IBAL BAE AEstn FYdc 12 Axgl e BAE shersta
AT Azde] et aTAGS AHS] 8 A4 Axgel dE 24
EL QR A Hopl gt WIS Aot ndol HF A8 Folsto]
R Axd PAAGE AEetn HF A9 AR SRS 9% A
43 NEe e

2UAE AA A2 ARE SHHD AT Z, 2d=d] Bag AAg
A¥, GEas R @A Asd Aol o ARE SASEL ALge] 2
FAH ¢4 Randomness) S Tekstol FAH g Wi Ay s
RIS A5y S8 sehuEE oS,

3L RS st 2T AdRdel 242 Axge] thojo] 13
EL mEAAE Agdeld ZzId dolz Tdstel AFEY AW
Fsdt 29 At

4L 29 Bl 9 AEaT ARl Bdo] JrFtE S
oIty glote] Leld BAM B Awpel WANAGe] ANE
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6 Bele] e BHgHE
Hheto] EAstste] AgAS



2. Aol Ayl

AlgElold AluE|les 2E AAY 7o) He Zle BAIME AAdska
e 7ol @ PARYS AAshs 24 dids A4sked Batt 71Ea 40l
AEEeld AdEles RdYe] g Aoety adHor ZHY
Nes FA R AME o] 7Hsstes A/dstojof qttt,

B AR (1" 3-2¢F o] B FR AYE 9l 9EEA] AXof sh=
o] o|HE wpgolrt. AWl BRAwRA|Al= F2T2EAR = A (Find),
8Fol(Fix), & (Track), Z&(Target), W (Engage) X H7HAssess) -2 #XIct,

N

Commanders’ Targeting Guidance

+Intelligence feed (e.g., ISR collection)
+ Detect (emerging target detection)

e (u::ul * Focus sensors
assessmel
* Locate
* Report results sy
* Make re-attack
recommendation laJv.:l.luTlT. time

« Prioritize ISR

* Maintain track

+ Order engagement + Maintain ID
(and transmit order) + Update time

= Confirm ID requirements met - g available

* Monitor and manage -
engagement

+ Attack target

+ Determine available resources + Deconflict

« Develop options to achieve desired effect(s) * Assess risk
* Weaponeer + Select method
- Satisfy target restrictions + Decide (final approval)

(O™ 3-2) MM IFEA(TST) &4 B4 9A19)

SRl 4, 25, vl 9 gt 6 GAE ©Al AH(Sensors) ol Al
Els C2: Command and Control) A|A"e] AZstal
213 F5A AAH A= o] EQlstal F7tsto] EFAA| A (Shooters)ol

Aesie] BAsle HHo B 4 gtk

—
P

19) Edward H.S. Lo, et al. TImproving the Kill Chain for Prosecution of Time Sensitive
Targets; ,InTechOpen, 2010
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Zol Autalsln Desiet HAesAA

FEA(TST) A& A7 CAISR AAES
A og Auees

B oERddE (1Y 3-27
(Kill Chain& S8 Ag4 7]
FAHFE IT A2ES oz sH= Aol
Aot mdY ARG D THE B 452 AFsta.

_____
-
-

. Il, -
\i - b —
(2) A=A o
: &
-
EFA AT |
B T=30+

H Lo
LS T L

2
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rE
=
N
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£
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=
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>,
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ox
ko
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o] Tpge sl mele s,
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EHASAAIKill Chain) M2 &t AR 452 IT A2 ot

o AHEol A Ao oEgth ARFAAAE FAS= 1T BE
H 3-4e} Zo| Bepd, eE, 290, YALH/OlA, ofEEAelA
Edelz #4450 At SAMEEE HEYT FAA ¥ehd,
sl fa2Held B olEE Aol MM HeEE

hoH 9 A90XE B
o sEuse] ofaf tieRe 2719 Edme fustel A1)

==

DA 2o AAFIE WAAZITE,

(Jf o - ﬁ-:l_ﬂﬁ,"i%"‘ Site First
- f Level Router
Wide o
Area Network Site First
“= g Level Switch
‘ Site Second
@ Level Router
.i__‘___-jl Site Second
Sy Level Switch
Firewall
Service
Local Area
L ‘ J Network
T
I S
- 4 !
Application _
Server Workstations

(18 3-4) BF 1T AA2" AL
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AfolH] B gt AUel Q= Musman®] =28 zslo] Afolw 2
Ao tigt WMEE [ 3-2]9t o] LRSI Afold] gAo@ <lgt o
A2l MElA S daiie AsAstet Froz pHsIgon AlA
glolgeof tistol= WX, 7y, A 9 B AMgog JLESIQIE Afo
Tl vy WL ol A& A7k BAze] ¢ld zho| ols AR},
[E 3-2] Ato]v] 24 wWo] m2 Jgho
TANE nRA|A TlHE 9 Aro] mA g
2] A &5 74 g5
A WD TEAA e 08 S Al e
A5} : o e Ame] EAw
e Hoyer} e
A47)7+ SoF maAAT}
AA77H Eob ARES AL
%5 FA4517) gha Aol By |
w7k AAE] eke e
ngA EXol meAlAol | HEy} wizwoe] Wi JHE
Wz AT /20 JFL F 4 | ARSI LA Ansg
97 WAH ARY ANE 59
5]e] o127} A]AHo]| olz
. 319] 7} A28l Qo] S0 ot ALl e
A7) Qo] 7S oz
o2 A A 0] 3]
o ngA AT BARS o5 o el Sle) Ba
Ao
nEAA AoA wE gl ) o
B ] ARol et v o] et
DEpALg Wet BsAel EkeAY, |
] P54 27}
717 e 2o Uy

20) Scott Musman "Computing the Impact of Cyber Attacks on Complex Missions ; ,USA,

MITRE, 2011
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3. 2dlg a4=x4

Ageeld Bh A old BA A4 Axdel da Beke Ay 29
2 meAs 2dYL A% 87T 4L R4S 5T B4 EL
do) Fad WPoR LAY £ AYs] BAAT A7 vl

Age 2. vtz mdl QARe YSiME wdee] ARAGe olslsta

A 717} vl arEste] el )l sdE ol AAlsteiof it

2 =0l 22 ES fAsl 2t AlEdeld Aol wE sy
(MOE) 24#¢+& vt 2t

A WA, A AR 2R 2gEE ARPY SEARNE Bd VlEeR
Ste Al AR AEE2 Erlvk

T WA, AlelH FA9] A& ATl WE FARRS] 4EES] Wohs ARy
Al J1A, AR AtoH 54 =
AR, FA S o7 sl A Aol IT Al2d 45
A A FE glo] 2F B4 WEe WEoF she 24 AR 2rilzy

ojgft AR it AWE TEshy] 9% 2O st = M&S
(Modeling and Simulation)®] AFFZete] A= (Id 3-52F £,

=
A2rag FARBY QYA T AAHY 585

L0
&,/ ATIN AN AL, AL 2AHA B9, FARA
o
Al ’

7 T2 A g
i el gabe \ APOH 27 Ofgt 2AA A AN =EA 2l
A BT =gk
A ag o]q101 B B
W/i% L]EEQ] fg% =H¢H, 2917, F5tH, Aolw] 2A
~ o x L= A A g
173{0% TtﬂolT ]—-@an E_Ei
S
3oi3 29
9 AL B A EA AT

(19 3-5) M&S Alstxet Bd a7Ae] sidE
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2e =S wed Atold FHo] FARPAd wAE T EAL
wdle QAR ohe}

- MY AR ZaAA A7) g e 9l

SN

- DA A2 JEAE AZte] e Ay &Y

- A" A 712l whE ZARP Y A el gt BrEe] A€

- AR A AARAI ] Bt gHEA At oRt A &9

- AolE HFo] wE AtelH 349 fE(Random) HAY

- AtolH A o] mhE AHAE Z2AA AR F7}

- Aol A o] mhE AR Z2AA i%al A8 A 4R Bt

- TN FAEY] T A2 ofER] T S8k H7F A

— Atolw] FZAo] ogt IT A2”e] 7% Z4a Bt A

- AtolH A A& Akl % FAR 4% B7F Ad

- Atolu] FA9] g ot IT AlAH9] 7% Wst AE ZAR AR
nAE 9T Bt

- AtolH] FAL] Gl o7t IT Al2d9] 7% Wslrp AA FARR A
o AE 9 Bt

- IT A2"e] 7 AR A Azte] Higt e84 42 9 23 &9

293y 974FS Y 74 249 TR [E 3-3)9 2ok

R nee QALY
- HZo]| W AtolH] ZAC] ¥4 gHe
am ap | TN 3AA A% AR
- 718 IT A2=e AR 2] A7H
- M JRe] maAA AR
> — AA IT A28 AR Az A7
=9 94 - AA ZARA T2 A A7
- AH A AT o= g7}
BA Q4| - IT A28 SRE B2
— AfolHEZA o5t FAFA AE ofH ©r}
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A2d 2d 53

1. UML (Unified Modeling Language)
UMLES =ZA] E&3} 7|72 OMG(Object Management Group)ollA Zi#]|
AFA 24 9 AA PHES St 1997dof BESit Rdy #ror

]
LTEY] AL gk AlZe], gAlst %LZ“ A 2 ZAske] et e
=

gt AR olsfe} oJAtATS
27 sfo] Bzbsh A AH]
UML 2.4.1% trolof 1 12

trolo] 17t ¥ 9] tholojagio= %—E—iw

Diagram
Structure Behavior
Diagram Diagram
Class Component Object Activity Use Case
Diagram Diagram Diagram Diagram Diagram
Profile Csol:?_.‘:;?j;:;e Deployment Package Interaction State Machine
Diagram Diagram Diagram Diagram Diagram Diagram
Interaction :
N Seguence Communication Ovenview Timing
Notation: UML Diagram Diagram Diagram
Diagram

(19 3-6) UML ttolo]1s§o] HF2D)

21) Norman Daoust, "UML Requirements Modeling For Business Analysis; , Technicals
Publications, 2012
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2. 4+1 29 (View Model)

Kruchtenof] &Jsff AIFH 4+1 REUU2 EH5 AJAR] digh of
(Architecture) S AEst7] sl SAlol oz ¥HloA A AlAdlS PRl
HHog }ro] EFSHE HHEo|th), 4+1 HRES L2 H(Stryctural
View), J9HBehavioral View), F&-F(Implementation View), JHEH
(Environment View) ¥ & 79| 7|F0°] H& Use Casef= /4
27te] Bi AR A8} LA W ey Bege} e o ol
ALY T oA A AHS A, AAEE BASHHE F4o wet
EA3F UML(Unified Modeling Language)™ 1= Q.

FEHE= 2 2A(Class)2F AA(Object)E x5t AARE A5k F2at

Tof it AeH/AE FFAoz2 o] AlAHo] FFE ARgAtl| AlFshof
& AHIAE BT FERRE UEile UML tolo] 182 e tholo] 15,
ZAA|(Object) tholo]1si W E{r X (Composite Structure) Tho|o]Z15Ho]
2] tholol1g& EStslr| & gict

N

EE

%9,
o
=2
rr &
N

al

tholoj 13- A2} (Sequence) tholol1#l, HA1(Communication) Tho]o] 13y,
Al (State)  tholoj1=,  EE(Activity) THolol1sl,  ArS2F&-(Interaction
Overview) tho]ojZ1s 9 A|ZH(Timing) thele]1g]o] Slt.

FRHE A A-C] m7]7] (Package), ABEAAE(Sub-System), Z#Aeto]Ha ]
(Class Library)E 2Z3%tol= ZEModule) E= HAZWE(Component)E
skl A|2E] HjzO] Ao ARRHT FRAFRE AAHY] dY E5
(Building Block)e ZFEA|otH ALl #lo]o|(Layer)E Te|ot=t] -85t}
MERE Yedl= UML tho]oj @2 HIZWUE tholoj 1y wj7]7]
thofo] 1ol Qlt.

——}

Uoll

22) Philippe Kruchten, TArchitectural Blueprints—The “4+1” View Model of Software
Architecture; ,JEEE, 1995
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AR A2do) stege] A9 $AL ndskit AXEgY] H4EEL
g Stgolo] gk B4, ol W MAE B 2YHRE sk

UML t}ojo] 18-S 8 Z(Deployment) Tholoj1ao] Qlr},

npz|gr o 2 Use Caseie= 7FY 593 #3224 H=E AAHIS] 75 2 P55
et Al2" o7 lE S TASteHs QES PAISste] AMgAte] St
AEe s mofstA gt} Use Caseie AlA®lo] oigh <Ryl A o
olsE AlFete] thE 47tx] Rl tigh Fxeot 7)5g HAst Adgatet
9-235}t} Use CaseH 2 EFSIE UML tholo]1@le Use Case Toloj1ao]
k. 4+1 Brdy 29 UML tholoj1#:lS AHgste] A AsHH
a9 3-7>3 Bt

22, AA 2
5572 Thelo] 17 |
(|71 2] tholof L)

N\ ‘<7

F25 AR

EEEEEE— ‘ .
(Structural View) (Implementation View)

kN H=l

de g
}o

Jz
e
4o dd
_Q ne
uﬂfz

Use Case 5

“Use Case
_ NIfelej 1
PR ) o B
(Behavioral View) | (Environment View)
Az}, T4, A,
45 4548 % oA olo] 12
X7 Tholo] 1

(138 3-7) 4+1 BErdyt 2191 UML t}o|o] 124
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A 3438 B2 ZTZX (Model Architecture)

+ UML(Unified Modeling Language) tholo]l13-& &85},
(19 3-8 Bd £ AAE T Aug e UML ¥AE Uehdt,

A @ (RO]=d]) |

[EE s
NS LA (wany
- &
) Wb *(2) A 3
bs A
){,‘jiﬂu‘! "alﬂl.:w ] LT R E L
o P S SES EER R e

Use Case Ehly = PN |
| oelelad | | tjolo] 1 .- tholo| 19 |

(19 3-8) md Fx A UML T4
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1. Use Case tjo]o] 13

At Aow AAHO FAS HiA|St A|AH] ZHAO] P9 B QR L9
Aszrgol THoA At [ 3-4]= AY AAE ot AU E
TA5H= Use Case @45 e

Use Case Q2494 TAZAS Higt FYPAE ZARALS 2351
AR, 95 A AIARI(C2 System), ®A[AF4HSensors) B EFARR4E
(Shooters) 0.2 &t} ZPAAMR T2 AR S] HS53 S flot
TAE B AR AERAE TR AT A8tk AANG 7

T G5E AU AT ARSAANAL FAAAT FHA 255
]

ArEle Yrmos g2 Bxd dg B/ e, 9@¥st 9 AP

P2 ARt FAALE GHBR g TA, 4T LT Z0] G2

EdgRs A4el, B 28 28 9 24 RS 1§95 AAdd Adep]

Jgt BYS AN, BHARLE ANEA ArEH FY we Hus

o BAAte B @ wA A4S Agclel B Bxel ny) ons
]

[E 3-4] AP AUl Qo] thah Use Case 84

Actor Use Case

A A AHZRE GA5H] At A=
i 0E AFE s
MR, 24 Ee Fdo] Fod FA
Commander e FA4ste B B 9P
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-
A5
AETE 25 guge ae9s vasn 294
=D | 98e ¥
C2 System
HAYY | wxsten g@wste nelstel epAA A
Gy | LA £91E A
A oy B "A A2Ee Fo) ARES
e2]6ta 32 7] (Tracker)o]] AHE HH
g =] =2 Z35l=
A Gis AF duEZe] ofFt w©A JRE EFstel
i G | ®A B0 o2 EdL AY
= gAg AHES Zeja ejoluelejel ulwsl]
Sensors ERE AP BFslo] ASEAC) AXR] A
+4 F2(Track) Ho] M2 5= (Priority) ]
wet 215) BA) Azage] Are A
&g A 93 HA BAAA@AR)E
Shgsty oEhz] (Counter—Measure) S 2%
A
e gA4AA R/ EADE AL B
AxE A
Shooters
s}
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AuE] oA el P Actor)= A Ee AlLHCH JiE F9e oE
Bt =HAAY FEHEo Utk JNE F{AeE Aol dit BAE
AP o] oA Use Case Holol1 ez yehlid <™ 3-9)<f 2ot

Military Operation ‘

Destruction

TAR At eo] i Use Case tololasle zrixleio] Alghy
%



Ay QoA FAFRFAS A Yshe 1T Alade dutsiste] Poiztet P95
UERE [E 3-5]9F g 1T A2dle FAske st=dlo] 9 2nElols
Use Case?| 7fHQ4= 4T FE Sl IT BEAA IT AHI2E 253t
TARE Adske BE 1T A28 e, 2k 89 2932 FA45e
HEYZ et o &g Aol AZEolE Adsty] 913t A Lgeold 9
ofZE Aol A= FAdE o] Qi

[ 3-5] IT A|AHlo] tgt Use Case 84

Actor Use Case
MARE T2t gm 9 23 Axe) 44, pe), 245

e |
lH F
rlr
)
A
flo
]
%
—
>
[>
utit}
HE
N,
mj)
tlo
=2
oK

IT Al

L
o,

A RS A, AR, A4 2 Ade 919
AHEEE RE StEO] E AXE o]

B
[H
|
2o
2

ARE o 10 PoE BE BAS @

it

e | P pes mgw saa wokl Agsl 9
i ol 1A% AHH
IT Sys Admin gx};}@g X]—?ﬂé]—lg A H]

£9)3]
YEYI el A IT A2ge Adshs 2

2h-¢-H HEYT 7ho] HAs EA ARE Adsho
IT Alago] RS AGs) F&= FA

)
=)
JE

UESIT el
Edmyt Agshs A
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IT AJ2dlo] tigh 9aket A flell it #AE Use Case tholojlfioz
LR <T1E 3-100 3 Z

IT Systems
% IT Service IT Systems Firewalls Data
IT Sys Admin :
Routers
I
f————= Switches

— |

Work A
Stations
I
I
|
_____ I

rlo
By
>

AL e A Yske EF 1T Al&H"o] digt Use Case tho]o] 13
AE7F e geE, AQAE e AGHFE AA ofEAolAd AH
F= HIAHo A AeEE B AIAE ARBARS] AZELo] HE P9E
UERHE Use Case 840 A4S BAIS vepdct

Use Case tholo]1lofA IT AARE FARMAS $53st7] s Zast
AP ARE A, 4, Ay 2 dEsh] Sl AR
ADEOlE ZIgh IT AlAFL

AR AApe] A4, FAS 9 s Adshe IT AH|A

q
o =
Hzoll IT A" 7Hgoie AR A5l Sa%t aa0lt

St
-

o
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TARRPAT IT A" AT PAl] gt 248 A9 ASFE2=E UEdH
(9 3-11>3 Zrt 7HE Use Case 24E FARE 71550l tiste] 9xt H=z
IEetE Foll 29 dAlE mi7x|elste] WAl AlAHef digt osiE Al
Skl o] HEUE gl A2 4A ek AWE FUIAAIC] WE FAREE A
ol 9lH A|AElo @Ol AT HaAAS o5t AFS Sol= [T A|AElo] AlZal=
IT AE]2o] ofEsto] 2Y%7] wizo] 2F AR S| dE3olfes IT AlAFo]
Alsste MM~ 71 B F8E A= wheps] At

Military Operation with IT Systems ‘

% Goal 7(17 m\ ;% IT Systems

Commander : < | Sensors Ia— IT Sys Admin

____________________________

% C2 System

C2 System

% Shooter | !
Shooters a

<1 3-11) IT AlA"HE 23HsE AR 9] Use Case Thelo]l

¢

>

flo nE o

IT Al2dls et AR Use Case tholojlfoz mIAH A
PAATO] Ao AN & F IRl IT A"l oFt #APYHE 9]
g A Al HA A 2 A8 A

N

i

s

g
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Atolw] ZAo] thgt Use Case 84 [E 3-6]7 Zo] Ued 4 9ith

[E 3-6] Aol FZA9] Higt Use Case 84

Actor

Use Case

Aolehg 27t

)

Cyber
Attacker

Aol

IT A2de] 2% HEst FAA] &42

Paleie B

Aoli<y

KAt

Degradation

1

Fabrication

=
N o. E N

o
o

Aol FANA ofme] 24 A BuI 45

o
-

>~
o

i

ol BAAF of IT A~de] A& ADL

A A~

glolg
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IT Al2ge) Aulssh Are] Aol
327, Aol¥] 34 2 9% e Use

A

Cyber Attacker

CYIJ& Degradation Service )-- —

Interruption

Fabrication

Interception
nauthoriz
Use

(18 3-12) AtolH A thgt Use Case tholo]l

AtolH] ZAAE= Use Case Tholo]aa o] ai9|xp7t =H, IT A|AHEY] tish
AtolH] FAL Foto] AP dite] JFE Tk AtolH FA9] Al
AtolH 324 GF2 IT Al&Ho] AlFshs AH|io] JFs Fol FAEE

el £xE AAAZIAY AP FTEE ZHcte] AR dFE F

et LA 9915 Aoty flste] AR ditt Wiz, THE
= AMEshs P92 F7L 5 AUt Use Case tho]o]Z1goll 4] Ar|A

AfolH FAL] tiifol He IT AAES o AlesHe 2e AP A
2 235k, HolHE FAR A "adt RE FAAHE 7t
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HrHon FAAA AUEes FAAE, IT Azd 9 Aoy 34

A ASer w7|Asste] B e 2 ARG, IT #e2|#)
A

AtolH Az diet 9 dL BAle O™ 3-13)3 Zo] Use Case

trolol o2 Liehd 4 glct.

1

ol
1]
=

Cyber Attack Impact on Military Operation

3

Commander

% IT Systems

IT Sys Admin

Cyber Attacker

(¥ 3-13) AtelH 349 Jd= ZAet Use Case tholo] 1l

At BE Aadle] Poirtet e 7o r FASte] RE o] Hiet

e AFA. Use Case tololddie md Apgae] waad a7
BYS TASHE AURD 719 BAS GYAstel, A A2F o] HAY
Be) WS olST & glovl, YW B a7 AGS oSt AgA
e Ageh] 97 1R AR A8 4 e,



2. ZAX}(Sequence) Tho]o] 1+
UML #a} dolo]af2 F2Q Bdy SAoA AA"He] T35
olgfst7] 9ol AAEo] DA H2AE St=AE HAA Al 2HS

ghFo] BojZi rholojLsolnt,

Military Operation )

Commander C2 Svstem Sensor Shooter -
1 1 1 I
|
|
|
I
|
|

|
StartOperation()

Detection()

|

| |
| [

| |

| —-_— s | Z :

| v Correlation()

I < i

: " Classitfication()
I =

|

|

Tracking()

|

l

|

— =T |
~ Validation() :
< ! :
|

|

|

|

"7~ ThreatAssessment()
&7 [ )
Confirmation()
{ i
"7~ Tasking()
= |
"~ Execution()
P

Destucion()
Assessment()

-

L T
| |
| |
| |

(1 3-14) A AU oo tigt A tholo] 1e)

AR Aldrei e wiet dab Holollse (O™ 3-14)9F Zo] A%
A Al"e 2edshe B4 @Al o9t Al Id®A AY RS
T35k JIE oMlEZ} AZte] SFf| met ofF| desgshe AE BT
A2F tolol sl AR W] Use Case troloj1flidte €2 Aeold 712
FAE MNEAS] THollA BAT
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IT A2d]o] Wi Z2Aie A JHO| S5l wat B34sh 13d
(A" 3-15+& LAN &AM delgzt A4 =i A5
e WAA =5 ot =4stet A2 tolojlgold,

IT Systems |

|lTSys Admin | Software l\ﬁ'orksalion Application Server | Switch l ‘ Router l Firewall | ‘ Data ‘
T T T T T T
| | | | :
StartService(} : : : I
| I :
-—— |
> GenerateBytes() : !
SendPacket() | : :
|
: I
I
|

~ = GenerateBytes()
SendPagket()

o > ProcessPacket()

§endPacket() | i

) e Prml‘cssl-‘ackl:t()
- 1

> Sct}fn'orit,v()
SdPacket() i

SendPakket() |

o ~> GenerateBytes()
- I

% |
> readPriority()
|
::) analyzePacket()
SendPacker() |

~= |
_ = ProcessPacket()

|
SendPacket() |
1

e 1
B > ProcessPacket()

= 1
= SetPriority()
- 1

SendPhcket()

ReceivePacket()
__ |
> ProcessPacket()
== |
=> SetPriority()
- [
I

ReceivePacket

- : > ProcessPacket()

| ReceivePacket() —::’ ReadPriority(

FinishService()

!

I
|
|
|
|
|
ak
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
1
|
|
|
|
| |

I

[

|

I

I

I

- . |
> GeneratePacket() 1
o h \
[

[

I

I

I

(L™ 3-15 1T Al2ge] it EA}F tho]o] 1t

IT AJ2gof gt 2} toloj sl A7 AHA AlERE AZEOlE F9

5 SasHel B oBalold A et Helee Aajsiht A4stel

WS BASD SF Asde] AR Adshs AL mAskit,
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Atold] FAS] fH WF= (Y 3-16)3 Zo] Folxl g it
gEHoz WP AR Ee 1T Al2do] g2 nioh

Cyber Attack I

lCVbd‘ Aracker || Degradation | | Interruption | | Modification |
T T T

[ntereeption | l Fabrication I

Unaurhoized Use H Data | I Service
I

T T T
i | | | | | | | |
artCyberattack 0l | | | | | | |
| | | | | | |
- ‘s";“"T“mm” : L+l.!_vl’mc.m() : : : !
T T T [ T T ’

| | I CyberattackImpact() | ! !

& } 1 I 1 1 A
| | | | | | | |
| StantCybedatack ) I | | | | | |
M 4 =1 | | | | | |
| = SclectTarget() | | | | I
| Le—- - | B | SuspendPropess( | | |

| t t T t t >

| I | | | |

| | | CyberawackImpact() | | |

LI+ t t t t f t t
| y | | | | | | |
| Stprt Cyberateack () | | | | | |
] | H T sl 1ll1ry<~x(1 I | ! |

o

: : L l.'l.ll‘l'*)&.'t?i.\i[) : ! :
| | T T |
" : : 1 tanmpu ) : : :
- | | | | | | |
| | . o i) | | | | | |
| | StanCybepattack() | | | | | |
M T T T : | | |
| | | = SelectTarvet0) | | |
| | | EflectDetonation() | |
| | | I t |
| | | | | | |
| | Cyperattacklmpacty) | | |
T T T T T T T 1
| | | | | | | | |
| | SjanCyberaciack () | | | | |

] |
: : : : \Iurll areet() | :
i | | | = “Effec ll)ctcxl() |
| | | | | |
: : (fy}\"lnl(m’klm[\n{{] : : :
T | | I | | I |
Jl_ : : S{Jnllylﬂjlm.]ckﬁ : : ! : :

S wa b
: : : : : " SelectTarge0 |
: : : : : IncreaseCyberattack() :
!

I I | I | | |
| | Cyberattacklmpact () | | |
t t t t 1 T |
T | | | | | | | |

O™ 3-16) AtelH FA0] diet A} tholo| 1

AfolH] B et @7} tholol 1 Aol FAAIL IT A2go] that
AolHl BAE Fatel Auze] dE ABAS W FHe zdstel 1A
mRAL A7 FMAE Axe 2ARRA dE Wx, 42 R ARl
ofste] AT ThE ¢lxE ARE AMAAT ofF ZAYHE HEAA
A BARA LAz GRS F AAE =AGste] ek,
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L B B .

S
T ARl T8 = 1

Cyber Attack Impact on Military Operation)

| Commander | | (2 Svstem

| Sensor I l Shooter | |i‘l‘ Svstems

(] [

T T T
I | | | I | I
StartOperation() Il | : : :
I —
i l){luilnn(‘ | ] | |
| ! "1 IT Systems I !
! I ! _ Process() | !
| | | | | | I
: : : : Cyber Auack o 0 :
rocess!
| | | | -
: : : : ! Process
| | | | Cyber Attack
: : : ! Process() ¥
| I | IT Systems ) | I
: ! Tracking() (Zyl\:r.-'\luckll.1|p:1(t(J 1 :
: h'uu;king(i : : :
: { : IT Systems l :
rocess()
| | | | | |
: { : : Cyber Attack
rocess(
I | | |
I | | | T Process(
I | | | L
I | | | Cyher Attack
! ! ! | Process(f————————
1 | I 1 1
| I | IT Systems |
: ‘ CyberAttackImpact() _L 1 :
| i Confirmgation() | | |
1 T ¥ onfirmation() | |
| o i | * |
I | | IT Systems |
| | | Process() |
I | | 1 L
| | | | Cyber Attack
1 I | | ———Wrocess()
| I [ I ! —
| | | | | Tcest
: : { : Cyber Amack
I | | | Process(f———1—
: : { | IT Systems I :
| | | CyberAttacklmpact() |
: : { ; Destucion() : T
R | Assessment() | T T » |
T T T | | |
] | | | I | I
— al o SFL. 11 Slal A=z
(™ 3-17) Aol 549 Jd= ZFT Hat ol 1
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Z 2 (Class) tholo|1H

AA 21 F(Object—oriented) 2] 7HEoNA A= AT AES F&5U=
A o] etoltt. Al FAAAE olslistal Asty] floff et FHUAAE
mdg o] Ao ooty Fgelotal wedlet Azt WY 7| Ee AEE
H5% xZ3ste= Jidelnh. SdA tolo|aflE AAAF WHES 7INteR

ZAolL} ARE JtAHOR BT
Use Case Troloj1#e] 7 =4t
S~ dolej 180 B

7k0] F9lolA] 2AREAL
Qs (1Y 3-18)7} 2k

{{C2 System»>
Validation

¢LC2 System) )
ThreatAssessment

—time : double
—target © string
~target_identification © string

- ——3~time : double

—target_reliablility ! int

- ———3-target_pd : double

Confirmation
~time : double

—target_order : int

+validateTarget()

+comparerack()

+checkPD()

(Sensors)) {{Sensors) > {{Sensors)) <<ls::::_:)|:;;>
AR Correlation Classification
Detection —time :
“tme  double —time : double J~time : double _:;":Lr do::_r:_]lc SeﬂSOIS
~tar, et. * strin, | 7| target : swing  [7/]-target : string 7 —r;r%:r ‘(: : ftrin
ﬂi & 'I- - i —track : string —target_class : string -t;rtcr-..[;r%u}itv A ?m
ctect L arget +correlateTarget() +classfyTargetQ +lrack'i:arget()'
1 1 1
1
* M .
.
{{C2 System))

C2 Systems

+orderEngage()
1
1
1
- *
{{Shootersy> {{Shooters)> (f)hh:)ol‘e[lrs»
Tasking | Execution i “*Z“‘T ]“’“ Shooters
—time : double [~ ~/]-time : double [-——7time = gpupte
. — —result : string
[taskShooter) +engageTarget) +receiveDetonation()
1 ' :

O™ 3-18) AR Alyz]eo it 2L tholo] i1
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AP AlgE] oo digt ZEs tholoj oA i AE|H L EF]
et 22, £4 9 engold A9 (& 3-7]3
[& 3-7] AuEle AR ik £43 @ m#o]A
AE| L EFY ZajA 24 (Attributes) S weo] A ek
. time: double _
Detection , detectTarget() BHAER '
target: String
time: double
Correlation target: string correlateTarget) | EZAE 34
track: string
time: double B
Sensors o _ =3 A g
Classification | target: string classfyTarget()
Hi
target_class: string
time: double
) target: string ZFX AH
Tracking . trackTarget() e
target_tag: string o 9 By
target_priority: int
time: double
target: strin: 2] JH
Validation & ‘ g ' validateTarget() " _0
target_identification: tiet Hr}
string
Threat time: double z-A
C2 System ~ | compareTarget() __r
Assessment target_reliability: int 51 A4
time: double A A Aol
o checkPD()
Confirmation | target_pd: double A =9
. orderEngage()
target_order: int X1
Tasking time: double taskShooter() EFAAA g
i ime: wWAAzL AJZ&F
Shooter Execution time: double engageTarget() WAER; A
, time: double ' . )
Destruction . receiveDetonation() | wHAE &<l
result: string
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IT Azge P45
tholol a3 oR HHs)

= N IT Aate] B4y Auls JERE 2
H (2™ 3-19)9F gt

1 * *
1 1
— dIT systems)) T
(UL spsmnei2 Router T sysems IT Systems
0 ~time : double —
~time : R ~time * doubl
—l[vl:;icld[‘::;zl‘?ly tint ~packet_priority * int -;:I:lier ::or?ty *int
Frecei eI’a ket ~process_capacity : double -process__capacity * double *
+£c:1 dll‘;acth(e) +receivePacket() FrecevePacket)
+readPriority() +sendPacket() +sendPacket()
. +setPriority() i .
+analyzePacket() +processPacket( +readPriority()
processmacket +processPacket()
I
{IT systems)) (dIT systems)) <<lg05f<2§2$>>
Work Station Application Server =
e d desicle i : doiible —u:lit;t l())‘tlte:' double
~packet_bytes : double —packet_bytes * double -packctﬁi 3+ siin
—packet_id : string —packet_id : string +P : E 1'( ()()g
+receivePacket() +receivePacket() +rCCZlI\)C ;”[(e)l()
+sendPacket() +sendPacket() SCHCHACKS
+generateBytes() +generateBytes() +generateBytes()()
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2 L EHY 2 24 (Attributes) Qxjlo] A g
receivePacket() AR
. time: double sendPacket() ozl Ag
Firewall o o
packet_priority: int | readPriority() DI EARRY S
analyzePacket() AN
time: double receivePacket() AR
packet_priority: int | sendPacket() ozl AL
Router ) .
process_capacity: setPriority() A9 A3
double | processPacket() AR
time: double receivePacket() AR
. packet_priority: int | sendPacket() w7l AL
Switch ) . o
process_capacity: readPriority() FAES] s
double | processPacket() AR Y
IT Systems
time: double receivePacket() AR
Workstation | packet_bytes: double | sendPacket() 7l A
packet_id: string generateBytes() Hfo|E Ay
o time: double receivePacket() AR
Application
S packet_bytes: double | sendPacket() w7l AL
erver
packet_id: string generateBytes() Hfo|E Ay
time: double receivePacket() ARG
Software packet_bytes: double | sendPacket() ozl A
packet_id: string generateBytes() Hio|E HHAY
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Cyber Attacker

—time : double
—cyber_attack_type : string
—target_id : string

+startCyberattack ()
+selectTarget()
AN
{{Cyber Attack>) {{Cyber Attack)> {{Cyber Attack)) .
Degradation Interruption Modification

—time : double
—cyber_attack_type : string
—target_id ® string

—time : double
—cyber_attack_type : string
—target_id ® string

—time : double
—cyber_attack_type : string a
—target_id  string

+delayProcess()
+selectTarget()

+suspendProcess()
+selectTarget()

+effectProcess()

+selectTarget()

1 1 3

{{Cyber Attack>> {{Cyber Attack>> {{Cyber Attack>)
Interception Fabrication Unauthorized Use
—time : double —time : double —time : double

L—-cyber_attack_type : string
—target_id  string
+effectDetonation()
+selectTarget()

A

—cyber_attack_type : string
—target_id : string
+effectDetect()

—cyber_attack_type : string
—target_id © string
+increaseCyberattack()
+selectTarget() +selectTarget()

1 3
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time: double _
Cyber . | sclectTarget( 54 53 A
Attacker o _typ?‘ e startCyberattack() | &4 A%
target_id: string
time: double _
Deatadati e | selectTarget() e Rt
egradation - attack type:
& . type e delayProcess() D2AA 2
target_id: string
time: double _
: . o | selectTarget() 54 H53 A
nterruption - attack type!
P . type e suspendProcess() | Z2AA FT
target_id: string
time: double 54 Ei A9
Cyber o | selectTarget( o
Modification | cyber attack type: string A m2AA
Attack _ . effectProcess() i
target_id: string IF
time: double 3A B2 A9
. | selectTargetO _
Interception | cyber_attack type: string . WH TEAA
. . effectDetonation() )
target_id: string 9T
time: double 54 3 A9
o | selectTarget() B
Fabrication cyber attack type: string 2] ZEAA
. ‘ effectDetect() 3
target_id: string 9T
. time: double >4 H3 A
Unauthorized | selectTarget(
cyber_attack type: string | A s
Use . . increaseCyberattack()
target_id: string 7t
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411 Viewer "result{2]->time[1]" (Results.mox) =@
= [double-click here to enter tooltip comments]
Record® [Date SensorProcess Time  C2Process Time  Shooter Process Time  Cyber Attack Type Cyber Attack Delay Time  Total Process Time d
02 1201300700 W 081 () 16,65 Unauthorzed Use 9.9 255
703 1/1/20130:13:00 W 0.56 1.43 18.80 Unauthorzed Use ~9.88 2851
704 1/1/20130:10:00 ™ 0.59 0.52 14,45 Unauthorzed Use ~9.18 2518
708 1/1/20130:12:00 W 1.04 0.91 19.28 Unauthorzed Use - 977 20.97
700 1/1/20130:00:00 W 0.68 1.10 1124 Unauthorzed Use v 9.8 2%
707 1/1/20130:12:00 W 1.07 2.3 18.35 Degradation - 9.8 2240
708 1/1/20130:08:00 W 074 055 21.18 Interception - 9.07 31.54
k( 1/1/20130:14:00 W 0.54 1.41 18.80 Degradation -9.78 2854
710 1/1/20130:14:00 W 125 0.84 1458 Unauthorized Use - 9.75 2689
m V12013 0:10:00 W 1.54 1.2 17.93 Interception v 9.54 2068
712 1/1/20130:09:00 W 085 1.35 2304 Unauthorzed Use ~9.13 3437
713 1/4/20130:12:00 W 1.13 8.15 27.33 Modification - 980 4422
714 1/4/20130:13:00 238 1.81 233 Degradation - 9.9 4228
715 1/1/2013 0:08:00 0.0 221 Unauthorzed Use - 992 451
716 141/2013 0:08:00 3.51 275 Interruption - 9.82 3188
n7 141/2013 0:15:00 257 15.50 Interception - 925 28.40
718 1/1/2013 0:14:00 1.8 18.01 Interruption - 8.67 2817
719 1/1/2013 0:18:00 325 2283 Interception - 9.58 4248
720 14172013 0:13:00 2.67 1242 Interruption - 9.74 258
721 14172013 0:11:00 238 20.70 Interruption -9.37 3150
T2 17172013 0:11:00 284 18.50 Interception - 9.59 3154
723 1/1/2013 0:12:00 580 1748 Degradation - 9.5 315
724 1/1/2013 0:11:00 273 1845 Modification - 943 219
725 1/1/2013 0:15:00 2.85 3380 Fabrication -9.48 455
726 13 0:07:00 1.81 17.80 Modification - 943 2374
727 1/1/2013 0:15:00 2.15 2403 Fabrication - 940 %29
728 1/1/2013 0:05:00 0.7 1881 Unauthorzed Use - 978 277
729 1172013 0:08:00 1.43 2123 Degradation v o1 3258
730 1/1/2013 0:14:00 2.80 1254 Degradation ~9.91 27.82
731 1172013 0:07:00 5.47 18.30 Degradation ~9.80 %43
732 1/1/2013 0:17:00 2n 2382 Degradation - 925 887
733 1/1/2013 0:15:00 5.95 13.40 Degradation -983 2988
734 1/1/2013 0.08:00 2.5 39.09 Degradaton - 382 f22%
738 1/1/2013 0:07:00 074 1528 Modification ~9.75 2611
72 1172013 0:15:00 0.89 12.52 Interruption - 9.8 2427
7 1/4/2012 0:09:00 1.38 242 Interruption 988 837
738 1/1/2013 0:05:00 3.01 1358 Interruption v 9.4 25
739 14172013 0:10:00 0.63 16.16 Interruption -9.99 2750
740 1/1/2013 0:08:00 1.8 1584 Interruption ~9.89 248
741 17172013 0:14:00 1.37 2451 Degradation -2 X
742 14172013 0:15:00 9.8 18.08 Unauthorzed Use +9.70 879
742 14172013 0:12:00 3.5 14.55 Degradation v 9.08 2887 B
744 1/1/2013 0:11:00 221 18.97 Interruption - 990 3138
745 1/1/2013 0:13:00 1.48 19.12 Intercepton - 9.97 3111
748 1/1/2013 0:12:00 1.44 15.04 Unauthorzed Use -9.31 26.45
747 1172013 0:08:00 an 1353 Degradation -978 278
748 1/1/2013 0:12:00 114 14.34 Modification ~9.83 2634
749 1/1/2013 0:07:00 1.04 14.85 Unauthorzed Use - 9.31 2824
750 1172013 0:13:00 2.3 24.10 Unauthorzed Use ~9.93 3718
751 14172013 0:07:00 0.75 2055 Interception - 9.7 3347
752 14172013 0:12:00 1.41 21.18 Degradation - 9.8 R
| =2 1/1/2013 0:09:00 1.44 11.48 Modification - 9.85 2384
I 754 14172013 0:08:00 1.04 2188 Intercepton - 9.84 3380
il 758 1/1/2013 0:03:00 1.28 11.02 Degradation .98 250
756 1/1/2013 0:04:00 0.50 8.20 Modification - 9.79 21.05
| 757 1/1/2013 0:14:00 242 17.34 Fabrication - 9.87 20.44
758 14172013 0:14:00 1.20 15.44 Interception ~9.97 28.04
759 171/2013 0:10:00 1.82 2259 Modification - 9.91 48
ﬁ 14172013 0:10:00 1.5 1833 Interceotion - 984 2902 R4
< [
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ABSTRACT

The development of a simulation model for analyzing

the impact of cyber attacks on military operations

Sihn, Tongho

Major in National Defense Modeling & Simulation
Dept. of National Defense Modeling & Simulation
Graduate School of National Defence Science

Hansung University

In the current Defense Network Centric Warfare environment where
computers and information technology are integrated to the battlefield,
the loss and damage of IT systems caused by a cyber attack can result in
military operations failure. It must be understood whether this affects
military capabilities by interception, modification and delay of military
information caused by performance degradation of computer systems and
networks which support C4ISR+PGM(Command, Control, Communication,
Conputer, Intelligence, Surveillance and Reconnaissance +Precision Guided Munitions)
under cyber attack by enemy forces in order to determine analytically
whether the military operations can be accomplished.

This paper defines the systematic modeling process and requirements to
develop a simulation model for analyzing the impact of cyber attacks on
military operations and implements a Cyber Attack Impact Assessment

Model using commercial modeling software.
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The Cyber Attack Impact Assessment Model consists of a Military
Operations Process Model for simulating the kill chain for prosecution of
time sensitive targets and Standard IT Systems Process Model for
simulating [T systems supporting C4ISR system and Cyber Attacks Model
so it is designed to interact with each model to make model users
analyze and measure the effectiveness of degradation and interruption of
IT systems scientifically due to predefined cyber attacks on overall Military
operations.

This paper represents the proposed model by adapting a 4+1 View
model based on UML as a modeling design methodology to help a
model user understand and implement the model clearly. It utilizes Use
Case Diagram, Sequence Diagram and Class Diagram to create visual
models to represent interactions of model objects based on user
requirements and the sequences of messages exchanged between the
objects to understand behavior in the modeling environments and the
classes of system to describe the structure of systems.

This paper implements the proposed model using commercial modeling
software which provides ease of development, suitability with modeling
requirements and support of database design to manage the data model.
The implemented model in this paper consists of individual functional
blocks help model users modify and upgrade new functionalities of the
model easily and provides a hierarchical model representation for the
convenience of model users.

Finally this paper validates how to assess a cyber attack impact results
on military operations through the analysis of simulation outcomes using
the Cyber Attack Impact Assessment Model and presents a method for

utilizing the proposed model.

[Keyword] Cyber Attack, Military Operations, 4+1 View Model,

Modeling, Simulation



