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L1 &= AfEet 42

k2t S (superposition) 2 ¥ (entanglement) ¥} -2 F2} skl 7]
£ 7Hte R FE5H A AFEHE 7€ AFECA P A2 AE T9E
olulst= HIE(bi)e} FARRE 7HE Q1 “FHIE(qubit) 2 4 FAH S5 A
8ot 71& AfFHe| vl B4 ZAE 9 WE = sfdg & Qo

AYe 7HAE Aoz s A HFHY A8SHE g6 IBM, 72

< HRT B2 22Y AH7E Jdeo] A HAFH A "Estar Sl
ot 2 AFE NEe A% T F g Xl A2 20194, 54-FHIE &
2 Z2AIAQ] Sycamore®2 7]ES] FHAFHE 19 do] A oz o4

He & 39 2A1E 200267 20%) who] sjdcks BE5e Holw gt
AFeZl 71 ARHY dse 7k Ae duiste PR 94
(Quantum supremacy)’ = FZ=2 A5} olojA 2023d, 122 A
FH=Z of 47d0] H2le A 62 ol A5 Sycamore Z2AME
HAXNA A 24 D400 IS Hsk A A2 FHIE 9 ST
of wet A Hare e B HEIt SUske 2A0 S, oF 2 &
B0l 7lstEeder S5k Al Z9e SO EAEdFE e® A4 Jle
Aol FHsial ot E e AT FAYL BM2 A Z2AA T =
= /05t ol& AEAte 48 Wi diqtR A ArE Q] A
FA Sl [# 1-112 IBMO] 20269714 FAF =AM d 2Efils
At Ae=, dx IBM 20239 =3FAUE 1,121 FHE IZ2AA
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Year |2019| 2020 (2021|2022 2023 2024 2025 | 2026
Processor|Falcon Hukr)r;rrgmg Eagle |Osprey|Condor Heron|Flamingqg Crossbilll Kookaburra|Scaling
Qubit | 27 | 65 | 127|433 |1121| 133 | 1386 | 408 | 4158 |0
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glet. gk 20209e] HEH sd A3 FHE Ao 24o] wHA 9l
th H2 G ARE SAolH] AYADT Aol Ze ‘depthabe A®
S) S7Veta ok SHolA ARIAC| thal depth

[E 1-5] 4t 85 5o et Grover 7] AA H]-§ 4 AT A3t v

(recent result)

Cipher Year | Qubit | Total gates | Total depth Cost seI:\cIfliFirty

128/128 1,561 | 1.998 - 2*° | 1.816 - 27° | 1.814 - 2'%° | Level 1

ARIA |128/192|2020 | 3,121 | 1.146 - 2'9| 1.073 - 21%| 1.23 . 22! | Level 3

128/256 3,377 | 1.384 - 21| 1.238 - 2" | 1.714 - 22%° | Level 5

128/128 389 | 1.195 - 2% | 1.247 - 277 | 1.491 - 2% | Level 1

LEA |128/192 1,037 | 1.775 - 2" | 1.455 - 2% | 1.292 - 2**° | Level 3
2022

128/256 1,165 | 1.014 - 2'*® | 1.645 - 2'*1 | 1.668 - 22*7 | Level 5

HIGHT | 64/128 457 | 1.384 - 2% | 1.901 - 27 | 1.316 - 2'°® | Level 1

64/128 391 | 1.226 - 280 | 1.002 - 27° | 1.228 - 2'°7 | Level 1

CHAM | 128/128| 2023 | 260 | 1.305 - 2*' | 1.005 - 277 | 1.311 - 2" | Level 1

128/256 775 | 1.562 - 2| 1.198 - 21| 1.871 - 22%7 | Level 5
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48 48 280l Hoh AAsAl A

2 =l e v 2o 28edE =we
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2 =wo A9 7o o 2o

A WA, ARIAS] depthE ZA42k%t ¥k Folth. ARIAY A 2=
TN 29 F8 2L Toffoli-depths Z|ASlotal HA| depthE H
gole Aot HAHSE 9t v d 7le= B9l Toffoli-depthet A
depth®] F4E 2743t

= WA, ZHHsE H‘H TRt 71EE Z83th depthE HAAIZ17] 9

Al WA, R Beh ZEE WoKith ARIA 97 828 FEstE o 2

o Hlwslgch Et LA E g2} 7S )
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2.1 E5Y35 ARIA

ARIAE= Academy, Research Institute, Agency®] oFxt=2 AF3SH Al 7]
TEog ket A 7] EEYSolt. ARIAE 20044W =7F &
drlEor AEE o]F, Het FAl B Holy HoE s de] AME
At 9] ARIA+= KCMVP A didte] Z3d 7] 324 9
7 Sl ARIAE AARZE i 2ol A AESS] AA ¥2le A=9l7]
mioll tHEAQD A7) 2l AESRF [FARRE QIEHO]AE Z7FA| 1L 1Al mf
72 &8 A7)= 128-bite IAE A, 7] Z7|F 128, 192, 256-bit
2 g a2y AESeE ge A st=dlel el Ak
ISPN(Involutional Substitution—Permutation Network) FZX=2 Eo] Qltt=
s 7o,

&

o

M

fo

o i
oy

2.1.1 gt S

g+ g 8 &AYe 2t 7] GAl(AddRoundKey), 2%+ AS
(SubstitutionLayer), &4t A& (DiffusionLayer)7}A] 39HA| 2 LA H T}
2E 7] A BAA= X A e 2 2R AYS g
719} XOR $A4Fgidt,
28 AZAe dor o] 128-bit AH #Z 8-bit TR U
. S—boxZ Arg3slo] xS £ttt ARIAE: 9 S-boxE E§s|] 4749
S-box(S, S 1S, S, e ARSI S, S ' &= AESOA AMEEE Ad 5o
3t1 S, S, "= ARIAS 19 E493] A= AAE S-boxolth. ARIAY] AL
T S-boxE2 Gl GR2%) Aol « ' ek 2 o ofml Wsts 245t
AdEt S-box S. S E 8x8 AF PAA TE B)F Af(x ' EE

r
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#1) Aele] B $USHD 531 Aelsf XOR A AYD £ L& 4

otk o] Aste [44] 2-113 2ol EAD 5 AUk

S (x)=A -z '®[1,1,0,0,0,1,1,0]",
S, (z)=B - £**®[0,1,0,0,0,1,1,1]"

10001111 01011110
11000111 00111101
11100011 11010111
11110001 10011101
where A=1111 17000/ B=]00101100
01111100 10000001
00111110 01011101
00011111 11010011

[4=2] 2—-1] S—box A4

ARIAE 4709] S-boxZ —T%i% F 7 43w ¥2)9] S—box #o]o]

ok & §82 A= @A o)) Pl (F31) ' = (7F¥2) olc}. FRE
AN 4912 &5 g2t AASET F392& &4 ghese] AHgEn [1H
2-112 ARIAS] §3¥ S-box #Hlolo] 25 Idoa vehd Zlojot,
S T S S N N T T S S NN T NN S |
Sy | S2 ISTYS;Y Sy | Sz [STUSY Sy | S2 ISTYS:Y Sy | Sz [STLS5?
I
(&) 781
S Y S N S T TN S S S S S N S |
S5 Y S |55 (STUSY 85 | S IS MEEY S | 85 ISTYSRY Sy | S5
I
(b FE2

[19] 2-1] 948 S-box #lolo] FX
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Fatol ufolE elo] A F& +AD. Involution o] AL o] 7]
£ PP FYSGE 52 7D 7] ] Bash By HEe o
ge 7R wart drk
IS B % e B}%Eﬂ & #4, HEAAo wet epict

[ 2-2]= ARIAA a}gg ﬁ’:‘#oﬂ EHO} 7Hﬁ% A KCA- }5}’5}71] UrEW* A

28 128 128
¥ v A\ 4
Pe— ek P ek Pe— ek
A J \ A4
[ S-box layer (type 1) ] [ S-box layer (type 2) ] [ S-box layer (type 2) ]
l l v
[ Diffusion layer ] { Diffusion layer } P ek
&128 %128 ;:128
(@ F (b) Fe () Fy

o
9
-
FN
H1

2.1.2 71 2A1&

7] 2A1EL 7] 2713HKeylnit)et 7] A KeyGen) TGAZ FA4HT}H S
A, 71 2718 2= 2Rt 7] A4S AT g4 48 849 128-bit %

A W W W, W AR S e shes @5 F

[5=4] 2-2]& 7] 2718} A4 dF g K, K, & 44gst= dl AH8E+=
Ao utAE7] MK oA s E T 242 128-bitdl K, K, & AA% 2

N
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(K, |K) & 256-bit2 47| gjRell MK 7} 256-bithet 2He A9 HZg
HES 002 9= 1 (padding & S,

K, K, =MKI0...0
(4 2-2] K3 K 734

128-bit9] 27| S2E A% 7] CK,, CK,, CK, 2 7 ' 9] {24 FHEo] 128-bit
& e, MK 9 Zolo Wt o] & ARgsh= A7 24 d [18 2-312
7] 2718} @A F2E IHCeE YeRH Zlolth

|

(2% 2-3] 7] 2713} @A 2=
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71 A48 dAoAM = 2R E 717 BAE] ZF 9] 7|2 ARSET 2
2L 7] ek, 2 7] 2715 DAOA AAE 128-bit 7] A5 W,
374 A<, >» ) XOR 9A4he Hgshd 48 4 ot

ARIA®] et 7] 37]= BT 128-bito]17 ARIA-128, ARIA-192,
ARIA-2569] 2FeE = Z}ZF 12, 14, 160|th 7|EA o7 et 7]9 7
e TRl ot FUsHAN, HE oA HFeE 7] T4 Fo] & ¥
FY=]7] ol = 717 17 o ARgEe] ARIA-128, ARIA-192,
ARTA-256°1 diall Ztzt 13, 15, 17709 & 7]7F A"t gasto] A
S 2L 7] ek & thad 2ol AAE

ek, = (W)® (W, >19), ek, =(W,)B (W, >19)
eky = (W) D (W, > 19), :<W>>>19) (W)
eky = (W) B (W, >31), eky=(W,)B (W, >>>31)
ek, = (W) (W, > 31), :<W>>>31) (W)
cky = (W) B (W, <61),  cky, = (W,)D (W<<<61)
ek, = (W)@ (W, < 61), :(W<<<61) (W)
ek = (W,)® (W] «31), :( L) (W<<<31)
ey = (W,)® (W, < 31), =<W<<<31> (W)
eky, = (W)@ (W] «19)

[4=24] 2-3] 433} = 7] ek,

z

2.2 FAHFH
2.2.1 #HE
2t AFENA FHEL <k dste] 24 AAL wr] 2] 07} 10]
=

shgR A ZART SR shte] FulE
o 0 10] A %Zﬂé}—t— Al



il

B)G u) Agots Hel-Abra-ke) B/HE AFSSH 02E AR

L% FAADE olgst] Zz o) |12 7271 4 QU

o=L) =[]

(A 2-4] &L FHES] g2 A= |0y, [1) 9] W 2

(4] 2-51 9 FUEY FF A |y & He-7 BrMoE e
W Zo®, o7 FHET [00] B SHEL |of?, (Vo] B HEL |4
olc}.

ly) =a|0) +81]1)
(a, B |a|* +18]* =18 THE= BEiasp

[4=4] 2-5] Bet-A #r|Hoz vUetd =4 AH |y

FHE shis}
2l FulEo] AdE g4
qgt BE 9219 A4 EA

2.2.2 %A AlolE

o2t AFHE @AHolA+= AND, OR, XORQ}F 28 txd =g A9|EE
OH2 ARgSkA] Rt "ol =g AlolES] WA oz oAt AolEE
Sastolth. B Ao we ofxp AoE & BE o5 ARIA9] <k F=2
F3o] AHeH 4712 At AolEo| His] 2HHog AWsit oS 4714
Fz} A|EL] 2 FAL [1F 2-4]04 g 4= ik
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|a) |b)

la) X @) |b) |a)
(1) X gate (2) SWAP gate
|a) la)
la) /L la) Ib) i)
|b) NP |la®b) ) D |e®(a - b))
(3) CNOT gate (4) Toffoli gate

[Z17 2-4] A Al°lE 8l 4

X AClEx 71& AFEHY NOT A4tAH"E 2aste] FHIES AHE vt
AANZIH A& 50 00] X ACIES] oz oty E2 10] H&
Zlo]|t},

SWAP AO|E= F FHEE 1Wgsts 9T 3t} ofE 59 SWAP(,
b)el B¢ a $1A°] b7, b YAl a7t Eol7H "t

2 =2olA 7FE ®ol AHEE+= CNOT Al°lEx 71&E AFEHS XOR
A T:

AxHY Zgct CNOT Alo|EQ] gloz Solok % AuELX: 77}
Aol FH]E(control qubit), WA FH E(target qubit) Hst=d|, Aol FHE

o /ol wet o FHIES] AHIZE A H . dlE 50 CNOT(@, b)ellA
gkef Aol FHIE af AE7F 1o]H, ti4 FHIE bl ezt FRIe. 4
J0

Aoz Aol FHE a®] A W} glo], 4 FHIE bofl adbe] ghol A%
HHZ, b = a®b).

utz|gto 2 Toffoli(a, b, 0)2 EAL= Toffoli AIP|EE 7|& AFEHA
AND b4 d 2-seteh. 3709 1= FHEE "eg st A 2719 #
HE a, b: Aol FHIE 92 st YWz FHE &= YAt FHE o
o @ Al FUEA BT A 19 A3lu B FUE cof At
T E T FHIE ag}t b A= /AT A, a & b A9 Ayl FHE ¢

c
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9} XOREE Aolth(F, ¢ = ¢ @ (a & b). IA T2 379 Ale|EE}
=2 Toffoli Al°|E= Za © B3 45 %%E‘r dur2 o= Toffoli 7
o|Ex= TS T A°|ES T APIE 29| Alo|EZE 1]st= Clifford #A°]
E 82 A4HT. BF Toffoli Alo|E= T- count(T Alo|EL] {4=)7F T0]
3, T—depth(T Al°]EQ] ZoD)& 6°lt}. 4719] Al°|E F 7V =& A H]
8= ZHAst= Toffoli Al°|ERE XA3lske 2]29] 2|35 A Fi 24
7] w2, depth®} T-depthE A3t Toffoli Al°|E ﬂi el
AF7E AEFH o= EELH" Atk & =wolAeE B2 97 5 Am
o] Atet Toffoli AlPIE FAS ARSI [19 2-5]+= Amy7b A|gFet
Toffoli Al°|ES] 32 ;wog T-count’s BEFO2 AAE At FUsH
70]al, T-depthi= 4, Full-depth+= 8& Z=

AT - T T - T
= Tt \I
~H—Q—<é~T‘é—O‘TT'H“

[718 2-5] Toffoli Al°|E 3= A

o2
4>

&

~

ot ri

2.2.3 %A 372

oF2F 3§12 (Quantum Circuit)= 7] AFZEEHQ =g 32t {AGE Ao

2, Az 58] whE AUl IR A WsE v & Ak ¥R A=
£ A%Hql A AoES] £F eulste], Ut AREIAY @

At MY AgtEo] Qlrh. A SEoflA efolofo] T =AY FHIES]

P AREE 1 AREET o) Ao
F2t 329 HAHI}E Tl AHEElE A A+
E

AEFHIE &, depth, At 7AI°IE & §)= FA&sfsljoF o, A sl=2& 3
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Stol= dubAQl WHoz = ]_E_ 2| A 3te} depth A3 glom, Mz}
|5H= A AXH(reverse operation)
o] A@gstomy FUES Hokst

/\
o "aAol7] wlZel depth 57171 E7lsith= &4

Do rr X
off
%

o] A, T YA A4t tiA B FHIEE Ou|st= ancilla qubit
E F7tE AMES He ArE AT CZE N depthE HAAIZITh o] ESH

nPE7 2] = ancilla qubitE AR5 w2l AA| FHIE 471 S7kstkA ot
@o] EARtTE o] E A depthet FHIE= 4F9 trade—off TA-Zt
ATt

me
=

2.3 Grover 7] AA &g

aN

1996 Lov Groveroll ]3] AItH Grover HA dig&
o2 dlolEHolA MY NoA B dHlolHE wWE=EA AMT
B dugEeR, 34 BJEE oV oA OWN) o2& Fa AAE
o} o5 WA7] 42Ol n-bit H[L7] HM| AL HE, F
Z (brute-force attack)®] AM BIEE 0(2") oA 0@2"?) & Fof o]2F o

T HQH ool AWto® Folsrh

Grover 7] AM d1g]&2 x7|3k(nitialization), 22+ AAFZHOracle

Operator), &4 A4F2HDiffusion Operator)2 FAETH 3714 dAZ A4

H Grover AAM dn|Ee] gt I=s= [OIH 2—6]01]/\1 shelgr 4= Qi
(29 2-7]2 o8& =71 {5t nol 2 df, < |10) o2t 7Hg%t A

2 Grover AAM &d18= 2= AS A]ﬂzﬂgg fra §_} Aolt},

—
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2) (3)

(1) Oracle Diffusion

I

] i

I i

nlnitialization: Operator Operator :

I i

10 —/— H®" = y, [ H®" [ 210™) (0" -1, [H HE" | A

: :

' :

1) H ——D ;
I

i

Repeat 0(v2™) ~ 7 V2" times

[1" 2-6] Grover AM d18]Z9] oz s=2

v
11111 -
|00y [01)110) |11) jooy joy BV f11) 100)[01)]10) J11)
B (2) (3
Initialization Oracle Operator Diffusion Operator

[ 2-7] Grover M daleE 25 I (n=2)

(1) 2713} 24 @ 2713 @AM = n—qubit®] 7]E Hadamard 7]
Eo] gozg Yo 2" 7)o Aei7t BF FUS AES 2= T AH |w
£ At

QR n 2"—1
lw) = (H0))®" (|0>/g|1>) /— Z |2)
(=4 2-6] T4 A |w)
o= [

a3 2-7]9] A szzH T8 mof sttt Hadamard 74] IEE &
] =

=
gt A

_16_



(2) 22 At @ dA gl ditt A slze es2dM S 4
He Fofl AdE 7I(EHE 7DE ARSst] &dEx] BEe desistal e
7] Zoll izt dE2S AR 222 AR U oA AMgE e f ()
= AE TR B, (0) & EEA GTE ¢ & Hlasto] dAsHA] o
0= wHehotar Yoty 12 whelgich, whof, & o i-S Hlwegh Aat dA|st
€ F50l U2 A, [ 2-7]60A fx)=1012=2 sig 7] dH e U=

ne,
o
rlr
oo
Ja
o
zQ,
rr
o,
o
T
=
|
)—l
-0,
N
R=)
gl
=2
R
1
Tlo

|1t B/zckey(p)zc
)= 0 if Enckey(p) #c
27—1

Ulw) | = % Y (—1)/@]2) |-

=0

[4 2-6] @22 AdR U

ot ANAE Bl g Aol AZe] 52 AL S [1
9 2-71¢ F WA Jemels B 5 ok

D=2|s)(s|— 1,

[4:4] 2-7) B Q4R D

2
e

S~
lo

SAsa O 5, 250 AES Y Sg |10) 9] Eo]

Lo
Jo
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B2 7kt Ra2 (2" 2-719] Al 94 Lol gheld = ot

74 718 S gEs w07l AsiA () e=kE ddbxker (3) 2t
AWAE F2E| whEsjop gty duboz whEslsl [T/ |9 o A

= =L = T =]
& 24 B8l 1Y B Ao LA ik | T/ | W NEg 5y

ot po] 2HTH & A= [T 2-7]9 mpx|dr A FaoA
e 4 Sl Aotk

2.4 NISTO] 21 HeF Fxet MAXDEPTH

NISTE A WA @& (Post—quantum cryptography) ZEF3F 3274 %
q Fol AEd drgEss 245 Hdl B FA A4 71 NIST
7] do BFo] HAE HeE A HAE Z|Rte R HeF VS
Aok A WA HeE 7]F2 AES®F SHA-2/30] digt At 349 BAEE
7Idto g ot 55 S0 A9 AESO HeF V&S

Grover AA 418&2 HiA7] & BHO=
b 374 S PR QJAEE NISTE o] AMEE <1A5t9
4 3 g4 1, 3, 5= 27 AES-128, AES-192, AES-
7] AAe] Ha=® she W&ol wet BrHEh o] HE§2 F APIE 4o
Grover AM 2|29 depthE & gtoloh. A 2 |zt Ui Jd+4E &9
AESO] of2F 325 FA3}sto] Grover 7] AM H[-ES
T 34 BACNA 1, 3, 59 Hl§-S 7zt 2P 272, 220 2 Holgitt,
o]+ Jaques et al. ©] Eurocrypt200|4 A|AIgH AESe] disl] Zo] ZZ3tH
A B2 FEo HlE2 187t Aolth

T3y, Jaques O G g2 FRoe E U] mEIHY B

=)
Atk Jang et al. 2 =gl olHT FAES sHEstL £ANSHY =&

S~

}'4_3
PN
o
i)

T

o> o
rr
bgad
[ T
= ool
= 1
ol n?o
o)
=
o]
<
a

AARE Aok AES A 925 Fof Jaques o =wolA dud HlE=
dizF @4 & Aee Bk A7 ol |2 Jang o =woll AlA]
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H AESO] At &2 ulg 27,217,227 o] AES A 3|2 2| Slof| o
& 7} Z=m=st uigt Aatold),

F7VH o2 MAXDEPTH th= A< AT 1#sfof ity NIST+= At
FE7F AT 4 e Hd = Zolg UetW= MAXDEPTH =H= v
HSE Edotleh. AAUAA depth7t AW AR SHA AP ZA7F &
& 4 971 "iEolth. NISTOlA Algst= b sZo] digt Zo] Agt
(MAXDEPTH )& 2%, 254 2% & %35}z 9= Zo|c}.
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. A<t 714

2 Aol ARIAY] dh HHeE 9 8z AL AT ARIAS
A fzz TEd A9 979 Adel vste AHaE 74 aAES
o A48 74 R4E P S-box, S AZ, 18T 7] 27
it 1EoAE AF AZIA AEHE S-box?] 2t 8zo] Tl A
ok S-box A B|2O] AHeE Sfste] AAMNA Y 2 WS
o3 gl ASE elEe wRew, AR Al A8 A%
2]

0%
o, S of
St
1
4

ol

o
ol

HERglT, 280l ME St A o] R sl=o] Pl A

Agslr] el 149 AE A
4 g3tgict. nhAto g 3dolHE ] AAZ ¢
. 7] AAEGAE 7R 0R 47} wol A

52 oY WMEE Ot o] 48T o 2= SYE

o ok N N nx
S

2

oo L ¥
J

o %
»

g

o

ol ol

o o

|t rOll

N
r

N ol

)
i)
re
2
2

>

ol

Oy
oo o2 =

filo
ol ofo

=2 ol
“>~ o
o o
%
2
i
e

N
r o W

oli
-

ol
rE
ﬂlll‘l
ftlo
2
>,
ek
o)
oo
ol
o,
32
ul

3.1 S-box ¥A = 74

71& FAFHAA AESE ZFT vt E59459 S-boxi= AR |
=°] Ao=o] Q= look-up table ®¥4la Abgettt. 12{ut A A
AN BSH7] A7 FHIES AHE o & o, FHE £
Agt=lo] Q17] wjRo 7]1&9] look—up table W42 ALESH= 2L HE
12 Zotet. wheEba] S-boxo] AHAAS 71EE % =
E7tojsitt. BE, 7]€9 S-box AERE 7|§to=2 A F2E &

2 A3 F= LIGHTER-Ro|2h= =45 ARgshd 2H
£ 7 & Atk 22y ol == 4-bit S
of 8-bit S-boxE Ah&SH= ARIACE= A&
s}

rioh

XNoJo e _ILIJ ol o, el

ol
o
f

i

ol

ol

)

T

o

o

%

1o

5

fu

¥ o N oo o [ dH

>
~ N
>
o &
v M
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3.1.1 A GF(2?) Aol Ao Wzt

ARIA®] S-box S, S, & 7] flside= 2.1.149] [54] 2-1]°f W=
' o 2T E Faof gt S, o 22 §HA GR(2°) FellA 7]k ok
m(z) & AHEote] [524] 3-1]13F Zo] o ' & &8st Aoz uds 4 it

9 G )E T Ao] 7Y 2 o] Bt Stk

227 =z D = (((z 1)?)?*)? mod m(x)
mx)=28+z '+ +2+1
[4=A] 3-1] GF(2®) Aol A2l 247 ¥igh

-

Pzt e] Wy og GRS AolA e 2t og o] shssith
** & Itoh-Tsujii 1SS Fol AFH FAoZ FAH 402 vHE
o=z Hot ggzog 73 4 9otk 22 of Itoh-Tsuji Inversion ¢18]=
< g9t Aote [$4] 3-2]9F 2

2 =GP = (- 22) - (- 22) - (z - 22)16 - 204)?

x
[5=4] 3-2] £*°* of| tigt Itoh-Tsuji Inversion &1 8] Ag Ax}

3.1.2 Al 4t

NonQ
K
do
ol
24
1o
W
N
pi=}
i
N,
do
%
N,

m%
il
&

o)

an)

k)

|

S



3P 749 XOR @4tozgh FAAHTE of7]o) Xiang et al. o] AQHeE o]
7

A PHol olpR| 7Hte] FelAEH AAM duF|EQl XZLBZE o]gshH

St
ARIA®] AlF A4t BE" S4 % XZLBZE Fd CNOT Ao|Ee}
SWAP AC|EE ARgste] FAH Al datel g 2= vehd [
2 3-112 29 107]19] CNOT AO|ES AF&stT depth7} 791 AL o %
At

#0 {:3' {} In
o oE z4
7 e 3
73— i
T e <, l‘ T2
Is ] l - & Ze
Zg Py T3

(19 3-1] AF Q4o I 8=

3.1.3 54 A4t

oA Qatoll A= WISA'22004 A HHEE Jang et al. ] Toffoli-depth
A3} Karatsuba A ZAIS AFSSHch ZAl 31452 Zolk Zog o#A
Karatsuba &18]&2 AREstH ZA AAF
TE FAAZA 4 9tk Jang et al.o] FAl2 o]t EAS ZH= Karatsuba

dnEES YAHoR AHgste] nE FA = AN



Hadg PG o 2N Toffoli-depth& | o)
g A T FUHeR ‘E%% Hzx FHEE dgAFHC=H
Toffoli-depth 1-& g4ttt o] FA
AHE .

ARTA®] A3 A9 Chauhan et al.®] %A FdA= Schoolbook &
Al S ARSI, 9219 A dollAE Jang et al.o] Toffoli-depth %%
ot Karatsuba =41 W& AEgte=zyn g2t 2kds A A4,
[E 3-1]2 ZF W o] 34l dAtelA dae= st A Ade Hlust 23
I B ol AitolA ARG W HTh

oF W A
|, 53] Toffoli-depth7} A9 F& 243}

fl
2]
fru
ox,
L)
ot
L
)
T
bl
T

oo

2,
o
fr

o

-
X
>
10
s
)
N
olt
QL
38,
rr
o

[ 3-1] B4 Q4 g2 A9 vl

Source #Clifford| #T | Toffoli—depth | Full-depth
Schoolbook
(Cheung et al.) 435 448 28 195
Toffoli-deptholl =42}
Karatsuba (Jang et al.) 390 189 1 78

% The multiplication size » is 8.

3,14 WY-ve Fh e XOR @4t

Alw, w4 it S8 ook ST E 7R B 8x8 A PE(A EE
B)it A5 (z b E 22) Atole] F-dE F2 ud gt A 3 Aol
o] Fol7l wiZoll 3.1.2014 ARgRE XZLBZ Hle 2 4
8x1HEete] XOR 4k el 8x1HEE Alo] FHIER T AH 5
HES i FHIERZ FolA] 8-qubite] EF CNOT 7o|ES ZgsfoF g
oh 2y ol Wt g e 285k A HWE 947t 19
AR AJH FHIES] whido] dojubr] wiie, 8709 FHIEe] ®F CNOT
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= f
dom wE 4 a9tk olf B ABA= A Adl=e] 42 Fem
CNOT AelEst 94 25 X AolES Aggo=M P 49 Mot

SHAH
3.2 4 AFO A = &

ARIA®] BHT @4 A: GR2)® - GF2)" £ 16x16 o]z
2EAY. o] FPo| F R HolE ©eol7] o
FulEch B8] SAE HlOlES HE B9lR WES Fo 42
gtk olg Slo) WA P 02 8x8 A FAL oJujsty, P

o

UL
2
o

9

of o 4
412 8x8 35 WAL ouaTty st AL AWk o717
L A% A7 Chavhan et al. 3 S Aol Y- FAL T

il

of A& Ay JF 3} WHo|tt. Chauhan = PLU ZESH(PLU
factorization)S ARESH HIH Q2|9 =RoAL oA AFRAE XZLBZE
Agote] B 229 aads S7HIZH [E 3-2]= F4F gojojo] ARE
H A AHHE-ES H|w gt Adto|ty, Chauhan 2 HROJE o 96719 CNOT 2}
< F82 57 wZo] F 768(=96 x 8) 7S] CNOT Al°|EZ} ARSI
Algtohs FAF F@olA= BHolE o 47719 CNOT 2= Z8
- 376(=47 x 8) 719 CNOT A°|EZ} ARSIt &4

oz FHE $E Idl2 {ASHAA CNOT AOJEXE 51.04%, depth=

[ 3-2] SR AS A 24 vl

Method #CNOT | #qubit Depth
PLU factorization 768 31
XZ1LBZ 128
(This work) 376 17
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3.3 7] 2A1EY A 3= 73

7] 2718 AN AR AoE HeE E8ste F29 A}
HEdozn FHES; g7 APlES HIR A Ade daAzid. (€1
25 3-112 71 27l A8 A sz e dajser 2R A9
o 69 E74A]7F 7] 2718F ©Al0lAL, I o] HHI}F Sl 7] A 2
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Algorithm 1 Quantum circuit implementation of key schedule for ARIA

Input: master key MK, key length [/, vector a,b, ancilla qubit axnc,
round number 7
Output: round key ek
> Key Initialization

1: W, « F,(MK[:128], a, b, anc) > MK[: 128] is
KL
2: Constant XOR( W] [[—128:128], MK[I—128:1]) > MK[I—128:1] is
KR

3 Wy,«—F,(W, a, b, anc)
4: W, < CNOTI128( MK[: 128], W)

5: VT/3<—F;(VV2,a, b, anc)
6: W, <— CNOTI128( W, W)
> Key Generation

7: num = [19, 31, 67, 97, 109]
8: for <0 to » do

9: Transform ek:
10: if 7=0(mod 4) then
11: Constant XOR(ek, MK]: 128])
12: else
13: el — CNOTI28( W;y, 4 €k)
14: ek < CNOTI28( W[ (; 1 1)y4) > num[i%4], k)

15: retum ek

16: Use ek in ¢ —th round function
17: if ¢ is not » then

18: Reverse (transform ¢k)

19: retum ek

20: end for

[d12]E 3-1] ARIA 7] &A1&
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7] 718 BAAE BT H4E ARgSle] 128 FUE W, W, W,
of QAT 7] 2z et K, W, o A AHEEY] Hzel A
29 FUER WS FYSE tA K, & AEste] 128 FHES HoRd
4 otk ER K, 7 W o XOR Q4 48 o, K, 44ol7] we
o Keo WEZ 19 welst W o) sF 916l X AlEst &gHet,
CNOT 7e|ES o AYG X AIER AFOZH Ao H§S FaA
7 ohiel Waz ot X ot ACl=ES HgFozM AgH A
oE 4% ZraAAth K., W e XOR @4 pad ges [Fuas
3-119] 29 FA B 4 9k,

ol

3.3.2 7] A A

7] A DA = W, = ol-8ste] ZF 2o PSR ARRE«E
wE 7] ek 5 AT ek B W, = AHEShe B9 331004 ARE
gF 7 742 e ol Agste] At ¢ k. W E K, = tiAst,
K, W, 9] XOR Q4tol ARgeE Zat mpzkzkzx]= CNOT ARlEE X A
o|ER iAot W
25 3-119] 119 FolA &

O|RA o2 ek O] Fho] grimitt th27] wigof wiH Aj=e HH]
dfetal 3= AEolor qtty. FHIEE AARESH] flsiA+ At A4
AR HA] FPTFo=H FHEE Z7|8ketH Hrh dWAo=+
4to] depth F7het #ede]l Z17] wfZoll depth XA3E floiA=
AXRS H A4Sttt o] £ttt I8y o)A greso] ATt e gt o

= A= FxE FEst dEd, X A°lE 9 CNOT A°lER 4
= 7] A DA it g A bl depth F7tell & F3FE wXA] 271

(i
Ch
I o |m
> o

iC)
=)
>



[eruelE 3-119)
z =]
18R ZolA 1T 4 glom, ofu) 9~15WA Fo| Ate] el 2lH
& Qite Saat
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V. 37}

2 FollA= ARIAO| digt 2 2l ApdE FAst AR At
FA Bl2= ofA] HiftR R HFEHA AT
AFE Al 71E AEY A4 IBMoA AlFsts oA 2Oy =
2l ProjectQE A&ote] A 25 Fdstal AlEdo]dstt. ProjectQoll
A AlFshs W etelEe# <l ClassicalSimulatoroll A= 2.2.2780]4 gt
47}2] FAF AlP|EmTE o|RZ At A I=E AlEd Mﬂ@ T AUt
A W2 o] FHIEE ARG & 4 9l ClassicalSimulatorg AHES
T, 54 49l Ot 85 1dHor ALlste] Sl o2 At 3
= Fdo] Atz olFH Edf & & ok A AdS F46 17
AallA=  ResourceCountergl= = o2 Yy grolB |7t = Qs)tt,
ResourceCounter= FHIE 74, 2L AlO|E 74, 329 depthih-& A4t
Stof EERith

(e}

e

o,

4.1 A5 F7t

4-117} [F 4-2]+= ARIAS] &2} 32 Ao D82 of= &4 A

< Yerd Aolt}, s & 2% Chauhan o 9 AotH oz sjzel 2
=wollA Aljket A g2 Zhe] gt ArdE Bty FolA CSe
Chauhan 9] <z} 3|2E 9ou|stct [ 4-1]2 ARIAS] NCT (NOT,
CNOT, Toffoli) AlP|E M FA Ade HolFw, [# 4-2]=
Toffoli AlP|EE Fdlisto] ¥ Clifford+T F<EollA2] FAF 2 AAIG
t}. Chauhan 9] =& 1/\1“ Clifford+T & 1/\194 FAL Apo] HAA o=
ASE A kok7] di2el, [ 4-2]9 A Y2 Chauhan 9] =woA A

o

2 Z24stdr). gl X ERo4 Agkshs THe

[

EEl

iy

o
L
i

HE B8Eote] FHE yestuA B2 depth HASle] FHL £ Aol
o B g TD-M 0§ oA Iz BT AEE DT
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[ 4-1] ARIA 4 Sl2o] o P 49 374 23} ¥

(NCT Level)

. .| Toffoli— .

Cipher| Source | #X |#CNOT| #Toffoli cci)ep(?c}i #qubit| Depth | TD— M
ARIA- Cs 1,595 | 231,124 | 157,696 4,312 1,560 | 9.260 | 6,726,720
128 | This work| 1,408 | 272,392 | 25,920 60 29,216 | 3,091 | 1,752,960
ARIA- Cs 1,851 | 273,264 | 183,368 5,096 1,560 | 10,948 | 7,949,760
192 | This work| 1,624 | 315,144 | 29.376 68 32,928 | 3,776 | 2,239,104
ARIA- Cs 2,171 325.352 | 222.208 6,076 1,688 | 13,054 | 10,256,288
256 | This work| 1,856 | 352,408 | 32,832 76 36,640 | 4,229 | 2,784,640

[% 4-2) ARIA @ )20 tfa 9t A9 24 A Wl (Clifford+T

Level)
Cipher Source #Clifford #T T—depth | #qubit | Full-depth
CS 1,494,287 | 1,103,872 17,248 1,560 37,882
ARIA-128
This work 481,160 181,440 240 29,216 4,241
CS 1,742,059 | 1,283,576 20,376 1,560 44,774
ARIA-192
This work 551,776 205,632 272 32,928 5,083
CS 2,105,187 | 1,555,456 24,304 1,688 51,666
ARIA-256
This work 616,920 229,824 304 36,640 5,693
4.2 Grover 7] A H|-§ B7}

H Ho|MEe ARIAQ At HoF =g Hrlsty dig o5 diEso
et Grover 7] AA Hl-82 FAMC G4 A4EAEY] eHelEE eeE ¢
Aol euislsel WmalY RAE 4 9 B vllsikn 1557 e
of Grover 7] #HA Hl-g2 FAL wj SHE A4HARe] eHFEE FAEHT



244804 AFGT Jaques o =wol WEW [/ 7IE 7] YA =
7 (= [key size /block size )7]¢] HE-UTE B2 HQ=2 3} o]t o]
N B2 &5 Grover 7] HMo] Hagt FaF LS ALt wf, Toffoli
AClEE &olgt Clifford+T 49 A 2ol » & J3jtch 71 2719 &
= 2717t FYstAY &5 A717F 7] A71EY 9 2 AE r2 1] 57
2ol FAIR 4 k. ARIA-1280] of7]of afgstct. T=u ARIA-192,
ARIA-2569] 7 71 2717} Z42F 192-bit, 256-bit2 EF F7](128-bi 2
ot 27] "ol ro] 27F Hol r & Jote AE FAE & gloh. F71= @
g AR et A4k A dARS FAbH o R 3sty] o] @b
= 3& A4 1S 3T o, ARIAS o =71 &+ ¥ ARGHE S
Slz o] AHhkel 25 HSh= o7t ofof siEgettt. mA9t e E Grover #HM
dae & [5/27 J A HrESFoF 5hr] wiZof vHESlentE E A Ao

FolloF gtk Z2Aor ARIA] et Grover 7] A W82 [ 4-2]]

o

¢

ju}

N
lo

/2| & @ Aew, [} 4-310] ool tgt Asold

N

[E 4-3] ARIA 9 ]2e] tht Grover 7] A4 Hl& %4 Av v

Cipher Source |Total gates (G)|Full-depth (#D) COSt. #qubit (M)
(complexity)

CS 1.946 - 2% 1.816 - 2™ 1.767 - 2'6° 1,561

ARIA-128
This work | 1.985 - 23 1.626 - 27 1.614 - 2160 29,217
CS 1.133 - 219 1.073 - 213 | 1.216 - 2232 3,121

ARIA-192
This work | 1.135 - 217 1.949 - 2199 | 1.106 - 2%27| 65,857
CS 1.371 - 213! 1.238 - 2% | 1.698 - 229 3,377

ARIA-256
This work | 1.268 - 24 1.092 - 2% | 1.385 - 2291 73,281
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Bl

[# 4-3]9] H]-&(Cost)> Grover 7] AM H|-&Z oJu|stH, NISToA A
otz HeE 715 vl & Qe ZFEo|th Grover 7] HA H]-83} 2.4
of 71" ¢ A =8, 2%, 2°%)2 HlusEY, BE ARIA A
~(ARIA-128, ARIA-192, ARIA-256)7F Z4zte] 7] A7]o] A3jigt &2
HeFE Ao Ae I & ok
B L0oME Grover 7] A H4® ofJal, 7D— M 7L EE
ket HUHE 495y, o]& Foll Toffoli-depth®t FHIE ZFO] trade—off

Z¥ettt, (& 4-3]olA TD— Mo tis Chauhan I 2 =34 At

2t 3R] AME H|weEH o|METE 72.9%7F AT A

ol Hx FHIES TS B FHE F9 JIVHE APsiHAE
Toffoli-depth7} &3] A4S onet & 4 ok

24480 A AFTH NISTS] MAXDEPTH= [% 4-3]9] Full-depth®} H
w4 Qlek [ 4-3]0) AAE Full-depth(FD)2t NISTS] &4 &A1 A
N MAXDEPTHZS H|usjEH ARIA-128%to] 27° & MAXDEPTH S
AFe  F=] (ARIA-128< 2%).  ARIA-1929F  ARIA-256A4¢
Full-depth?} MAXDEPTH BT} 2 7% MAXDEPTHZ 125l7] o)A
L 9g3s 198 4 gith. MAXDEPTH © 872 ZZ5A] 23 A9
Full-depth(FD)E (FD)/MAXDEPTHWE Z°]7] {54 Grover ?li?ji
t  (FD?/(MAXDEPTH? T3 wWE2 AFejef k. o A¢
MAXDEPTH = 9= T3 ZAaAd & AT, FHE S)7t

o
ol

Hel
OH, )

R U

(FD)’/(MAXDEPTH)® ¥ %7}517] wj2of 25202 Grover 7] #HA H]&
2 (FED)*/(MAXDEPTH)? 7} ofJet (£D)*/(MAXDEPTH)* x M7} St}
sa408 Grover #AC] WHFE vt FD- M (FDx M) B]&Z
(FD? x Molgt & & SQith. (FED) x M wp7iA2 (TD) x M%
Grover AMO| WHIE et TD—-M HES ougit. F7pdo=
(FD)?* x G = Grover AM WA3}=E 183t FD—GH|-EO 2 FD? o FA}
AolES] F N4(G)E HS Aolth. MAXDEPTH AgHS 12sh7] aiA
LS (FDP?x M, (FD?xG, (TD!x M 5 THE 270 H|LS 435}

e

O
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b ke AZhalHotof it

(% 4-4]) MAXDEPTHZS 133t ARIA <2 329 gt Grover 7] A

Cipher Source TD— M FD—M FD*— M FD*— G
CS 1.26 - 257 | 1.384 - 2% | 1.257 - 2170 | 1.604 - 2°%
ARIA-128 _ 60
This work | 1.313 - 2% | 1.45.2%0 | 1.179 - 2168 | 1.312 . 2%%
CsS 1.489 - 2'%1 | 1.635 - 2'2% | 1.754 - 227 | 1.304 - 23%°
ARIA-192 30
This work | 1.672 - 2% | 1.959 - 2%° | 1.908 - 22%¢ | 1.078 - 2%
CS 1.921 - 2198 | 1.021 - 27 | 1.264 - 232 | 1.247 - 2%
ARIA-256 0 6 [
This work | 1.04 - 2'°2 | 1.221 - 21 | 1.409 - 2°°° | 1.511 - 2*%°

[ 4-4114 MAXDEPTHS 12517 93 8%l Full depthe] 2712
H)l FHIES] F74Eo] o A LAY w2 HAsl} o|FXA erch
T HolA S£r 9t I8V MAXDEPTHE 183t 2AEQ (FD)P:x ME
Hw S8 ol AwEc HAsE d9E AL L 4+ Ak 5
MAXDEPTHE e 434 FHESY] HEG wrade-offE 7HE

depth ##43}el 3|22 TAAGT & 4 9l Aol
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V. A&

2 =wolAe 229 depth Ao FH-& Fi1 ARIAC] digh X3}
H S FRE AdsiAr:. olx TECA Toffoli-depths A3kt
Karatsuba F2b =4, A BBolAo] A3t 71H, HEstet &2 oge
7S ARgste]l EARl o] FHIEE HASIHAE  Toffoli-depth®}
Full-depth® ZAaAZTH Axo=] Akt ARIA & 32 2 A3y
Ao st SPACE200] A% Chauhan et al.9] =8of Aotd L&
ZAite}t vjwste] JjAd-go] Full-depthe] -9 88.8% ©ol4, Toffoli-depth]
8% 98.7% ols A ARMt A IRE v|Nter A At
Grover 7] A B]§S FASIATE 1 &, Grover 7| #A H|EE ©]835}]
NISTO] FA1 A oA Alget gAF Het 7S 7|9te s A Het Ae s
7K 1 A, ARIAZE BE 1A' A0 7] 57](128, 192, 256-bit)ll
s A WA Eet #E 1, 3, 55 ZZ 2ATE EIstynh Egh
MAXDEPTH = 133 Ay}, ARIA-128%to] MAXDEPTH AH3te F%3
AJot. MAXDEPTH %314 55t 749, MAXDEPTHES 133st7] $gt

B RS deld AFHAT Y ARSLS AuG A BE o]H
e B4 AAsP) AWE AS Sasd
ot AFEH O] Aol AaAHe] uet T Grover 7] A4 HIGE ofje}

AA A Weo] 7S MAXDEPTH?O Q7o) AA Aoz Atzmdt),
wheba] 4.2749] npzet BE AFS MAXDEPTH T Y81t A2 2o
ofzt B2 tha) MAXDEPTH O Agte 1Est ZZs) vhHe mAgof

_34_



1. =H=d

KISA. (2004). "RI¥H-E E5 o2 dilds ARIA &agE HA

L= o

A 5. https://seed.kisa.or.kr/kisa/Board/19/detailView.do

_35_



2. molEd

Kwon, D., Kim, J., Park, S., Sung, S. H.,, Sohn, Y., Song, J. H,, ... & Hong, ]J.

Grover,

Amy,

(2003, November). New block cipher: ARIA. In International conference
on information security and cryptology (pp. 432-445). Berlin,
Heidelberg: Springer Berlin Heidelberg.

L. K. (1996, July). A fast quantum mechanical algorithm for database
search. In Proceedings of the twenty—eighth annual ACM symposium on
Theory of computing (pp. 212-219).

M., Maslov, D., Mosca, M. & Roetteler, M. (2013). A
meet—in—the-middle algorithm for fast synthesis of depth—optimal
quantum circuits. IEEE Transactions on Computer—Aided Design of
Integrated Circuits and Systems, 32(6), 818-830.

Chauhan, A. K., & Sanadhya, S. K. (2020). Quantum resource estimates of

grover's key search on aria. In Security, Privacy, and Applied
Cryptography Engineering: 10th International Conference, SPACE 2020,
Kolkata, India, December 17-21, 2020, Proceedings 10 (pp. 238-258).

Springer International Publishing.

Jang, K., Kim, W., Lim, S., Kang, Y., Yang, Y., & Seo, H. (2023). Quantum

Binary Field Multiplication with Optimized Toffoli Depth and Extension

to Quantum Inversion. Sensors, 23(6), 3156.

Cheung, D., Maslov, D., Mathew, J]., & Pradhan, D. K. (2008). On the design

Xiang,

and optimization of a quantum polynomial-time attack on elliptic curve
cryptography. In Theory of Quantum Computation, Communication, and
Cryptography: Third Workshop, TQC 2008 Tokyo, Japan, January
30-February 1, 2008. Revised Selected Papers 3 (pp. 96—104). Springer
Berlin Heidelberg.

Z., Zeng, X., Lin, D., Bao, Z., & Zhang, S. (2020). Optimizing
implementations of linear layers. TACR Transactions on Symmetric

Cryptology, 120-145.

Chun, M., Baksi, A., & Chattopadhyay, A. (2023). Dorcis: Depth optimized

quantum implementation of substitution boxes. Cryptology ePrint

_36_



Archive.

Chung, D., Lee, S., Choi, D., & Lee, J. (2021). Alternative tower field
construction for quantum implementation of the aes s—box. IEEE
Transactions on Computers, 71(10), 2553-2564.

Dasu, V. A., Baksi, A., Sarkar, S., & Chattopadhyay, A. (2019, September).
LIGHTER-R: optimized reversible circuit implementation for sboxes. In
2019 32nd IEEE International System—on—Chip Conference (SOCC) (pp.
260-265). IEEE.

Fedorov, A., Steffen, L., Baur, M., da Silva, M. P, & Wallraff, A. (2012).
Implementation of a Toffoli gate with superconducting circuits. Nature,
481(7380), 170-172.

Grassl, M., Langenberg, B., Roetteler, M., & Steinwandt, R. (2016, February).
Applying Grover’s algorithm to AES: quantum resource estimates. In
International Workshop on Post—Quantum Cryptography (pp. 29-43).
Cham: Springer International Publishing.

Itoh, T., & Tsujii, S. (1988). A fast algorithm for computing multiplicative
inverses in GF (2m) using normal bases. Information and computation,
78(3), 171-177.

Jang, K., Baksi, A., Kim, H., Seo, H., & Chattopadhyay, A. (2022). Improved
quantum analysis of speck and LOWMC (full version). Cryptology
ePrint Archive.

Jaques, S., Naehrig, M., Roetteler, M., & Virdia, F. (2020). Implementing Grover
oracles for quantum key search on AES and LowMC. In Advances in
Cryptology —EUROCRYPT 2020: 39th Annual International Conference
on the Theory and Applications of Cryptographic Techniques, Zagreb,
Croatia, May 10-14, 2020, Proceedings, Part II 30 (pp. 280-310).
Springer International Publishing.

Jang, K., Baksi, A., Kim, H., Song, G., Seo, H., & Chattopadhyay, A. (2022).
Quantum analysis of aes. Cryptology ePrint Archive.

Jang, K., Kim, D., Oh, Y., Lim, S., Yang, Y., Kim, H.,, & Seo, H. (2023).
Quantum Implementation of AIM: Aiming for Low-Depth. Cryptology

ePrint Archive.

_37_



NIST.: Call for additional digital signature schemes for the post—quantum
cryptography standardization process (2022) https://csrc.nist.gov/csrc/
media/Projects/pqc—dig—sig/documents/call-for—proposals—dig—sig—sept—2
022.pdf.

Roy, S., Baksi, A., & Chattopadhyay, A. (2023). Quantum implementation of
ascon linear layer. Cryptology ePrint Archive.

Yang, Y., Jang, K., Kim, H., Song, G., & Seo, H. (2022, August). Grover on
SPARKLE. In International Conference on Information Security

Applications (pp. 44-59). Cham: Springer Nature Switzerland.

_38_



ABSTRACT

Depth—Optimized Quantum Circuit Implementation
for Block Cipher ARIA

Yang, Yu—Jin
Major in IT Convergence Engineering
Dept. of IT Convergence Engineering

The Graduate School

Hansung University

The advancement of large—scale quantum computers poses a threat
to the security of current encryption systems. In particular, symmetric—key
cryptography significantly is impacted by general attacks using the
Grover's search algorithm. In recent years, studies have been presented to
estimate the complexity of Grover's key search for symmetric—key ciphers
and assess post—quantum security. In this paper, we propose a
depth—optimized quantum circuit implementation for ARIA, which is a
symmetric key cipher included as a wvalidation target the Korean
Cryptographic Module Validation Program (KCMVP). Our quantum
circuit implementation for ARIA improves the depth by more than 88.8%
and Toffoli-depth by more than 98.7% compared to the implementation
presented in Chauhan et al.’s SPACE'20 paper. Finally, we present the
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cost of Grover's key search for our circuit and evaluate the
post—quantum security strength of ARIA according to relevant evaluation

criteria provided NIST.

[Keywords] ARIA Block Cipher, Depth—Optimized Quantum Circuit
Implementation, Grover's Search Algorithm, Evaluation of Post—quantum

Security Strength
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