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01: void shuffle(int *arr, int size) {
02: int tmp;

03: int randNum;

04: for (int i=0; i < size-1; i++) {

05: randNum = rand() % (size - 1) + i;
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07: arr[i] = arr[randNum];
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09: }

10: }

11: int main(void){

12: int vibration[3] = {1, 2, 3},
13:  suffle(vibration, 3);

14: }
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ABSTRACT

Improved security of lock pattern
using random vibration intensity

An, Kyu—Hwang
Major in IT Convergence Engineering
Dept. of IT Convergence Engineering

The Graduate School

Hansung University

The pattern lock applied to smartphones is a simple password
input method that replaces the password PIN input method, and is
widely used in most smartphones. However, it is vulnerable to
Smudge Attack due to handprints generated by dragging a password
by entering pattern recognition on a commercially available smartphone,
and is a fixed point of the Shoulder Surfing Attack. Therefore, this paper
proposes a new method of pattern recognition. The same pattern is
generated by generating the strength of the vibration of the point input
by the password among the strength of vibration (strong, medium, weak)
randomly generated for each point, instead of simply recognizing the
shape of the pattern when the drag is input. Even if you draw it, the
security strength per point is improved. Therefore, in the case of the

existing lock pattern, a total of 389,112 patterns can be drawn, but the
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lock pattern proposed in this paper can draw 3,872,929,464 patterns,
which is about 9,953 times larger. This means that even if the same 'Z'
pattern is drawn, the strength of each point's vibration must be entered,
so the security strength is improved as much as in the Smudge Attack of
the 'Z' pattern and the Shoulder Surfing Attack. Therefore, we propose a
new pattern recognition method that makes a completely different pattern

even when dragging the same 'Z' pattern.

KEYWORD: Drag, Smartphone, Shoulder Surfing Attack, Smudge
Attack, Pattern Lock
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