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- Automatic locking (A5 #a4X])

- Regular backups  (B7]2]¢] #4))

R1 - Note IMEI number (IMEI ¥135.9] 7]%)

- User-to-smartphone authentication (Z~PIEZE ARga} ¢15)

~ Certification of smartphone (FIPS140-2 %)

- Scrutinize permission requests (AE3E 591 Q)

- Review default privacy settings (IR E 7|2 44)

- Reset and wipe(before disposing or recycling the phone,

R3 wipe all the data and setting) (%713} & 2= do]E 2HA))

- Decommissioning (3]

- Be skeptical (F2 o]¢] AFES RS

- IT officers should create awareness of this risk  (gg¢] 214])

- Check reputation(before installing or using new smartphone apps or
services, check their reputation using app-store reputation

: mechanisms (P8I 318 AAAE 2R

— Check resource usage and phone bill

- Resource control(monitor resource usage of smartphones for anomalies(ZUE )

- Cautious use of hotspots(use public WiFi hotspots with caution and
configure the smartphone so that it does not connect automatically
(3E T 7]A= o8

- Communications confidentiality(using VPN or SSL) (£41 #]e] B4

- Pre-installing server certificates (AFEA A8} ¢15)

- Encryption software (&3} AXEo]e] 4]
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ABSTRACT

Study of control over mobile phones in military

-Focused on mobile device management system-—

Seo, Kyong Jin

Major in Military Strategy

Dept. of National Security and Strategy
Graduate School of National Defense
Science

Hansung University

The mulitary authorities are proceeding with the project of constructing
mobile device control system as a part of ‘Demonstration project of
applying new excellent common IT technology to defense’ in 2012. The
core of this project is the adoption of mobile device management system
and the authorities are proceeding with demonstration project at the main
building of Ministry of National Defense and the new building of Joint
Chiefs of Staff for that from August, 2012.

As of September, 2012, smart phone users took 30,876,600 among
54,274,905 mobile phone users and it is reality that the cases of carrying
smart phone into the territory increase more due to establishment of smart
phone bhilling system like special billing system for L'TE in military mobile
communication as well.

Smart phone has the -characteristics like openness, portability and

serviceability for connection through various access routes, but it causes

- 69 -



various serious problems with regards to security matter concerning the
users whose security consciousness 1s relatively weaker than those who
use personal computers as it has the limit that there is a possibility of
leaking personal information and impossibleness to apply real-time monitor
when malicious code is distributed or the phone is lost.

As its results, the increase of carrying smart phone into the territory
can be regarded as that raises the possibility of intrusion into security
inevitably in the reality that detection of malicious code rapidly increases
in Android operation system that take 87% of domestic smart phone OS
today.

So, the adoption of mobile device management system by military
authorities can be regarded as the effective technical controlling measure
regarding that it can control all members in the military inclusively beyond
the simple measure that withdraws smart phones when they access the
existing specific areas concerning the possibility of intrusion into military
security by carrying smart phone into the territory.

But, like recent issue of privacy invasion that happened during the
adoption of mobile device management systems of LG Electronics, there is
a possibility of occurrence of opposition to invasion of privacy led by the
group of junior officers who is the generation that is sensitive to privacy
and there is a possibility of occurrence of cases that carry smart phone of
other’'s name the territory to avoid the application of mobile device
management system.

This study suggested the natural distribution of mobile device
management system through linkage between RFID access control at main
gate of military and smart phone by inventing from the fact the private
society operates it replacing the existing RFID pass with NFC function of
smart phone and activates mobile device management system of smart
phone at the same time of access in technical aspect against the limit that

1s expected by the adoption of mobile device management system in the
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military and reviewed the necessity of preparing for purpose, ground,
applicable object and procedure of controlling according to the law as
specified in the Constitution regarding that such series of control can cause
the dispute of restricting basic human rights.

And it recognized that the inducement to military mobile communication
that is capable of continuous easy tracking and management on applicable
objects for prompt and successful distribution of mobile device management
system together with education of military law based on the cases related
with common information and tele-communication equipment that takes the
large portion among the security accidents and it is willing to review and
suggest a series of alternative plan like inducement method by economic

factor accordingly.

[Keyword] Military security, military mobile communication, mobile

device management
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