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2018 2023 2028 2038
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1) Gatner. (2018). Top 10 Strategic Technology Trends for 2019 (40p).
https://www.gartner.com/en/doc/3891569-top-10-strategic-technology-trends—for-2019
(Accessed May 2020).
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2) NIST. (2017). Post-Quantum Cryptography Standardization Call for Propsals.
https://csre.nist.gov/Projects/post—quantum-cryptography/Post—-Quantum-Cryptography-Sta
ndardization (Accessed May 2020).
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Signer’s Private Key

Signer's Public Key
@ Hash Algorithm

Verification
Algorithm
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Algorithm el
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L(by,b,) = {.Za,;b,;m,;ez}.
Az etz 716k o] u, rrel oj4k FEo] Hr
S olYg ARt BoHE EAE VINeE AAE ¢
o,
2.3.2 A% ZA

71 7180l ®= A 9 EAIZE SVP(Shortest Vector Problem) <}
CVP(Closest Vector Problem)©] 1t} SVPE 00] obd 71 &2 HEHE 3t
A=, WE Y A7) |u|9] 0°] obd FHE zH2 WMEIE A oA
gk= Zlolth. CVP= AAReE Aagle shvbe] Wy 7 FolA|a 1 WE o
A 7V TPk AR W AEE 3k dold. =, WY wrb Folils
lw—vl o] gtol HA7F H= H“Ei vE AZ HellA FHe Aottt FHAgs
AFE R T3] fleiAs Ee HEe AV|E ALteol dtER oy
A= dHA

LWE (Learning With Errors) A& AA 7|8 45 A|=8dA 74 4
g o] &at= AR FH A9 WEH p=As+e’t FARHES W, HH =
grotfoF gt 919 O FF e7F EIH O oA o] A= oHua &
A Q. spAIRE o] ZAE AAFeE7] sl o2k AHE] wAle] st
e g SHAY ofEEs 7HAAL 3

RLWE(Ring—Learning With Error) ##|= SVP A& 7|Wto 2 3}
SVP, SIVPHE. Y o] & A= oA vk RLWE: @ Ho] sfute] d= 3
A= YA do] A5 st & ol&et] 7 Q. ol d 4
takae]l Ao R 7E olx FHo wAls AT ¢ doernE T
SHolA B g&F otk

LWR(Learning With Rounding) 41 LWE &#19] H&® &ejolr

3@ ANS Bl ofe] PEES AW oRA o }Eﬂﬁﬁ 2 5235

|

aly

it
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LizarMong< RLizardE WY o2 ThEolz &darg]Folt}. RlLizarde
NIST?] PQC &%A Round 19 $H <¢ta18]5Ql Lizard®] #(ring) WA
dag]Folt). RLizard®] KeyGen v LWE A9 3 A A4Sl
RLWE(Ring—LWE) #A41E o] 8392 Enerypt, Decrypt 3= LWR
wAle] g W@ RLWR(Ring—LWR) FAZ o]&3l3it}t. 7]£29 LWE,
LWR #A19] A5 N2k &1bel diste] N9 Al¢s A 33k
Q= 3 wAl GA o] & o]&ste] o]Folxith. & WA= N9
Fako] AGEw oo wE AL Al FolE F Qo] EEHolH. #
oA Aike] ¥= A5 vk Zo] ALE¥™ LizarMong &arg]lse 4
R,:=Z,[X]/(X"+1)& AM&ST) AMEH 3 AAZEA Ll F4 0

onf Aie golsl ke FEL A a Yk,

& Ho o X m“

{0,1}"= n7l8 0 HE+= 1o ydd HELS "3t o5 S,
{0,1}*0¢] A 32vfo]EE ou|gtt}. 163579 2715 A Ak ¢
0xE ARESITE o & &9, 0x019] 4% 16352 A9 15 v dr
SHAKE256(seed,outlen)< Z~AA] FZ A =2 do] d=Ey do &=

=

o] 7H53k ot seedE ¢
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ShiftE om sl 77z} Left Shift, Right Shift A4S 9wt [n] &

WSS orEy

H', G &322 Zo|7t 747} sd/8, d/8 wlo]EQ]

oF d= wngel we 24

A3} 256HIE AR R

AgE A 7 Age e

=

He
SHAKE256 5 &3lH s
Avk. HE w09 00] ofd ghe ZtEs &
¥a}= SHAKE2560]t}. LizarMongS 128¥]E <hAA<

Strong™ o]

—

Zr= ComfortH

LizarMong KEM.KeyGen

Input: 1"

Output: pk, sk

Seed, - {0, 1}*°¢

a- SHAKE256(Seed,,n/8)
s HWT,(h,),u- {0,1}"
e~ Yy

b- —a*s+e

pk~ Seed,||b

sk sllu

e I A NG 5 i

return pk, sk

[@318]5 2—-1] LizarMong_ KEM.KeyGen
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LizarMong KEM.Encapsulation

Input: pk

Output: ¢, K

§- R?

r— H(5),d- H'(5)

§'— eccENC(6)

cio- L (0/q) a*rl.cp- L (K/q) (g/2) & +b*r]
¢ eygllers

K- Gl(e,d0)

c- ¢lld

O NN kW=

return ¢, K

[&318]F 2—2] LizarMong KEM.Encapsulation

LizarMong KEM.Decapsulation

Input: pk, sk, c

Output: K

l. eyqcp,d- ¢

2. ¢y ¢ < (logp—1logk)

3. 6= L(©2/p) (eyte, s)]

4. 5§ eccDEC(S)

5. r= H(8),d- H'(5),8" = eccENC($)
6. c- L(p/g) a*r1IIL(k/q): ((q/2) §"+b*r1ld
7. ifc# cthen

8. K- Gle,du)

9. else

10. K- Gle d,d)

11. endif

12. return K

[&+318]5F 2—-3] LizarMong KEM.Decapsulation
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2.5 SIMD(Single Instruction Multiple Data)

2.5.1 AVX2(Advanced Vector Extenstion 2)

Stel BHelz olgste] tiel dHolHE BAel As: A

SIMD(Single Instruction Multiple Data)#}al dkt}.

EleBloEl
EloEloRE
= % s Y < |
BoEoeoHE
BeoeEeH
BoBeHE
EloEloeE
BeBeH
[z 2—2] SIMD 71 &

FE v Eof oA ALEEE 7oA N 7 HE, nHlolE 2
Aol T3 AN HEFlE oF Fopo|= SIMDe H&o] 7}esit).
CUDAS} #o] GPU 7ol s2ale= WHEA e o7t A8k« RE GPU
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Sparse Polynomial Multiplication for AVX2
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S AF&3%= NIST Round 29 & Ax} 7|0 do 53 AVX2 7+d& 4
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3) https://github.com/XKCP/XKCP
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VI. 37}

4.1 A% H7}

e H7tE Sl 4o g AVX2 Y WHEolE A ¥YstE Intel(R)
Core(TM) i5—8250U CPU 1.60GHzZ Ar&3at3itt. A3 H7ME 96
RE Ao drtele A9 sH0E HASE 918 -03 43 AVX29
dEo] JE A7 S —mavx2RhE ARESIGITE FAFS] HIEE A
A FERAAT|E 2lEa A ATse fAF B A
dev/urandom= ARE3FA T 719 LizarMong® + WA Comfort, Strong
[% 4-1], [¥ 4-2], [¥ 4-3]2 Actsls 719 Ee] MEHoz A5
Re o] £g SAS Aot [F 4-4]1& Adsts 7IHEC] FA
o A&HAS W] £x& SA AFgo|tt. 54 F9= cycles AHEE

.

O

O

ox
o

=

[3£ 4—-1] KeyGen £X% =4 A3} (cycle)

Type | Operation | Original | opt AVX2 | % |
s sampling 84,652 78,815 6.9%
e sampling 84,652 83,955 0.1%
Comfort multiplication 84,652 76,150 10.0%
reduction 84,652 84,331 0.2%
keccakx4 pk 84,652 81,068 4.2%
total 21.4%
s sampling 111,633 107,553 3.7%
e sampling 111,633 110,902 0.1%
multiplication 111,633 102,813 7.9%
Strong -
reduction 111,633 111,302 0.0%
keccakx4 pk 111,633 107,085 4.1%
total 15.8%

WA HE s FE) P9, T ould BFlA FAS A Babel Qv
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. 1 ol Strongd] AS Y & Y-S ARESHH, T HA BT 5 oW
ol 2 7t 7F ¥ AR Aow ®HRAY, A
A3l oFAS ®Wth Keccak?

A o =)
Fol % KeyGen &id]Fd 5L oJF= Strong HAA H & A%
A

[ 4—3] Decapsulation &% =4 A3} (cycle)

Type | Operation | Original | opt AVX2 | % |
s sampling 51,979 51,807 0.0%
e sampling - - -
Comfort multiplication 51,979 51,949 0.0%
omie reduction 51,979 52,489 20.1%
keccakx4 pk 51,979 49,588 4.6%
total 4.5%
s sampling 99,461 101,006 3.7%
e sampling - - -
multiplication 99,461 82,679 7.9%
Strong -
reduction 99,461 107.337 0.0%
keccakx4 pk 99,461 95,938 4.1%
total 15.8%

Decapsulation F1E|F2 AS$ Encapsulation E8]FI 5L FAE
LR
[# 4-4] F5E &5 54 A3 (cycle)
| Algorithms | Original | optAVX2 [ % |

Comfort.KeyGen 31,488 23,903 24.1%

Comfort.Enc 36,805 27,209 26.1%

Comfort.Dec 45,296 32,058 29.2%

Strong.KeyGen 44,845 36,004 19.8%

Strong.Enc 75,473 62,039 17.8%

Strong.Dec 91,721 69,984 23.7%

»YsRte ==

Comforte] 745 37M71, MA7] & WS 218 KeyGen] 50| 24.1%

4) https://githhub.com/DragonBeen/AVX2/
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ABSTRACT

Optimized implementation of LizarMong
using AVX 2

Kwon, Yong Been

Major in IT Convergence Engineering
Dept. of IT Convergence Engineering
The Graduate School

Hansung University

The development of the quantum computing environment 1is
threatening the classic public—key cryptosystem. It is proved that currently
widely used public—key cryptosystem such as RSA or elliptic curves
cryptosystem will be analyzed in polynomial time using an algorithm
proposed by P. Shor. Many organizations need new algorithms that are
safe from not only classic attacks but also quantum attacks. According to
these requirements, NIST (National Institute of Standards and Technology)
defined cryptographic algorithms that have resistance from these attacks
as post—quantum cryptography and initiated a standardization process by
announcing a call for proposals. The lattice—based cryptography that
accounts for higher than 50% among candidate algorithms has been
catching great attention because of its good performance and proved
security for a long period. LizarMong is a lattice—based cryptography
based on one of the candidate algorithms named Lizard. The
well—researched algorithm Lizard and state of the art technique
converged into LizarMong. LizarMong has an outstanding performance
compared with other NIST candidate algorithms. In this paper, I
proposed an optimized LizarMong implementation using AVXZ2. This
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implementation increased performance 15%~30% and minimized the
requirement of randomness. According to these, it is expected that
LizarMong which have currently the highest performance between
NIST candidate algorithms will become a more feasible algorithm.

KEYWORD: Post—quantum cryptography, Lattice—based cryptography,
LizarMong, AVXZ2, Optimized implementation, SIMD
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