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Algorithm 1 Smart contract detection system mechanism
Require: Bytecode of smart contract(B,.), Extracted opcodes of smart
contract( OP,.), Frequency of opcodes(F,,), Deep learning model for greedy
contract detection(Model)

l:  Opcodes={00:STOP, ..., FF:SELFDESTRUCT} =Set up dictionary
mapping opcodes to bytecodes

2: for op in B, do

3: if op In Opcodes then

4: OP,, .append(op) = Bytecode to
opcode

5: end if

6: end for

7: Initilaize F,p to zero
8: for op in OP, do

9: Foplopl <= Fyplop]+l o> Calculate frequency of
opcode

10: end for

11: isGreedy < Model(F,p) =>Greedy contract detection
12: if isGreedy == True then

13: Stop the smart contract

14: else

15: Execute the smart contract

16: end if
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0x73DA --- 64736F --- 0032 Bytecode
4

73 - 64 -~ 0032 Opcode
4
Opcode 0 1
(decimal) Frequency of
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Frequency 23 7
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AAge] PG [E 3-11E 712 Rl solduetngg Mozt
PeZo S 1400peoded] Holch Egt, WAL WAL 98] 40%)

Dropout= AH851H, Epoch& 20022 At

Frequency of opcodes
|

2317 |- |19 |32
(5 é) é_) (5 Input layer
l

Linear —+ ReLu

Linear = ReLu

~ Hidden layer
Linear = RelLu

v
Dropout

(i) Output layer

Benign (0) or Greedy (1)

(1% 3-4] 712 =99 72
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Hyperparameter Descriptions
Epoch 200
Batch size 256
Units of the input layer 140
Dropout 0.4
Optimizer(learning rate) Adam(0.0001)

[% 3-1] 712 »el9] o] utulg

BCE(y,y) =— (ylog(y) + (1 —y)log(1—y))
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Hyperparameter Descriptions
Epoch 200
Batch size 256
Units of the input layer 58
Dropout 0.4
Optimizer(learning rate) Adam(0.0001)

[ 3-2] % wde] soluutetnly

_19_




2 AFS Q5] ZHE 76 AH]AQl Google Colaboratory PRO+
£ ARgeth 29AIAl= Ubuntu 20.04.5 LTSolch. HgH RAM-2 15GB,
GPUE  Tesla T4E ARSI ©Hed  ZHd9=+ Pytorch  2.0.0,
Python& 3.9.16& A&3ttt,

2 Addode Bde sty fiet dlolHAle® GoogleollA AlEdh=
Google BigQuery To]E|AID-E ARE2tt, Google BigQuery HloJE|AloA] o]
felgo] HEzHE AnE HAEHEES LSAJE o4 AUlE HEHE &

2] T MAIANS E&) 14716709 A
olgjAlo] A HCLH dHlolHAle AHA AE
2 T/

A24d 7182 249 A5 B
[# 4-112 140719] opcodeE ARERP 7|2 REO Ad5e HolgErh
]_

712 mdo HF Test Fl-score 92.6%2 LA}
o] mjH S 4= 15,2970}

1)
https://cloud.google.com/blog/products/data—analytics/ethereum-bigquery—-public—dataset—-sma
rt-contract—-analytics?hl=en

_20_



Performance Metric Descriptions
Training Fl-score 95.0%
Validation Fl-score 92.3%
Test Fl-score 92.6%
The number of parameters 15,297
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Performance Metric casel case? case3
The number of opcodes 58 51 37
The number of parameters 5,855 4,861 3,167
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Test Fl-score 0.92 0.91 0.90
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Performance Metric Descriptions
Training Fl-score 92.6%
Validation Fl-score 91.6%
Test Fl-score 92.3%
The number of parameters 5,855
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Sorted by Values of IG and SHAP
Algorithm
1 2 3 4 5
Integrated
] JUMPDEST DUP1 SUB JUMP EQ
Gradient
Gradient
DUP1 SUB JUMP JUMPDEST PUSHA4
SHAP
(& 4-5] B4 AEHEMS] A9 T8 571 FH o]
Sorted by Values of IG and SHAP
Algorithm
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Gradient VALUE
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ABSTRACT

Greedy smart contract detection through
lightweight deep learning implemented using XAl

Kang, Yea—Jun
Major in IT Convergence Engineering
Dept. of IT Convergence Engineering

The Graduate School

Hansung University

A smart contract is a digital contract on a blockchain. Through
smart contracts, transactions between parties are possible without a third
party on the blockchain network. However, there are malicious contracts,
such as greedy contracts, which can cause enormous damage to users
and blockchain networks. Therefore, countermeasures against this problem
are required. In this work, we propose a greedy contract detection system
based on deep learning. The detection model is trained through the
frequency of opcodes in the smart contract. Additionally, we implement a
lightweight model for deployment on the IoT. We identify important
instructions for detection through explainable artificial intelligence (XAD.
After that, we train the lightweight model through only important
instructions. Therefore, the lightweight model is a computationally and

memory—efficient detection model for the IoT. Through our approach,
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we achieve a high detection accuracy of 92.3%. In addition, the file
size of the lightweight model is reduced by 41.5% compared to the

base model and there is little loss of accuracy.

[KEY WORDS]) blockchain, smart contract, greedy contract detection,

deep learning, explainable artificial intelligence, lightweight, Internet of

Things
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