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Al 2% BEAT

B oM 4 dEA AU HEuUY FaA TR EFO SIP ZREF
SDP Z2 &% 2 RTP Z2EZd U3 Aury dutdol g BA7)9 F24

tjshe] Ay 5&3}.
2.1 SIP(Session Initiation Protocol)

SIP+= ITU-T(International Telecommunication Union-Telecommunication)®]
H323 W$¥+= Z2EFZA  IETF(Internet Engineering Task  Force)
MMUSIC(Multiparty Multimedia Session Control) WG(Working Group Joll A 7l k5]
o] ot}7} IETF SIP WGE 2lAste A4S Adsta Stk SIP+ OJAEZ]
SES A Mu7E 1 5E $HES dte Sl AE/AH ?Zoﬂ 7IRkE AL
att. o] ZREZE Aol tdd "HxE 7nke] QEHU IREZRA
HTTP(Hyper Text Transfer Protocol), SMTP(Simple Mail Transfer Protocol)9} -
Abgt E-mail #4414 WWW(World Wide Web) 229 JelE 7FA 1 9lom Apgat
el 43 S e xstete &R AAYAY. S sty ol HoxE
Aue Ads Z71steta, W7 3 F887] Al Abdske =2 AAEAT A
& ore, vHe, FolE HE T3 & s Ee 1 o9 it BYoz o

s

Fol7 Aywto] Holy % & LA
2.1.1 SIP &4

SIP WIAAl = Al &, §ld, slve] miARs 7he] 7l CRLESE HIAA &
o2 7o Sl SIPeE A F3 slu e ghvks Aedshal, wWAA Eie) ghe
AR ARE 7)Ested AMgste ZREZQ SDP7F Aot [1d 21]1& SIP v
AA e 725 HofFa 9l



INVITE sip:220.67.226.78:7175;5transport=tcp SIP/2.0 . > Start Line

—_—

From: "789" <sip:789@b113.local>

To: {sip:456@bl13.1ocal>;epid=65ebd298c8
Call-ID: d54fd29d2e2b31b9f532bf@220.67.226.83
CSeq: 2 INVITE

Contact: <sip:789@b113.local:7629;maddr=220.67.226.83> > Header
User-Agent: RTC/1.2

Content-Type: application/sdp
Content-Length: 691

—
—_
v=0
o=- 00 IN IP4 220.67.226.83
s=session

c=IN IP4 220.67.226.83

m=audio 65424 RTP/AVP 97 1111126 0
a=rtpmap:97 red/8000

a=rtpmap:111 SIREN/16000
a=rtpmap:112 G7221/16000 > Message Body
a=rtpmap:6 DVI4/16000

a=rtpmap:0 PCMU/8000
a=rtpmap:101 telephone-event/8000
m=video 38956 RTP/AVP 34 31
a=rtpmap:34 H263/90000
a=rtpmap:31 H261/90000

[ 21] SIP WA A8 %

SIP WA A 9] AJ2F Fof] wpet FefoldEdAM MM Z Bl 2% (Request) vl

AA o Ao A Fefo]dER HulE S (Response) WAIAZ FEdth [E 2.1]9)
Ao} 9l upel o] A& & FEE SIP WA A7 8FHA A wE &
A=
N + e
27 HAA A% M3y 2% URIL SIP WA

S5 HAA SIP WA, el =, &5

[¥ 21] SIP WA A A2t & 4

7}, SIP 83 "W A A

SIP 24 WAAY A% 2o A AA e A5 Pellslld SIPY F
2 A s %S [ 220 ekl

_6_



SIP 2% ¥ A 3
INVITE A AA
ACK INVITE®] vpA{et Sxof] tigh <<l
BYE A F=5
CANCEL d7lsd A HAa
REGISTER AH&2e] URL 5%
SUBSCRIBE oJflE TAE 8%
UNSUBSCRIBE oJMIE FAE A
NOTIFY TEH oHE EXAME A%
[ 22] SIP A& W&} 75
SIP 84 HAAe £ WA gE2 A% URLe 2@ 874
URI(Uniform Resource Identifier)o]tt. [ 2.3 A ¢¥+ SIP URI 5 ¥4%& 44€
g Zlojtt.
SIP URI &2 A 3
sip:user@bl13.]ocal o 7|3 SIP URL
o TCPY 2% ZREZS ¥§ss
, 7] SIP URL
sip:user@bl13.local;transport=TCP . A% mzEs AAHA Ge
45 7)1 5ke UDP
sipiuser@220.67.226.78 o IP F4&5 x3ete= SIP URL
sipi+1-425-707-9796@b113 local;user=phone | =4 A3} HZE ¥ 335+ SIP URL
o o] AHH TXAE oS FAFE
HEN2E F405 ¥dsl= SIP URL
sip:b113@bl113.]local;maddr=225.0.2.1;tt1=64 o TTL %ol 642 4A
o WHN2E F49 UDPE A%
TeEEe AR 4% TTLS A4
[ 23] SIP &% URI
SIP 2% viAA 9] vz gEL SIP Hdoln A 200t [28 2.2]
= SIP 24 WAA S deli, SIP 8 WA A& & Fio] AA HAIEO 9

o},



INVITE sip:789@b113.local SIP/2.0 '

From: "456" <sip:456@b113.local>

To: <sip:789@b113.local>

Call-ID: b84ed9941892468494b94208c857@220.67.226.78
CSeq: 1 INVITE

Contact: <{sip:456@b113.local:15107;transport=tcp>
User-Agent: RTC/1.2

Content-Type: application/sdp

Content-Length: 287

CRLF .

v=0

o=- 0 0IN IP4 220.67.226.78
s=session

c=IN IP4 220.67.226.78

b=CT:1000

t=00

m=audio 37552 RTP/AVP 97 0 8 4 101
a=rtpmap:97 red/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:8 PCMA/8000

a=rtpmap:4 G723/8000
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16
a=encryption:rejected

[29] 2.2] SIP &% HAA
L. SIP $9 wA1A]

SIP &% wWAAY A HA 52 SIP 8% wAIA9 wpAu g3 2
SIP Wxdela, SIP &5 WAA e F WA F5e 2z | Add m=olrh SIP
B mEE [F 249 2ol AR, AF, AN, FAE OF, AW oF 2L A

Ase] 67e WFR sejgln,

12 ox rlo

SIP e 3= S WE A 3
1XX 7 X (Informational) Z9 73 FE] EA
2XX /3 ¥ (Success) a7l A¥gHgoz Ay
3XX A1 21 4 (Redirection) 240 g 9% ARE §A
4XX Zeto]AdE Q FH(Client Error) | Flo]AdE oHE ®A
5XX AW @ 5 (Server Error) M o #E A
6XX 29 49 (Global Failure) LA gk Aol Erhed 44

[ 24] SIP &9 #=

_8_



SIP &% wWAlA 9] wpA 2t 52 &5 Fo|t}, [ 25]d & SIP M 2.0
4% SIP 4H Z=d g HF 2 &8 & YEsath
A1 A €] ofo]al, SIP &% WA A Y] AJZF & Fito] AA ZAIE Tk

SIP A 3= SH BT S T
100 1 A& &
180 7 1 Nz7F &9
200 33 32l
300 A A A s A
301 A A4 JTHOR olFH
302 A A4 YA 2 ol5H
303 A A A 71EfF Fx
305 A A A LEA] AL
380 A 2] 7 o) & A H] 2~
400 ZaloldE o F 2Aed 9 A
401 ZefoldE o F Aol gl
402 ZaloldE o F A& e
403 FefoldE o [ AR 5 gl
404 Zelo]dE Q5 ol
405 ZaloldE o F WA= 38 oF
406 Zejo]dE O F uhol 5ol 4= 9l
407 ZefoldE o F TEA QS IQ
408 ZaloldE o F 27 A7 2¥
409 ZaloldE 9o F =
410 Zelo]dE Q5 ol
411 ZaloldE o F Aol I
413 S| E 9 FF 27 JHE} UF F
414 ZefoldE o F 9% URI°|] Y& 7
415 FeoldE O A5 e o] {3
420 FefoldE o A5 3
500 A Q5 A U O
501 Mu Q5 T A kg
502 Mu Q5 A2 Fo]Eg o]
503 A S5 Muj 2 AR = §le
504 Mu Q5 Aol Eg o] AZF 23}
505 Mu Q5 A Q5 2] k= SIP WA
600 AY A EE A AR T
603 H Ay A4 oF g
604 EEIEE ol Yo §l&
606 e A nhol 59 & 9l
[% 25] SIP £ 7= &2 &ok




SIP/2.0 100 Trying

Via: SIP/2.0/TCP 220.67.226.78:15107;received-port=1844

From: "456" <sip:456@b113.local>

To: <sip:789@b113.local>

Call-ID: b84ed9941892684e073b94208c857@220.67.226.78

CSeq: 1 INVITE
Content-Length: 0

(29 23] SIP 9 HA1A

t}. SIP 3t
SIP W[A[A 9 A%} & tgol= sttt o] 4o dE 7t &k E3HE FHe v
AAZE SHQAA, 8 JAA ] et depzinh SIP dde [ 2.6]7 ol dwh 8%,
S 2 A U A MFE T 4 1F9 e 8 3 S HAA
E—‘Eroﬂ /\],QL%L 2= olr/}
d s 8 A 3 = = A
Accept Authorization Allow Content-encoding

Accept—encoding

Hide

Proxy-authenticate

Content-length

Accept-language Max-forwards Retry-after Content-type
Call-ID Organization Server

Contact Priority Unsupported

Cseq Proxy-authorization | Warning

Date Proxy-require WWW-authenticate
Encryption Route

Expires Require

From Response-key

Record-route Subject

Time stamp User—-agent

To

Via

[3 26] SIP 3t &+
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SIP &t Fx+ st ool duk Fd, SIP WAA F5ol wel 24 3
1 EE §F dvs 24 ddz g [ 2419 [2" 251 SIP HAIA 9
Tl W SIP &t 729 dF BT gl

INVITE sip:789@b113.local SIP/2.0 .

Via: SIP/2.0/TCP 220.67.226.78:7628

From: "456" <sip:456@b113.local>

To: <sip:789@b113.local>

Call-ID: 4d928e4fcfab4af38dff1c643b72890@220.67.226.78 General Heaer
CSeq: 1 INVITE

Contact: <sip:456@b113.local:7628;maddr=220.67.226.78;transport=tcp>

o

Max-Forwards: 70
User-Agent: RTC/1.2 3 Request Heaer

Content-Type: application/sdp .
Content-Length: 287 } Entity Header

CRLF .

v=0

=-0 0 IN IP4 220.67.226.83
s=session
c=IN IP4 220.67.226.83
m=audio 65424 RTP/AVP 97 1111126 0
a=rtpmap:97 red/8000
a=rtpmap:111 SIREN/16000
a=rtpmap:112 G7221/16000
a=rtpmap:6 DVI4/16000
a=rtpmap:0 PCMU/8000
a=rtpmap:101 telephone-event/8000
m=video 38956 RTP/AVP 34 31
a=rtpmap:34 H263/90000
a=rtpmap:31 H261/90000

)

(2% 24] SIP &% wA A9 &t

SIP/2.0 401 Unauthorized .

Date: Sat,21 Aug 2004 15:48:26 GMT
Viat SIP/2.0/TCP 220.67.226.78:7628
From: "456" <sip:456@b113.local> neral H r
To: <sip:789@b1l13.local> Genera cae
Call-ID: 4d928e4fcfab4af38dff1c643b7e2890@220.67.226.78
CSeq: 1 INVITE

O

Response Header

WWW-Authenticate: Kerberos realm="SIP Communications Service", targetname="sip/sip.b113.local"

Content-Length: 0 e Entity Header

(27 25] SIP &% A A9 &d
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212 SIP 74 84

SIP UA(User Agent)&= SIP WAIA] HAES S8ty AFE SIP HAAE T

3t g A]~dlo g UAC(User Agent Client)®t UAS(User Agent Server)® Ut

dry, durdog UACE 8% HAAE wEoA dAFsies des wsin, UASE

g AENA LAY WH-4 ddte] oJste] f&¥E &
?_]__

SIP AHEL Z2A] A1 (Proxy Server), /1A 4 A (Redirect Server), &%
A (Registrar Server), 91% A ¥ (Location Server) o] SIth TEA] A= UAR
o 2 HAAE AA] WA A7} Adgyolof & Fo g A (forwarding)dt= &
gt AR M= AR wWAA 7L Z*”EMO]E G AR AAE SH HA
sl deElFo ARSI AR AFstEE sk, 55 A¥E UAE 558
‘5}7— ol #stH AT AR T3 7‘3% Els /‘}*‘lx}o Z]E ?L“io}# O%‘%E
CEE A M E g =l el &3 a7 9%
colgd fA AME o] 88 AF dA 4*‘11}7} &g /‘]*E“J 4]
9l 7] wj&o] AFgAFY] o)A (User Mobhility)[14]& A8 & 4 9t}

wot e

>

_1

X mo

m1m o o )

LT N i
o,
4>ﬂ“

213 SIP A9 3% 5%

O

SIP Aldo] SIP UAZH A4 AAHYEA oyw
4)7} SIP UA Abold] 17 of %o nje} g
Ay e 2

SIP AAe & <
SIP MB(ZEA] 52 T A4~
T &

242te] SIP A4 <)

T E
]

= = =
SR

[1Y 26]C F UAZMY dutdol 5% 358 Kol 1 7 dAE 235
2 Hoglth 4 UA A: 255 AFs7] 93] INVITE 84S ®uth o3|
UA BE 3% 24 AY Y& YelE A F $% Z=(100)2 $He. UA

(2000& &Hst¥ UA A= UA BY
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e
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Alolo] HEEH UH, UA A &= B

ol

A

UA AdlAl it
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(200)
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UA A

A + A

I

_

gl
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e

_
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]
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ol

o)

UA
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(1% 2.6]

22 A7}

TE

L UA A= Abo]d

£ 97}

hyA

UA AZE A}o]d
ZA AHE 7jEd oz UAS 2 UACY 7]

o =
- T

[ 2.7]

3

wel Zth

oj
ifat
;O#

ol

tol i UAR Hd

A3

o
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UAA Proxy Server UAB
INVITE(1) INVITE(2)
> P
100 Trying(3) 100 Trying(4)
-t -t
200 OK(6) 200 OK(5)
-t ]
ACK(7) ACK(8)
| P
RTP Medja Session
-—— — — — — ———— — — — — —p
BYE(9)
I\ >
200 gK(10)
< r; \Y
(19 27] 7 UA A& Afo]d] ZEA AH7} & 7
o UASH 55 Anzte Qe 5% 58
(29 28] UAY S5 AWty dwtdel 35 358 HAF 5F
M= UAZF 598 F gle F48 el UAY REGISTER 8% & et
T& AW e dubAog ZEAl T AAA A e T A g
UA Registrar Server
REGISTER(1)
P
200 OK (2)
g
[ UA® 55 A 5% 35




eh. A A 7E 5 UA Abolell A& A% dwrAql

(27 29]= AAH AB7E 5 UA Atelol §

29 woZth UA A7l 325 A %37 93] INVITE 8%
+ UA B7} dAFo g o]=des e E oj=d &

oM UA Ac AAH A9 o1 I=5 UA A7}

A8 Es YeE= ACK 27
o gywth 22W UA AE UA B A& 92 F

A2 E OE INVITE 83 &

vh2 Bt
UA A Redirect Server UAB
INVITE
-1
302 Moved
-t
ACK
>
INVITE
-
200 OK
|
ACK
-

(29 29] AN AW7F F UA Atelo & 499 5% &

it

=

2.14 SIP UAY 5297

b 27 AR A4

J
=70

ZelolAET BEAL 7] YFAE INVITE HAAES Adsted A4 24
S 9#S gotatt) ol INVITE wWAIA S mAA] E&e A4
INVITE WA A 2 AAE A ARE AES 7ZF ur

AE e

2
l m
jaic)
tlo
o
ofo
ot
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g

HAA el EAL

[¢)

agE S

1
s

vee] 2EYe] Hn

il

t}. $A127F ACK HAA S

d

% 2
93 Al et A

&

il

X
el

Aol A

2

Aol Al

]

<J

200 OKol dojA %

of dd F

A

o] dsdn (27 2.10]

S

g

A

9ol

™

—_
1o

o
o3

X

o

< 7

2.11]

i, [

UAS

UAC

INVITE

180 Ringing

200 OK

ACK

RTP Media Session

“~——————————— ——

[ 210] SIP 27] Ald A% - vito] &

UAS

UAC

INVITE

406 Not Acceptable

ACK

[ 211] SIP 27] Ald A4 - vito] AR
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L AR A

AR WA FREE 1Yo
o] 9Jt}. INVITE WAIAE A

1= AddE A8 4 Fx

Ay

UAC UAS

*»

RTP Media Session

200 OK Sdp1’
4“

New RTP Media Session

(19 212] SIP A W

ol
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AAE RS 73387 Yallde (29 21319 #2o] BYE HAAE o] &3}
of QA Z8E gyt BYE WAANE e ZAxE A9 S EF83)a,
200 OK S "A RS A& oA AEeth 200 OK S5 HAIAS we A=
Aol RS TR

UAC UAS

RTP Media Session

—
200 OK

P

(19 2.13] SIP A &%

99} o] SIP EA, SIP FA L4, SIP M9 3% 553 SIP UAQ 529
e Auroitt SIP= Sofo]AE/MH Fxo 7nbs Fi 9o SIP HA[A
S8 MAAS} S MAAR AT 479 SIP WAA7F oW 25 THA
Ao SIP WA A9 FFel kA &t F{7F 24 H
A A Eio] o' Ao EAlg=A & # AATE HEF

€] .
of A9 = SIP WAA 9 SFES Fdsidt

=2

o rlr RorIr

B E=RdMe SIP WAAES SR 2450, Aldd tish Ao WA
T AA F50 ddE wARQ A= et SIP WAAE Fx2388ka, T
z3td SIP WAAE F8lo] AAS #Esty EYS B +x3t9 SIP uﬂ%l

T Ug z

A= SIP 2% WAIAQ A= AE HHdo] AZEL SIP $H wWAAQ AH$
o+ Ad 7=t AZEY 52 AdstsEd "ed SIP 4y dlg 9 Call-ID, From,
To, Cseq® SIP 24 359 Content-length, Content-type 5©] # &%t}

—
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2.2 SDP(Session Description Protocol)

SDP+= |t S 7187l s IETFolA A=A, Hem e 3
o dglu AwEy] 98 mFolth SIP WAA Y wAA B SDPY <3 A
olg upe} o] grol 71«Ho] gt SDP A4 9 7% (Description)E = o] &3}
&Aoo o|Fojd A 7] (Session Description), Al7F  7]%(Time
Description)¥} ©tjo] 7]<%(Media Description)®] 37] HF#02 7]&Hth A9 7]
%o el AA 7]%(Session Description), 071  o]4e] Azt 7]<4(Time
Description) 2 07] ©]4+¢] wt]o] 7]<(Media Description)®] A F-#o& FA %M,
[1%] 214]= SDP ZR2EZ9 FXE HoF1 9

Session description
v= (protocol version)
o= (owner/creator and session identifier)
s= (session name)
i=* (session information)
u=# (URI of description)
e=#* (email address)
p=* (phone number)
c=* (connection information - not required if included in all media)
b=+ (bandwidth information)
One or more time descriptions (see below)
z=» (time zone adjustments)
k=# (encryption key)
a=* (zero or more session attribute lines)
Zero or more media descriptions (see below)

Time description
t= (time the session is active)
r=+ (zero or more repeat times)

Media description
m= (media name and transport address)
i=* (media title)
c=* (connection information - optional if included at session-level)
b=* (bandwidth information)
k=* (encryption key)
a=* (zero or more media attribute lines)

(19 2.14] SDP ZT2EZ 1%

AlA - 7] (Session Description) @A 3loju} RE wjtjo] ~Ed HEHE
A EAQS x5, A7 7]%(Time Description)& 3¢ A& A 9 ghl X7t
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AHE ¥ty wto] 7] (Media Description)S £74 ujtjo] ~Eg o] tjgk A
ARG xger) [19 2151 SIP WA A ¢ SDP wlA[A 9] #AE BT Qi)

INVITE sip:789@b113.1ocal SIP/2.0 SIP - Start Line

Via: SIP/2.0/TCP 220.67.226.78:7628

From: "456" <sip:456@b113.local>

To: <sip:789@b113.local>

Call-ID: 4d928e4fcfab4af38dff1c643b7e2890@220.67.226.78

CSeq: 1 INVITE

Max-Forwards: 70 SIP - Header
User-Agent: RTC/1.2

Contact: <sip:456@b113.local:7628;transport=tcp>

Content-Type: application/sdp .
Content-Length: 287 3 Entity Header

CRLF

v=0 )
o=- 00 IN IP4 220.67.226.83

s=session

c=IN IP4 220.67.226.83

m=audio 65424 RTP/AVP 97 1111126 0
a=rtpmap:97 red/8000

a=rtpmap:111 SIREN/16000
a=rtpmap:112 G7221/16000 - SIP - Message Body
a=rtpmap:6 DVI4/16000

a=rtpmap:0 PCMU/8000
a=rtpmap:101 telephone-event/8000
m=video 38956 RTP/AVP 34 31
a=rtpmap:34 H263/90000
a=rtpmap:31 H261/90000

[229 2.15] SIP viAlAo] 7]&¥ SDP wlAlA]

SIPi= SIP HWAIA S A =3 FHe] W& Aosta wAA & SDPd
&) 7l=gr SIP WA A A ARIF 7l=HAS A5oe [19 215]d4 B
o] SIP ¥4 &7} A4¥t} 7]&d SIP 24 3y EA-%F(Content-type) 3
09 o2 application/sdpE 2t 23 -7 o] (Content-length) 01] o] gkoz SIP
AA B 719 We9 718 g Zetn.

SIP WA A o] A SDP7} 7|&5E A% a4 F 7HAZ 2 4 9tk s SIP
INVITE &7 wA A9k o shib= SIP INVITE 8% wA] Ao o

FE7F 20090 SIP §5 wAIA otk [17 216] SIP &% wlA Ao 7]&¥ SDP w|
AlAelaL, SDPE] Fo Z=9 &4 W&S [ 27 HEatsith
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SIP/2.0 200 OK SIP - Start Line Q

Via: SIP/2.0/TCP 220.67.226.78:7628;received-port=2478

From: "456" <sip:456@b113.local>

To: <sip:789@b113.local>

Call-ID: c32ab959c05b499ea84027945c0c3e27@220.67.226.78

CSeq: 2 INVITE

Record-Route: <sip:789@b113.local:5060;transport=tcp> SIP - Header
Contact: <sip:789@b113.local:8399;transport=tcp>

User-Agent: RTC/1.2

Authentication-Info: Kerberos realm="SIP Communications Service"

Content-Type: application/sdp

Content-Length: 341 ) Entity Header \

AN
AN
CRLF \ Q
v=0 )
o=- 00 IN IP4 220.67.226.83
s=session
c=IN IP4 220.67.226.83
b=CT:1000
t=00

m=audio 12260 RTP/AVP 97 0 8 4 101
k=base64:2afpSHIa+A33w/kSapAyAcLw >~
a=rtpmap:97 red/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:8 PCMA/8000

a=rtpmap:4 G723/8000
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16
a=encryption:optional

SIP - Message Body

[ 2.16] SIP S5 HWAIX o] 7]<¥ SDP #AA

4= &4 & %! )
IN IP4 220.67.226.83 <4 A H (Connection Information)
<network type> InternetS 9J7] - IN
<address type> Internet Protocol A 4 - IPv4
<connection address> AL&8F F4 - 220.67.226.83
video 38956 RTP/AVP 34 31 ultjo] ¢kl(Media Announcements)
<media> Htjo] FF - video
<port> Y E W3E - 38956
<t . A8 HAEAZE TR ES - RTP/AVP
Fanspo RTP/AVP : Audio/Video ProfileS A}43H= RTP
<fmt list> vlEol 34 - 34 41
RTP/AVPd A o] gle v o= Y
rtpmap:34 H263/90000 44 (Attribute)

FolRE FH - 34

rtbmap:<payload type> RTP/AVPS] o] Rt £

<encoding name> 9 o]E - H.263
/<clock rate> ZE3 £& - 90000

[£ 2.71 SDPe] 8 F=9o &4 Y&
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& wwollMe SIP WAA Y] wiAA il 7lsd SDP wAAE &
Tx3tE SDP WA AlE Fate] HAE EgF ] nol {4 mtye] ¥ FAE =
Agetty, Fzx23td SDP "WAAel= MA 7]&(Session Description)?] HE AH
(connection information)®t ™| t]o] 7] (Session Description)®] mtjo] o]& 2 A%

749 Htle] 54 Fol A

2.3 RTP(Realtime Transport Protocol)

st # %o RTP U (encapsulation) ¥t RTP= |7 A& 2oy 43

AZE Wl AgetA AFA 717 g 7IHS Aests A ofyAR RTPol= AA

Aol dF ARV xFHo} glerr &8 2 £t SEHH(itter), Y]
A

dutd o7 RTPE UDPSF 37 718 A$ AFoz ALgH, P9 a4 7%
3 Aoz AHgHET RTPE E4 Uh‘M ~EH FAA} FAAT
1 VEYZ Az 3

RTP il [29 21713 Zo] 12 vfo]E &t ¢} #o] 2 =(Payload) & T/ €t}
RTP sitj= 2t Q9 Ht] S dloHE F7Igtstal st E9siH, 5 &43 1|
=2 JAE HAAsed 2ed A ARE A [F 281& RTP #A9 39
U g-o] o},
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0 8 6
v | P | X | CC | Ml Payload Type Sequence Number
Timestamp

Synchronization Source(SSRC) Identifier
Contributing Source(CSRC) Identifier #1
Contributing Source (CSRC) Identifier #2

Contributing Source (CSRC) Identifier #n

(29 2.17] RTP #79 &t

3 Tl W &
Version cRTP ZZEZ] HHS HA
, o 9}5 3= 93l padding¥® octeto] US Ao AA
Padding
o 71 wpA} vlo] E= padding & A
Extention o317 RTP sldel F7td &4 g7t &4
CSRC Count o317 RTP 3lt] Hol 2% CSRC 2®¥ze] &
oRTP Z&gol| ute} nl7] WES Ao @ Algo] AA
Maker -HY e Ho]2E Xy de] & BA
-orQ dHol2x : A WA(Talk Spurt)?] AZHS EA
Palyload Type o flo]Rr o] FRE AH(JPEG MY L EE GSM YL %)
o =g H7 B AHE
Sequence Number | ° A|ZFE(Timestamp)E 718 ALY =4S A3
o %% Z} RTP #jzlo] disf 1% 7}

o Holg 7t Ao AFEHE &S 75
o 3t Payload®l W&} &
°RTP ~ER S 2229 &7
o SSRC+ |2 AHH

o RTP AlAell 7]ojgt ofe] ~EQe] A FA

o CSRC Countol Al CSRCY 45 3EAIsH 16717kA HA7}Hs

[% 28] RTP ## 9 &t &

Timestamp

il
pics
I
N
o
SL
>,
=
_‘>i

SSRC Identifier

CSRC Identifiers

HolZ= &4 (Payload Format)& 209 F+ HUQ H33lel e Edd 3
o]2=9] Y4& RTPZ Afste WS Aot dA4 RTPE 3 Aod wHol=
= FFM617F [ 29]9 Y=ol vt RTP/AVP(Audio/Video Profile)® $8 X2

M A doj2E A HRE AT HolmE AE FFEH



L249e/HYe s £%
Hlolae 2= Fd o2 g
Aol Eir | (A/V) (Hz) e
0 PCMU A 8000 1
1 1016 A 8000 1
2 G.721 A 8000 1
3 GSM A 8000 1
5 DVI4 A 8000 1
6 DVI4 A 16000 1
7 LPC A 8000 1
8 PCMA A 8000 1
9 G.722 A 8000 1
10 L16 A 44100 2
11 L16 A 44100 1
12 QCELP A 8000 1
13 CN A 8000 1
14 MPA A 90000
15 G.728 A 8000 1
16 DVI4 A 11025 1
17 DVI4 A 22050 1
18 G.729 A 8000 1
25 CelB V 90000
26 JPEG Vv 90000
28 nv Vv 90000
31 H.261 V 90000
32 MPV Vv 90000
33 MP2T AV 90000
72-76 Reserved N/A N/A N/A
96-127 Dynamic ?
[ 29] #lo|2E F7
SIPE= SIP WA A e] wlA]A] Eiel 7]<H SDP wAIA H& AH, wro] F
W, A% FAZE W3), vidoe] B AXR 5§ Fxsto] AMd vt Fetol
A RTPE o §3tol WA dolHE Asdth AN dolHs] A9 H4<

(29 218]3} [29 2.19]%= SIP &% wA A9} SIP S5 mA A 9] wA#] B
71%¥ SDP "WAIAlE HoFal i, [E 2101 $AA9 SDP HWA A 9 4171
SDP WAIA 9] F& FEE ARAH R Jds Ao|t}



SIP/2.0 200 OK

INVITE sip:789@b113.1ocal SIP/2.0 D ‘

Content-Type: application/sdp
Content-Length: 287

Content-Type: application/sdp
Content-Length: 341

CRLF

CRLF Q ‘

0
- 00 INIP4 220.67.226.78

s=sessio
c=IN IP4 220.67.226.78 I
b=CT:10
=00
I;n:r:;;:l;o 38578 RTP/AVP 97 0 8 4 101 |
= dpeJi lCuI‘O\I\I\I
a=rtpmap:0 PCMU/8000
a=rtpmap:8 PCMA/8000
a=rtpmap:4 G723/8000
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16
a=encryption:rejected

v
o

v=0
o=- 00 IN IP4 220.67.226.83

s=sessi
c=IN IP] 220.67.226.83
b=CT:1

+=0.0

m=audio 51108 RTP/AVP 97 0 8 4 101
a=rtpmap:97 red/8000

a=rtpmap:0 PCMU/8000

a=rtpmap:8 PCMA/8000

a=rtpmap:4 G723/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16
a=encryption:optional

(27 2.18] &A1AFe] SDP Al A

(2% 2.19] $:4142] SDP w4 A

= g @
FA17He] SDP
44 AR 220.67.226.78
ntio] Fi Lre
qAE T4 38578
A% A% mpez | MIPAVP ‘
(Audio/Video ProfileE A}-&38t= RTP)
vjrje] dojrs FH | 97 0 8 4 101
214k SDP
44 AR 220.67.226.83
vjo] F5F e
qAE T4 51108
A A5 Z2ER RTP/. AVP _ _
(Audio/Video ProfileE A}-83}+= RTP)
vjrje] sojrs FH | 97 0 8 4 101

(3 2.10] AR s F8 A A AR

e
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(3 21019 A= A BEES &
Al Al AAZE HolHE AET o te
TRES &

T4 122067226778 = 220.67.226.83,
220.67.226.83 = 220.67.226.78

o Al EAXNA XE 38578 = 51108, 51108 = 38578
o A% AlF TEEZF : RTP/AVP(Audio/Video ProfileZ Al-&3t+= RTP)

o Utjo] FHolz= B 1 97,0, 8, 4, 101

- coeen General Information -
[i-[T] - Ethemat w20 MAC Header - I Ethemet w2 0 MAC Header—
B2 -~ IPvd Header - [ - IFud Header -
@ Wesion=4 - @ Wesion=4
- @ Header length = 20 bytes . @ Headerlength = 20 bytes
- @ Type of service = O0h - @ Type ofsenice = AQh
. @ Total length = 200 bytes @ Total length = 200 bytes
- @ I|dentification = 2769 - @ Identification = 14931
- @ Flags=0h - @ Flags=0h
- @ Fragment offset = 0 bytes . @ Fragment offset=0 bytes
- @ Time to live = 127 seconds/hops . @ Time to live = 127 secondsthops
- @ Protocol = 17 (UDF [User Datagram Protocol]) @ Protosal = 17 (UDF [User Datagram Frotocol])
- Guutlzadar = Bzzap - @ Header chedeum = £305h
4 Source address = [220.67.226.78] - @ Source address = [220 .67 226.83]
- gy Destination address = [220.67.226.83] - @ Destination address = [220 67 226.78]
-~ @ Ho IF options . @ Mo IF options
EIC:I cpaaellDE Haadar = E:l ,,,,, PP Headap
.. Source port= 38578 (Unassigned) j Source port = 51108 (DYNAMIC AND/OR PRIVATE PORTS)
- @_Destination port = 51108 (DYNAMIC AND/OR PRIVATE PORTS) - @] Destination port = 38575 (Unassigned)
@ Message length = 120 . @ Message length = 160
- @ Checksum = 8396h - @ Checsum = FCCBh
- @ Hext Protocol: Unsupported (s:38578,d:51108) @ Mext Protosol: Unsupported (551102, d:38578)
|:-:|C:| ----- RTF (approximate detection method) - = i RTP (approximate detection method) -
@ wvemion=32 @ Wemsion=2
@ Mo Fadding Present . @ Mo Fadding Present
@ Mo Extension Present - @ Mo Extension Present
- @ CSRC Count=0 @ CSRC Count=0
bt bita )
@ GSequence Number= 52058 . @ Bequence HUmber= 20776
- @ TimeStamp = 3338304751 . @ TimeStamp = 2054677505
- @ S5RC= 1441640883 @ SERC = 2156525178
2 Data - |2 i Data -

(29 2.20] 5414 RTP 97 4] (29 2.21] 414¢] RTP 7 4]

¥ Rl At SIPY AA7E HolE Aol AgHE RTP dAe B4se], 3
2318 SDP W AAsh AAstel WA HolEel vte] F7% wrlo] HolEd
& §Fsa Base] Aol ¥ EAE 2F% ¢ A% Fuk

JN
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Packet Packet Packet
=4 SA Send

User mode Application l

|
Kernel mode LAN Protocol 8 s

l Packet Driver Packet Copy

Hardware Adapter [[_] LAN Card

(%) 222) AAS BT wAv)e T2

=0 x|
Edit Packets Captures Statistics Data Setup View Window 2 =18 x|
[eoR@ s sen|x |2k ?||d «erm @l g e [[awwes
Dest. MAC Sro. MAC Netuorc Description []
ERFFFR.FFFFFF | ODEOB1-82DBDA | ARP: Hardwars fype= 1, Protocol Type = P (0200K) | ARP Requast
26 | EFFFFF-FFFFFF | DOEDB1-5208D4 | ARF: Hardmare type= 1, Frotoosl Type = IF (3800h) | ARF Request 1
27 | BEFFFF-FFEFFF | 0DSOBF-2EBSCE | ARP: Hardware type= 1, Protocel Type = IP (0800K) | ARP Request

EEFFFF-FFFFFF [ ODSOFC-34C1DE | ARP: Hardware tyy
GOS0FC-B4C1DB | ODOOFO-BEGOGF | ARP: Hardware tyj

. Protocel Type = IP (0800K) | ARP Request

ARF Reply

Ready

@O50FC-04C10B O000FO-2EGOGF 22067.226.8 22067.226.78 (517) Port (5060 1054y Data (SN 16407711845, ACK 2174200817, WIN 17520)

GOOOFO.SEBOSF | DDSOFC-BACDE | IP: 220.67.226.78 => 220,67 226 81 (360) TCP: Port(1054=> 5080) Data (SN 2174300617 ACK 1840771652, WIN 65058)

GOSOFC04CI0D | DDDDFO-BESOBF | IP: 220.67.226.81 => 220.67 226 78 (40) TP Port(5080 =» 1054) Dats (SN 1840771662, ACK 2174310167, VAN 17170)

@OOOFO-2EGOGF DOS0FC-Q4CIDE | IP: 220.67.226.7 220067 226,81 (208) TCP: Port (108 S060) Data (SH 2174310167, ACK 164077 1662, WIN HI05E)

GOSOFC-04C10D | DDDFD-BESOBF | IP: 220.67.226.81 => 220,67 226.78 (567) TCP: Port(S080 => 1054) Data (SN 1840771662, ACK 2174311123, WiIN 16214)

EFFFFF-FFFFFF O000FO-SEGOGF ARP: Hardware type= 1, Protocel Type = IP (0800h) ARF Request LI
5 ¥m, — Facket Datalls — w00 00 FO BE | 60 BF 00 50 | FG 84 G1 DB | 0B 00 45 00 L. o.F......E] =

- eneral Information - # 02 EE 07 B8 | 40 00 80 06 | 73 74 DC 43 | E2 4E OC 43 [ .52.CN.C]

- Effiemet v.2.0 MAC Header — #E2 5104 1E | 13 04 8193 | 62 F3 61 CC | 26 71 50 18 [. a..qp.]

- 1P Header # FFFF C7 B | 00 00 43 4E | 56 43 54 45 | 20 73 69 70 [......INWITE sip]

- TEF Header— #3437 38 33 | 40 B2 31 81 | 33 2E 6C 6F | 63 61 6C 20 18, local ]

&a-

T T

! !

| |

! !

| |

! !

| |

! !
@ Source port= 1053 (brvread (BRVREAD) #5348 50 2F | 32 2E.30 0D | 04 56 63 81 | 34 20 53 43 [SIP/2.0..Via: SII
@ Destinalion port = 4000 fip SIP o=.columbia.du?) w50 OF 92 2E | 90 2F 54 43 | 50 20 52 32 | 30 BE 39 87 [P/2.0/TCP 220,87
° f\;‘“”f:"“m“{’21:43f91;°4;m185 % 2E 32 32 35 | 2E 37 33 84 | $1 83 38 35 | 33 0D 0A 4D [.228.78:13853..4]
: Hga"d"::;“;:j';n”:;:“ WD 78 2D 46 | BF 7277 61 | 72 64 73 34 | 20 37 30 0D [ax-Forwards: 70.]
@ & Recerved bif & bis Flags = 015 ¥ 04 45 72 BF | 8D 34 20 22 | 34 85 36 22 | 20 5C 73 63 [.From: 456" <sil
@ iindow= 65535 # 70 34 34 35 | 36 40 62 31 | 21 32 26 6C | 6F 63 E1 60 [p:4568b112. local]
& Chedsum = £768h ®SE 9B 74 61 | 67 90 62 36 | 39 95 38 84 | 68 B4 64 57 [rtaebO350dFddT]
@ Urgent pointer=0 #3737 8438 | 6482 62 31 | 37 30 81 35 | 31 83 63 85 [7746chb170a8135]
@ Mo TCF options w59 95 6130 | 99 65 9B 65 | 70 69 64 30 | 30 88 32 3% [98alderepid-082d)]
Dats *34 35 61 61 | 64 66 0D 04 | 54 6F 34 20 | 3C 73 63 70 [46sad..To: <sir]
343788 33 | 40 B2 31 31 | 33 2€ 6C 6F | 83 81 6C 3 [:7838b113. local>]
0D 04 43 61 | BC6C 2D 49 | 44 34 20 37 | 34 34 39 35 [L.Call-ID: 74485)
¥ 3535 86 35 | 32 39 65 34 | 65 61 31 33 | 64 83 61 57 [588529sdenlecsy]
%53 66 65 63 | 96 66 62 38 | 2 63 34 40 | 32 32 30 2E [cfechfbBbedszn.]
w36 97 26 98 | 92 96 2E 37 | 96 0D 04 49 | 53 85 71 B4 [67.226.76..05ea:]

1 1

%70 21 20 29 | AF FR 43 R4 | AR 0 N a3 | RF RF 74 BRI T 1 IWITE Pontal

I~ |
N

(29 223] kAl Edjg #£417] A8 o
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© LAN 7l=7F BRE #71S 94T g LAN 71=9 MAC(Medium Access
Control) T4 gt AT Meste] A4 AFA $§& T2aloz Adsta o
FAE BUWAE dAES HeA "o sAs A Te B dAES £
dojof gt} mEtA LAN 7l=oA BE 7S FH8Y $8 Asez As
= 7lsol #Hagd od Jes "W@she Fiol #F =gholH(Packet

Driver)[17][18]¢] t}.

o

Z
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ole

£

BEA EE}O]HMW FHE A5 ¥ WMIA(rng buffer) T 9¥
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Al 3% STAT AA 2 &

2 Gl e 28l A Al SIP 7wk && TR Ty A
ab7] feiM ARA Sl EdE #4717 TpA ok Fx9F Ve Whste] STAT A
AR el de 7e

Ho=o A A etd EﬂH
AqA FPdH= & =
Programming Interface) %}

o]-g-3ko] 7HLH At

T+ WindowsE A3 AA = AFE3st= duk PC
g7l =gtolujol A A ¥  API(Application
mdows«] A4-2F GUI(Graphical User Interface) $H+&

g?ﬂi
HUH‘I

31 STAT +&

wol A Agtets Mz EYY

Ao

oty && ZLEI1 %41_ DU %‘47](Mon1tormg Processor)9l Al SIP R &

S 3E5Y HA ol E et AATORE FHEe I

© R2UHY A4 (Monitoring Database)oll #7¥t},
T ZEEo|t
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SIP module SDP module

Application
Transcation Media Description
Manager Manager
A A RTP module
\ 4 A\
Message Parser Session@

A

AV

Monitoring

Monitoring Processor

Database

Eﬂ LAN Protocol I T ¢
N
D
I
S l‘ Packet Driver
] /
1 LAN Card Packet Copy

[28] 3.1] STAT +%

| Monitoring Processor |<7

packet

Ring Buffer

Session exist?

Get SDP Info
Get Session Info

Parse message

Parse RTP

Manage Data

1l sl
Ui

Parse SDP

[19 32] STAT 35 %
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STAT= tha3t o] A/ 7k #Eoz P ol 42 b5 2o
7k BYEY A7

BUHE Agrie R SeoiRFE ddd H7le FRE FEsty
SIP, SDP, RTP E&=& Hddgste] 7 REo] #AF + 9l 2

BAY doleE EYEE A% A (Monitoring Database)dl] A %P'é}oi EfYs BH&
= Abggth BUEY Agare] AgEHE delHES SIP Al A9

dlo]g AFol AHgEe 334 2 5& T2 AHEAY v FR{ E ntje] flo
B & Tol Atk = RYEY AH7|E SIP WAA EE SIP HAA BE

He Ad AR A7|2 st HFle] R EE A4S #Est At

U, SIP 2 &

SIP RE& HAIA £247](Message Parser)?t E#:A A 2] 2H Transaction
Manager)= A% Atk WAIA #4171 EUEY Ag7|dA dgd SIP A
A2l 2 SIP S WAA Fd ¥ dd yis $A4ste 78 ddEs 723
skl At SIP wA Ao A FxeEE HHES SIP 74 8 (Method) %

el ZE=(Status Code)St ERAAEL FES=d AMEEH = & A2 (Call-ID),
S U2 AR T4 #A4 HE Fol Aok EARAA #eate v

SIP WA A= ] 0}04 AR *oﬂl e OW Al
p o

=
= =1

Al
-

t}. SDP R E
SDP RES A 27 (Session Parser)$t wto] 7]& &g AH(Media
Description Manager)® T4 %o Atk Al BEA7]= SIP 59 WAA] 24 7]

A AdE SIP 2A(Entity) st #S o]&38te SDP HWA|A 9 H= 9 d= Y&
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& A Fo HdEEs Txgsto A SDP MAA A FxHE d=
S AE AE, mho] chff AE (WYY o]F, TE WE, ALY AEAT ZEE
2, vige] g4, vt £A(FelRE Fi{, 1Y olF, BEI £5) Fo| gt v
tol 71& #eAe AR ZA471d o8 AGE AH FRE A9 £5& wEo] #
g5l A ARE SIP RES EAAN Ao A Agstd ERAAM Bt &
=4 2 3% B2 AR QA ARE BT F JEE 3
gt RTP
RTP RES RUHY A7l 93 d<9d RTP 79 ddE 48t
Axstth, RTP 259 vt]o] 34 (Media Parser)= A%&® RTP 3712 sHo|z2 =9
THE AHEst RUEY AT)dA delz=o] FRHe vitle] doly #& Addt
of EdfgS BAT F AEF S
32 STAT €9 A
B =R A &I STATE AAAE MdS 2o s e ATXTUE 709
AZEg o] T WHE A&sto] AASAT STATE [28 333 Zo] 4749 =
oz FAFY o BUHy FeAe SIP, SDP, RTP 2d29 AAE 7141
Atk olet 22 SY 25 WAe 54 2Y2dM EE HoHE Adsta A
st Ao oty 7474 F 2ol A HolHE Usrol #elsty] g Aot tad
= dolHe FHE A Aot

2Azke] 2ol A A a

TUHY FHzoHe o] ¥ A0 #dd dolgE AFsty A
o AR AR #-hE SIP WAAELS SIP Y 2oA #elsta A3 E} P &
ol e A BEYE Agsta mto] dolE A= RTP 2#200A %6&
o [% 3112 72 2929 F2 55 7sHRE g Aoy,
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SIP

SDP

m_SipElement
m_nSipElementIndex

m_pSipMessage
m_nSipMessageLength

m_nSipContentLength

SIP_DecodeMessage ()

SIP_Overlapping()
SIP_DecodeLine()
SIP_KnownRequest()
SIP_KnownHeader ()
SIP_Request_Line()
SIP_Response_Line()

SIP_TransactionBelong()
SIP_Transactionlnvite ()
SIP_TransactionBye ()
SIP_EqualMessage ()

SIP_CreateElement()
SIP_DeleteElement ()
SIP_CreateTable()
SIP_DeleteTable()

SIP_ElementAdd()
SIP_ElementUpdate ()
SIP_ElementDiscard()

SIP_SdpIsContained()
SIP_SdpCallerUpdate()
SIP_SdpCalleeUpdate ()
SIP_SdpInfoDiscard()

m_pFragment
m_nFragmentNumber

Monitoring
m_SdpElement
m._Monit m_nSdpElementIndex
m_CSip - m_depMessageEo(}y' n
m_CSdp m_} engt!
m_CRtp
< SDP_DecodeSdp ()
m_pMonitoringData
m_nMonitoringDatalndex SDP_DecodeLine ()
SDP_FindFieldType()

SDP_CreateElement ()
SDP_DeleteElement ()

Monitoring_Processor()
Monitoring_ManageData()

Monitoring_FragmentAdd()
Monitoring_FragmentDiscard()
Monitoring_FragmentFind()

SDP_CreateTransportInfo()
SDP_DeleteTransportInfo()

N SDP_ElementAdd()
Monitoring_CreateData() SDP_ElementDiscard ()
Monitoring_DeleteData()

Monitoring_DataAdd()
Monitoring_DataUpdate() RTP
Monitoring_DataDiscard()
>

Monitoring_CreateFragmentData() m_pRtplnfo
Monitoring_DeleteFragmentData() m_pRtpMessage
Monitoring_SetFragmentedData() m-nRtpMessageLength
Monitoring_GetFragmentedData()

RTP_DecodeRtp()

RTP_GetRtpInfo()
RTP_FindPayloadType()

(2% 33] STAT 22 tholo]dl

wd

oy M
o

Monitoring_Processor()

SIP_DecodeMessage()

SDP_DecodeSdp()

RTP_DecodeRtp()

Holg #e 7%

Monitoring_ManageData()
Monitoring_FragmentFind()

Monitoring_DataAdd()
Monitoring_DataUpdate()
Monitoring_DataDiscard()

Monitoring_FragmentAdd()
Monitoring_FragmentDiscard()

SIP_ElementAdd()
SIP_ElementUpdate()
SIP_ElementDiscard()

SDP_ElementAdd()
SDP_ElementDiscard()

AR A 71

SIP_TransactionBelong()
SIP_TransactionInvite()
SIP_TransactionBye()

SIP_GetSessionIndex()
SIP_GetSessionNumber()

[% 31] STAT 28259 7159 Fa 34
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STATAE z+ AAo] AR Q= dolgd Aslr] ¢slA Aol was
o] &3ty om [18] 34]= STATY AEFXE HoFa 9t}

Monitoring Database SIP module SDP module
w Session Index : 1 SDP Index : 1
SIP Session Index : 5 SDP Index : 2
ession Index Session Index : 5 ndex
Caller Infomation Connection Address
CallerMediaType[l] : PCMU |~ SIP Message(1) MediaType
CallerMediaTypel[2] : H261 I~ SIP Message(2) L] PortNumber
TransportProtocol
Callee Infomation SIP Message(n) | MediaFormat
CalleeMediaTypell] : PCMU Session Info Ly CodecName
CalleeMediaTypel2] : H261 Caller SDP Index : 2 SamplingRate
Callee SDP Index : 8 N
Session Index : n / N4 SDP Index : 8
SIP Session Index : n -
Caller Infomation AN

Callee Infomatlon. A SDP Index : n

CalleeMediaDatal[1] : 20000 | RTP module

™~ MediaType : H261
MediaData : 200

[1¥] 34] STAT #AHT%

(e}
B 72 A ARTS A2 gtk RTP ZES AAZ dolE ] mrjo] £579 v
to] dlolg % dolHE RUHe Agid At

331 SIP =&
SIP #jA & oy &g, IP &, TCP &y T+ UDP &t¢ SIP wA A=
FAE ol k. SIP 7] SIP wA A= ot 7o & HojE Fio] Ay

th [29 35]% SIP <% wWAA7 288 oyl #7119 oot}
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86 56 FC 94 | C1 DB 68 608 | FO 8E 48 6F | 68 08 45 60
82 65 F3 BO | 40 60 80 06 | 88 1A DC 43 | E2 51 DC 43 -...@......c.0.c] Header

L

[
E2 4E 88 F1 | 27 BA [
SE_Dh 58 69 | @6 BBI53 49 | 58 2F 32 2E | 38 28 34 38 [>-

31 20 55 6E | 61 75 74 68 | 6F 72 69 7A | 65 64 OD Bn nauthﬂrlzed-{
44 61 74 65 | 3A 20 54 68 | 75 2C 32 36 | 20 41 75 67 [Date: Thu,26 Aug]
20 32 30 30 | 34 20 31 35 | 3a 33 34 3A | 30 31 20 47 [ 20084 15:34:61 G]
4D 54 8D BA | 57 57 57 2D | 41 75 74 68 | 65 GE 74 69 [HT..UW-Authenti]
63 61 74 65 | 3A 20 4B 65 | 72 62 65 72 | 6F 73 28 72 [cate: Kerberos r]
65 61 6C 6D | 3D 22 53 49 | 50 20 43 6F | 6D 6D 75 6F [ealm=""SIP Commun]
69 63 61 74 | 69 6F 6E 73 | 28 53 65 72 | 76 69 63 65 [ications Service]
22 2C 28 74 | 61 72 67 65 | 74 6E 61 6D | 65 3D 22 73 [, targetname="s]
69 70 2F 73 | 69 78 2E 62 | 31 31 33 2E | 6C 6F 63 61 [ip/sip.b113.1loca]
GC 22 @D BA | 56 69 61 3A | 28 53 49 50 | 2F 32 2E 30 [1"..Wwia: SIP/2.0]
2F 54 43 50 | 28 32 32 30 | 2E 36 37 2E | 32 32 36 Z2E [/TCP 228.67.226.]
37 38 3A 31 | 30 31 37 30 | 3B 72 65 63 | 65 69 76 65 [78:181708;receive] SIP
64 2D ¥8 6F | 72 ¥4 3D 31 | 37 38 32 3B | 72 65 63 65 [d-port=1782;rece]
69 76 65 64 | 2D 63 69 64 | 3D 66 36 36 | 38 8 oA x| [|[ived-cid-reées..F| Message
72 6F 6D 3A | 28 22 34 35 | 36 22 20 3C | 73 69 FO 3n [Fom: 456" <sip:]
|
|
|
|
|
|
|
|
|
|
|
|
|

34 35 36 4B | 62 31 31 33 2E aC 6F 63 | 61 6C 3E 3B [456@b113.10cal>;]
¥4 61 67 3D | 35 64 66 33 33 65 33 66 | 37 65 37 61 [tag=5df33e3f7e?a]
34 34 61 33 | 38 61 31 36 38 38 39 62 | 62 62 35 63 [44a38a16889bbb5c ]
64 38 38 65 | 3B 65 78 69 64 3D 32 31 | 35 66 37 61 [d88e;epid=215f7a]
35 38 64 38 | @D BA 54 6F 3A 28 3C 73 | 69 70 3A 37 [58d@. .To: <sip:7]
38 39 48 62 | 31 31 33 2E 6C 6F 63 61 | 6C 3E 3B 74 [89E@b113.1ocal’>;t]
61 67 3D 38 | 62 65 64 65 36 35 66 39 | 62 64 34 62 [ag=8bede65F9hdab )
66 65 37 38 | 38 30 62 63 38 38 35 31 | 35 31 64 39 [ fe70068bcAA5151d9 ]
38 37 36 6D | BA 43 61 6C 6C 2D 49 44 | 3R 20 61 33 [B76..Call-ID: a3)
61 62 39 33 | 66 65 33 63 38 39 34 62 | 36 66 39 36 [ab93fe3cB894b6F96 ]
31 62 61 33 | 34 37 63 31 65 34 33 38 | 64 30 4@ 32 [1ba347c1el430doE=2 ]
32 30 2E 36 | 37 2E 32 32 36 2E 37 38 | 6D 98a 43 53 [20.67.226.78..CS5]
65 71 3A 28 | 31 20 49 4E S6 49 54 45 | 68D 8Aa 43 6F [eq: 1 INVITE..Co]

6E 74 65 [ntent-Length: @.
8 6D unI [---]]

(219 35] SIP £ WA £39 olgdl A7 o

[29 3519k e ol sj7le] SIP 7N #edstr] s [19 3519

3t (Header) & ol43t9 LE ARE BA3s Aol Bzt [2d 3519 o)y
J A YA TE ME 2 2280(0x08F1)9 H4# TE WF 2 10170(0x27BA) <&
IP Aot} dtAwk SIP AL LE HF 5060(0x13C4)S A&3}

3519 SIP JH lo] E HZ 506 ol AHE-5 A ‘”O}H olfr= SIP
@sl=d Qo] XE AH 9

o
[¢) i g
A AR E 1‘%1‘%9‘ w4ete o] Fasit. SIP uﬂ/\]z]g] K

Aa

FE A4S okl SIP HAJNA AT & < Qle B okyek SIP A9 A A
FF9 SIP 24 WAASE 39 WAAS FRE F Aot

3619 WA AR F2AE A&l o
gl #zle] T8 dy AgrRe Azl ARE Z4se ARsH [2d" 3719

- :36 -



SIP_INFO FZA& Ap&ste] SIP HWAA S AlZ & REs A8t A%
SIP_INFO &A= SIP wAA Y A2 Zo] &5 FEO02H S

A4 AR elE SIPINFO F2AdE ANz 48 ARzt A%H1 S8 v A o]
SH 2= ARV AT

FREFFFTRT P T AR FFRFiiiiiiiidiiriiifisy
#// struct Packet Information

typedef struct PACKET_INFOD

{
BOOL bSip;
BOOL bRtp;
UINT nDatalen;
UINT nsSrcAddr;
USHORT nsrcPort;
UINT nDstAddy;
USHORT nDstPort;

} PACKET_INFO, *PACKET_INFO_POINTER;

(2% 36] A HH T2

FREFFFTFEFTF IR F I FFF PP TiTiiiiiFiiadii
Ff SIP & Call Information

typedef struct _SIP_IHFO

1
PCHAR pRequest_Hethod;
int nResponse_Code;

¥ SIP_INFD, =SIP_IMFO_POINTER;

typedef enum _TRANSACTIOHN
{
ETC,
REQUEST,
PROVISIONAL_RESPONSE,
FIHAL_RESPONSE
¥ TRANSACTION, *=TRAMSACTION POINTER;

typedef struct _SIP_CALL_INWFO

{
char Call ID[SIP_CALL_ID_ SIZE];
char From[SIP_URI_HWAX_SIZE];
char To[SIP_URI_HAX_SIZE];
UINT nCSequencedumbet ;
TRAHSACTION Transaction;

3 SIP_CALL_INFD, *SIP CALL _INFOD_POINTER;

(29 37] SIP WA A S AA37] s T34
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SIP WA A9l A& & thgoll& sl o] 6111:17} &t SIP &g 9 +
A olE, Y wA, FW Eah Y W, Ay & YERE CRLFE % %E}
Tdd SIP Z5& SIP dld Fx2E Fxste 2479 dde dd uE A8t
[2% 3719 SIP_CALL_INFO T%AZ Agate] ARS Ao, SIP_CALL_INFO
TZAE SIP WAA Y Fdd deEHE 22X SIP.CALL INFO FZA &
SIP EAA Ad—% TFaoted "ash AuE Agdrt. [19 38]2 SIP EEe 4
TA719] SIP WA E B4 B4 S 71Es slolu [ a9 39]& SIP

23d ogdl S ARAer 23 Aoz SIP 3 TxE

Fl[‘

=

R

SIP QMR E HESH2| YSHH SIP_INFO 57| 2F SIP_caLL_INFO P EH|S A4S
SIP OflM[AI2] HEM S(SIP AL 2)E Yo sIP MRS S/RE FEZEC

switch( SIP TM|A2] EF )

SIP DIMIRI2] EF0 Ot 2 M5 BF = 28 D=E FMEEH
case SIP TYPE REQUEST : SIP_INFOOY| SIP A5 TS FESHCL
case SIP_TYPE_RESPONSE :  SIP_INFO{Q|| SIPF =5 MEES FESHC}
case SIP_ETC : =]
¥
SIP MR A SHEX A2} SIP HeaderE EXTICLH.
while{ SIP AR 20| > BM= 20| )
{
sip HMRI2] 2tEE 2 =Lt
SHZ E0AM 0 SAE S0 SIP G| 2R EHEISHD IndexZ HEGICH.
suitch{ SIP 3| Index )
{
2 sip Hi0 R0 a2 s HC WEE MES
case SIP_HEADER_From : SIP_CALL_INFOO| From of [ LHEZE M ETHCH.
case SIP_HEADER_To : SIF_CALL_INFOO| To &0 LSS & &HSHCE.
case SIP_HEADER Call ID : SIP CALL_INFO(Q| call-ID & LHEZE A AHEHC)H.
case SIP_HEADER_CSeq : SIP_CALL_INFO({| cSeqeuence 3|0 L|{EZ & EHSHCH.

-
—

A= sie OIM A E HEECH

[2%] 3.8] SIP WA A 4 A
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cen 0Pl EL]
..:@......C.N.C]

[
[-
[ P P.]
.

I

INVITE sip]
[:789@b113.1ocal ]

—_— ]

Uia: 3I]
[P/2.08/TCP 220.67]
[-226.78:18178. .H]
[ax-Forwards: 78.]
[-From: "A56" {s5i]
[p:-456@b113.10cal]
[>:tag=72425eb8be]
[a4489ba71ed4Bbe?]
[1a9197 ;epid=215f]
[Fa58daA. .To: <sip]
[-789@b113 .10cal>]
[--Call-ID: 4164d]
[d1868824e1b9b5dF]
[dB2BcEcFd3eE@220. ]
[67.226.78..CSeq:]
[ 1 IMUITE..Conta]
[ct: <sip:456@b11]
[3-1local:18178;ma]
[ddr=228.67.226.7]
[8;transport=tcp>]
[--User-Agent: RT]
[C/1.2. .Content-T]
[ype: application]
[/sdp..Content-Le]

th: 287 ...
Inqg —
—_—T
u=@a]

[..0=— 8 @ IN IP4]
[ 228.67.226.78..]
[s=session..c=IH ]
[IPh 2208.67.226.7]
[8..b=CT:1880..t=]
[8 8..m=audio 375]
[64 RTP/AUP 97 @ ]
[8 4 161..a=rtpma]
[p:97 red/880808..a]
[=rtpmap:8 PCMU/8]
[808..a=rtpmap:8 ]
[PCHA/8860. .a=rtp]
[map:4 G723/8000.]
[-a=rtpmap:181 te]
[1lephone-event/808]
[88..a=Ffmtp:181 8]
[-16._.a=encryptio]
[n:rejected..]

SIP Start Line

SIP Header

SIP Message Body

= SDP Message

Header

SIP Message




(29 39]¢ SIP &4 HWA A= SIP d|t] thgol SIP WA A 247} 35 of
Aste 4%e A F HAE vE F AU shys SIP
q

ATt SIP HA[A] EA 7} &%

87 WAA o AdEE AAd FAA77] fdte] EEskE INVITE #AA 9
2 s ol g —8—% 2 SIP &9 "AA Foll AE ZE=7F 2002 &7 A
Q1 g0ty FdE SIP Z&9 viAA #A7]= SIP wAA 4 & SIP 24 3

A
H, Content-Type® Content—Length% WA Y] W&s AHete
Atk SDP REE& AZd SIP 24 ] RS o] &dle] AH ARES B3 [E
321 SIP WlAIA] £A7]7} o] &3t T8 s Eolth

= I~
?:rL T = ¢}

- SIP WA A% £
SIP S WA QA

X
i)

SIP_DecodeLine()

1 tlo
O

SIP_Request_Line()

0 o] A3 "Wy Ay =S 2.
SIP_Response_Line() SIP w17} A% gt A = de

R EEE R U CEEE
e

O

SIP_KnownHeader()

SIP_TransactionBelong()
SIP_TransactionInvite()
SIP_TransactionBye()

SIP_CreateElement()
SIP_DeleteElement()

SIP_CreateTable()
SIP_DeleteTable()

SIP_ElementAdd()
SIP_ElementUpdate() o AAS F7h WA 2 AAE S
SIP_ElementDiscard()

o SIP WAA 7L B4
o EdAH A

o AAE By A% x2S st AR

o SIP MIAAES AFsy] % F2E AAeta AAE

o SIP wA Aol AR Jr7F 35 e BF

A |
SIP_SdpIsContained() SIP A A ol 28 AHd Hre A7 8 Jrgksitt
SIP_SdpCallerUpdate() o FF A digt 3EAY AH HRE WA,
SIP_SdpCalleeUpdate() o AT A i 5% B AR AN YRS WA
SIP_SdpInfoDiscard() o FF AMAA TEA 2 3F T2 AFEAY AM ARE
AbA &k,
[¥ 32] SIP &9 #48 84
(29 3.10] SIP 2E9] 93] AAEE Bede AHE HoFu gloy A
A ARE AAS FAskE SIP WAIAE, A A4 JHe 552 9 35 e

AHgAe] SDPR Ao it
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SIP Element Information

SessionOpen = TRUE
SessionClose= TRUE
CallerSdp =0
CalleeSdp =1
Transaction : INVITE

Call_ID : 84529ddb9d6a44218c232320ba55e11c@220.67.226.83
From : sip:789@b113.local

To : sip:456@bl113.local

CSeq : 2

Transaction : 100

Call_ID : 84529ddb9d6a44218c232320ba55e11c@220.67.226.83
From : sip:789@b113.local

To : sip:456@b113.local

CSeq : 2

Transaction : 180

Call_ID : 84529ddb9d6a44218c232320ba55e11c@220.67.226.83
From : sip:789@b1l13.local

To : sip:456@b113.local

CSeq : 2

Transaction : 200

Call_ID : 84529ddb9d6a44218c232320ba55e11c@220.67.226.83
From : sip:789@b113.local

To : sip:456@b113.local

CSeq : 2

Transaction : ACK

Call_ID : 84529ddb9d6a44218c232320ba55e11c@220.67.226.83
From : sip:789@b113.local

To : sip:456@b113.local

CSeq : 2

[2% 3.10] SIP M| AHE

332 SDP E=

('I

SDP X8 SDP WA A9 2= 9 A= &5 F45ta F£8 =5
ghoto] A SIP WAA 9 WA ZAlel= SDPl ofef Al tE A
sHth [ 39194 B0l SDP MAIA S| Fx& B= ofF, = #4% &
o8 FgHth £ =RdA 7d%E SDP REE SDPY old 54&
o %48 ¥Asta [ 3111 TRANSPORT_INFO +ZA & AM43}
TRANSPORT_INFO FxA¢= A& A, vro] ¢hlf FE(mYof ofF, ¥
Z, A xd%?ﬂ% ZREZ, vHol ga)st mo] SAGIolRE FF, A9
F, EEE £ A7,

-
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FEPEFEFERFERIF R EFFETERTTdFETFER I TFEEFIdiTididiididididiidifiiddidiididiiididiiqiiiiiliiiiiiisd
// SDP Transport Information and Table

typedef struct _TRANSPORT_INFO

{

PCHAR
PCHAR

USHORT
USHORT

PCHAR
SHORT
PCHAR
UINT
UINT
} TRANSPORT_INFO, *TRANSPORT_INFO_POINTER;

p[:IJI'II'IECtiDI'IFIUUI‘ESS H
pHediaNane[SDP_TRANSPORT_IHFO_CHAMNEL_SIZE];
pHediaPortNumber [ SDP_TRANSPORT_INFO_CHANNEL_SIZE];
pHediaNunber0fPorts[ SDP_TRANSPORT_INFO_CHANNEL_SIZE];
pHediaProtocol[ SDP_TRANSPORT_INFD_CHANNEL_SIZE];

pHediaTypes[SDP_TRANSPORT_INFO_CHANNEL_SIZE][SDP_TRANSPORT_INFO_MEDIA_TYPES_SIZE];

phediaTypesUalue[SDP_TRANSPORT_INFO_CHANNEL_STZE][SDP_TRANSPORT_INFO_MEDIA_TYPES_SIZE];

nMediaTypesNunber[SDP_TRANSPORT _INFO_CHANNEL SIZE];
niediaNumber ;

typedef struct _SDP_ELEHMENT

{

TRANSPORT_INFO_POINTER pTI;
} SDP_ELEMENT, »*SDP_ELEMENT_POINTER;

(29 311] A AR Al AHEH= 724

SDP WAAE FAstE duse Je Z2Ho me £40] 715 E W)
g27 deel 2 AES BN + AT F4E FHAAG. [E 35S SDP wEdl
A AbgEhE SeEolt) [1¥ 3.12]% SDP WA A9 B FF ARE o] &3le 7t
Jdr g BX3lE 42 558+ SDP_DecodeLine() 3HE HojFa 9t}

s} I el 3
SDP_DecodeSdp() o SDP WA]A¢Y dE 9 Fd= &8s EAsg
SDP_FindFieldType() o SDP WA x|e] 7 FEo FHE LT

. o SDP WA|x]9] HE F7 FHE o] &3}

SDP_DecodeLine() Aose 72 mos _1;:@1 %LO—’F o ot.é}_,?% sz,
SDP_DecodeLine_O()
SDP_DecodeLine_C()
SDP_DecodeLine_B()
SDP_DecodeLine_T()
SDP_DecodeLine_R() . Aol 7 W A
SDP_DecodeLine_Z() SDP viAAe] o dEs A
SDP_DecodeLine_K()
SDP_DecodeLine_SA()
SDP_DecodeLine_M()
SDP_DecodeLine_ MA()
SDP_CreateElement() o QA ARE AR fg F2E At
SDP_DeleteElement() 27 skt
SDP_ElementAdd() x - ]

o 1 AnZ =s13 g AlAlsl
SDP_ElementDiscard() AR RS Frhshal A

el

% 33] SDP BE59 F8 o
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BOOL SDP_DecodeLine(..., TRANSPORT_INFO_POINTER pTi, SDP_FIELD_TYPE SFT)

{
if(
if{
if{
if{
if{
if{
if{
if{
if{
if{

SFT
SFT
SFT
SFT
SFT
SFT
SFT
SFT
SFT
SFT

return

OWNER_CREATOR_AND_SESSION _IDENTIFIER )  return

== CONNECTION_INFORMATION ) return
== BANDWIDTH_INFORMATION ) return
== TIME_THE_SESSION_IS_ACTIVE ) return
== REPEAT_TIHES ) return
== TIME_ZONE_ADJUSTHENTS ) return
== ENCRYPTION_KEY ) return
== SESSION_ATTRIBUTE_LINES ) return
== MEDIA_NAME_AND_TRANSPORT_ADDRESS ) return

MEDIA_ATTRIBUTE_LIMES ) return

TRUE;

(2% 312] SDP 2= £4 &

SDP_DecodelLine 0f...
SDP_Decodeline C{...
SDP_Decodeline B{..
SDP_DecodelLine_T{...
SDP_DecodeLine_R{...
SDP_DecodeLine_2{..
SDP_DecodeLine_K({..

- PTi);

pTi);
pTi);

pTi);
pTi);

- PTi);
- PTi);

SDP_DecodeLine_SA{..., pTi);
SDP_DecodeLine_M{..., pTi);
SDP_DecodeLine_MA{..., pTi);

3131 AR AR A SEAY 5F 2 AREARRE

=
SDP EEo| #435toq A3t Jr 5ot}

SDP Information

220.67.226.83

audio 5558/0 RTP/AVP 97 111 112 6
red/8000
SIREN/16000
G7221/16000
DVI4/16000
PCMU/8000
PCMA/8000
G723/8000
DVI4/8000
GSM/8000
telephone-event/8000

video 19540/0 RTP/AVP 34 31
H263/90000
H261/90000

SDP Information

220.67.226.78

audio 37554/0 RTP/AVP 97 0 8 4101
red/8000
PCMU/8000
PCMA/8000
G723/8000
telephone-event/8000

video 0/0 RTP/AVP 34
(null)

08453101

(23 3.13] Al A7 el

5!
ot
i
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333 RTP 2 &

RTP E&<& RTP #H719 & £4sta A3ty RTP si7l& ot 3
o}, UDP &lt], RTP 3t 9} RTP ®lelg=Z FA5¢f ot [29 3.14]& SIP 7 &
oj&ate] AMo] AAH Fo] TEAY} TF W AFEAZ vo] HolE Ao
ALEEE RTP 9719 oolt.

08 EB 91 81 | 59 D7 @88 58 | FC 94 c1 DB | @8 8@ 45 ga| f----¥-.F...... E.]] Header
6@ c8 1B BC | @@ @8 7F 11 | A2 6F DC 43 | E? 4E DC A3 [--.---B..0.C.N.C]

80 00 | SE 35 €4 90| [usSufu il 5.-] RTP
[Ec 75 ou a8 | R ColF 8D | 4G 53 58 5A | 67 59 oF 40| [.u$. . [AACSTZUvOm])
4D 4C 4D MF | 53 61 51 4E | 59 5C 4F 4E | 53 69 F7 7R [ HLHOSaQHYWONSi.z] Header
78 61 58 57 | 58 6n 6F 50 | 58 57 57 58 | 5B 6B 58 56 [ paiuXjo2XuWUX[kXV]
56 55 56 57 | 5C 78 5D 59 | 5B 5C 5B 5C | 5C 7A 6A 5C VUL Y[ Wz 4]
59 5B 5B 5C | 5E 73 6F 5A | 59 5A 57 54 | 58 6B S5A 55 [ V[ [% s02Y2UTXK2U] RTP
55 57 55 53 | 56 65 56 52 | 5B 5C 51 52 | 53 62 59 52 [ UWUSURUR[HQRSDYR ]
4F 4F 51 53 | 57 74 5F 58 | 57 56 54 51 | 52 61 72 68 f 00QSWE_XWUTQRarh] Data
65 56 4F 52 | 67 6E 72 6A | 5D 55 61 65 | 5C 5F 66 58 I eUORgNr jJuaed_fi]
S5A 5A 57 SA | 4F 59 5B 52 | 4E 51 4D 4E | 4E 57 SE 5D [ 22U20¥ [ RNQHHNW™ ] ]
59 53 4F 4C | 58 59 5B 5D | 59 59 5A 5A | 54 52 54 57 [ YSOLPY[ ]¥YYZZTRTU]
50 65 69 5D | 55 55] [ 1eijuu]

[Z1% 3.14] mvjo] dloly Aol AR&5 = RTP 79 ¢

RTP Z&2 RTP ddE #4353 [29 31519 RTP_INFO +ZAE AH&3}
of AA3sth RTPINFO FZ2A= RTP 9179 14 3ge Axrel RTP dolE <
A7) J4RE 7FA 3 9lew nPayloadType #< °o]§3te] mtjoje] FTHE FHeksh

.

FEFFFEFTFEFETETEFEiTEFiTidideiiiis
Ff RTP Header

typedef struct _RTP_IHNFO

{
BOOL bPaddingFlag;
BOOL bExtensionFlag;
USHORT nNumberOfMixedField;
BOOL bHarkerBit;
USHORT nPayloadType;

USHORT nSequenceMumber;
UINHT nTimestamp;
UINT nS5RG;

UINT nDatalength;
} RTP_INFO, *RTP_INFO_POINTER;

[19 3.15] RTP BE 24
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[1¥ 3.16]& RTP Z&o 98 4% RTP w719 &t AR vjtijo] do]
Elo] 4715 HoFa 9]

RTP Information
bPaddingFlag
bExtensionFlag
nNumberOfMixedField
bMarkerBit
nPayloadType
nSequenceNumber
nTimestamp
nSSRC
nDataLength

0
0
0
1
0
3

1813
3302184443
1027423292
160

RTP Information
bPaddingFlag
bExtensionFlag
nNumberOfMixedField
bMarkerBit
nPayloadType
nSequenceNumber
nTimestamp
nSSRC
nDataLength

0
0
0
0
0
31814

3302184603

1061043516
160

RTP Information
bPaddingFlag
bExtensionFlag
nNumberOfMixedField
bMarkerBit
nPayloadType
nSequenceNumber
nTimestamp
nSSRC
nDatalLength

(== N )

31815
3302184763
993671739
160

[71¥ 316] £4€ RTP 7 A8

334 U A7

A}

A4

ofr
=

EUHY A7l 7 SgomERE frle] HuHW w7
PACKET_INFO #+zAo AAH AHE o|g3lo] SIP, RTP RE% 3&31 7
B & 244 dolHe (27 31519 EUHY #4490 MONITORING_DATA
TFxA, (29 3189 " SIP WAAE  AFsE FRAGMENT
FRAGMENT DATA T2A42 A&ate] 248t}

=

i

( IUIO

o
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FEFFFREEEFTFER IS FFREETFTR A F TP EFFFEFEF L i F i ddE i T didiiiiddiifify
/4 struct Honitoring Data

typedef struct _HOHITORING_DATA

{
int nSipElementIndex;
SHORT nCallerPayloadType[SDP_TRANSPORT INFO_CHANNEL SIZE];
SHORT nCalleePayloadType[SDP_TRANSPORT INFO_CHANNEL SIZE];
UINT nCallerTotalData[5DPP_TRANSPORT INFO CHAMMEL SIZE];
UINT nCalleeTotalData[SDPP_TRANSPORT_INFO_CHAMMEL_SIZE];
UIHT nCallerDataHum[ SDP_TRAMSPORT_IHFO_CHAWMEL_SIZE];
UIHT nCalleeDataHum[ SDP_TRAHSPORT_IHFO_CHAHHMEL_SIZE];
UINT ntallerHediaHumber ;
UIHT nCalleeHediaNumber ;

¥ MOMITORIHG_DATA, =MONITORIHG_DATA_POINTER;

(19 317] BYHY AFare 724

FELETREEETFTFREEET TR EESFTRREFT PRI L P FITIREF I iiisd
/7 structs Fragmented Data

typedef struct _FRAGHMENT_DATA

i
UINT nBeHotEnoughLen;
PACKET_INFO_POIHNTER pPI;
PUCHAR psH;

} FRAGHMENT_DATA, =FRAGMENT_DATA_POINTER;

typedef struct _FRAGHMEHT

{
UINT nFragmentedDatalndex;
FRAGHENT_DATA_POINTER pFD;

¥ FRAGHMENT, *FRAGHEMT_POINTER;

o

(1% 318] £& ¥ SIP WAA AdS 918 724

TdE BYUHH A % g Y7 sgowEiy dg" w7l
SIP HA 4§k RTP 379 A4-9 7 7HAZ vrofzint, 72d sj7lo] SIP 9
Aol BUHY Ao 4 [19 319]9F Zo] HE SIP WAAE A%
A #dEo] AR SIP WAAE ZopA AFAA SIP (AAE BT 9
2 3n, Add 7o) RTP HA A$ole [2F 3201004 BXo] RUEHY A
Fool #EEHa A& vue] HolHAAE st ntjo] HolHE A AY B
g Adad A= F7be

T X
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SIP packet

Fragment exist? Yes
No
-t No Fragement Find?
Yes
‘ Get Fragmented Data
h Create New SIP message
Y
Message parse? Yes
No
-t No Fragmented SDP Data?
Yes
- Set Fragmented Data
v

(19 319] ZUEY A719] 4 55 - SIP HA

lRTP packet

| Get Current Port Number

A

Find Monitoring Index
Updata Monitoring Database

Monitoring Data?

SDP Exist?

A 4

Find Session Index
Add Monitoring Database

No

A 4

-

Manage Database |

(29 3.20] =YE

v

Ae719 &4

2 &5 - RTP 7
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EUHY A7l [F 3419 2ol BEUHY Ay BEE el 7449 ¥E
S AREEta (29 32119 2ol RUHY Aire v EHY ARE A
g T A 3
Monitoring_ManageData() o A Yo 54 ARE s
Monitoring_CreateData() o A W wto] BA AEE ARG F Qe
Monitoring_DeleteData() TZE st AbA

Monitoring_DataAdd()
Monitoring_DataUpdate()
Monitoring_DataDiscard()

A Al o mrle] B4 ARE F7,
WA 2 Aba .

Monitoring_CreateFragmentData() | o +&% SIP MIAXES At AT & Ae
Monitoring_DeleteFragmentData() TZE st AbA
Monitoring_SetFragmentedData() o B3H SIP WAIAEY 28 HRE AFstn
Monitoring_GetFragmentedData() wH ARE o] &t AFAIA HdEd
Mon?tor@ng_Fragmentgdd() " . watg SIP WAASS AR D A4 sk
Monitoring_FragmentDiscar o Bayjo] 449 SIP WANE FolEL).

Monitoring_FragmentFind()

(% 34] ®UHY A7) BEY Fo T4

MD Information
m_nMonitoringDatalndex
nSipElementIndex
nCallerPayloadType
nMediaNumber
nCalleePayloadType
nMediaNumber

5
1
34(58779)(209) 111(3400) (85)
2
1

11(3600) (90)
1

MD Information
m_nMonitoringDatalndex
nSipElementIndex
nCallerPayloadType
nMediaNumber
nCalleePayloadType
nMediaNumber

(14560) (91)

HOoOWN

0(13600) (85)
1

MD Information
m_nMonitoringDatalndex
nSipElementIndex
nCallerPayloadType
nMediaNumber
nCalleePayloadType
nMediaNumber

8
4
0(38720)(242)
1
0

(17760)(111)
1

[ 321] 4% vdeo] Egd Ar



=3
“Monitor Mode”Z YF9o] F73

=N S 2=
BEE A9 £ Ytk

re e e

fu

34 STAT 34 AA % 78

STAT+ (29 322]¢F #& 7PA L loem “Capture Mode” 9+

3 =
T = TEE JHAL AL B FA] Hhel

m  rlo

Monitor Settings

Capture Settings Adatper Settings

=10l

File Capt®§e MWhitorPSettings  Help

Bl® 7 i

Main Menu q_ =) | e
7

Sip basel Traffic Analysis Tool

\ \

Capture Mode Monitor Mode About STAT About

(1% 322] STAT ®¢l 3w

g 2E HEE(D), AF W&E Boe | 1 %

AEZ(Q)E FAHo 9L, “Monitor Mode” SIP Al o] AAF o]3o] WAy
nte] EYY FAE ZAStE 7leoEAN A oz o agze v gz
TAE At [ 3.23]2 “Capture Mode” = A &%= STATS A& oot}

F
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=10l =]

File Actions Settings Help
polr e m | ?
l‘ 1 )
Mumnber | Time [ Srcaddr | Dstaddr | Sro Port | DstPort | Description
1 51094926798 220.67.226.76  220.67.226.81 3961 5060 Request : INVITE sip 789@b113 local SIP/2.0 with SDP
2 56,1034878298  220,67.226.81  220.67.296,70 5050 3961 Response : SIP/20 401 Unauthorized
3 : 8 1094928298 22067226,/  22l.E/.226.81 E| 5060 Request : ACK sip!789@b113 ocal SIP/2.0
4 1004998208 220,67.726.78  220.67.226,61 3961 SO0 Request : INVITE sip 7B3@h113 local SIF/2,0 with SDP
5 . 1094928298 220,67, 226,81 220,67.226,78 E060 3961 Fesponse ! SIP/2.0'100 Trying
g |1034326708 206729681 2206722618 5060 351 Response : SIP/2.0 180 Ringing
7 1 | 206722681 220,67.29570 5050 361 Response : SIF/Z.0 200 OK wi
g 1094978302 Z20.67.226.08  220.61.226.81 3951 5060 Request: ACK sip:/83@b113 local:5060:maddr=220 67, 226 81 transport=tcp SIP/2.0
3 1034978304 2206722678 220.67,226,81 3361 5050 Request : BYE sip:783@b113local:5050: maddr 220,67, 226,81 ranspon=tep SIP/2.0
1 1094928304 2206722681 220.67.226.78 5050 3961 Response @ SIP/2.0 200 OK
11 1034528310 220,67 226,81 22061296 18 2133 10084 Request ! INVITE sip:220.67, 226, 78: 10084 transport=tcp SIP/2,0 with SDP
12 11094908310 220,67.206. 73 220,67.226,81 10094 2139 Fesponse ! SIP/2.0°100 Trying
13 1034528310 2206722678  220.6/.226 81 10034 2133 Response : SIP/2.0 180 Ringing
14 1094928312 220,67, 226,76 220,67,226,81 10094 213 Fesponse ! SIP/2.0 200 OK with SDP
15 1094328312 2206722681 2206722678 2139 10034 Request: ACK sip:220.E7.226. 78: 10094.transport=tcp SIP/2.0
15 1094928314 Z20,67.226,78  220,67,226,61 3961 5050 Request : BYE sip:783@b113,local:5050:maddr=220,67, 226, 81 transpon=tep SIP/2,0
7 1094928314 220.67.226.81  Z20L6/.226. 18 5050 3961 Response : SIP/2.0 200 OK
18 1034828317 Z20,67.226.78  220.67,225,61 3961 5050 Request : SUBSCHIBE sip:456@b113,local SIP/2.0
13 F (] il 3961 5060 Request | SUBSCRIBE sip:456@b113.local SIP/2.0

2
Header | SIP Data| SDP Data | O Session | Traffic |

=1 SIP Deatl Tree Humber | Caller LRI | Callee URI | Status | Bytes |
SIP Start Li 1 113local  sips closed 18080
HEF ety g ek ot
sip Llocal E close:
33 SIP Content Body i spifid@s | looal 2 closed (]
5 n34E@b1 13 s closed 0
B sip: 123@b113. Iucal E closed 000

[2% 3.23] STAT Capture Mode 3}¥

“Capture Mode™ 9] AlF W&& Hols ¥ AEE(@)2 249 Hf7& sz
Hol 3= “Header’9} A &S HoFE “SIP Data’9} “SDP Data’® FEHt}.
(29 3.24], (29 32519 [19 3.26] “Capture Mode ol ol =H€ w79 A%
WE&S BoFal gt
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Header | SIP Data | SDP Data |

=] SIP Deatil Tree
=1 SIP Start Line
M SIP Mathod : INVITE
@ Reguest URI : sip:220,67,226, 78: 10353 transport=tcp
@ SIP Version : SIP/2.0
=11 SIP Header
=+ Via Headers
9 Via : SIP/20/TCP 220.67.226.81
9 Wia : SIP/2,0/TCP 220,67.226.83:14807
9 From : sip:d56@b 113 local
9 To : sip:123@b113local
[ Call-ID : 000e1c 11Bb2445c 885ede3ebbbiclc cd @220, 67, 226,83
9 CSeq: ZINVITE
(9 Content-Length : 631
[ Cortent-Type : application/sdp
=1 SIP Content Body
1] Connection Information
-9 Connection Address : 220,67.226,83
9 Metwork Type : IN
[ Address Type : IP4
= Media Name : audio
[ Part Mumber : 28874
3 Mumber of Ports : 0
(9 Protocol : RTP/AVP
=] FmtList: 97 111 12608453 101
9 rtpmap:§7 red/8000
9 rtpmap:111 SIREN/16000
9 rtpmap:112 G7221/16000
(3 rtprmap:6 DVI4/16000
(3 rtprap:0 PCMU/8000
(3 ntprap:8 PCMA/B000
(3 rtprnap:d G723/8000
k|
08

rtprnap:5 DVI4/8000
rtpmap:3 GSM/B000
3 ripmap:101 telephone-event/8000
=1 Media Name : video
9 Port Number : 59830
9 Mumber of Ports : 0
(9 Protocol : RTP/AVP
=- Fmit List : 34 31
(9 rtpmap:34 H263/30000
(9§ rtpmap:31 H261,/90000

[19 3.24] STAT Capture Mode - Header 3}4

Header SIP Data | SOP Data |

ACK sipidb6@b113,local SIPA20

Via: SIP/2.0/TCP 220,67,226,78:10353

Max-Farwards: 70

Frarm: “123" <si|:|:123@hl13.Ioca|>:ta%=Bdc?h9845994425dbeEEIbe?ZSI309f2:epid=5d49]84530

To: <sip.456@b113.local> tag=0b2aZd8acd 79b6b H251bb0c 1 4569

Call-D: 07b0fff9adcd4 1098196681 2660 80a8@ 220,67, 226, 78

CSeq: 2 ACK

User-Agent: RTC/1.2

Proxy-Authorization: Kerberos qop="auth”, realm="3IP Communications Service”, opague="651a9f38"
Content-Length: 0

-
«| | »

[29 3.25] STAT Capture Mode - SIP Data 3+
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Header | 5IP Data  5DP Data

v=ll
o=- 00N IP4 220,67 226,83

s=gession
c=IM P4 220,67, 226,83
b=CT:1000

t=00

a=ttpmap:97 re dé
a=rtprap:111 SIREM /16000
a=frtp: 111 bitrate=16000
a=tprnap:112 G7221/16000
a=frtp 112 b|trate 24000
a=tpmap: D M/
a=rtpmap:0 PCRLLA DD
a=ppmap:8 PCM
a=rtpmap:d G723/ DDD
a=rtpmap:5 DYI4,/8000
a=rtprmap:3 GSk8000

a=fmtp:101 0-
a=encryption: optmnal
m=video 40666 RTH/A

a=recvanly
a=Hprnap: 34 H263/90000
a=rtpmap:31 H261,/90000
a=zencryption:optional

K|

m=audio 3450 RTP/AVP 97 111 1126064 5 3101
g

a=rtprnap: 101 ]tglephone—event,fﬁtltltl

k=basebd:LIFfRXs ODDSbZTKHaMthOZ WBYkRr2chGudklcPHY

k=basebd:trieldb IrfngMmeyIB_IVDDDHmeStxr/wHIIu/H?c

il

[19] 3.26] STAT Capture Mode - SDP Data 3%

“Capture Mode”®] Egj¥ AHRE
HE HoF

et} [1% 32713 [29 3.28]2 “Capture Mode”®] 9|3}

SIP I AHE HojFa
st

“Session”#} SIP A4 A1 FH

Jom [19 3.29]+=

HoFE 8 AEEQ) A SIP A4 A
EY #F& HoFE “Traffic’ 0=
8 FHE SIP AA

SIP Al Egy AHE HoF

Session | Traffic |

Nurnber | Caller URI | Callee URI Status | Bytes |
1 sip:4BE@b113 local sip:789@hb 113 local closed 18080
2 sip:789@b113 local sipi4e6@h113 local closed 13120
3 sip:012@b113.local sipi789@b 113 local closed 10720
4 sip:789@b113 local sip:012@b113 local closed 630
5 sipi345@b113 local sipi123@b113 local closed 9600
E sip:123@b113.local cip:345@b113 local closed 8000

[29 3.27] STAT Capture Mode - Session 3}
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on Infarmation =1 =]

Session Information
Caller URI : sip:123@b113,local
Caller URI © sip:456@b113 local
Media Tvpes @ 0 pavioad 21120 bytes

Caller Session Description Protacal
Connection Address @ 220,67, 226,75
Media Mame @ audia

Port Mumber : 37626

Mumber of Ports : 0

Frotocol @ RTP/&YP

Frnt List : 97 red,/8000

Frint List : 0 PChLL/3000

Frnt List : 8 PCKA/B000

Frt List : ¢ G723/6000

Frt List : 101 telephone-event/8000

Callee Session Description Protocol
Connection Address @ 220,67, 226,83
Media Mame @ audio

Paort Murnber ¢ B3772

Murnber of Ports : 0

Frotocol : RTP/A&YP

Frnt List : 97 red/ 8000

Frnt List @ 0 PCRLU/3000

Frint List ¢ 8 PICh&/5000

Frnt List : 4 G723/8000

Frt List : 101 telephone-event/8000

K| 3

[29 3.28] STAT Capture Mode - Session g X 3}H
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Session  Traffic |

Bytes

100K
90K
80K
70K
6OK
50K
40K
30K
20K
10K

14:11:35 Time 14:12:35

[2¥ 3.29] STAT Capture Mode - Traffic 3+

)

“Adapter Setting”& [2¥ 33018 #Zow 19 A
2 AAEE 7502 YEYa = Ad g &

G40 AeE vEd2 9
], 3
Ao AR grom TAHC qu

A s B B A

=lolx
~Adapter List
Mumber | tdapters Available | Test

~Hw Filter and Buffer Size Number of packets
kernel Buffer Packet Buffer |IJ
i Premizerews ieeh IIM j IE]EK ll [+ Contine until break

Setting | Cancel

[1% 3.30] STAT - Adapter 274 3tH
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e
off

& =wodlA Fdd STATY 23 749 49 e a3t 2o, o
=0
[CRR=1

A A [ 41019 2on AAE distd et 2

Live Communication Server VOVIDA Server

Audio/Video
RTP

SIPSet

MSN Messenger

X

Audio/Video
RTP

MSN Messenger SIPSet

[2%9 41] STAT 23 84

SIP AW+ Microsoft Windows Server 2003 &% AAolA 28t SIP 7]
HE QJI~HE WA AWl AA7E S4 AW (Live Communications Server 2003)[19]
ok Linux 7|4kl VOVIDA Open Communication Application
Library(VOCAL)-15.0[20]& AF&3tth [ 4112 SIP AW Alx~g ALYS Ud
gk ol
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TR AAZE BA A VOVIDA A8

0S Windows Server 2003 Redhat 9.0

CPU Pentium 4 - 2.8GHz Pentium M - 1.4GHz
RAM 512MB 256MB

NIC Intel(R) PRO/100 Mbps VE 3Com 3C90x 10/100 Mbps PCI

[¥ 41] SIP A 2] A]~¥ A}ek

SIP Avle] 30708 A§A AL wrol ARl 15709 SIP Aldel +3E
FoomE RS (19 4209 (29 431 Az A Avlsh VOVIDA Aw
of AAE ARL weFa ek

-loix
oHE EIH) |
|£F Live Communications Server | AHE | EMNOE [SIPURI |
00 AT MHIS B £ 3 ME 123 sip:123@b 113, local
L 2 ME 456 sipdBE@b113 Incal
(=S sipbll3local 2 ME 53 sip:783@b 113, local
F % APEAL = Ars 0z sip:012@b113.local
: ajn 2 He 345 sip:345@b 113, local
Eo e 678 sipi6E7B@b 113, local
e 2 ME ani sip:901@b113 local
2 ue 234 sip:234@b 113, local
Ane 567 sip:EET@b 113, local
3 ue 830 Sip:B20@b 113, local
e 1234 sip:123¢@b113 local
3 e 5678 sip!5ETB@B113 local
2 ue 012 5ip:9012@h113 local
Ane 3456 5ip:3456@h113 local
3 ue 7890 Sip:7E90@b113 local
AR 123 &4 x|
HAZEN |
| — e CFE IFE TR T 2 I E R E

SIP URICE): |sip:|23@h113.loca\

0: sip:user@domain,com
AFEAF 2321 0]2: 123@b113,local

= MHH: |sin.b113.local =l

58 ¥ ACHHE ST 55 B/, |

ng

[ = | #x | == | =sz |
(1% 42] SIP AMu] - AAZE FA1 A

_56_



M%(E} HE(E) EJI(M 01S(G) —é JJ(ED BRI W) £ )
-
% e & - }.ﬁga—;ég %g‘ & nttp://220.67 226.83/vocalconf/webc onf.col?cmd=cha .m D.j;l; =
2 i Z oIy
AE | $UTE #Red Hat Network [ Support EfShop @fProducts @ Training
VOCAL Configuration for vocalhost
Main menu | Add user | Change user | Delete user | Change gateway | System Status | Log in | Log out
Choose user to
change
0000
111
11l
2222
22222
3333
33333
EREES
53553
55555
6666
TTTT
8888
9999
L% & 2 @ @[ BNes [ 1ol

[Z29 43] SIP A¥ - VOVIDA A H

SIP User Agentt= SIP X2 EFS A Y3l Microsoft Windows XP %+
Windows 2000 =<9 A ANA F238t= Microsoft AAIZF 21 A W& Windows
Messenger 5.0[21]% VOVIDA SIPSet-150[22]5 AH&3lth [# 4.2]% SIP User
Agent7h AR A2 AFE YdF Aol

T % SIP User Agent
OS Windows 2000, XP Redhat 9.0
CPU Pentium 4 - 2GHz Pentium M - 1.4GHz
RAM 512MB 256MB
NIC Intel(R) PRO/100 Mbps VE 3Com 3C90x 10/100 Mbps PCI

[3F 4.2] SIP User Agent®] A]2~®l A}oF
SIP User Agent: &4 A" 75 E& PC 7Hdgts o &3 34 Ay 7%

T2 AAsidnt (29 44]9 [29 45]% SIP User Agento] Au A4 2 2
AN 5’}%% EO%T—L ME}’-
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HAFLHOIA MHI =~ HE FAH ASE SRS o

C AsS 2EA

123@b113.local ~ FE YT

MH 018 EE IP T8y [220.67.226.81

o3 w

2050 7= 2FHAL © TLS(L)

i
@
B

g

Hi-

SIP Communic: s
SR 0IE. B=8 2y

Serice(2)2 2IRISIHE 2321 0|5 F Ab
ok AR,

232 0E(E): [123@h113 local

M someone@example.com

AMERL OIS IIEE@hHS‘IncaI

o domainttusermarns
somenne@example, com

S (P [r=es

v SE HE(a)

Ka.SIESet by,
File  Seftings

View Tools

1111

General

User Mame {11711

uEEtion;

SIF Proxy Server | 220.67.226.83 Displzy Name [1111

Password SIF Transpart | TCP

Repeat Password

User Registration

Register From

Cancel

Registrar

Expires | 300

Media

Sound Device |fdewdsp

Iin RTF Fort 10000

kax RTF Port 10999

MAT IP

Log

Laog Filename |frnm.f sipsetigualloy

Log Level [LOG_ERR

[+]

[ ideo

[29 45] SIP User Agent - SIPSet 274
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Wy

Lt A3

eicc)

AAZE A AW VOVIDA Aol e A4S o]&sh= MSN
Messenger®} SIPSetE AFg3to] 4744 A g3 Eg ¥ A 7] (Traffic Generator)[23]
g o] gsty 17H4 Ad & skt

2% 1 - SIP User Agent7} a5 SIP Awle] 279 SIP A4 23 2 23
ol% AN LAHE SIP HAL FHE AAHow B & 9l=x SIP
User Agentd] 2 Sd7bd 23S a9t

Ad 2 - SIP AR 7 oA EAEE AA JRESDP HZ)E F4 6k
Aga} SIP Aol FHENE Aol SIP A 54 AR, 5F T AHA A
B9 AR EE vYo] AR T SIP AE AR ARE dEste vES 4¥sd
o}

A9 3 - mdel EYYS E4de AdS dgTh SIP A £ S RTP
HAE ol ste] BAH = HEm Yol $4 EdgS 246t SIP AAE 2dd E
A FA vt TR EY FAE & AYT £ A=A APt

49 4 - FEvtel B4 Ed9e adE Aedesd 4y 49
AR AAGOE WAL EQY 4uE olgate] 19t JYHoE TAHE

A3 33 4o A AHEE SIP A9 B Alvel e (R 433 2om 3EA

o} 5% WS AFEAL AFRS A4, SIP AW, SIP User AgentQ‘r Efy AL
& AREE wiHo] FR7F UdEH Sk ARE SIP A = 157 R AL
A AW AARE ol g3t 579 SIP Aol A4 AT VOVIDA Awet AR S
o] g&3to] 1071l SIP AAo] A4t VOVIDA MHE o] &sto] A4¥ 107
SIP AR ZFoll 5719 A4S MSN Messenger®t SIPSetZ 374 AL-&3}3ith. SIPSet
& & SIP AH 9 84S 24 ¥ VOVIDA Aot 522 AA e A

AZE A A S o] 83 AL oA Rkl

9
5
o
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Caller Callee .
Media Type

1D Server SIP UA 1D Server SIP UA

123 456

[ Live 012 Live °x
345 Comm. Messenger 678 Comm. Messenger

001 Server 934 Server

567 890 sH
0000 1111

2222 VOVIDA 5333 VOVIDA °x
4444 SIPSet 5555 SIPSet

6666 Server 777 Server

3388 9999 s
11111 Messenger | 22222 SIPSet

°x
33333 VOVIDA Messenger | 44444 VOVIDA SIPSet =3
55555 SIPSet 66666 Messenger
T Server SIPSet 88888 Server Messenger S
99999 Messenger | 00000 SIPSet °
[3E 4.3] SIP A1 e A4 Ava e
A% 5 - STATY 3 Hl2Eo|t} Egjg BAV|E o] &dte] AFHEE =
#H71EA v EHYRTP A7) TAANA EHE 24 45 A4 F3)

HAEE 3%
42 49 A% 2 B4

421 AF 1 - SIP H7 7 2 B4 A3

i

ut

SIP Awol AAE AL o]&3tE SIP User Agent7} aig Mujo] Zz19l
SIP A 24 5 2ok HAeA BARE SIP ARE 5] Ao ¥
Mg 4 gl=A SIP User Agente 5 =87t Ag@stdt) [£ 44+ 3hue] SIP
User Agent7} 3i% Aol 21l SIP AlA 24 3 m1op9 7} FA oA A
" SIP s 8% 2945 Ugd Aol 558 AR £+ 14% ol
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Z91/SIP A 24/2 10k Zh Aol A

SIP AH SIP User Agent WA SIP 7 (5 SIP #H3 F)
TEH AR f+ @ | 559 AR T
MSN Messenger @ 65/6/20(91) 19/6/10(35)
AAIZE SA A
SIPSet
MSN Messenger @) 27/3/10(40) 3/3/6(12)
VOVIDA A8
SIPSet @ 3/3/6(12)

[ 4.4] 3t}e) SIP User Agento] Al HAE SIP #j7 4

[£ 44]¢] SIP 7 &3 d3PS St 554

o U SIP AW E AEste] LAE SIP 97l 9 &S Ay QolAe =1
AAl oF 34ujob maob3-Al oF 2u), A QoA+ oF 9ulet o 16MjE T5HE AHE
A7F Qs Sl Bok B dFle] wAHYL, AR & SIP AWE AREste]
AE SIP 7 79 Hl& 2 @A s ZAAA oF 24u 9 ilo}%/‘] of 24
A3 @M= oF 638 oF Levl= 23 @, @9 #o] 59 AHEAT S B¢
7b agA g AeEng B2 SIP f7le] HAHTE AS & F drh 13} b2
Ad= AFEE = SIP A8k SIP User Agentoll Al Al &3te 7]59 Aol2 23td]
A Zlolt. & v AREAY 2l BAHE gAY F 91*‘5 =okel A <14
(Presence awareness) A H| 25 Al&ste AAIZE A AW 2 SIP AW 9 ALE-
A 5% 71%S 7FAI & MSN Messenger®t 72 SIP User Agent% Ab-g-3}o]
Auel] =9l B Zaoks & Ao TAEE SIP A 7 5E AHEAY
o] w#stel Frbetth. FUkeke SIP A FREE Al AAE FEHE 7Y
g GaAtol Al AdgdtE “NOTIFY” SIP &% vﬂ A Ao BAR7E AR E AR
of 3t AAE& 243 “SUBSCRIBE” SIP £ wIAA7F idlch [27 46], [

g 4719 [29 48] SIP si7l 4 AgdA HAH SIP o] BF 24 5o A
gy 23S HAFa Qv
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Number | Time | SrcaAddr | DstAddr | SrcPort | DstPort | Description [«]
&l 1391097101419 220,67, 226, 74 220,67,226,81 1412 G060 Request : SUBSCRIBE sip:123@b113, local SIF/20
K : 91097101419 220,67, 226,61 220,67,226, 78 5060 1412 Response @ 5IP/2,0 200 OK
5 1391097101419 22067226, 78 220,67, 226 81 1412 580 Request : ACK sip:78%@b 113 local SIP/2.0
i 139, 1097101419 220,67.226.61 220.67,226,78 5060 1412 Response : SIF/2,0 200 OK
K 91097101419 220,67.226.81 220.67.226. 78 5060 1412 Response @ SIP/2.0 200 OK
il 9, 1097101419 220,67,226, 78 220,67,226,81 1412 G50 Request : SUBSCRIBE sip'd56@b113, local SIF/20
9 91097101419 220,67,226, 78 220,67,226,81 1412 G060 Request : SUBSCRIBE sip:789@b113 local SIP/2,0
80 91097101419 220,67.226, 78 200,67,226 81 1412 5080 Fequest | SUBSCRIBE sip:678@b113 local SIP/2.0
81 91097101419 220067.226,76  220.67.226.81 1412 5060 Fiequest | SUBSCRIBE sip:B67@b113 local SIP/Z0
a2 91097101419 220.67.226, 78 220.67,226.81 1412 al80 fiequest : SUBSCRIBE sip:1234@b113 local 3IP/2.0
03 9, 1097101419 220,67,226, 78 220,67,226,81 1412 G50 Request | SUBSCRIBE sip:3450@b113 local SIP/2,0
o4 91097101419 220,67, 226,81 220,67,226, 78 5060 1412 Response @ 5IP/2,0 202 Accepted
5 91097101419 22067.226,81 200,67,226, 78 5060 1412 Response : 51P/2,0 202 Accepted
o6 91097101419 220,67.226,81 200,67.226. 78 5060 1412 Response : 5IP/2,0 202 Accepted
a7 91097101419 220,67.226.51 220.67.226. 78 4060 1412 Response © 5IP/20 202 Accepted
o] 9, 1097101419 220,67, 226,61 220,67,226, 78 G060 1412 Response @ SIP/2,0 202 Accepted
e 91097101419 220,67,226,81 220,67,226, 78 5060 1412 Response @ 5IP/2,0 202 Accepted
90 91097101419 22067.226,81 200,67,226, 78 5060 1412 Response : 51P/2,0 202 Accepted
91 1391097101419 220,67, 226,81 200.67.226.78 5060 1412 Response : 5IP/2,0 202 Accepted -
[1¥ 4.6] SIP User Agentoll Al &A% SIP g7 - D
Number | Time | SrcAddr | DstAddr | SrcPort | DstPort | Description [a]
22 150 1:20,1097128880  220,67.226, 78 200,67,226,83 1745 5080 Request : SUBSCRIBE sip:ddddd@bii3 local SIP/20
23 16: 1:20, 1097126880 E7.226, 220.67,226,78 5060 1745 Response : SIF/2.0100 Trying
b 180 1120, 1097126580 220.67.226.78 5060 1745 Response : SIP/2.0 100 Trying
had) 1 X 220,67,226,43 1745 G50 Response @ SIP/2,0 200 OK
26 1 220,67,226,78 5060 1745 Response @ 5IP/2,0 480 Temporarily Unavailable
27 1 220,67.226,78 EORD 1745 Response : SIR/2 0480 Tempararily Unavailable
28 1 220,67, 226,83 1745 G060 Request : INVITE sip:0000@b 113 local SIP/2.0 with SDP
29 15 . 220.67.226. 78 G060 1745 fesponse @ SIP/2.0'100 Trving
30 15! 220,067,226, 83 220,67,226, 78 5060 1745 Response @ SIP/2,0 160 Ringing
3 15: 220,687,226, 78 220,67, 226,43 1745 G0E0 Request : CAMCEL sip: UUUU@MB local SIP/2.0
32 15 220,67, 226,83 220,67,226.78 5060 1745 Response : SIP/2,0 200 OK
33 1 220,067,226, 78 220.67,226,83 1745 al80 Request : REGISTER sip:b113.local SIP/2.0
L 1 220,67,226, 83 220,67,226, 78 5060 1745 Response : SIP/2 0 487 Request Terminated
E) 1 220,067,226, 78 220,67,226,43 1745 G50 Request ! ACK sip:0000@b113 local SIP/20
i1 1 220,67, 226,83 200,67,226, 78 5060 1745 Response & SIP/2,0100 Trying
37 1 220,67, 226,83 220,67,226.78 5060 1745 Response : SIP/2,0 200 OK
il 1 220,067,226, 78 220,67, 226,83 1745 al80 Request | SUBSCRIBE sip:0000@0113 local SIP/2.0
3 15! 220,67,226,83 220,67,226, 78 G060 1745 Response ! SIP/2,0 100 Trying
40 15: 220,67, 226,83 220,67,226, 78 5060 1745 Response @ SIP/2,0 200 OK hd
[1¥ 4.7] SIP User Agentoll Al &A% SIP 97 - @
Mumber | Tirme | Src Addr | DstAddr | SrcPott | DstPort | Description
1 Tl 11097102467 220,67 226,78 220,67, 226,83 1423 E060 Reguest : REGISTER sip:b113 local 5IP/2.0
2 74107 1097102467 220,67, 226,83 220,67, 226,78 0G0 1423 Response : 5IP/2,0 100 Trying
3 171097102467 220,67, 226,83 220,67, 226,78 5060 1423 Response @ SIP/2,0 200 0K
4 Td1:41, 1097102501 220,67, 226,78 220,67, 226,83 1423 5060 Request ! INVITE sip: DUUU@M 13 local SIP/2,0 with SDP
5 Td1:41, 1097102501 220,67 226,83 220,67, 226,78 50RO 1423 Response : SIP/2,0 100 Trying
i hd1:41, 1097102501 220,67 226,83 220,67, 226,78 L 1E] 1423 Response : SIP/2,0 180 Hln ing
1 20RO, 1097102570 220,67, 226,78 220,67, 226,83 1423 5060 Reguest | CANCEL S\D UUUU@IJ||3 local SIP/2.0
i 250, 1097102570 220,67, 226,83 220,67, 226,78 5060 1423 Response @ SIP/2,0 200 0K
9 Td2:h0, 1097102570 220,67, 226,70 220,67, 226,83 1423 5060 Reguest ! REGISTER S\D bﬂ3 local SIP/2.0
10 250, 1097102570 220,67 226,83 220,67, 226,78 50RO 1423 Response : SIP/2,0 100 Trying
11 TR0, 1097102570 220,67 226,83 220,67, 226,78 L 1E] 1423 Response : SIP/2,0 200 K
12 2RO, 1097102570 220.67.226.78 220.67,226.83 1423 5060 Reguest | ACK sip:0000@b113.local SIP/2.0
[2% 48] SIP User Agentoll A #A# SIP siA - @
A o] A o] Al =) o I al - b S
(27 49]= 229 A" 94 7159 7o we dAEE SIP 7 FE
=2 = = 5 7
SIP User Agent =% =87k S4F 2ot
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—— MSN Messenger using LCS
# of SIP Packet —+=- MSN Messenger using VS
o acke —A—SIPSet using VS
1600
1400
1200
1000 |
800 |
600 |
400 |
200
0
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
# of SIP User Agent

(23 49] 22 B A 715 ol met 2Ad 7 &

ol Lﬂra} ‘31: 7HH o]l SIP #jAo] F7F TAHJT= AS & 5 At [2°
4101& [Z19 49]o A AAZE BA A& star 15752 MSN Messengers A&

o] &3
ato] WAlE SIP S FHEe] BAE AnE HojFa 9

Number | Time | Src Addr | DstAddr [ Src Pot | DstPort [ Description []
1348 TTT8T1,1097137091 220,67, 226,78 220,67, 226,81 12282 1971 Response @ SIP/2,0 200 0K

1349 1T18:14,1097137054 220,67, 226,78 220,67, 226,81 1914 5060 Request : SUBSCRIBE sip:123@b113 local SIP/Z0

1350 1T18:14,1097137004 220,67, 226,78 220,67, 226,81 1914 5060 Request : SUBSCRIBE sip:123@b113 local SIP/20

1361 17:18:14,1097137034 220,67 226,81 220,67, 226,78 E0ED 1914 Response : SIF/2,0 200 OK

1382 1718:14,1097137034 220,67, 226,81 220,67, 226,78 50RO 1914 Response @ SIP/2.0 200 OK

1353 1718:14,1097137034  220,67,226,78 220,67, 226,81 1914 5060 Reguest : SUBSCRIBE sip:456@b113 local 3IP/2,0

1354 1718:14,1097137094 220,67, 226,78 220,67, 226,81 1914 5060 Request : SUBSCRIBE sip:783@b113 local SIP/2.0

1355 1T18:14,1097137004 220,67, 226,78 220,67, 226,81 1914 5060 Request : SUBSCRIBE sip:678@b113 local SIP/2.0

1356 1718:14,1097137004 220,67, 226,78 220,67, 226,81 1914 F0B0 Request : SUBSCRIBE sip:234@b113 local SIP/2.0

1387 1T18:14,1097137034 220,67, 226,78 220,67, 226.81 1914 5060 Reguest : SUBSCRIBE sip:1234@b113 local SIP/2.0

1356 1 220,67, 226,70 220,67, 226,81 1914 5060 Request | SUBSCRIBE sip:8012@b113,local SIP/2,0

1359 1 220,67,226,81 220,67, 226,78 B0E0 1914 Response @ SIP/2,0 202 Accepted

1360 1 220,67,226,81 220,67, 226,78 E0E0 1914 Response : SIF/2,0 202 Accepted

1361 jid 2206722681 220,67, 226,78 BOE0 1914 Response : 5IP/2.0 202 Accepted

1362 1 220.67.226.81 220,67, 226,78 0G0 1914 Response © SIF/2.0 202 Accepted

1363 1 220,67,226,81 220,67, 226,78 G050 1914 Response @ SIF/2,0 202 Accepted

1364 1 220,67,226,81 220,67, 226,78 B0E0 1914 Response @ SIP/2,0 202 Accepted

1365 1 220,67,226,81 220,67, 226,78 L 1E1] 1914 Response : SIF/2,0 202 Accepted

1366 jid 2206722681 220,67,226.78 BOEN 1914 Response : 5IF/2.0 202 Accepted EI

(1 4.10] 15709 SIP User Agentol Al A H SIP si7 &

422 A8 2 - A AR(SDP #A) 4 2 SIP AlA AH e A3
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SIP Al 8 3ol BAs= Ad ARE

Hape A9 ol Faol

1=
dojzl TEAS} & e AFEAY] W o] ARE o] &sto] SIP AAE AA AR
= - A

SIP User AgentES A}-&3to] SIP Al

A ZHE AN JuE BAT

W2 AR B a4 AR lews THAe
FHA BAE 54 A" 8GR SRS

Header | SIP Data | SDP Data |

Header | SIP Data | SOP Data |

F+1 SIP Deatil Tree
{1 SIP Start Line
{21 SIP Header
= SIP Content Bady
=+ Connection Information
(9 Network Type @ IN
.9 Address Type : IP4
. [§ Connection &ddress @ 220,57,226,83
=23 Media Name : audin
.9 Port Number : 54412
i[9 Number of Ports : 0
- [§ Protocol : RTR/&YP
By FratList 1 97 111 112608453100
9 rtprap:97 red,/8000
-[§ ripmap:111 SIREN, 16000
-3 rpmap:112 G7221/16000
(9 rtprnap:6 DVI4/16000
(3 rtprmap:0 PCMLU/B000
~[3 rtprnap:8 PCMA,/B000
-3 rtprap:4 G723/8000
-3 rtprap:5 DY14/8000
9 rtpmap:3 GEM/E000
9 rtprmap:101 telephone-event/8000

= =1 GIP Deatil Tree
22 5IP Start Line
{3 SIP Header
=1 SIP Content Body
B3 Connection Infarmation
: 3 Metwork Type 1N
3 Address Type @ IP4
i [ Connection Address : 220,67.226, 78
=0 Media Name : audio
(9 Port Number : 37668
(9 Mumber of Ports : 0
~[§ Protocol : RTP/AVP
=43 Fmit List: 97084 101
b= (9 rpmap:0 PCMU/E000
[ tpmap:d PCMA/SOI00

|

(29 411] A AR 24 43 - 54 o &4
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Session |Trafﬂc |

Nurmber | Caller URI | Callee URI | Status | KButes |

1 gipraudio_1@b113,local  sipraudio_2@b113 local  opened 0,00

(2% 412] 99 SIP A - &4 O &4
=10 x|

Session Information
Caller URI » sipraudio_1@b113,local
Caller URI © sipraudio 2@b113,local
Media type : Mot yet exist

Caller Session Description Protocol
Connection Address @ 220,67, 226.83
Media Name @ audio

Port Mumnber : 5570
Mumber of Ports : 0
Protocol : RTP/AWP

Frnt List : 97 red,/8000

Frmit List @ 111 SIREM/16000
Frmt List : 112 G7221/16000
Frmt List : & DVI4/16000
Fmt List : 0 PCMU/B000
Fmt List : 8 PCMA/B000
Frmt List : 4 G723/8000

Frmt List : & DWI4/8000

Frmt List : 3 GSh/8000
Frnt List : 101 telephone-event 8000

Callee Session Description Protocal
Connection Address : 220,67, 226,78
hedia Name @ audio

Port Number : 373582

Murnber of Ports @ 0

Protocol @ RTR/AVP

Frmit List @ 97 red /8000

Frmit List + 0 PCMU/8000

Frmt List : 8 PCMA/8000

Frmt List : 4 G723/8000

Frnt List : 101 telephone-event /8000

o o

(29 413] SIP AA AKX - 4 o 24
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3 o

dlo

4 A

(19 4141 E2AE 39 A 1SS 20 £F we ABAE 24 A
o 51 o X
d 715& 2t SIP User AgentE A&l SIP Al 3 A 2 SIP 7S
4 o,
Nurriber | Time | SrcAddr | DestAddt | SrcPort | DstPort | Description
1 LIRETI09IENT Z0RTE6E 2206768 4150 10632 Request: INWITE sip:22067 226, 110882 transport=tcp BIR/Z 0 with S0P
z LIRET 096 T 20T 6 22067226 10842 4150 Response : SIP/2.0100 Trying
3 L0RET 09263137 2206 6 22067226 81 10682 4150 Response : SIP/2.0 180 Ringing
4 LTRET09R263099 22067 6T 22067226 80 10882 4180 Respanse : SIP/2.0 200 OK with SDP
5 4190 1097263140 220672680 ZA0ETERTE 4150 10632 FRequest: ACK sip220,67,225 7810882 ranspart=tep SIP/20
g 4190 1097263140 220672 E0  ZE0ETERTE 4150 10682 Request ! INWITE sip:220,67, 226, 110862 ransport=icp 5IR/2 0 with SDF
1 4190 1097263140 Z206VERTE 2206722661 10852 4150 Response : SIP/20°100 Trying
q 4190 1097263140 2P0EVERTE 2206722861 10852 4150 Fesponse ; SIF/2.0 200 OK Wlth S0P
9 4190 1097263140 2P0ETEPREL  2A0ETENRTE 4150 10682 Request: ACK sip:220.67,525 781068z ranspart=tep SIP/20
>~ = [e]
[19 414] +=5€ SIP A - s 0 &4
(19 414]9] 349 SIP vﬂal:% 29 SIP AA #9E& 23stE INVITE
O~ O )= <~ A [e)
AR ek SIP Al el Swehs 200 OK WIAAIZE 2708 R E 0 As ¢
< =] =] < 3
F Atk Z skl SIP AlAo] INVITE/200/ACK WIAAE AH&-3te] FHE Fof T
E INVITE/200/ACK WA Aol elejA =7 & SIP AlAle] M7 Aot [17 4.15]
2~ =] -
£ 27 SIP A4 F3A 2AE A ARE BAT Adtelw, [17 416]2 SIP Al
A AN S Al ARE 249 Aol
Header | SIP Data | S0P Data | Header | SIP Data | S0P Data |
=] SIP Deatil Tree = =1 SIP Deatil Tres
{1 SIP Start Line {1 SIP Start Line
{1 SIP Header {1 SIP Header
21 SIP Content Body = [3 SIP Content Body
=23 Connection Infarmation =1 Connection Infarmation
(9 Metwork Type @ IN (9 Metwork Type @ IN
+.[§ Address Type : IP4 (9 Address Type @ IP4
'[9 Connection Address : 220,57, 226,83 - [§ Connection Address ! 220,567,226, 76
= D Media Name @ audio =+ Media Name : audio
[ Port Number : 11408 o [§ Port Number @ 37420
3 Number of Ports : 0 i [§ Wumber of Poris : 0
@ Protocol : RTP/AVP h (3 Protocal : RTR/AVE
B0 Fmit List: 97 111 112608453 101 w20 Fmit List: 87084 101
=0 Media Name : video =20 Media Name : viden
[ Port Number : 63736 [ Port Number : 0
3 Wumber of Poris : 0 = © (9 Number of Ports : 0
o [§ Protocol : RTR/AVP [ Protocal : RTR/AWP
B0 Frat List : 34 31 .23 Frt List : 34
3 rtprnap:34 H263/30000
-[§ ripmap:31 H281,/90000
|
1= > = o
(29 415] AR AHE 24 A3(z7] $94) - st o &4
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Header | 5P Data | SDP Data | Header | SIP Data | SOP Data |

=-1 SIP Deatil Tree
{Z1 SIP Start Line
{1 SIP Header

=-_1 SIP Deatil Tree
(0 SIP Start Line
{1 5IP Header

=1 SIP Content Body

=23 Connection Information
T (9 Network Type : N
. Address Type : IP4
i[9 Connection Address : 220,67.226.53

=1 Media Name : audia
L [§ Port Number : 11408
9 Mumber of Ports : 0
[ Protocol : RTP/AYP
B Frt List : 9708 4 101

=423 Media Name : video

=23 SIP Content Bady

=23 Connection Information
(4 Netwark Type : IN
~ [ Address Type : IP4
- [§ Connection Address

=1 Media Name : audio
i [§ Port Number : 37420
3 Number of Parts : 0
i[9 Protocol : RTP/AWP
-] Frat List : 9708 4101

=] D Media Name @ video

| 220,67.226.78

4 Port Number : 59752
3 Number of Parts : 0
.9 Protocol : RTP/AWP
(22 Frat List : 34 31

9 Port Number : 0
(@ Mumber of Parts : 0
3 Protocal : RTR/&YP
(22 Frat List : 34

[ 4.16] A AR

(1% 41619 SIP Al H
e 29E adE ARGl A, ﬂ}}}o
[ ARG E AS A AR 3,

1713 [29 4.18] st A" 7]5 User Agent9} &4
SIP User Agent7tel] SIP A4 H Eato] Fy" SIP 4K SIP Al

FAQA A dgd s394 55 W AR Al FEE HolFa Sl

bt

N

4.
W7
o},

Session |Traf‘fic |

Murnber | Caller LRI [ Callee LRI
1 sipwideo@b113local  sipino_video@b113 local

| Status | KBytes |
opened 0.00

(2% 417] £99 SIP A - 34 o &4

_67_



=101

Session Information
Caller URI :
Caller URI :
Media type : Mot yet exist

sipivideo@b 113 local
sipino_video@b 113, local

Caller Session Description Protocol
Connection Address @ 220,67,226,83
Media Name @ audio

Part Murnber @ 11403

Murnber of Ports & 0

P RTR/AYP

Frnt List : 97 red/8000

Frat List : 0 PCKU,/B000

Frat List : 8 PCkA/B000

Frnt List : 4 G723/8000

101 telephone-event /8000

Pratocal

Frrt List
Media Mame : video
59752
Mumber of Ports @ 0
P RTR/AWP
Frt List : 34 H263,/90000
Frnt List : 31 H261,/90000

Part Murnber

Protocal

Callee Session Description Protocol
Connection Address | 220,67, 226,78
Media Mame ! audio

Port Mumber : 37420

Mumber of Ports & 0

P RTR/AWP

Frt List : 97 red/8000

Frnt List : 0 PCKU,/B000

Frnt List : 8 PChA,/8000

4 G723/8000

101 telephone-event/8000

Protocal

Frrt List
Frnt List
Media Mame @ video
Part Murmber : 0
Mumber of Ports @ 0
L RTR/&VP
MNOTHING

Protocol

Frnt List

K|

-

|»

(29 41713 [2¥
SIP AlA AR7 35449 &

of 4gH oz Peld

(1% 418] SIP AlA Br - 544

e e
!
r

o

[e)
A

E)

A

Fatol SIP Alideo] W7 ¥ o

T
[ .

o A

o,
A

o

i



TEAS} 3 T2 AR BF S AR Vee A
Abgstel SIP Al A 2d AA ARE B4F Zds (29 419]

42019 £

SIP User AgentE

(1%

Hearler | SIP Data | SOP Data|

Header | SIP Data | SDP Data |

-1 SIP Deatil Tree
&+ SIP Start Line
&3 SIP Header
=8 -3 SIP Content Body
E CI Connection Information
(% Metwork Type : IN
-3 Address Type : IP4
i [@ Connection Address @ 220,67, 226,81
E CI Media Mame : audio
(% Por Murnber : 10008
~[% Mumber of Ports : 0
i [ Protocol : RTPAAVP
© o Fmtlist: 97111 112608453101
529 Media Mame : video
(% Por Nurnber : 32862
~[% Mumber of Ports : 0
(¥ Pratocal : ATP/AVP
- Fmt List : 34 31

-1 SIP Deatil Tree
#1-] SIP Start Line
{1 SIP Header
E-{1 SIP Content Bodw
E {21 Connection Informatian

(3 Connection Address : 220,67, 226,83
{23 Media Mame : audin

{3 Fmt List: 97 110 112608453101
43 Media Mame : video
[ Port Number : 13442
[ Mumber of Ports : 0
[ Protacol : RTP/&WP
{3 Fmt List: 34 31

An 24

(1% 4.19] AlA

1 - o e

Header | SIP Data | SDP Data |

Header | SIP Data | SDP Data |

- SIP Deatil Tree
#-23 SIP Start Line
#+21 SIP Header
=1 SIP Cantent Body
B2 Connection Information
i [B Metwork Type @ IN
-9 Address Type @ IP4
i -[§ Connection Address @ 220,67,226,83
{1 Media Mame : video
~[® Port Number : 20000
~[® MNumber of Parts : 0
~[@ Protocal ; RTR/AVP
=42 Frot List : 31
" (9 tprap:31 h251/90000

=1 SIP Deatil Tree
721 SIP Start Line
{23 SIP Header
=3 SIP Content Body

=+ Connection Information
i[9 Netwaork Type @ 1N
[ Address Type ! IP4

i[9 Connection Address © 220,67,226,81
B2 Media Mame ! video
i[9 Port Number : 35782
4 Number of Ports : 0
(9 Protocol : RTP/&WP
(423 Frnt List : 31

9 ripmap:3! h261,50000

4201 A AE 24

a3 2 - 3 o 3

[29 4.19]+= SIP User Agent® MSN Messengers At&3 492 &4
7b 33 A" A HlY e sE Bk ofyel e Yk A AH] 7]eHo
AT E A4S BoaFa g [29 42012 SIPSets A3 492 s A"
les ZAEE AR & A" 2AHA &Y vy 39 FEuE A FE 7
2ol AeHATE As 49 ARE ot &+ st (29 421] [2°



422], [29 42313 [29 424]= s A" 715& 2+ SIP User AgentE9 ¥
of A#glo] AN ARE A1 SIP AAS AAHoR Ags AdES HolF

o,

%o,

Session |Traf‘fic |

Murnber | Caller LRI [ Calles LRI | Status | KButes |
sipivideo_1@b113local  sipivideo_2@b113local  opened 10,33

(2% 421] 99 SIP A 1 - s o sk

Session |Traf‘fic |

M., | Caller LRI [ Calles LRI

| Status | KBwtes |
1 sip:0000@220,67,226,836062  sip:1111@220,67, 226,83

opened 0,00

(7% 422] 9% SIP Al 2 - s of s
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& Session Information i

Session Information
Caller URI i sipivideo_1@b113 local
Caller R i sipivideo_2@b113 local
Media Type | 34 payload 15,36 KBytes

Caller Segelon Description Protocol
Connection Address @ 220,67, 226,81
Media Mame ! audio

Port Number ! 10008

Mumber of Ports + 0

Protocol @ RTR/8WP

Frat List ¢ 97 red/8000

Frat List ¢ 111 SIREN/16000

Frat List ¢ 112 GT221/16000

Frat List ¢ & Dl 16000

Frnt List : 0 PCMLU/B000

Frnt List : 8 PCM#&/8000

Frnt List : 4 G723/8000

Friit List : 5 0414/3000

Frat List : 3 GSM/8000

Frint List © 101 telephone-event/8000
Media Mame ! video

Port Number ! 32862

Mumber of Ports + 0

Protocol @ RTR/8WP

Frat List ¢ 34 H263/90000

Frnt List ¢ 31 H261/90000

Callee Session Description Protocal
Cannection Address | 220.67 226.83
Media Mame : audio

Port Mumber ; 28858

Mumber of Ports & 0

Protocol : RTR/AWE

Frt List : 97 red/8000

Frat List : 111 SIREN/16000

Frt List : 112 57221,/16000

Frt List : & D4I14/16000

Frt List : 0 PCMU/B000

Frt List : 8 PCMA/B000

Frt List : 4 GT23,/8000

Frat List : 5 D14/8000

Frat List : 3 GSM/8000

Frt List : 101 telephone-event/8000
Media Mame : video

Port Mumber ; 25268

Mumber of Ports & 0

Protocol @ RTR/AMP

Frat List : 34 H263/90000

Frat List : 31 H261,/30000

|

= Session Information

=181

Segsion Information
Caller URI ¢ sip:00006@220,67, 226, 33:5062
Caller URI ¢ sip:1111@220,67, 226,83
Media type : Mot vet exist

Caller Session Description Protocol
Connection Address @ 220.67.226.63
Media Name : video
Part Murnber © 20000
Mumber of Ports : 0
Protocal @ RTR/AVP
Frmt List : 31 h281,/90000

Callee Segsion Description Protocol
Connection Addregs @ 220,67, 226,61
Media Name ! video
Port Mumber @ 36752
Mumber of Ports 0
Protocol @ RTR/AVP
Frat List : 31 h261,/90000

Kl

uh

e

(29 423] SIP A AR 1 - 34 o 3
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423 49 3 - myo] EQHRTP A7) +4 44

[g 3419 SIP AR A4 AUEog olgstel 1571 SIP ANE FUF ¥

P AL olgetel wAs: Beve] B4 Ed=e $Ase] SIP ALY

=AE B4 oo 379 =49 BAT Al x A
4251 R,

P [ o
Actions  Settings  Help
your e m| P
Number | Time [ SrcAddr [ DstAddr [ SrcPort | DstPort | Description =]
1396 14z 10973007657 220, ET 226,76 220, ET 226,81 1446 G060 Request | SUBSCRIBE sip:830@b113 local SIP/2,0
1397 1 1097300757 1446 5060 Fegquest SUESCH\EE s\p :890@b 113, local SIP/2.0
1398 1 097300757 G060 1446 Response : SIP/2.0 0
1339 1 097300757 5060 1446 Response @ SIP/2,0 200 OK
1400 1 1097300757 1446 5060 Request SUESCH\EE sip:456@b113 local SIP/2.0
1401 1 1097300757 1446 5060 Fequest | SUBSCRIBE sip:123@b 113 1acal SIP/2.0
1402 1 1097300757 220.67.226. 73 720.61.226 61 1446 5060 Aeguest | SUBSCRIBE sip:234@b113 local SIP/2.0
1403 1 10973007657 220,67, 226,76 220,67,226,61 1446 G060 Fequest | SUBSCRIBE sip:1234@b113 local SIR/2,0
1404 1 1097300767 220,67,226,78 220,67,226,81 1448 5060 Request : SUBSCRIBE sip:3456@Db113 local SIP/2.0
1405 1 1097300767 220,67, 226,76 220,67,226,61 1446 G060 Request | SUBSCRIBE sip:7880@b113 local SIP/2,0
1408 1 1097300767 220,67,226,78 220,67,226,81 1446 5060 Fequest | SUBSCRIBE sip:901@b113,local SIP/2.0
1407 1 1097300757 220,67, 226,81 220,67,226, 18 5060 1446 Response : SIP/2,0 202 Accepted
1408 1 1097300757 220,67, 226,81 220,67,226,78 5060 1446 Response @ 5IP/2,0 202 Accepted
1409 1 1097300757 220.67.226.81 220,657,226, 18 5060 1446 Response : SIP/2.0 202 Accepted
1410 1 10973007657 220,67, 226,61 220,657,226, 78 G060 1446 Response : 3IP/2,0 202 Accepted
1411 1 1097300757 220.67.226.81 220,671,226, 18 5060 1446 Fesponse : SIP/2.0 202 Accepted
1412 1 1097300757 220,67, 226,61 220,657,226, 78 G060 1446 Response : 3IP/2,0 202 Accepted
1413 1 1097300767 220,67,226,81 220,67,226, 718 5060 1446 Respaonse : SIP/2,0 202 Accepted
1414 14: 1097300767 220,67,226,81 220,67,226,78 G060 1446 Response : SIP/2,0 202 Accepted j
Header | SIP Data | SDP Data| Session | Traffic |
..... 0 From © sip/S67@b113,local =] L] Caller URI I Callee UFRI |_Status | KBytes |
9 To : sip:A30@b113 local sip: 33%33'@@&01%3\ Inc‘al sip: dfluﬁédggln]caal\ Inclal c}nsea
D : oca ocal close
----- 3 Call \D. + fifacB78e2ef493dad 181dab 3e097h39@ 220, 67, 226, 83 sip: EEEE@EED 7. 225, BA:6052 s\p O0ON@ 0.6, 226,87 closed
""" 03 CSeq: 2INITE Sipi345@h1 13 ocal sip:b70@D113jocal  opened
3 Content-Length : 679 sip:0000@ 220,67, 226, ?? 5062 sip:1111220,67.226.79  opened
[ Content-Type : application/sdp sip:123@h113 local sipdEE@b 113 local closed
<23 SIP Content Body T spdM@R0 6725 0508 +ip SORE@LIELIE S closed
c on Inf " i} sip:2222@e?0, 67,226, B0:6062  sip 3333@220,67,226,62  opened
a U”':'EE”U” n D"_"e.mu” sip!! 55555@220 ET 225 92 5062 sip:B6E6E@@220 6722691 opened
=0 Media Name : audio 0 0l@h sip:23d@b113.local opened
(9 Port Numnber : 57156 1 sip EEEE@EED E? 225 EE o062 s 7777@220 b7, 225 49 opened
® Mumber of Ports : 0 2 sm 1111@vacal local sip:22222@vacal.local  closed
N 3 00000@vac: Incal opened
(9 Protocol : RTP/AWP
(O FmtList: 97111 112608453101 15 5555@220 67, 225 93 closed
=+ Media Name ! video
(9 Port Number : 27704
@ Mumber of Parts : 0
@ Protocol : RTP/AVP
{1 Fmt List : 34 31 —
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£ Session Information N

=100 x|

Session Information
Caller UR ¢ sip:567@hb113 local
Caller UR : sip:890@b113,local
Media Type : 111 payload 571766 KBytes
Media Type : 34 payload 13530, 16 KBytes

Caller Segsion Description Protocol
Connection Address @ 220.67. 226,61
Media Name i audio
Paort Mumber © 14466
Mumber of Ports & 0
RTR/AVP
97 red /6000
111 SIREN/16000
112 G7221/16000
& Dl4/16000
0 PCML/B000
8 PChMa,/8000
4 G723/8000
5 Dvl4/8000
3 G3M/B000
101 telephone-event/8000

Pratacal ©
Frnt List :
Ft List :
Fmt List :
Fmt List !
Fmt List !
Ft List :
Fmt List :
Fmt List !
Fmt List !
Ft List :
Media Name ! video
Port Mumber | 19544
Murnber of Parts + 0
Protocol @ RTRAAVE
Fmt List : 34 H263/90000
Frnt List : 31 Hz61/30000

Callee Session Description Protocol
Connection Address @ 220,657,226, 83
Media Name. : audio

Port Mumber | 36478

Mumber of Ports | 0

Protacal @ RTR/AVP

Frat List : 97 red/8000

Frat List : 111 SIREN/15000

Frat List ¢ 112 G7221/16000

Frnt List : 6 D'14/16000

Frat List : 0 PCMLU/8000

Frnt List : 8 PCMA/8000

Frat List 4 5723/8000

Frnt List : 5 D'14/8000

Frat List : 3 G3M/8000

Frmt List + 101 telephone-event/8000
Media Narme ! video

Part Murnber | 46326

Murmber of Pors 0

Protocal @ RTR/EVP

Frat List : 34 H263/90000

Frat List : 31 H261/90000

K

| »

=101

Session Infarmation
Caller URI : sip:1111@vocal local
Caller URI : sip:0000@vocal, local
Media Type : 0 payload 351,72 KBytes

Caller Session Description Protocol
Connection Address @ 220,67,226,78
Media Name ! audio
Port Murnber @ 37848
Mumber of Ports @ 0
RTRA&WP
97 red/8000
0 PCMU,/8000
4 PCM&/8000
4 G723/8000
101 telephone-event/8000

Pratocal ©
Frat List :
Frot List :
Ft List :
Frat List :
Frat List :

Callee Session Description Protocol

Connection Address : 220,67, 226,83

Media Name @ audio
Port Murnber : 10000
Mumber of Ports & 0
Protocal @ RTP/AWP
Frmt List : 0 PCMLU/8000
Frnt List : 100 telephone-event/8000

K
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[1%1 426]9] SIP ‘ﬂﬁq }‘ﬂl?‘ @.E% '3]—04 s} A z‘H%O] O] 01 _9_13% H.263

2 299 o 0% A4

CMU ote #9S Ab&3 oA
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e} Kez

dAveE As & F }v\}\}\q_ [13‘ 42719 73§
E AR

o
Aol olzolzom SIP AMGIA LA F
o.

424 49 4 - Y= Qg s 4

A9 33 ol SIP A ARG AU E o] &ate] 15749 SIP Al S FH T
Fo SIP AAE AAFOR HAHE Edf¥ JHE o] &3to] 1gfx QEFH o2 7]
ol ANA R TR AgsArt. [19 428]2 SIP AA A Alve L 9
d =98 SIP AT AAel e JRE HeFEn gon, [19 4291E Y9
SIP AlAe Exfy F5 A =& o] &sto] SIP A Edjg AHE FHs1

... | Caller URI | Callea URI | Status | EBytes |
1 sip:123@h113,lncal 5||:| {EEE@B 113, local opened 14586
2 sip: 11111@unca| lacal 5||:| 22222@unca| local  opened 1206
“ sip.aobale AL B, dh, od Blbe S0 U, b E22n, af w
4 sip:dddd@ 220, B 7, 276, 865062 su:u 5555@220 £7.226, 54 opened 30012
g sip:EEY@b 113 local sip:390@E113, local opened B34, 62
G sip BEERE@ 220,67, 226, 85.5062  sip:fTTH@220 67 226,89 opened 9781
7 sip:901@b113 local sipie34@b113 local opened 468,95
a sip 22e2@ 220, 67, 226, 8005062 sipi3333@220, 67 226,82  opened 7522
4 sip:335333@vocal local sipddddd@vocal local  opened 96,38
10 sip:789@b 113 local sip2@E113 local opened 254 75

11 sipi AT 220,67, 226 90:5062  sip:0O8oe@ 220,67, 226,93 opened  &O0,02
12 sip:BEEEEE@ 220,67, 226, 92:5062  sip:BEEEEE 220,67, 226,91 opened 322 6

13 sip:99999@vocal, local sip:00000@vocal local  opened 597 16
14 sip:0000@ 220,67, 226, 775062 sip 1111220067, 226,79 opened 108,89
15 sip:34h@hb 113 local sip:BYE@E113 local opened 350,66

[C13 4.28] SIP AR A4 Alvte] oo ofs) AAd Al
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Session  Traffic

Bytes
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0S Windows 2000 Server
CPU Pentium 4 - 1.8GHz
RAM 768MB
NIC Realtek RTL8139(A) PCI Fast Ethernet Adapter
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ABSTRACT

Design and Implementation of Traffic Analyzer for
SIP Based Multimedia Communication System
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As Internet service is extended, the Internet Telephony technology(VoIP :
Voice over IP) is getting more attention as a major communication service
combined with multimedia capability. The quality of this service depends on the
available traffic rates because it transfers large amount of audio and video data.
SIP(Session Initiation Protocol) was proposed for session control of this VoIP
service and is expected to be a standard session control protocol. In this
circumstance, a traffic analyzer for measuring and testing VoIP service is required.
However, a tool for traffic analysis of SIP based multimedia service is difficult to

find up to now.

In this thesis, we propose a tool that measures and analyzes multimedia
communication traffic generated by VoIP service based on SIP protocol. This tool,
by capturing low level Internet packets, measures and analyzes SIP based
multimedia communication protocol and traffic. By utilizing the statistics of each
service and showing a realtime monitoring information graphically, this tool
provides a useful information for testing and managing SIP based network. The
traffic analyzer, which is called STAT(SIP based Traffic Analysis Tool) in this
thesis, will be a helpful tool for the development and management of SIP based

multimedia communication system.
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