HATFS =R

ol T -
Sl *

L
Eale CE
- T ow ®
(o= ot o
X a N Ao
= QO S L ot
o N ol o0
vl = 7o
N ‘_Q S —~
_ J)NO —_ —
=
= %o e

Al






SHA-256 sfjA|grof tigh
U2} ol=2 depth & &

Depth Optimization of Quantum Circuits
for SHA-256 Hash Function

20234d 12¢9 o



SHA-256 sfjA|grof tigh
U2} ol=2 depth & &

Depth Optimization of Quantum Circuits
for SHA-256 Hash Function

4o
i
gl
ftlo
o
k3
%
>,
1%
o
i
Md
|o
[t
2,
T
il



20234 12¥

CREEE

SR

EPUEK)

ro,
BN
ol

A (9D

g (*D)

5] (*D)




FExE

SHA-256 S|A|F5=of oist
F2t 32 depth 4 F&

g A4 o 3 w oo 3 ¢
I T & % 3 3 i
I' T % & % 3 A %
o Al %l

SHA-256 siAlera+= dlole #24, IS, "AdE A% 5 ot &
ofol Al AFEE T Qlth. SHA-2562 128-bito] HZEES 7Htty Hrie
AR, FAAFE L wEA] e wet e A ok A

T
=
Blo| A s2shs AezAb 7HESE daelE]] Grover ¢ild|E2 ARESHH

]

dH ALE=Te® Brute-force A4S L = WA Hof, HIFET}
=

b el divist]

i)
2
T A
ot
e

Grover €318]Z0] =
7t EEE Aol S €3] HOPFETE Aubto] = Ao
OE]- A

2 Qlt}. Grover



g2z FAdertn, B2g MY FAst AeHE P A4S Az
= o7 H8% @AsH Hrh NISTE AESSF SHA2, SHA3e| wiet ot
7 sz "agh oA wee VFew, 54 4w 9 34 sl g

Hlaste] s ert FAHFEA Ae HAFEE

NISTE o 829 BHEE oa 829 2718 B
.

B oo b

x HA 32 depth)2 ZAgich weba SHA-2562] 54 3|2 tis] &

ol At APS FHs= AL A5l A4 SIS YT wW$ Fa
g AAddS & 5 vk E, I FA BEFE A4S fdiAe HA F
2 Zol(depth)E FHAstsfolts & 4 Stk 3§ Toffoli Alo|E &Eaf A
AEEE T ACIEx 2 78 HES AAsh] e T AlolEet TAH
249l T Alo]JE 49} T-depth® HAHslste Zx o$¢ Fasict

Toffoli-depth®] #|Aet= T-depthe] FA3ztZ o]ojz|H, [A3lH Toffoli
AlE & 7He AHEESE T Al°lE ¥d AeS ¢ & Utk oA
2 =rode FAHATEAANA HAFE 7lE0] He dildEs § shddl
SHA-25601 tisl T-depthE 2Z3tste] FA3HH depthE 7HAl= &AF 3=

= AlQtolal, o]& 7I§te R Grover 54 H|-8& FA bt

[(F801] dAAFE, Grover &ElE, ¥ 3|2 Fd, depth A3}
T-depth &3}, SHA-256 SfA|gt, 94 &4, Carry—save TA17]



=5
I /(-] % ............................................................................................................... 1
1.1 oo]:x}-;q-u 1 ................................................................................................................ 1
1.2 OJ:Z]. ﬂi depth Z/]g—}ﬁ}_g] fé_g_/lg ....................................................................... 4
1I 1?:]_ qiq_ ........................................................................................................ 6
2.1 OFAF S]B TLT e 6
2.1.1 OFFF F[O]E.  coreeereesrseestsseststotiutoniitentitettten ittt 6
2‘1‘2 Toffoli 71]0]5 _Hi_gH ......................................................................................... 7
213 Oo]:;(} 54\/\‘4:17] ....................................................................................................... 8
2.1.3.1 O]T} OFA] TIAILIT] ceerereresemesmintinititiitiiti ittt 9
2.1.3.2 Carry-save OFZ} TIAM 7] ceverereresssmsnsistststssissttt sttt 14

2.2 Grover %1-131%_% %—{;j- gH/\]@-z'\_ Qﬂ;@— 570_7_‘1:] ................................................. 16
2.3 SHA-256 SJAIGHS: QFATE]Z ot 18
2.4 SHA-256 9F2F 32 X ASE FLdof tgh o] STl cervermrmmniin, 22
III. SHA-256 001:1]. _5_];9] depth Q@lﬂ. :'L—Zﬂ 7]1@ ................................. 24
3.1 QR =] AAAL FZT] e 24
3.2 TR E Shr Z| AT} e 25
3.3 Uﬂ/qX] :7(()]— -%L_/F _‘;‘q;gﬁ}_ ..................................................................................... 27
3.4 AND #Ao] 120 BBl AT eeeeeniiii e 28
IV /%ng_ 31‘37]. .................................................................................................... 31
4.1 SHA=256 OFZF ZFQ] HJIL crereersessssssesssssssttntststststsst sttt sttt 31
4.2 Grover B HJ-B  ooerersms 34
Vv @ LT T T T T T T T T T T T I TTTO T EUTSOOIOe 35



ABSTRACT

_iv_



—

kel

—

PP

kel

B

Erl

Erl

—

B

—

kel

—

e

E
Jd

1-1] NIST SFA} T HOF J|Z ot e 5
2-1] mod 24F2] A QA7 gt AL B (r25) e 13
2-2] SHA-2 ALA] FHEL creorrscmssmeussssmsssssssanssssssssssssssssssessassossssssssosssssonss 18
2-3] SHA-256 =] THE: GAF cverermeienneniessmessssesssssssssessasesens 21
4-1] Yo X150y, 0 Lg] oJAto]] T A H]IL  ceeveeeesesesesneseninenens 31
4-2] Toffoli AO|EZ} AFEE AAFo]| TSE A} B]IL  coeeeeeeresseenseeinnne 32
4-3] SHA-256 °FA}F 3|20 TITE ZFQ BT correeemssssenmsisssiaianae. 33
4-4] Alorsl= oFa}t sl2of thelt AHA] OFAF ZFY e, 34
4-5] Grover Z H]E o 34



1-1] A B 59] width@} depth essmsmseseeemssssssmmssssnnss s
2—1] FQ SR} HAO]E  crerererererreesesssitetstsi ittt
2-2] AND ZJO]ESE AND' ZJO]E ettt
2-3] MAJSF UMA OB BB corvreesssmmmmmmmssssssssssssssssssssssssssssssssnsnes
2-4] mod o] sl =A% Takahashi TAIZ] SIE weeeeeeseeseesssssseeeees
2-5] FHIE 9} 2 depth ZHOIAS] Q7] A BT oo
2-6] Carry—save GA7]o1A AR ElE QHAQE QFA eeveeeesesseeeess
2-7] Wallce E&] 718F2] mod 2% Carry-save GA17] S2F 1] ..
2-8] SHA-256 HIAIZ] THT HEA] coeeeemreressssesssssssssssssssssssssssssssenes
2-9] SHA-2569] @oC ok @ mA| 2] BH GHE e
2-10] o] Aol A Agret HAStE Cn o] FAF B2 e
2-11] Lee®] QA7 ~depth 3 HZE} HPA] cormrervvssmeneesssssssssssssnnnnen
3-1] o] A AFOA] AFEEF Myj T2e0] OFRF BB ceereereererrerseessenen
3-2] QAl7]-depth 12 H&A3}H Carry-save TAI7] LI e
3-3] Maj, Ch &=ollX AND A°|EE A&

3-4] AND 7l°|E %= &< Toffoli 7l°|E

_Vi_



(&2 2-1]
[&2]E 2-2]
[&2]E 2-3]

43 Y E 2

= =
-4\—;@ % Cuccaro 13_1/\14317] OE}-EE]% (% > 4) ............................... 10
| out—of—place Draper CIM7] QFTE]E coeveeesnenennsnenenes 12
4—;@% ln—place Draper 13—1@7] OE1.-—]_1 %_ ................................ 12

= vii -



54 = 2
D11 () ooressssersmsssssmsssssmsssssmsssirnssssisssssassssssmssssrmsssasiss s asimes s ssirssss 11
2-2] Grover &1a]Z & WA A — A3 HA e 17
2-3] Grover &18]Z = HA A - Oracle THEs cremeeemennennnns 17
2-4] Grover &1a]Z A WA ©A] - Diffusion GIAFR} weeeeeeeenes 18
2-5] TIAJR] B THE: ccrerereronmenseresserasersseess s sensssassessassssessanssseases 20
2_6 E]—_‘?_ 6“:‘1-_/[\_ .................................................................................... 21
Al 3-1] oF2F AL Qo e ShEo] TIAl AAE A ] ceeeeeesenennnne 26

- viii -



I. A &

L1 FAaFE

o Eqe wgste] Jze] AUARESF T 4
e Bt Aits o ARE qtoll 3 4 = AAY AHaFE ol 7]
< AAAFHY 712 b D9 HES}F Zo] FH|E(qubinE 71E 4t

Qo] Jissit ANEE Y @Y A9
(entanglement) ¥} 53 (superposition) F&-& 7HIth FHIESo] A2 ¢&
Y= A%, ofW FAWES] Ausl WseH B FES] Aol e
% 2= 9l=g) o] AA =1 03 19] AHiE FAlol &
EHoR 7Hd 4 Sl AHE Eith 1HAFEHE oY HER nf9 #
Bt 4 AR, AR FEE S Aol sl nle] FEER 279
sAlOl vebd o Sl et 2 A9 ol dish At er it
2 2

g % glol ARFE] vls) A% £7} 9

mlo
e,
ol
e
o
k1
2 |
_m
o
o
r{o

‘
R—

xo—TT—/T\OTTmTT P S_/T\_
width | x; T D /T\\l/—TT D
x HRT *—(p T—o—é—H—

[ 1-1] A 229 widthel depth

PAAREAAE FUES] g WAL Aofsh] s BARFE



Z] Natureo]|

[19 1-1]3F Zo] Yul(width)2t Zo](depth)E ZH7|
1

1

—

T

o
i

7HA 9] Zg =] of

2]

e Aol =0t fAL
29

of AAE S =
o} 20199 109 22 LF&s HE EE 54 AHE

o](Sycamore) & 371

=

ol

iy
HE

o

[

Toct. 2o FPAURE A8 7

o HsAel slolHolgd ATASA Hee] FAPRY

Al

—_
Ife]
jant
N
m

E

2 433 FH]

=

2025E7}2] 4158 FH

1

—

719991 IBM-2 A 20229 11Y€ AlAl 2
e, @

)
FAAZEE Q] @ AT (Osprey) S

78

o 7

]

AR

o

s
M

ZTHE 727 FAARE A 2= wal ujd Fu)

=]
=

X
kK

—_
fife)

o2
!l

o

ohet o4t

Stol 2t 20229

IBM2 27 FHIE Falcon AY GAFE (Prague)ollxl 9 FHES} 2=

<]

e Bt o

FAAFE A
t}. depth®e 11

=
o]
AR

—

P
T

1

1—

o}
=

A7

=1
=

SO

Eigss

oF =t} 2022¥ Nature physics®] *=Fof 4 IBM %

sfloF

o

1

—

ol width®} depthefl wh

O!

o

5 7}E|o] A

23, widthel depth7} AZ+5 929 2780 T7F

Grtom
ZHAFE o
3|2 9] depthte 119

i 100

9

g 9

g4 B

—_

depth7} 99



S, goel SHAA FAEFEHE 2 A9l Hed, FA dalds
o) AA Argsh=s ool Hetdo] Ropx| 7] wioltt, tiEAQl A &AL
2 Zo= Shor ¢1E]E&H Grover & ]&o] Stk o] dvEES AL
T A 51*3%0 A FE 7 7H‘*H“ /\] Aol 37171 429 ¢, RSASH

o] 749, nHAFEAA EHEH —”i?l'%Eﬂ dgto =z 7t =t
1994, Peter Shor:= 2 d1E]|=e & A4 Eofet o4t =11 &
2 AHEEl= N

AE o AZE ¢kl si2e 4 Slae SHort A 4
7] %Pi /\] gl o] RSAQ]. ECCE:= 7 dvds

= '_l
Al e 72 g ek 24 o

%%EVP CX}O}QE}E bt %icﬂ FAUAEdZ Hit FRAe s
of AMEL 371 4T BESFE Agsk FA 37H7I/KEM(Key
Encapsulation Mechanism)®] 3¢ Az}t 7]8F &5 9l CRYSTAL-Kyber7} 3
FolERlom, AR ol= Azt 7]Hre] CRYSTAL-Dilithium, FALCONY}
siAl 719ke] SPHINCS+7F ZEehe ZAJefoltt. NIST= +7171/KEM #ofl
27} 7 B} obd e St
stz F7F2 Round 45 #18)st
19964, Lov Grover= N7J9] dlo]H ]/\1 E£74 ol

2 Fohje
oy e]=S Aotsteith Grover &18]ZE Shor d18|E £F9] 75135
Mol &5 P HFA AT AFDE S5 P HolEth nABH

Elo]A Brute—force 3A< 4ot 2"¥19] A7} H QAT Grover ¥l
2Ee Fgotd 2 Hvtorn FAo AT 4 ek wEbd u-bir B
AEO A7 AT E w/2-bit HIFER FAAAA 4 QU sfjARtro] H
SE U R HRPGEE AWto R ZAAXIYh tA7] 2o A 7] 4

olE, siA A siAl EF dolE 2v] STMHLRN T|ES HAH



=2 §AT 5 AT, NIST 3249 FAgers duelze] gress
axEo BEHDE, odF MYt AL FAPYLT| Bl
!

o o6
o
ol
ol
o
N

2 4 Atk ol A

3 ES
R O = ElVJ © =2 Grover O*J_—’E]%E
o

O
2
0o
fol
Ehia

X

Doy -
2 rlo r&

ol
=
a,
o
=
o)
o2
fol
N
N
N
A
-
(e}
0,
20)
X,
(o]
=)
N
N
olt
el
N
do
rol
=2

1.2 %A 3|2 depth ZZsle] oA

NISTE  [® 1-117 Zo] AES®} SHA2, SHA3| digt x4t &4 =2
of Wast A v Vo r, B d5o] A ¥4 3= Wit H|wst
of o d27t FAEFHAA 7HR= HPEEE st °1E}1>. NIST=
A 3AHY EFEE A Jro A7|(AHEE BE A AlOlE o x A
3|2 depth® =A3tch HobZE 1, 3, 50 diFst= AESe] oiet oA &
A BEYE] Ae, @A 2016E Grasslo] A5 ZAolA B A3kd A}
Q1 2020% Jaques®] AESe] ™t A 54 =2 AFE A&ot Ut
HOMAE 19 tigt 34 H]-&S Grover €18ES AFR5H= 7] B 329
Z Al°lE 4 x AA| 32 depth¢l 2¥oln, HotPRL 33} 5= z}Zp 2%
25571 =t

olof wWhafl SHA29} SHA3ZE tjAtoz sl HOL 2 49 ofxp F
H|-§-2 o} A7z AfEE 2] gkt whebA & =wolAe SHA-256& o
2 Sto] 2 ZA3tE o9zt sl&2 Aetsta, Grover ¥lg]E2 2835l 34
=of dis Aokt AHS FAFeEN HPFLE 20 sfdstes A 54
HEE ALzl it T3 AA 3= Zol(depth)E EUo=H It
Aol BALE k& 4 glong SHA-256 %A 3]29] depthE Fol=

ol

N

ML oof o

1) https://csrc.nist.rip/csrc/media/Projects/pqc—dig—sig/documents/call-for—proposals—dig—sig—sept—20
22.pdf

_4_



SEEETTEY

[E 1-1] NIST ¢z} & Hol 7|3

HOg Q7 AV}
AES-128 o)ge] ot aige 919 37 B3
Level 1
5T MAXDEPTH 94} Alo|E EX 248 714 Ao|E
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Level 4
2210 1A Alo|E (SHA3-384)
AES-256 ool 9t olAe $ig B4 BRE
Level 5




2.1 A = 74

o
FHAFE = FAHES S AClER FAH A IRE ol AL
S8ttt 1 AAFEANA NOT, XOR, AND, OR¥} 28 1=2] Ao|ES
o E

FHIE 10T 11> FF AH=E wEolFH, X 711 °|E, CNOT #Al°|E
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AlZ]H, CNOT Alo|Ex= & 79|
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, Ao} FHIEQ
EX 5 Ajo] Aol FHIEF} BE 19w
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b FHIES] 32 HEEAIZI.

(a) H (Hadamard) gate
|a) |a)

|6) |6)
o X v ) b leob 18 - e ety
(b) X (NOT) gate (c) CNOT gate (d) Toffoli gate

(19 2-1] F2 I Al°lE
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|a) l |a)
b) 1 H S—H|- [b)
la-b) 4H—ANTX 10)

L=
(b) ANDT gate

[712] 2-21 AND 7Alo]ESH AND' AlolE

2) Implementing Grover oracles for quantum key search on AES and LowMC.,, https://eprint.iacr.or
g/2019/1146.pdf
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Hct E3t S ARE Ak Aol wet maitar F skl Ashe
in—place @3 TAAE ALlgt ARHE FHEo| AH5k= out—of-place 1&
o] gtk timAoz wWo] AREEE ol A BHAlZIl= Cuccaro FALYI
(CDKM ©Adl7]), Takahashi G47], Draper 341717} Stk

1) Cuccaro BAl7]= 002 27|31 shte] BHx HHIE XE 7] 719 H|
E ()= AMgsto] BAlS FastH, & 48 a, b F boll A S A sh=
in—place @= 2] Ripple—carry @Al7]o|t}, [19 2-3] Cuccaro HA7E +
AsH= MAJ Alo]ESF UMA Al°lE 32 E Yehdith. UMA AlPJEx= MAJ A
o|EofA Rt At SAlste] 27Igte R HE2 Al Al AE bl A7 S
wth o] oA K FHIER 27|3o = HEoprtr] wiwe] o]F ditolA

ANET 4 9t

C; — — ¢; D a; — G4
b —| MAJ — b;®a; | UMA — Si
a; — — Ciy1 — — a;
— —  —

— MAJ — =

— UMA |— = ®$i® ¢
uMA 1179

[F18]Z 2-1]2 Cuccaro GAl7] =FoA Aokst BlAlY] 32 9]
S= mod 2'02 A Afo|w, e gelo] £33+ Ash>
et 2391 e HIEE eelr] goBg By
™, b, ,°1 29 HEZ "o weby A" BFE2 oad A WA »

—bit B4 Al (x—D-bit SIS 71E A7 LaelES AMESte] TSt



n

A, zof s it b, = AR niAeer B, ®=A4, , it
d

7, 881 2lo] F7kst= A% B, o ISt ditel AAA HE=
g Aol YA kot AA| ZHol7b oyl "ot whebA 168 2kl

Algorithm 1 : Cuccaro adder (Addition mod 2")
Input: A, =a, B, =b, X=0
Output: A, =a, B, =s;, X=0
D for i=1to n—2! B®=A4,
XB=4,
X®=AB, : A®=A,
A®=XB, : A®=A,
for i=2 to n—3:
A®=A_B A B=4,
A, _s®=A4,4B, 5 : B,_,9=4,,
B, ,®=A _.B, , : fori=1to n—3 NOT(B)
B,®=X ; for i=2to n—2! B®=A4, |
100 A, ;®©=A, ,B, ;
11: for i=n—4 down to 2:
12 A@®=A_ B ; A, ®=A,, ; NOT(B.,
13: A,/ ®=XB, ; A,®=A4A, ; NOT(B,)
141 X®=A,B, ; A, ®=A, : NOT(B,)
15: XP=A4A,
16: for i=0 to n—1: B;®=A4,

O 00 13 OV A W N =

[gae]E 2-1] 4849 Cuccaro A7 darels (n>4)

2) Takahashi G417]+= Cuccaro GA17]19] MA] Al°]EE & 7§¢] CNOT
AlEr 4% F23 Toffoli AlO|E FZo= o] Aggdoan Hx F
HIE glo] SAlS Safste s /HAstgct. [19 2-41= »=5Y ©f mod 2° /&

oA Qe 4efote s 73t Takahashi BA17]¢] 3]=Zelt}. Cuccaro B4l
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bo ° D so
aQ I t aQ
b1 B P - 51
ai S D ai
b2 —P P P s2
a2 O—D ¥ ¥ az
bs P P P s3
as j Y Y ¥ S t a3
ba D Y P s4
a4 a4

(2% 2-4] mod 2 sl 4% Takahashi TA7] 3=

3) Draper BAI7]E= WEAQ Carry-lookahead TAlIZ]o|H, =FojA
in—place®} out-of-place 32E B5F At} 7i] A4S BHEZ 48517] 9
Sl Hx FHIEZ} AHEE] =T, in—place?] R
—2+2n—wh—1)— Llog(n—1) | 7|7} ARE=™M TA] A4t o] RE ZjAREo]
7Fs3it}. out-of—place= in—place 2t 17§9] HZ FH|EES ©f AMEEEH|, o]
< e SA ATE A fItt FARIEc|ER olE ALRt ymHA|
—1+n—wkh—1)— Llog (z—1) | 7i5F AL&o] 7Faoict. ojuf, Hx FHE 7}
mod 2" QAL 71502 ot wn)S [£4] 2-113 2t
ME mlg] Aitstes 242 okl HIES] A gholl whe 77 HA o7
S Wdst= P (Propogate) 4t sh9l BIE Q] Ffie] Fholl A glo] REEA] 74
2|7} SISt =A] o 5 Tst= G (Generate) 94 55l =P H . Draper
A7 AE P, G, C, P S2EE Fil P, G Q4He 35t AEE ¥
= A4t 4 =R dEEs A5

rr




Algorithm 2 : mod 2" Draper adder (out—of—place)
Input: A =a, B =b, Z =0, anclla, =0
Output A =a, B =b, Z =s, ancilla, =0

: for i=0to n—2! Z,,®D=AB,

for i=1to n—2: B®=A,

P, G, C, P '-rounds < n—(n—1) >

for i=0 to n—2! Z®=B,

Zy®=4, ; for i=1to n—2! B®=A,
Z, =4, i Z, ,9=B,,

O\U‘I-PUJI\)H

A FE 2-2] 4% out—of—place Draper GAl7| da12l&

Algorithm 3 : mod 2" Draper adder (in—place)
Input: A, =a, B; =0, ancillal, | =0, ancilla2, =0

Output: A, =a, B.=s, ancillal, |, =0, ancilla2, =0
: for 1=0 to n—2! ancillal, ®=A,B:
for i=0 to n—1: B®=A,

P, G, C, P '-rounds < n—(n—1) >
for i=1to n—1: B;®=ancillal,_,
for i=0 to n—2: NOT(B;)

for i=1 to n—2! B®=A4,

line 3 reverse

for i=1to n—2! B®=A,

for i=0 to n—2: ancillal,; ® = A, B,
10: for i =0 to n—2: NOT(B)

[&are]F 2-3] 4% in—place Draper GHI7| dalels

\OOO\]O\U‘I-lkU\)[\)H

[€1E]F 2-2]+= mod 2" BAlE Yot out—ofplace ¥ 2EFS
A Axtoltt, n Al n—1& thYst (n—1D-bit FAZR = 7]1E ddE
W FLSHA Y=, 249 HIE 719 o] AR EE= HE FHIE Z 9
A, _ 3 B, & Z7Z Alo] FHIER sto] CNOT Alo|EE A-&3it}, [¢F

al
& 2-3]2 in—place ¥ YEFS FAT A=, 18 2<l forFo] HHESIS
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19 Fo] n22 WASIAON, 3, 74 ehele] A WY QA gAS w1
of thell st s WA A o= 7|E dagES7 Aottt
Adder #Qubit #Toffoli Toffoli-depth Full-depth
Cuccaro n+1 2n—3 2n—3 2n+2
Takahashi 0 2n—3 2n—3 5n—8
7 14
| T2t —12+10n +2 Llog (e—1) | +2 Llog (n—1) |
in | —wh—1) —6w(n—1) n—1 n—1
—llog(n—1) )| =6 Llog(n—1)1| +2 logTJ +2 | log 3
Draper 1 7
—1tdn —6+5n + llog—1)1 | + Llog(n—1) ]
out | —wmn—1) —3wn—1) 1 1
—llogw—1))| =3l log(n—1) ]| + {log + logTJ

[# 2-1] mod 2*/Fe] FAF SlA7]o] it A Bl (n>5)

(£ 2-1]2 3714 2 Q7S &8 n-bit QAo AMEEl= FHIE &
CNOT Al°|E &= Toffoli Al°]E 4=, Toffoli-depth, Full-depth& A=t FH&
=, ARt A eI 4 == Ao w Yehgich
Trade—off TA|Ql FHE 2} 3= depth SHA]
gheo] oS HuE 4 & Tz UERd Zlojth #0] 16, 64, 2560 %
Ao wet =27t zpo]E Ko=), Ripple—carry HAl7]¢1 Cuccaro®}

)
o
|o
Hl
W
o
[\S)
r
FTI‘

Takahashi GIA1719] 3¢ FHIEE AA AMgoh= HHH, &2 32 Zlo]E HAl
o}, Bt Carry—lookahead RA171Q1 Draper SAl7|= 72| WE 42 91sH
FHE 57} Bl go] ARGEAT, HE ditoz Qs W 3= o5 714
= AL & 4 Stk TS Takahashi A7 |= BX FHES ARESHA] ¢ th4l
Cuccaro GAIZ|HT} oF 258} =2 XA Zol& 7= AS ¢ 4 Utk 224

Or FAF 3= A}t Y Al FHIE #F FASeh= 9ol Ripple—carry
SAI7|E, 3= depthE FAdloh= Z-¢oll= Carry—lookahead BAI7]E ARE-SH
+ Ao| AT iAol felsiths Ae & 4 Stk & =22 depth FA3E 9
ofl Draper BA7|E =5}
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#Qubit
Full-depth

1000 adders
1200
Cuccaro
800 Hmm Draper_in
Draper_out 1000
B Takahashi
600 800
600
400
400
200
200

16 16 64 256
n- b1t n-bit

(18] 2-5] FHE 59} 82 depth SRl 5417] A9 vlm

2.1.3.2 Carry—save %A GAl7]

T AL 37 o] B, HEAS ol&ste] At dses AA
Al 4 ok & =golA SHA-256 3ol AM&Rt Carry—save A}
71 Kim¥»9] QAlZ|olth. offd =FollA= Wallce®t Dadda E=] 7|8k
Carry—save A QAIZ|E Agtsiaot, & &2 2% QHA(Quantum Half
Adder)@} QFA(Quantum Full Adder)E ©]-&35te] mAdAtzte] bit @4 H
d=x tillS 3ttt QHASE QFAS] d=+= [T17 2-6]7F &t

S ol
l_, 0z o

a a

a a b &% & b

b b— s c D b— S

c——K d b S K
(a) QHA (b) QFA

[71 2-6] Carry—save GAlZ|oA AFEE+= QHASF QFA

3) Tree—based Quantum Carry Save Adder.
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QHAE % megiat FulEst el ke A4 Siek FUES A9
T wo} & WA FH|Eo o= AAstal Al WA FHIES e ghe AT
th. QFAE= QHAA mA4ATZL st sofd Zom, (b) 2l=9 A%
Toffoli AlP|EE 270olA 172 &9, shte] Toffoli Al°]EL} Toffoli-depth
1Rto = 3719 mALAe] A g2 it & s FHASHE Zod

2 =84+ Toffoli-depth7} & 22 Wallace E&] 7]9Ee] Carry—save
2 QAlZIE AEste] mod 2%4elAe] WAZIR S£Ashh £AH
Wallce E] 7|§+9] Carry-save A RA719] &2 WAl [Od 2-7]3
2. 32-bit A 1S Hoke AR, WA QFAS Fd bitd MAdAE
3PN Bo] WAL Zasith o] #ole - BSo] e 2 9l mE ul

B34 sastd Hstgl vlEd] 274 WAL WA Hek olm QHAZ

Sl F Aol gk slde Ryt 2[shke] HIE TelM @ QHA
2 Fole A¢E ALk, yuA HEA 27H4 m At A =
QHAZR &+ =2 St [1™ 2-7]9 3% HFHe® E2 31-bit

of sl Draper BA-& 3Pt Hrt. QHAE Axte Avel 2519 1-bit
+ 31-bit WA Ao ZojErh olm T1RolA A& Fol A9 BIES F7t
He 1Attt okl HIEO A AR AiE] BIEE ofu]eith. A sk, n7i
o] mAitAte] tis) QFAF QHAE AHgst= wALS HhEsto] 27 o]5le]
o A4EAREE FX1 S 27)9] m Azt tis olgt RAVIE AEdlT=
It & "_rL&"‘ﬂ]/ﬂh 2.1.3.129] Draper QA7|E AFg35Ith o]F TiA] o
AAEE SiAlste] mAikztet A #t
z7] #ew EJ%%E} olnf 7jg] HIEE %7] gl 022 HEor] u
& oA AARE Zhssith 3 TtR RS TlEo R §hHl
g2 $£YEY, ot HEg 9= o Toffoli-depth7t 10] Ht}, whahA|
g oAl Aaks ALt [18 2-7]19] Toffoli-depth= 47} Ft}. 47]9] x
Axkxrel  ghe Far] s 32-bit GAS 3W Ps= AL HL
Carry-save QAIZ|E 1§ AF8Sh= Zlo] 32-bit B4 1HET 33 2¥MET}

[0

o]
[¢]
&

S,
i
Ko,
)
>
_{
o2
2
_L4
O
=y
>
fo,
O
T
>

ok Mo e Ho
=2
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32-bit

A
[ \
) (101
QfAle, @ 0,0,
] I T |
19,10, ...10,0,
L L L LI
19110, L.||.|

oo oo Contpute

31-bit | ® /o.
Draper : ® .

Uncampute
®)/6, (@0 P
L N
|.||.|.-.|.||.|
1 1! 1 1 11 1
I‘II‘I I.lL.|
e o e o

[29 2-7] Wallce E&] 7199 mod 2% Carry-save BAl7] 52 w4

2.2 Grover &18Z& &3 JATS 9A 24

Grover &118]Z2 N7jo] flolg] Agto] A
o] ARt BEfETto s EX HolEE Zobd 4 qloh. &, A SIaE 27
A 2og £9 £ Qe Aotk Grover €& AL Hgste

= =
Ate F=2 9 4 (Preimage)°] sl +AHER 2 =FolME wpd7t
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A2 Ay Aol i Grover W& FASIA. o4 BAL A ol
FolZe we] B HANE Fohfi ot o]F SshHE YR WA
Zols Agsorstict), £ =RAE 128-bic ATt

gl MHA Oracle ¥4, Diffusion A2 A=
2-2], [504] 2-3], [554] 2-4]1<F Zo] YEed & Qi
EE AFgote] S AHY » FHIE 4" HAAE Fv[eh S AdH Y

d= HAAlE B A1 WAA g gER 2 "o

e
M)
i
,
rlr
I
)

o+l \®r 1 &
\n//>H®"|0>®"=| | ) =—= |
x=0

2

(41 2-2] Grover ¥TeZ 3 WA 94 - 92 47

)= [1 if Hash(m)

=h
0 if Hash(m) = h

[4=2] 2-3] Grover &1 2]& F HA @A - Oracle &4

o202 [44] 2-3]of dFsl= Oracle & fx)oA 534 AEl2] w4
A2 FAE 1 ofA 5 SAF F=E Tl FH GHY oA A A
Attt Aot oAl At @ Aot AR, S f@)=1% Fole ol
T o "WAIZ] FHE o] REE A7 = HAle=® Oracle @4+ 3
g HARE wrehetth, dA5HA] g A-fole 0= wheeith

npzjak o 2 Diffusion QAMAFE 43Sk}, Diffusion A4FAH= Oracle &
oA HrEE Aol #E FES FHAXIT Grover ¥al]E2 Oracle
&2} Diffusion §4FAHE WHE ittt SEeh ¥HE 3& o A9
ST GE2 WA oA HAL Adel ofd HolHE #5d gE2
Ao Flr
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1 2”71
/2 &

Ul —))= Y2y =y

ZA1 2-4] Grover &118]|Z A %”ﬂ A - Diffusion AAFR}

2.3 SHA-256 A& &gl

SHA-2(Secure Hash Algorithm 2)+= 2002d¢] vl= IHEF7|&dF4A
(NIST, National Institute of Standards and Technology)ollA] ZEF3}sH A
Sto] Fstoltt, TAHE A FHS AJASHH, HAIA S dRTF HAFE G
Al grel AA gEHn SiAl ke Zolel wEh SHA-224, SHA-256,
SHA-384, SHA-512, SHA-512/224, SHA-512/2562.2 W™, AdF A==
¢} B2E 8 AlQlstie FxAoR FUsiH. [B 2-2]= SHA-2 A<t
ol diet Al AEE yetdoh fAx]e] 27]= 9 HAIZ S Zolg 4
Bilis, 59 A7 siA e B4 Al &5 d91= siA dito]l sdEE
o, oldf &7t = ZolE ZhXIth mix|H o g HA|Z] oA AES] A
7l 4™ "WAIA dolo BAgle] siAtee] Atz wiets e v H o
Al gkl Zolg uyeidn 2 =FolMe= 67149 SHA-2 SjAEs F
SHA-256 ditejge] 245 st5of dystaat it

)

[3 2-2] SHA-2 AA AR

Hash Function | Message Size (bit) | Block Size (bit) | Message Digest Size (bit)
SHA-224 ¢ oo 512 224
SHA-256 ¢ oo 512 256
SHA-384 ¢ 18 1024 384
SHA-512 ( o8 1024 512

SHA-512/224 ( o8 1024 224

SHA-512/256 ( o8 1024 256
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SHA-2569] &2 A2 A dA DA sfjA] dit dA= +
o, AAe dAA = WAAE 512-bite] #j¢7t HESE 1Y
F3Ystal, siAl gl BAEHE siA QA SAle AAE dAE
HAZ S 5 ol i WA diREe WEHor sttt

ZgAIS] A R AL,

i

o
w1 e e

oft
2
ooz Eoox
o

2

o
4

423 64

A —

01100001 01100010 01100011 1 0...0 0...011000
“a” iﬁb"! “C” length:24

]

[C1%] 2-8] SHA-256 w|A|A] wY =A]

WA A gA e Mg [19 2-8]7 o] FPHct. AA| 512-bito]
EE dolollA dgs wAIA ol Yerdr] g W 5 64-bitE Al
St U 2] 448-bitoll JHE HIAIRLE wIAIA] HEZ FHell 1-bito] S 1&
Ardste] HwAIR]9] & YeRI YA 022 AHYETt “abc"7t JEHH
|AAE D & o, 2 @o]E 1-byte(8-bi2 HEste] 24-bitz LEbH F,
A A vl2 FHell 12 AUt I F 448-bit F 4o 25-bitE ALt
423-bitE 0°= A& FH 4 wAx9 do|l 245 o= Wt gho
U 2] 64-bitS 2pA|5HA At

g2 ool A AR 512-bite] TP E WARAE 32-bit¥ 167l2 U
E Bgoltt SiA] @At AMEEE W g 05 E 1571A]9] a47t AA
2] Aol TS o AgHEE 2 =80 gt FAgAE 7|E AFEY
nR7IA R HAIZ] B £E 1R 7P SiA] A4t dAOA SIA] 3
AdlolE T o S EARShs AR "HaskA|w, ol kb B4
EA E7Hs Aol =] ol mtetA] WAz £ £ 12 7P
oz2H A gk JulolE A Aelich. |24 SHA-256 A 327t A

g 4 e FHdl A "AA dol= A il HEQ] 65-bitE ALt

=)
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447-bito] A, B =R dF HAIx]] ZolE 128-bitz Agtste]

=
A AAskE Sastr,

a
Py
Yo

JEH
k-
:
l§

— K :
MAJ + Ki |+ Wiz

+ le— W Gj<— Wi_7

H i <6309, W HlE<S Agste AN =
4 0y, 0,01 AH&ETE SHA-256 Fe|EoA ARgE= RE =2 o
Ab2 [ 2-3]ef Aelstent.
W.=M (0 <:i<15)

=0, (W) + W o+ 0y (W 5) + W5 (16 <i <63)

[~} 2-5] HIAA] 2 o=
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[E 2-3] SHA-256 =g] g4 At

0,(a) ROTR" (a) ®ROTR® (2) ® SHR® ()
o, (a) ROTRY (2) ®ROTR" (¢) DSHR™ (a)
X, (@) ROTR?(a) DROTR" () ®ROTR* (a)
(@) ROTR® (a) ®ROTR" (a) BROTR? (a)
Maj (@, b, ¢) (@Nb)® (@ Ne)® (b Ac)
Ch(a, b, c) (a \b) B (—a Nc)

B Fhpl AFS Zto® AR 27 Al ZE HO7F 32-bitR o] Fo]
8709] W= a b, ¢, d, e f, g holl SIE ] uj geuict [4] 2-6]
A} al

Zl

T, =h+ Zl(e)—i-Ch(e,f,g)-i-Ki—i-W;,
T2 :Zo(d)‘i’]\@j(d,b,C),
a=T,+7T,,b=a,c=b,d=c,

o710 A K= SHA-2569014 AMgEE A4 goz 32-bitd 64712 T4
At = g HollAe =388 My, Ch, &), 0] AMEET, a4t
T uRAR (3 2-3]0] AEstdt. 6499 gE 45 uiH, 27] of
| & HY% a, b, ¢, d, e £ g hE dal AF s)A] gk HV =" - | "
| Folixict #HAIZ] E5 471 1 o)d]l %ol sliAl 4t SAE Fal B4
2 FF oAl A FASA HelilTH "ok 2 =2ollA Agtsks SHA-256¢]
et A FRAoA= W oapx]Ere] x7] SiA] gt Yol dite AERith

S

]

Grover &TelEol] A85lE ot 229 2718 Hash @45 T2l feld
o, whAst g Al QRS AR A g6 9 Aol i A Hl]
o2 Aggoss g4 32 8 £Y & 9] el

O
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2.4 SHA-256 ¥# 512 HA3} @] st o4 AT

2 oeRold uE o 4 AL Leed7t 2023d0] WUED
h

E Aold] M F2E8 o T-depth
S A AR Toffoli AClE} AgHE Aol My B4} Ch
Lo, At O 35 Ade (19 .
sAgo] 9141 @4l SHA-2562 Hgtelr] $1s) old A7 7 Ex 10
HAE BA7)-depthE 302 9t ©l8 HgOoR SHA-256°
gg G ARE 47H) Mdor Aol 2 Wttt TEAQ B

Agate] FASGE, B ERAE W g depthS 71 23]

i
i)Y
o
rr
=
u
Mo
N
i)
o
2
o,
_O|L
2
s

2

[27 2-10] o] AtollA Aot A2t Cn 49 FAF 3=

[O5 2-1112 39 =2olA B4V -depths 32= HAsieh FA= o
ey, GQAl7]= Draper®] in—place 7+8-& ARgStleBE= SAl At A
ZE= bell siFote HA4AE wIHHo 2 FASIo whebA in—place &F
2 oA Tyo] doF "l A= Tyl sidshe 845 dot 22 bt
of dofl At H, b SRREolA e2 MEEHL, T\ T,7t Bzl 2t
= T, % T,ol sidsts 8452 het 27 ot Ad3E hell A& sto] o

4) T-depth reduction method for efficient SHA=256 quantum circuit construction.
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+ SA7]-depthE <071 Sl A 2t
4 F2EA 65 etg St W A oA 224

e Tyoll sfEdets 845 deF ho
o] gk Bgolth. 11 oy SRR EREE 25N 34 BES B4
of &a¥stA Hed, T T2 o] ghetolA eHdskA] ES T, i
Fote 845 ol ZEoA hell digcts @A 2= adl Toh=
wAolt, olgljt QA Fxe FHE Fro] bR = A4 AEsHA
Aozl Fxol7] wizel QA ¢AE dY= HhE 4 Qi UHA] egb 7
w2 WA G ol sfdche A4te R, A= Draper WA17]-depth 3
°] Toffoli-deptheol] &+8st= TK HA7]E AEste] 4 22EREH 538
of 24 W HE W7k otk o fdol ek &2 A Hue 4
doj A B Rt

ot

i —round (i—1) —round
— — — —
g D g
Yi(e) Maj(b, c,d)
+ K+h +
Ch(e, f,9) a
AN AN Y
4 D
Ch(e,f,9)
ﬁgs;: W;+d -}il-f 7 Wi, +a w w w
A\ VAN  \
N (
>i(e)
- h+d Yob) +a
Ch(e, f,9)
o VAN J

[71 2-11] Lee9] 9_1/%]7]—depth 3 &3} HAl
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III. SHA-256 %4& 3]29] depth A3}t & 719

i
i

oAM= SHA-256 A 3|25 Toffoli-depthe} A 3|2 deptholl
Aot FARt 71%ol dis A¥staat gtrh. SHA-256= +dst= ¢
= THeE P gz Ao, mpx9r o= Toffoli AlO|EZF AREEH ¢
D AolEE #-85to] T-depthE FZA3Fet WAl tisiie Hofd

. G FEoll= ProjectQ ZHJYAE ARG

3.1 2 =37 44 ¥

)

o

SHA-2569] F@ 1=8] A= ¢, 6, X,, L,, Maj, Ch7} Uk o,
o, L, ;9 A%, ol dFedEe PLU EIE 53 HEX FHEES A%
ShA] @kl AT A 2 depthE 7HAAl Hot whehA] B =R
dAitol AL E= output§ HXE FHE 3270 FFote] depths 30=
ok Mzj€t Chi= Toffoli AIO|EZF ARG H= 4tolth, Gr 9 d4tell=
4ol o] AFtolA Agtet XAt RS AMESIIC™, My T Ait
7R 2 o] Aol ARERE [19 3-119] S2E ARESHTE & A4t
nT= 71 FHIE glo] 17§e] Toffoli AlC|EE AHEstH, Toffoli-depth 1=
ieii=g

m{m

Rk

Z
EM
2

~

H—]

la) —4 la @ c)
6) b® c)
c) |Maj(a,b,c))

[Z27 3-1] o] AFolA AHSE Maj o] FA 2l=
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3.2 = g At

SHA-25604 AgHE= At § Mgiet GE AlQshH SlAZ|o ATt
Toffoli A|O|EZ} ARGHITE 3.18o|A AmKEtRo]l & A4k Toffoli-depth
12 FHEdesmg, SHA-256 At 3]29] Toffoli-depthE &°]={H TAl
dits HASsAY aeAQ SAZIE ARgdforritt. | gtnttt SAdlS
ol HElolE EHojofsle WF Has ket dolH, FAF A2 s ek 4
of "aj™obst= ¢itE AYshH [4] 3-1]3 Zrh Leed] F&oA=
in-place GAI7IE AMESHR7] miol WAl7]-depth7h F A3t 30] {2 & o]
ofgtth. SHA|YH 2 =RolAde T UF WL ditt tF wasiar sl
2132484 AHE Carry-save FAF FA7]19] out-of-place +@= AHE

sto] A7 -depth 12 PR, olF SAZIE o2l W A8eHE WAm
ot Kim®] Carry—save At HA7]E AHEsHHA Toffoli-depths IA Eo|H
A BA7]-depth 19t 2% SHA-2569] te& 9Hpet wA|x] & gho

A AGEE B Qe BE 59 4 9t

h=¥,(@)+ Maj (a,bc)+ X,(e) +Chle f,9) +h+ K.+ W.,
d=d+ x,le)+Chle frg) Th+ K.+ W,

S4 3-1] 9 1B T e B4 G4 A4t 3

(18 3-215 HW, 7P d&Fo] nE, 7IeHl7l 45 dHlolEstes GAl
Aitoltt. F WO tF HAtA GAlS 2719 Carry-save SIAZIE A}
of g ditstd=dl, ofmf wdibArt HAs A5 AEshA] &
S}% Toffoli-depth Zko] Z71alAl |tk 2 F@cAE Carry-save G4l
o] 27Fx] EAE 12ste] Toffoli-depth7t XA3}stHA QAlS BHE=z 4
e s FASHA=, I S = £k QFAC d=H 3719
HE F opx|df FH|E] o] AHE o] Y] 27]9] FHE= Fho]
tHe A HHe 37 F34 WAE $Yske Carry-save HA7]

g5t g2 maidAel A HIoHA F=E ZEsk. ol W,

7

m
n* - op
Nl

o
T
=z

) :tu
ils
o oan X

oli
-
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Kol tioll 285kl et d AitollA H[AA ¢k HER AMSE 4 A==
TFASEAT. TR a7F, het HA = WA 37 ol dolBR, HiES|A &
At A4S oA FEgF, rollA WA Aiket S AibelA] AREEE o]
T, d Q4o ZEAeMA Abgshe WAl R FAstgioH, [1F 3-2]9] F3

Carry 4t

oA AREHT h AiE VIElo=E, Al "1 WE QFA <dAtolA ARGEHTH
QFAfF QHA= He dite 4383t Fole 30-bit®] Draper SAlS HE=
T3Y5HAl Hot. Draper GAlC®E HUo|EH ot 4 4h& FHOH A 53
A Fo A4S SiAFgeEN HAidAtEs 27 gteR HEda, Ay
HEL JAHE 7Heet A2 wEolett
~ 00! (@@ h
0o @e X1
00 o0 Ch
00 (oo w;
io::o:___:o::o: K
o0 1eiiel ¥
e e @ o Mgj
O8] BB Ch (e (elew,
:O’ﬁ:l.../:(..: ] 0le!.. 1@ 0K
Compute @11/ 1918/, ieliel ieleld
Adder '/: /.: E ©e o ech
depth @ e oo o o ) )
e® |® @9 |®! ol/e [e@® W,
'(:4: /l:/. I‘.{:: /::/. ®lie) @@ g
0li® 1@ oliel 0l ® 00 1010 Wi
e o e o ee o o o
09 o 00 9 o8 [®
P AT AR AT G ng
CHCYNC CHCYIRCY oo 1@i0
30-bit (@ @ '@ @301t /@ ® 1@ @ 0 @ ® 31bit
Draper '\!_/;_ _,: Draper 1\94_ _’: :__/_._ - {:,/‘” Draper
- Uncompute Uncompute Uncompute

(19 3-2] QA17]-depth 12 HA3H Carry-save QA7 7%
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2 =RoAe oY wAx]e] dolg 128-bit2 AgtetdE=tl, ol F9

g HA o] sfFsts W~ W AL

o] T3t Wt Wi ARt 10759 wel
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ABSTRACT

Depth Optimization of Quantum Circuits
for SHA-256 Hash Function

Lim, Se—Jin

Major in IT Convergence Engineering
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Hansung University

The SHA-256 hash function is used in various fields such as data
integrity, authentication, and digital signatures. SHA-256 is considered to
have a security strength of 128-bit, but its safety is threatened by the
rapid advancement of quantum computers. This is because the time
complexity of brute—force attacks reduces from ON) to O(/N) when
using Grover’s algorithm, an exhaustive search acceleration algorithm that
operates on quantum computers. By applying Grover's algorithm to
SHA-256, brute—force attacks can be performed with just 2% attempts

instead of 2" thus reducing the security strength from 128-bit to
64-bit. To counter these security threats, research is actively being
conducted to estimate the quantum attack resources for current
cryptography and to assess the security strength on quantum computers.

The point at which a high—performance quantum computer capable of
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operating an attack circuit applying Grover's algorithm to a specific
cipher is developed can be seen as the time when the security strength of
that cipher is halved. To apply Grover’s algorithm, the target algorithm
must be implemented in a quantum circuit, and the more optimized the
circuit implementation is, the lower the hacking cost will be due to the
minimized quantum resources used. NIST estimates the security strength
of ciphers on quantum computers by comparing the quantum attack
circuit cost of a specific cipher with the quantum cost required for
quantum attack circuits of AES, SHA2, and SHA3. NIST measures the
complexity of quantum attacks by the size of the quantum circuit (the
total number of used quantum gates X Full circuit depth). Therefore,
efficiently and accurately estimating the resources for the SHA-256 attack
circuit is a very important task for verifying the safety of the cipher.
Additionally, to reduce the complexity of quantum attacks, the overall
circuit depth must be optimized. Also, the T gates used in the
decomposition of Toffoli gates have a high implementation cost, so
optimizing resources related to T gates, such as the number of T gates
and T-depth, is very important. The optimization of Toffoli-depth leads
to T-depth optimization, and wusing an optimized Toffoli gate
decomposition technique can reduce T gate—related resources. Thus, this
paper proposes a quantum circuit with optimized depth, including
T-depth, for SHA-256, one of the standard algorithms in quantum

computing, and estimates the Grover attack cost based on this.

[(Keywords] Quantum Computer, Grover Algorithm, Implementation of
Quantum Circuit, Depth Optimization, T-depth Optimization, SHA-256

Hash Function, Preimage Attack, Carry—save Adder
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