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1) EsliATZH(Transformor)

ZE= LLMO] i op7|El A2 2] 42 414l mdolr). o]

o}z %% 2017 Vaswani et al.9] =& “Attention is All You Need” ]| A]
AL AjtElon, 71Ee] <=3t A (Recurrent Neural Network, RNN)
¥ AH AW (Convolutional Neural Network, CNN)¢| HAE =53}
™ ze1o] A2 (Natural Language Processing, NLP)Q} A Alo] Mz
5782 dUtH(Vaswani et al., 2017). EfHAZHE= Holg A|fEAC] H¥HE
AelE A ¥stH, Self-Attention MAYUSS ol 4= Holg W Ze ES
7te] {AE mEHOoE oGttt EsiARmO] g A 34 off g

[ 2-1] EsiAIZHO] 9 FA g4
74 84 49

Az (Query), 71(Key), #(Value) HEIS] WA AL

Self-Awention | £ Jojgt 71 mAS Atekn B GRS s

3;_?_

= ]
= (e}
SN

AYS =

)
og
ek
Mo

1=)

A

= HA4 s ¥
Multi-Head Attention olel ofdld <= ;

€ AstH, e

AHRA(Sin)T FAF (Cosine) FHE AH3) &744 o]

Positional Encoding g2 mulo] drodsic).
=2 =

ol op7IE A= NLP 3 7|4 ¥ 2iQdolM Hold 4d5& HolFelen,



EdAmeE 20249 71F 917] Qe theFe LLM 299] 7|27} g9l
QEH BezE te 2

L GPT-49 94K 579 A5 ATHUAZ ¢ ME S &
FE PR A S Bestn k. 58, 507 ol ol
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J905te] 24 Q4] 8l we] HoAw Aze 1EE AAstt,

N

Google®]  BERT  (Bidirectional =~ Encoder  Representations  from
Transformers): =74 Wl ©of It BAE FFFez oh56tH, 24 &7

3 AoeH HAAoM 2 He= Ho=r

Google®] T5 (Text—To-Text Transfer Transformer): 2E NLP 292
GAE QEs BAE Fee) Wy BAZ oo, W, ok 2 4

4 5 RA Ae At

Meta®] LLaMA (Large Language Model Meta AD: =3td EfiARZ
o Jlg mez sAel A7 ARG FAEe AT W ARd B
o] &3] o]FojZ i it

BigScience®] BLOOM: thzo] Azl7} 7P5g o= mdz ofa olols
st ohefet At 7)ol oY HEe AAS) ot qlo] o

o Zelol A AT A5e AT

ojg|et RUlE2 ERAIW FXE JHtoz e o] Aol Aot A4
3 Al 580lA Tt A B



2) sLLM(small Large Language Model)

SLLME it Qo] Lalwt 4775 of 29 Aold] $ixshe 7+ 2
719] Qo] Bz AP 4 ek AHGSHR LLMe] 5o} AdA Sz )
o WAESE EFete AT FRE ARSHe W, sIME S A9

dEetd @A FeEHES AN sSLLM2 o]

6
oF & wdl 7Ho] T3+ AHES AASHH, A4 oA e A o
METE ol F59 FHe 5 o8t Rdloth

EdATE 7|HHo] Q ZA4A LM F2 |7 5o]~(Hugging Face)) =
AES Foll 3] o, dAFAet MAAEAA FH2 AUAE AF
gt sl HolAs AFASADT Aol AHZ(NLP) #ofolld 171 U=
ARUE 49 eEAA EFor ookt Bd, HlolHAE, 1183l API
£ 21t

ofefel [17 2-112 d17Ho]2o] A Algdh= Meta®] Llama 2|22 =2
= AT SpHoR, ARSA OREE S5 JIEOR Y Aot o5
F3 eE 2 F w2 AAAE F2 28shs o] 3B ~ 70B 2719
sLLM RS QI o= 9l ol sLLMO] G FREE B T8
A& Algsti, oot e AdA f PSP ae Holw

ot

rﬂ 4 f

o_>|:
filo

1) https://huggingface.co/



Models 14 Sort: Most downloads

% meta-1lama/Llama-3.1-8B-Instruct m meta-1lama/Meta-Llama-3-8B-Instruct

» meta-1lama/Llama-3.2-11B-Vision-Instruct o meta-llama/Llamé-S.2—18—Instruct
& m.e‘ta—llama/Llama—S.zfiB w meta-1lamafLlama-3.2-3B-Instruct
® meta-l1lama/Llama-3.1-7@B-Instruct ® meta-1lama/Llama-3.2-3B

o meta-llama/Llama-3.1-8B o meta-llama/Llama-2-7b-chat-hf

(19 2-1] Meta®] Llama 3]7do]A HEXE2] (F4: Hugging Face,
2024)

3) AtelH HetoAe] LLM &8 AR

LLM tif3t Afo]s] Het Bofo] s 211 glon], E3] vl 53}
293 A5shd 24 LHYYIE Fof Ho HE FAST thsk o
YT 459 HAZT. olag s&e uet 21 24, 03 9 golg A
o, OPYIE BA 5 R RofolH 4UHY TS UFSHT ek of
e T A7E Ao LLME Fgste] Aoly Hole] A8 £ 71
AelE 2,

o3 QoA o] TH|Ql 53 2d: DarkBERT At
o3 Ayt Lt A(Surface Web)ollA AFEE+= o] 21
ot o2 2 HE 2], FEAQ ofF] T Fx2A HFES T o=
ARFZAQl ¢lo] Rz FE5] 74 5} ] 0134—'— FYo ]‘ﬂr. ol 5L df
Adstr] S8 =HQl &

2023).
DarkBERTE o2 & glo AP g5 (pretraining)ste] s G
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ol A" g2ES AEY g GAlst] F5Eglen, o= oA @9
SR offlet 25 Bdo] A or ShEd & QA et DarkBERT
£ 71£9] gt ¢lof mel 9 BERT 7|9 Zdlly} vjwste] Aol #& A
o|E ®x], FEF Wt 2 A= AE FolA Hold deE HolF3H.

DarkBERTS] H7} 23} o] Rdl2 o3 4 LTHQl E3 nElg A 7|&
Aol RdS FUkclke AME dFchaem, o= dol ot Aqtet Hek 9
d w4 qlo] Fagt Aol & & US=

Rdle Bl 9P =] "HAet auA Q] o5 ek AlXskes d HAA

N A2 & Zog Jdiddh

[

5352 95 LLM &8 LangChain &8 A

T BT ohA St E}E’r o2 A&sln 249}'5]-71] BH517] 95t
s1.a

[e)

LLM 7|dte] AT E 25 BA a2 A7) AQLE]QeH(E o R, 2024).
LangChaine T}t doje] A4 o] AHE| RdlS st I

o b

YolHE Zlutos B4 e AFsT 4 i maAgIolt Al
t LangChain® @83} ST dolgzid 4 fee sshm, ol
B4 Ang zEste] BINE A% A4S ZRAAS AAstrt of X
2ALE BA7IO) A BRe Zolw, WEA A GEHOoR )

+ H 7]of_t
£79], = LangChaino] T E ©zlo] Q3 fojHE avtxo=z
Aelsta, o HlolHE &8t F7HAQl 3 A 7Hede HoFth
ol &% YARASF &2 2 7|HF A|AEIMO] AAE Fol fAHIE HH
FollA B EHH Ase AL 5T THeAde AR o]
LLMo] Afo]s] HQl FofofA ©

S
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A 3G rd A3

A 12 rD AR 7E

A, F=ro] 5ol Hold mojojof iy, AlFo] A Tho|Eeh

H BAL FE gEelz A4H, F AL AgSHE 4n 729
A ER R RelR A4EY] uRelth o] He Hlo] $4%
ge Aol 79 B ARE Rk FEsH o, ofn] g B Av
2 432 4 Ut

54, 59 Selo] $5¢ mdololo} Gtk o2 B A4 T ®at
opge avHoR A¥sty, AEd 4AAS AAT 5 Qlojof @t Y
o] REg BYe Hot obd d4E W fhS TyelA FEs AT 4
ol ANE AFSHA 2T sFsAel Atk

A, Bl 27)7h AFsjof Stk AUAA e BEe Aol FEa)
of AL A G AAE 2EP) olelest, Wil A 2 21

olg|gt 7| 7|Hteg 2024¢ 8¥ T V|Fo® EXAONE 3.0 7.8B
Instruction E@o] Agsirfal |siget. o] BEe 789 7je] mirfHsE
7H 3 A719] o] RElR, gh=ofef IY A RFoN % Ae
HojEoh, E3t, 22 LLM E#EQl decoder—only +X2E A=t HAE
A 2 BN ZQoA 2 G842 WIIITHLG Al Research, 2024).



Al 2 A EXAONE 3.0 7.8B Instruction 2@ EA]

D oblElA % Fa wws B

decoder-only T2E st} o] t2rE EdiAxn] wmdo] tiyg BB
e Beolel HaE AN 9w 5

decoder-only 2d-2 o] EF =
Hog A, UAE 4, IE A4, deid Al 2 ARielA
S AsS HQth ofd9] [E 3-1]2 HHEO] Fa AR AR At Ao

o}

1o
Ao
_IEI
o F
N,
=
lo
f
o
oo
T
o] rm
filo
£

[# 3-1] EXAONE 3.0 7.8B Instruction 58 A% AR} 4]
4 8 4
Number of Parameters 7.8B (78<1 7H)
Transformer Layers 32
Hidden Size (d_model) 4,096
Feedforward Dimension 14,336

Number of Attention Heads | 32

Head Type Grouped Query Attention(GQA)

Context Length 4,096 tokens

Vocabulary Size 102,400

Non-linearity SwiGLU

Positional Embeddings Rotary Position Embeddings(RoPE)

Training Dataset 1.2T tokens, TF% o] @ Q] glo]g xS

Byte—level Byte Pair Encoding (BBPE), @t=foj<}
Fol olFdof A

Tokenizer Type

_10_



o] mele GQA(Grouped Query Attention)&
o]al, RoPE(Rotary Position Embeddings)E &3l
7Vsstch E8H 1.2% /o] EFoz AbA

+ Srmolet o], Y W Hlo|E7tA] Zeteto] theket THQlE
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® 3H=o] A5 KoMT-BenchollA 8924, LogicKorolAl 8.628& 7]=o}
o B4 RdEY %2 QS e ot o2 EXAONE 3.0
7.8B B2 & AFS AASH HYlE FA 5F sLLM eE4s B

F Aftel 39 JlolS 2d 752 A% AT 2d= APHUL
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Al 2 2 dlol¥

3 2 AAE 2n

o] Aol B8H HolEAEL (& 4-1]0] ZeE ol Aa
= FTeel 0% 5, 2A0 WA Azatel P
[E 4-1] 3T Hlo|HAIE Al AR
e 9 &4 ol T2 & FH H] 22
TATDA HreFd A
Python AlFolxd A 7% FEUEN) F .
tol=(20239 7 iyiﬁlogil 4674l sl A7H(@= | PDF ‘;lyi“;“;ﬁiﬂ‘ﬂha
1), KISA TTHEE A HNAFA(KISA), e
2023, A1)
Zeol]dE & F&
TETA HeteRd A Al React]S,
JavaScript  A]5¢ Javascript A 7 =@ F AH & FE A4
79 71ol=023 | 0 PT | 407o) djs) 4703 | PDF | & NodeJs 7I%
dJ ARFE), KISA | T == ol g HUq%%(KISA) Express]S(gH=2l €
2023, A NS U(KISA),
2023, A1)
TATSA HFFH A
A 71Eel oigk AW
Z?.E_E_%]Cﬂ 7HHE]-E Cs C#’ E“l y—?l-q']i—ﬂj’]— JAVAv 1—5_9_—51:1_ ﬁo]__\_%oﬂ EHE
gt 7te]=(20219d | JAVA, C % C#dolz PDF Al 22
A=), KISA FA gk | AAE sk gl o
79 oA 719ke] Al
o] oAAl AN
SEI' CERT Oracle
Coding  Standard RuleE diFAl= AlF TEHEAY AAF
for Java, Software | JAVA, 2l dEoz s | Y | =7 EAEHA FE
Engineering | 34 9o i &=l dis AAF| o]x] | #&L AR &
Institute(Carnegie 7tsdt EFER 39 =
Mellon University)
Spg?SSF 5 Seg:;; Python, Hol oy ~E | Git | CPython »= 39
oding Une =2 o Htoz A olAte] FE J|E
Shop for Python | T g o] (CWE) 7I¥te g A2 | Hub | 4] |
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AT dolHAEE oo [Id 4-11A"H Astied, dHolHe
CSV ot ez A= eH, F 612719 dlolg=z F4g%e] Q.

A B (= D E E
language  tag vulnerability_type description vulnerable_code secure_code
const mysql = canst mysgl =

saL Zoj2e MHEE o require("mysql™); require("mysgl");
HBHXN g 28 o gy AYHE =75 24 .

Javascript  2HH[0|H HE ¥ BH  saL 4¢ e Hestd golEel 2 yakg router.get("/patched
Zelzo] s const connection = femail”, (reg, res)
Eotord mysql.createConnecti => {
onf..); const con =
SQLES|ZS WA o const mysql = router.get("/vuln/or
HSOA| oo gu ola require("mysgl™); my/email”, (req, res)
Uavascript  @lEdolH HE 2l B soL oY 72 |asto] ato|E ol consT SE:‘IQUE“Z% :.‘ =»{
zojmo| asyypsa  requireCsequelize’);  const userinput =
Hororw const { QueryTypes } req.query.id;
= /7 #El Lol Brel
megadtee olizis const express = const express =
Ao o) s require('express’); require('express’;
ot = ol mag A0 B ro:Jter.post(”jvulnjsew function o
Javascript  YUEOOIH ZZ 3 Ed  2E 49 =5X| e gjs er’, (req, res) => { alphanumeric(input

/AP BRIRRE HE text) {

2o g2 JME eval f HAESA 7|8t
Bl AXE Y ERE ZA

const data = const letterNumber

[C19 4-1] =33 Hlo]”HAE CSV 1t 4% 3}tH

Ysigte sigs 4% o
o|xigl BET MY Ths
o wote

7t A(column)e Holge] E4 £4S Uenfs, dolgAEe] 722
Wats] A9sly] 9ie) oheT 2L AL

|E
|
&£
o=
re
9
o,
o

1. language: &=8H I&°
2. tag: 7ho|=tQlo] Aot oF=

3. vulnerability type: ZEA AT 4 Q= HE oFf 7]19E
4. description: ol Kt oFge ot A Ei= CWE wijg HH
5. vulnerable code: HSHY Qs FE(H|&S4 FE)

6

. secure_code: Tt FE(F4 FE)

THH HOlHAEL HI2 ARE £k AN, EE8 JHE0] X
of AU 54 FHe tigt gedo] BT 4 Qlrh. E3h S HolHA
< EXAONE 3.0 Rdo] shgof] avtxo=r &8sty Qsxe mdol 97
Feell 2= "Ae7t asitt olE 9l EXAONE 3.09] Special Tokens

S~



2 Zgste] doleAEs] oug Fsta P22 Wate seick

ofgfo] [E 4-2]= EXAONE 3.0 Instruct®] Special Tokens7} “o]¥
JSON xn}edojr,

[ 4-2] EXAONE 3.0 Instruct Special Tokens Map

"bos_token": {
"content": "[BOS]",
"Istrip": false,
"normalized": false,
"rstrip": false,
"single_word": false

1,

"eos_token": {
"content”: "[lendofturn|]
"Istrip": false,
"normalized": false,
"rstrip”: false,
"single_word": false

1,

"pad_token": {
"content": "[PAD]",
"Istrip": false,
"normalized": false,
"rstrip": false,
"single_word": false

1,

"unk_token": {
"content": "[UNK]",
"Istrip": false,
"normalized": false,
"rstrip": false,
"single_word": false

"
s

A mde g ojslet FAL B Y9 oedt 2L 54 =2 4
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ar
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A
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oF
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. 1JA
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‘_l.q wu E._ E—E
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~ ﬂE _11_ Mm
ol
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| | | I 1
Yz Elz|z
w K= [
|85 & M
wjr 5

}= [ROS] EZa}

1 WEb

)

ol KN
2=

o]
X

5

=8

q2] ol A

A x

glolel el

[lendofturn|] EZ

=3,

—_—

gt} o

ol At

=
—

ol

ol

M

olt,
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1 | prompt

4

[BOS]

et LG,

const mysgl = require("mysgl");
/R E713 g e Met

‘const connection = mysgl.createConnection(...);

router.get("/vuln/email”, (reg, res) == {
const con = connection;

const userlnput = req.query.id;

[/ AERIZE

A Pl

const mysgl = require("mysgl™);

‘const Sequelize = require("sequelize”);

const { QueryTypes } = require(*sequelize”);
// A 9 ORM 713t EM 2 Maret

const connection = mysgl.createConnection(...);

‘const sequelize = new Sequelize(..);

router.get("/vuln/orm/email”, (req, res) => {

[BOS]

AAZE

const express = require('express’;
router.post("/vuln/server”, (req, res) => {

[ ASRIRRE HE 22 28 OUZ eval 22| QA2 H

Ch

=

const data = eval(req.body.data);
retumn res.send({ data });

bk
[lendofturn|]

gzere ge B3 glo| O02 A2(o) A8
const auerv = "SELECT email FROM user WHERE user id =
[BOS]

response

[BOS]

Sot#orE 83 sl B2 BN O BFEX
e 9= elzigte B8 sto] ofelxigl Zojgo|
EREE

olor

Ho® g8 saL &Y

OtFst AE:

const mysqgl = require("mysgl");

.. router.get("/patched/email”, (req, res) == {

const con = connection;
[BOS]

Hot Py ¥ sqL Hoge
2o ol olzgte s8siol oomel B0l
s

Holop

o 83 saL 49

olEes AL

router.get("/vuln/orm/email”, (req, res) == {
const userlnput = req.query.id;

[BOS]

wot FotH

ts

const express = require('express);
function alphanumeric(input_text) {

f BaEwa 718 ZAE AL

const letterlumber = /AT0-8a3-7A-71+ 8/

dolHAE 7+ F AH shu

_17_
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A 5 & Agtol= sLLM 29

A 14 Secu sLLM 2d 7|8

Secu SLIMS] A4 S EASE (18 518 deld A4, 29
st 193 B9 4P F2 9AS EFU ofF B Secu LM
Aol B Flol=aele] Jjuket Het oFd AZ 2 AM BEE AAsH:

o E3tel ndg TR

-
Elbﬂ L]——,
)\I(lsl\ éza [BOSH, [endofturn|] E& 57
e —— @ EXAONE—
Hlete 4 PEFT (LoRA)
a][s]
H 9e
1010 el
Secu sLLM +~——
8bit GGUF %t

-

(19 5-1] Secu sLLM =4 A 1H4

_18_



[18 5-1]o)|4] Ho|%, Secu sLLMQ] F¢8 AL tret o}
golg 3 9 HAZ]: Secu sLLMS &
glolg & 7|¥te 2 kst glolg 3

=
=
UH_%]E]_O% 3_]]_% _lo; ]_EE Xqﬂo]-ﬂ '“,:-ﬂ_g_ %i% ;g—]i_f]—

2

W o
%9,
rr
>
=l
9

el olg: 78R R Rdoldt: HE mtetu|HE S5A7le Full
Fine-Tuning 72 @2 St=dlo] Aa 71 Atz g@%tth. o] & 4f
Ast7] Yaf, LHF  TetulEyPr §55H= PEFT(Parameter—Efficient
Fine-Tuning) 7IH(18E, 2024)& AH8sto] @ GPU oA &8
A3l ok5o] 7HESHA stleth. 53l whRt PEFT 71¥ & 7 e %
4&= LoRA(Low—Rank Adaptation)E& A-&Hu et al, 2022)5}%,
2%

12 shae AJAsUH. o HHAN 55 ESS E85H9 E%‘J

H =
g @z gy wdo] ALk o UL s]E EXAONE 3.0 B
3t st sog, Azl PRY B

(o]
01]/\15 Sakiue] ——rLEa —’F ,}EE bit GGUF At2H(Hugging Face, n.d.)
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LoRA 7IH& ARgstrete HEo] Ayt oshsol= offs] @ Ahdo]
QEth o] sidsty] fsl 2 dAFe STeE A s FES
2]9d5k= Google Colab®] & AJH|AQ] Colab Pro+E 285t Y=
th. ofefe] [E 5-11, [E 5-2], [E 5-3]ellE 2 AFelA A8d AFY &

3 F1 stolE =7t A= St

[# 5-1] Colab Pro+ 34

A A" RAM GPU RAM A3
83.5GB NVIDIA A100 (40GB) 235.71GB

¥ 5-2] Be ok 9 omelRd ¥

Zto] B2 2] H A

transformers 4.46.3

peft 0.13.2
torch https: //download.pytorch.org/whl/cu12 1_full/torch—-2.5.1%2Bcul21-

cp310—cp310-linux_x86_64.whl
bitsandbytes 0.45.0
diffusers 0.31.0

E 5-3] dlold A= B AdAE

sfolnae] R
datasets 3.1.0
numpy 1.26.4
pandas 2.2.2

huggingface—hub 0.26.3

sentencepiece 0.2.0
scikit—learn 1.5.2
sCipy 1.13.1

_20_



A3 A 2d s P 2 A

5 FAHolA Hubel F&stach ol [ 5-21, [18 5-3], [
|5 SRR 71MT stolwutetny dAgo]

| # LoRA £3H

2

3 peft_parans = LoraConfigl

4 r=32, # LoR&2| A3 AL rank)
lora_alpha=16, # L@Hﬁ scal ing factor

m

B lora_dropout=0.1, S0tz =&

7 bias="none", # bIElS: SI5EHAl &2,
H task_type="CAUSAL_LW", # & R,

q target _modules=[ # LoRi2t BHEE Z2E9| 4 BE,
10 “g_proj”,
11 “k_proj",
12 "y_proj",
13 "o_proj",
14 "gate_proj"
15 "up proi;
16 "down_proj "
17 15
18)

[ 5-2] LoRA AA F&

| # BitsAndBytes SFALEL & A

2 bnb_config = BitsAndBytesConfial

load_in_dhit=True, # 4H|E LAtz 22 2= 2454

bnb_4bit_use_double_quant=True, # HE 2FAlE 245

brb_4bit_aguant_type="nf4", # 2FALSEt B2, "nfd"= Non-Fixed 4-bit 2FALE BHAE AE.
bnb_4bit_compute_dtvpe=torch.bfloat 16, # HaE Al AHZESHE OIOIE EFUE bfleat1BEE &3,

LN =

-l m

(19 5-3] bitsandbytes &FAts 434 I &
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| # &% HI0IE2| Pronpt 2t ResponseE Z&t6HY GiLte €2AE2 24
Z def formatting_prompts_funclexanples):

3 prompts = examples["pronpt"] & GIOIEIAS] "prompt” £

4 responses = exanples["response”]  # GIOIE1A2] “response” 2

5 texts = []

B for prompt, response in zip(prompts, responses):

T # prompt QF responseE 0|H=0|E, E20 L2 =AE L4 2§72
B #B0S (AIE E2) 2 BS (2 E2)= 29 85 AN BEH =&
g text = f'{prompt.stripl)} {response.strip()}H"

10 texts. append(text)

1 return 1

12 "text": texts, # ZEiE HIAEE WEE 2= DHE

13 it

14

154 85 2 A= MIoIEIH Pronpt 2F ResponseE ZEigh=s =S b OHE
16 formatted_train_dataset = train_dataset.nap(

17 formatting_prompts_func,

18 batched=True, # OIOIEIZE HHAl BHRIZ Azl

19 )

20 formatted_val_dataset = val_dataset.map(

21 formatting_prompts_func,

s bat ched=True,

23 )

24

25 # Hlojefdle glA~=2 T4 o=y Oy =25

26 def tokenize_function(examples):

27 texts = exanples["text"] # ZOHEIZ| 8l~=

28 if isinstance(texts, |ist) and all{isinstancelt, str) for t in texts):
29 tokenized = tokenizer(

ad texts,

3 padding="max_length", # 2= 20|12 DE Z0|1Z2 IHE

32 truncation=True, # 202t 4 2SE Z2HHD|

33 max_length=1024, # ZCH Zo| &=

34 FEtUrn_tensors="pt", # PyTorch B4 Aoz Higt

5 )

36 return {

37 “input _ids": tokenized["input_ids"], # E2=l=l 2= |D
39 "attention_mask": tokenized["attention_mask'], # O{HIM Of=~3
39 ¥

[ 5-4] HolHAES 29 d=o] 9A EZs g &
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| # Supervised Fine-Tunina(SFTIE Sl

2 sft_cenfig = SFTConfigl

-~ O 0 = 0

w o

10

12
13
14
15
16
17
18
19
20
2l

2e
23
24
Z8
26
27

28 )

output _dir="./results",

dataset_text_field="input_ids"

dataset _num_proc=2,
nax_sed_|ength=1024,
num_train_epochs=10,
per_device_train_batch_size=g,
gradient _accumulat ion_steps=8,
optin="paged_adamy_32bit",
save_steps=25,

| ogging_steps=20,
|earning_rate=2g-5,

weight _decay=0.01,
fp16=False,

bf16=False,
nax_grad_norm=0.3,
nax_steps=-1,

warmup_rat io=0,03,
Ir_scheduler_type="cosine",
report_to="none",
aroup_by_length=True,
gradient _checkpoint ing=True,
remove_unused_colunns=False,
eval _strategy="steps",

eval _steps=25,

save_total _|imit=2,

(1" 5-5] A&t

#
#
#
#
#

#
#

0
JU
HU
1o

= 22 2 Si0lHIRIOIEE 24

HIOEAlS] SlA= T 0|2 ‘input_ids'2 AIA
HIOEAL A2i0l AlSS B2 =2h +

N0l Zlth Z/0l, E3LI0IMY SLEHH &FsiH
FH St B Sl

A & HiAl 22

I
i
iy
0]
B
o
i3
0
I Hy
ol
|
=
@
fir
=
10

5 IRl Stejuutetnly o] ZE
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A 6% A7 A% A A% B
A 1A AY A

o] WQdt BE AL AAT . Trainer APIS ARgslo] st
AZstdTt 7] 103] o223 Sk A}, Training Loss7b 1.3x2 WL
uhet, 102] oh5H ojHE oS

medof HHeket &, mlA _71:@% R4S vgoR thA] 103] o=
Z ohEE A, el
H]

selshy] 919 dolHAES sta8T dEg0R 82

R
L
ol
ol
I
IUE:‘.J ml
ox o
oL ooy N Il
Noqle o v o

0,
I

o 9

Training and Validation Loss vs Steps

—®— Training Loss

0.975 A w - Validation Loss

0.950

0.925

0.900

Loss

0.875

0.850

0.825

0.800 - T T T T T T
50 100 150 200 250 300
Steps

[13 6-1] Training Loss?} Validation Loss 54 18T
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S Bde AT BAd ghe FEo] JFewA WS AWstart 2
AL v F5 TEB QAR Y TS B B AT 25 3
£2 geFt mdonz Y WE AR 4+ 9 7t dolHAES
bR gtAR, £ lojgt FAkshAL, Bdo] B7} dolHAES UL o
she ol AokzAle] Qglet 1A J1Ee] BHE dolHAES BEe P2

= 3070 FEH B7t HolHAIER A|&foto] LLMZ 371t of =2 At
|ot= Hr7E wHAEEEE, A, 2024) F1 o Score, BELU(Bilingual

Evaluation Understudy Score), Perplexitys AH&-3itt.

jelet, Az T 4 Qlzo], AZE mdle] Fl Scorest BLEU &
471 72 mEud 7] Yehion] BREE S Perplexity oA

o e J1=sa. ole ¢ud Sl © YRGS oudt. 3,
FP32(32H|E H54%7) Elict BFI6(I6HE Rsasd)on #4s)s

Secu sLLMeO] H U2 A5& Hid=a & & Ao

AL d

_26_



Performance Comparison of EXAONE 3.0 7.8B and Secu sLLM

| mm ExAoNE3.07.8B
e Secu sLLM

Scores
w

0.221 0.257

0.088 0112

BLEU Score F1 Score

(29 6-2] 712 mela} Az g

_27_
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(% 6-1] 2 Hju A}

Input Text EXAONE 3.0 Output | Secu sLLM Output
1. It defines a string
‘userlnput’  containing the
expression return 2 + 2.
2. It creates a new
function using the
‘Function® constructor with
‘userlnput’ as its argument.
3. It calls this newly | o] ZE+ AMER} 48S ¢
created function and logs | &2 AdstE FAoz H
the result to the console. Qb Hefdol AsUTh new
Let's break it down step | Function()'2 AR&stA ¢eo
by step: o] F=E AYPT £ 9]
“Javascript oo, oFejAQl AREARE
const userlnput = "return 2 | ¢tO]HQd ZE=E dFF H
+ 2" S AZPer Het A7 HA
g 4 dsyTh
This line stores the string | BQFS Z3lsl7] 95 th2
“return 2+ 2" in the | I 2 HHES 1HHE £
variable ‘userInput’. AsYTH
AA T “Javascript 17 AHEAE A8 71::4%6]'—_1—1
const userlnput = "return 2 const. func =" new ?1%‘% %_—(H; HolAsE Y
.o Function(userlnput); SIEE Z_ﬂﬁjﬁﬂ'l/]ﬁ]'. B
; _ 2. PRt gtolHet =
| e s s v | AR Ao
function using the | AYS Aot
3

console.log(func();

‘Function' constructor. The
‘Function' constructor takes
the ‘userlnput string and
executes it as JavaScript
code, effectively creating a
function that returns ‘4.
“javascript
console.log(func();

This line calls the newly
created function ‘func()’
and logs its result to the
console. Since our function
returns 2 + 2, which is
‘4, the output will be:

W

o
So, when you run this
code, you should see 4

printed in the console.

L EE A Al mg A
od Fg4e TESHE HA
o= HEYYT

oA A]

“javascript

const safeFunction = (a, b)
=>a+ b;

console.log(safeFunction(2,

_28_




AN FE

public int doOperation(int
exp) {
// Compute 2"exp
int temp = 1 << exp;
// Do other processing
return temp;

}

& Ay
L. 'int temp = 1 << exp:’
ME AZE @RS Ag
Sto] 1 expihE 9Fo=
o] FAIZYTE ol& 29| exp

AFS Aidste &4
A iy

2. o|Fofl= o2 At &
a3 4 AW, @4 IE=
Aqx= F7F A7t 95
t}.

3. opzjako 2 ‘return

Ll i

o] 3= T Z2 W4
o= AFdyrt:

- expZ} 0 wf: 270 = 1
—expZb 1¢€ wf: 271 = 2
- expZ} 2¢ w): 272 = 4
- expZ} 39 w: 273 = 8
& Eo°], ‘doOperation(3)’
= &St A= 8o] H
S1=4

o] = FE Ag AlLto]
a3k Aol AHgE
AFY dE 5ol g1
Folli AFAF AAite]l &
% o {F85HA AR 4
UsYHHh

N

java
public int doOperation(int
exp) {

// Compute 2 exp

int temp = 1 << exp;

// Do other processing

return temp;

L. Ky °]E5°]
‘doOperation’?1d], AA|Z

=AYyt
2. BHE ERlo] Cint'Ql, A
Az FesEE= e P 2
9] exp AlFolBE RHeH Bt
A< long o2 WHASIE= A
o] 54t

3. FA49 "Do other
processing"o]2tal o] Q1A

B ARzt o A9 o
7] gk,

F4E I=Es o3t TS
Ytk

java

public long
computePowerOfTwo(int
exp) {

long result = 1L << exp;
return result;
=
oA gl
3} W epo)
Ay,
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A T
int x = 50;
inty = x <<2;

x +=y + 13

1. 'int x = 50;°

- HE X9 50& @9
Aot
2. int y = x <25

- x99 S gFo= 2
HE AZEFUch 509 o]
A ®m@L ‘110010, o] ¢
Zog QHE A|ZESHH
'110010000] EUrt %,
1000] HYtt.

- mEtA 'y 1000] H
Yrt.
.x 4=y + 13

-y e 1& 9
T xof gt

-y + 12 10194t}

- xE = 500]%1,
o179 101 Hshd 1519]

Hyoh
kA HFHom X gk
< 151°] HYrh.

o] =9 A¥tEs o ¢
2k

“cpp

x = 151

1. 'int x = 50;°
- g xof 508 EE
U,
2.ty = x <2
- x9 g 2¥E
o8 AZEst] yo| A4
=y
- 50& 2HIE YzoF

A|ZESHA 2000] Yt
- oA y = 200
.x 4=y + 13
- xofl yob 12 HE @
< gedyrch
- XxX=x+ty+t 1
- x =50 +200+ 1=
251

AFHo xo| e 2510]

=L

Aoy
YT
2

%

Frpe Abolct,

6-112 B & 4

Hs A didstd, 92 F494

N
rO
i
wn

glo]
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I

rr

kU
ol
=

A= HS FHY 2nEo] S AHst] s Ao
Secu sLLM RS AASIa dAsieieh. 7]& LLM 2E9] o
stalak LoRA 7193 BF16 XZAelE #-8sto, FFstet a&de &
of 73kt o]& Sl Secu sLLM2 AZLEQJo] Hl ofy &x|ef B
A= /CH/R-]_Q _@;,].xqgi /\sna /\ ou—_ _-;_cﬂo]g M—aﬂ;@gi ol_z_—g]_ 1—/}
BLEU <42} F1 ScoreollA] 7]& EXAONE 3.0 7.8B &d¥l thH| %
AIE HYoH, Perplexityol A W2 ZHE 7|Esto] AT 4= Q=

= =2atgr). olefd AP Secu sLLMe] AT 2Y Ztol= LLM

i

Am

X

rﬁd 2

5
SATEE

lo i, —l>
B2

ES, Aol 2 E9f REO] A& T AR A fAolA e A
s AT & & UES s|ATolA Hubdll Sh5H RA2 ARERE HlofEA]
EYE It ol Sl AAet AWEAREC] Secu sLLME #-85taL

S Qe 715 ABeE, Aol 29 S5t B Hope wie =m
o

2) https://huggingface.co/LINKER98/secusLLM-Fine—tuning
3) https://huggingface.co/datasets/LINKER98/secusLLM-Dataset

_31_



O H YA T AKISA). (2021). TAZEY o] AdtEor 7lol=, A& ot
JNEUNZS-.

SHEO E YA S A(KISA). (2023). "Python AlFo]ZY Zhol=(FHAT,.
A FFELOIE YIRS L]

oy,

S, AR, olwA, oA, A5A, ARE. (2023). TAI 7|3 Aito] 3
d AR BT AL B A7, FHYRANE AT

m

-

LA, AFAL (2024). "LangChaing &-&3l
A7, ASK 2024 st=rmd]?] =i, 31(1), 364-366.

MYAE A B mRAA

o

Ol YIS A(KISA). (2023) Mavascript Al5Fo12d Zho]|= (AT ;.
Ag FERIEYIZAS

5142, (2024). TLLME 43t AA Al ofZa|Alo] 4 e, A7) A
FE9E, MEE (2024). THEES o83 Aol A7 dws A71EL

https://wikidocs.net/book/2155
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ABSTRACT

Secu sLLM: An sLLM Optimized for Secure
Coding in Desktop Computing Environments

Lee, Chan-Woo

Major in Computer Engineering
Dept. of Computer Engineering
The Graduate School

Hansung University

As computing environments and generative Al continue to evolve, IT
has become an indispensable factor in all industries. As a result,
companies have established and are operating IT departments, and
governments are mandating compliance with the SW  Security
Development Guide during the development process. However, many
startups rushing to release their services, as well as companies with
insufficient IT personnel, fail to adhere to these secure coding guidelines.
To address this, a secure coding development approach utilizing
generative Al has been proposed. However, this approach also faces two
major challenges. First, due to the continuous learning characteristic of
generative Al, there is a risk that confidential corporate code and
sensitive information may be incorporated into the training data. Second,

costs arise according to usage. Another proposed solution is to build and
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utilize open—source based LLM models in local environments, but this
too presents two issues. First, LLMs with strong Korean language
capabilities typically require high—performance computing resources that
are difficult to secure in a standard office setting. Second, since these
models are trained on general-purpose data rather than being specialized
in secure coding, they may fail to produce the desired outcomes in terms
of development security. In response, this paper aims to leverage a small
Large Language Model (SLLM) capable of running smoothly even on
low—spec computing environments. By employing sLLM, the risks
associated with data leakage in commercial LLM services and the
challenges posed by high—performance computing requirements can be
overcome. Furthermore, this model can be designed and utilized
specifically for secure coding. The proposed model is trained on secure
coding materials verified by authoritative organizations, in accordance
with the Secure Coding Guide by Programming Language issued by the
Korea Internet and Security Agency, allowing it to effectively detect

security vulnerabilities in source code.

[(KEYWORD]) LLM, sLLM, Secure Coding, Al Security, Desktop

Environment
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