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Number of Operations per Linear layer

Method Round 0 Round 1 Round 2 Round 3
Sum

LOP | LSH | ROT | LOP | LSH | ROT | LOP | LSH | ROT | LOP | LSH | ROT

Bitsliced 131 | 48 16 | 131 | 48 16 | 131 | 48 16 | 131 | 48 16 780

Fixsliced 75 32 16 51 16 16 75 32 16 27 0 16 372
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Key = Encryption +++ Key —  Encryption
Plaintext —» % Plaintext —» %
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[1% 2-5] Counter 28 RE9| T& 1%
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CTR 4 m=el 544 54 9419] Coun ke e e A2 9
X
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201095€ Agjxzyol thstu HZ oA NEFQ FE2 AFEH= &
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ZZAAE E8sto] TS APt RV32[E 32-bit HAAHE AHEsHH
32709 HAAHE AFSh [B 2-2]= AFHE 32709 HAAH 242
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A2 x0 #A2He| sigshs Zero HAAEE 4 09 @2 7HAAL QL
YA AHE 9njstt}t, x1 HAAHE ralreturn address)® HHehE FA4ZF
7HA 2 Sl A AHe|th x2 HAAHE= sp(Stack Pointer) A AEHZ
8 FAE A Qe HAAEHo|H diY HAAHE A8 wEe o 3t
AstAY Eea o ARE 4 Stk a0~a7 HAAHE o IAE
JotAL vteh gha0~al)e AHsl = dALEH=Z ARG A& 50
ol A 3709 A7t WasthH AR a0, al, a2 FAAH A
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Register Description Saver
ZERO [x0] Zero Register -
ra [x1] Return Address Caller
sp [x2] Stack Pointer Callee
gp [x3] Global Pointer -
tp [x4] Thread Pointer -
0 [x5] Temporary / Alternate Ink Caller
Register
t1-t2 [x6-7] Temporaries register Caller
s0/fp [x8] Saved Register /Frame Pointer Callee
s1 [x9] Saved Register Callee
20-a1 Lel0-11] Function Arguments / Return Caller
values
a2-a7 [x12-17] Function Arguments Caller
s2-s11 [x18-27] Saved Registers Callee
t3-t6 [x28-31] Temporaries Registers Caller

[3 2-2] RISC-V9] A& HAAH T S
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RV32[4E 7]22]Q1 ikl et gdgolE Alestal e, A
L geo] 3 B =Foq AR Wael [ 2-313 2t
Instruction Description

ADD rd, rsl, rs2

ADD Immediate

XOR rd, rsl, rs2

XOR Immediate

SLL rd, rsl, rs2

Shift Left Logical

SRL rd, rsl, rs2

Shift Right Logical

BNE rsl, rs2, imml3

Branch Not Equal

LB rd, imm12(rs12)

Load Byte

SB rs2, imm12(rs1)

Store Byte

JAL rd, imm21

Jump And Link

[

2-3] RISC-V¢] 712421

%ol

[E 2-3]9)4] rd= Destination #HA|AEHZS oJu|sty, rs= Source A2~

g ot o
Solt}, =
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&
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e
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Count : 32-bit Nonce : 96-bit

[ ]
- s[1] | S[2] - S[4] | S[5] | S[6] | S[7] | S[8] | S[9] |5[1l]] | s[11] | s[12] | S[13] | s[14] | s[15]|

[28 3-1] IV(Count+Nonce)2] %

Count kel sfigst= S[0], S[1], S[2], S[3] Z}Z} 8-bite] A7]E 7HA]
I 9ok 8-bite] A7E ZH= ZF State:= 0~2557FA19] #e 7FA 4 gl
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S[0]¢] #tet WSS o 9 W StateE Hojwrh

(29 3-2]ellA Mol AR State= A& Y == S[0]9] Fro] MBS
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SHA A @2 State= S[019] #ht dHglel 1AH oz fAHH °oF §
A AES 2= ‘DE}E-J 3¢ 2 =] Shiftrows T7HA] A4EeIA-S w7t
2= S[0]19] grol HiAJS wf EA Stateof|7t dFS F= AS & 5+ 9o
S5 AAetlS o AAAH gHito] o] F o]
= s I 5 Utk e
StateE HojFr}.

[29 3-3]oflA] Count #tell afldst= S[0], S[11, S[2], S[3]2 ZtZ th&
AAFo g2 YA dom ZFZFe] State:= 2 #HE9Q] Shiftrows $H5 AAMF
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Round 1 Round 2

. S[4] | s8] | s(12] S[4] | s[8] | s[12]

S[1] | sI51 | s[91 | s[13] S[51 | SI91 | SI13]
SubBytes SubBytes
s[2]1 | si61 | s(101 | s[141 s[6] | s[10] | s(14]
s(31 | st | sp111 | sp151 S[71 | S[11] | S[15]

. si4] | si8 | sp2)

s[1] | sI5) | S[@ | s[13)
Shiftrows Shiftrows
s[21 | sre1 | sr101 | s[14]

S[3]1 | s[71 | s[11] | s[15]

5[4] S[8] | s[12]

s[s] | s[e1 | s[131
Addroundkey Addroundkey
si6] | s[10] | sp14]

S[7] | s[11] | S[15]

S[4] | s[81 | sn21
S[5] | S[@ | S[13]
Mixcolumns Mixcolumns
se] | s[10] | s[14]
s[71 | s[111 | s[151

[ 3-2] S[0]€] gke] AES fstolA &Hito] o]Fofx= ¥HA
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Round 1

. S[4] S[8] | s[121
S[11 | sI51 | sI91 | s(131

SubBytes
S[2] | S[6] | S[10] | S[14]
. s(71 | si11y | si1s)

A J

s[4] | sie1 | sr121
S[11 | SI51 | S[91 | s[13]

Shiftrows
S[2] | s[e] | S[10] | S[14]
S[3] S[11] | S[15]
si8] | sr121
S[9] | s[13]

Mixcolumns
S[10] | S[14]
S[11] | S[15]
S[8] | s[12]
S[91 | s[13]

Addroundkey

S[10] | S[14]
S[11] | s[15]

SubBytes

Shiftrows

Mixcolumns

Addroundkey

Round 2
5[8] | s[12]
5[9] | s[13]

5[10] | 5[14]

5[11] | 5[15]

s[o] | si41 | si8l | s[12]
S[1] | sIsl | s[91 | s[13]
S[2] | sI6] | s[10] | S[14]
531 | SI71 | s[11] | S[15]
v
S[o] | s41 | s8] | s[12]
S[1] | sI5] | s[9] | s[13]
s[21 | si6] | s[10] | s[14]
S[3] | SI71 | S[111 | S[15]

(28 3-3] HA Count g(S[0-3])°] AES ¢t stofAf 4to] o]Fojx|=



4o
o,
re
)
filo
)
ol
ook
o
il
)
HO,
1o,
re
2
o,
0%,
BiL)
i
E
i

AT} Hshet.
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AR A HlolES AASH] {siA Count #hell aligsh= S[0~3]9
0~2557t2] 9] Zte Yo7t 28FeE9] Shiftrows T47HA] dA4tsoF gt
(2% 3-3]olA & 4= Ql%o] 28k E9] Shiftrows 5712 A4 At
A Count #t S[0]ol 93 = Stateo] <lElAE S[0], S[7], S[10], S[13]¢]
ot A9 #AES A= oE ol HFE o] ZHztol Fe AXStY] fsiAE
Byte @912 wme]o] AHAslFolof gttt ol W2 wmE] HFTE WA
ol £k SHA v ggHoltt. wEhA 2 ZFR2EC] SubBytes AA7HA]
AP 50| State’de]7t HlolEoll Astr] a8 Aefolt. ZF Count
#oll FFS "= State gho] shte] dofl AE=|o] 9lo] 4¥e] HmE] H

ES F39] A% 2 #2E9] SubBytes g=7kA] datsii

2
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ook
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0] 2 22E=9] Shiftrows p7kA] GARES wo] AHiolth. wetA 2 2he
Mixcolumns 9t Q4PA7RA] A4HE Froll Inverse Shiftrows 4 A4k

Hom Atstd 2 22E SubBytes @7k Adle wo| A= w1

e

o St} ol Packing® AYEfZ Inverse Shiftrows &5 F&SHA =H H
a-g2o]7] Eo UnPacking® AE]Z Inverse Shiftrows 5 AAMSH=
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Index 0 255
si4] | si8l | s(12)
S[1] | sI51 | s[@1 | s3] »
Pre-table
S[2] | sI6] | S[10] | S[14]
s[71 | 11 | s[1s]
Index 0 255
2-round SubBytes
Pre-table
Index 0 255
S[8]
Inv_Shiftrows »  s[9]
Pre-table
s[10]
S[8] | s[(12] s[11]
s[9] | si13]
S[10] | s[14] Index 0 255
S[11] | sI1s] S[12]
| I » s013)
Pre-table
S[14]
S[15]

[Z1H

3-4] AR 4t Hlols A4 A S[0]: 0x00 & )




AP Aate g2 AR A4t oSl A e ol AR 4t Hlo]E9

A7]+= Count®l sigsl= 4709 statetd 32-bitx2567o]tt, =, 4X256%32
= 32,868-bit = 4,096-byt 4KBoltt, 7t state © 1KBQ AA Z7HS At
B3ttt HolEo AR it 2 AR o state®] 2 HlolEC] <Y
= ARgEO] AFEHH. oAE 5of S[0]19] AP A4tE 2 A Sh= Hlo]
o]2o] SO_table[256] ©]ztx Stehd, S[0] = 4 wjo] APA A4tH Zho] A
e old AL SO table[4]7F Ha s )R]0l AP AArE 32-bite] Zrol
A=},

F7Hes AP A4t Holgs AAE o ¥hE 3
32-bit A7]0]7] wiEe] 32-bit2 BH 7Hse F5U}
4,294,967,295%1 ®HEsk= Zlo] ofyzt ZF Count state”}
State?} FHZo]7] oo S[0~3]19] #s Zol F7HAA 7}“’4/\1 AL
o] 7Fsstth. oAl ol countol]l sish= S[0]eF S[11& AR 4te
F= T ek mEA 0~2559] F= 4709 State FAO Hof

=

oz HIE Fl22 Zol 4 it} o]7 <lF| HHE 314v) 256H 0

I

il

N
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Input : IV_1(Counter+Nonce), IV_2, RK(RoundKey),

Pre_table[4][256]
Output : Pre_table[4][256]

1 Fori1i=0to 127
IV_1[0] = IV_1[1]
IV _2[0] = IV_2[1]

IV_1[2]
IV_2[2]
Packing(IV_1, IV_2, State);
Addrounkey(State, RK);

2 IV_1[3] = i
3

4

5

6 SubBytes(State);

7

8

9

IV _2[3] = i+1;

MixColumns_0(State);
Addrounkey(State, RK);
SubBytes(State);
10 Unpacking(State, Out_1, Out_2);
11 Inv_Shiftrow(Out_1, Out_2);
12 Store_Pretable(Out_1, Out_2, Pre_table);
13 End For

14 return Pre table;

£ 3-1] A Q4 HolE A4 Bl i
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AP dat EHlolEe 8% et e vt gtk
AP EH] DA HA E B2 7S E85te 7] 2 daelss
ol 2t 71E AT A 7

F 914 dAl= el ES g0 93 Count #tol AaiAA =i 72t £
2 Ao A A= o2 Count ko] Asiz|A Hrk

Al A8 SA= 8 ESo] ¥ goE ARgEE Zo] ofst A
A il Count #ho] ¢fest b4l 4 Fow AMGHTh f=gio=m o
2 Count #-2 AP A4HE & EdeE QP oz ArgHo] g F
Zo e AR A4t e Eel2ch o] g [19 3-519F 2k

oltf Fixslicing 7|'He=2 FdL ¢ F Mo &5 ¥d Fd=7] o

ol st} B2 o Eetof gt AT £ E59] Zpol= Count 3ol
10] Z7kgt Zpolut EAjtct, whaba S[0~3]oflA S[0]] Fhut Afolz} Qdrt,
mebd A AR £59] S[1~3]19] APd A4t gro=m Ee2 stateE AR &
Afsto] ARgRE 4= itk ghob EAfshe wPHo] ofyet mmeoA ghe HZ
o] 20+ g wlEe o] o] wiel Al dFe = 5 U
ol [1¥ 3-6]7 &2 gor 3y

A A FHE EEEE W] Stated] AHiE 2 BRRE

oh. o7t A7) fsiAE 2 S
= 9] Shiftrows 57k AAtE EIR FgEofoF 617] wiZell Shiftrows
S dARS o W Rsgsof jitt o] M2 Packing ¥7F A4EE]7] Aol

si7h hmEch AAH ow



- 0 | ] - S[4] | S[5] | 5[6] | S[7] | S[8] | S[9] |5[1U] | s[11] | s[12] l S[13] | S[14] | S[15]|

Index 0 1 255
Pre-table
Index 0 1 255
Pre-table
v 2
s[g] | s[12]
s[9] | sn13)
s[10] | sp14]
Index 0 1 255
s[11] | s[15]
S[8]
¥ 3
s[g] - s =
Pre-table
s[10]
s[11]
|
]
Index 0 1 255
s[12]
s3] TR Y
Pre-table
s[14]
s[15]

[Z19 3-5] A <dat HolEelA ghe 7P 2= 34 (Count @ 0x00
)
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IV_1(count : 0) IV_2(count : 1)

s[0] s[8] | s(12]
S[1] S[9] | s[13]
s[2] S[10] | s[14]
HE) S[11] | S[15]

Counter

[ PRE_TABLE |+|  PRE_STATE |

SHIFTROW

IV(Nonce + counter)
PRE_TABLE

[PACKNG | PACKING
PACKING Data Block

2ROUND ROUND FUNCTION
ADDROUNDKEY

MIXCOULMNS SUBBYTES
ROUND 1
............ KEY SCHEDULE
MIXCOULUMNS_i

SUBBYTES
UNPACKING

ROUND 9
ROUND 10
UNPACKING

(i = round(i-1)%4 )

ADDROUNDKEY

v

Inv_SHIFTROW

-
Plain Text — @
Cipher Text
(2% 3-7] AISE 71Ho] A8H Fixslicing AES-CTR2] 729l
deE
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s0, s2, s4, s6 @ IV_1 register
sl, s3, s35, s7 : IV_2 register
al : count value

a4 : pretable address

t0—1 : temp register

// IV_19] 3t EA} // Shiftrows At
1 mv s3, s2 7 srli t0, s3, 24
2 mv s5, s4 8 slli t1, s3, 8
3 mv s7, s6 9 or s3, t0, tl
// count &k =7} 10 srli t0, s5, 16
4 add t0, t0, 0x01 11 slli t1, s5, 16
/] AP A ZF B8 Q7] 12 or s5, t0, tl
5 add a4, a4, t0 13 srli t0, s7, 8
6 lw s1, 0(a4) 14 sl tl, s7, 24

15  or s7, t0, tl
F 3-2] IV_2 B4 1 ojdlEe A=
[% 3-2]&= IV_2 B4 2749 ojflEe] FTolth Al ¥4 dA et v HA
dAS] o=z V_1o] AdE & BEHCR [V 2E 7|3} st FEo]
o weF IV_IAR 1V 29] g HlEeel st gt == =4 o
w2 o] Sk "ol vlagAolrt. wre H WHEG X
7He] EAF o]l ¥ A Laytency2 T o Utk 1-3¥1 £9] FE+=
IV_1olA IV_2¢] k& FAFst= Mot o wf IV_19] A WA A0 =]
2H)E Count ”Ol to27] mwel A= oE grelth. A EAls 3719
R AT At oo 2 IV 13 IV 25 countZt 1 2po|uhr] w9
t0 ZIALEO FS 1 F7HXIE 11 o 5-69

= 3 Q= ad9] HAAHO count A
S Zgolo T4 S HAASIEH. o] HAH T4 S TolA ARd A4t
H e Byt
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s0, s2, s4, s6 @ IV_1 register
sl, s3, s35, s7 : IV_2 register

t0—1 : temp register

// IV_1 Shiftrows @4t // IV_2 Shiftrows 4t
1 srli t0, s2, 24 10 srli t0, s3, 24
2 slli t1, s2, 8 11 slli t1, s3, 8
3 or s2, t0, tl 12 or s3, t0, tl
4 srli t0, s4, 16 13 srli t0, s5, 16
5 slli t1, s4, 16 14 lli t1, s5, 16
6 or s4, t0, tl 15  or s5, t0, tl
7 srli t0, s6, 8 16  srli t0, s7, 8
8 slli t1, s6, 24 17 sl tl, s7, 24
9 or s6, t0, tl 18  or s7, t0, tl

I 3-3] 2718 IV ZE9] Shiftrows ¢ 94 ojAlEg] 1d FE

B
5t7] 9Jsll Shiftorws &4 A4S ot oJEY FEolth @AY state JHl=
2 ZE9] SubBytes SFr7kA] FAAHH Arefolm 2 Shiftrows 9A4HE Fol o
w Qi AT 5 JA State FHIE gFFoIoF bt Shiftrows #42
A4Ee Rotation 94 &gttt RISC-Vol A= Rotation HHolE 2|t
A ¢7] wjZell SRLI, SLLI, OR ©®o]& &-835to] Rotation A4k FARE
ot 1-99 &2 IV_19] Shiftrows 9 A4S omjgith. Wz E£H0

24-bit THE FZE ALH FFE Temp A AHO| A5t Y& 02 8-bit
T FZE dAAHE FE Temp =X AEO AT ol & AAH =
OR 4te afilFA =W QEXS 24-bit WE9] Rotation A4t F&do] ¢+
Hot o] B2 [O" 3-6]3 £t o]F 10-18¥ &2 IV_29] Shiftrows

A =t



siivos220 [T T TTTTTTTTTTT T T T TN
tregister | [ | [ [ [[[[[[JITIIIITTIITTIIITTITT]
sivs28 [T TTTTTITTTTTTT T
i register [T T T T T TN [ [ [ [ [[[]
Right Rotation 24 [T T T T T T T T T T [ [ [T}

[1¥ 3-8] Right Rotation 24 #+¢& 14

Input : PT_1(Plain Text), PT_2
Counter, RK(Roundkey), Pre_table

Output : Cipher_1, Cipher_2

1 PreState_init(IV_1, IV_2, Pre_table, Counter);
2 Packing(IV_1, IV_2, State);

3 Mixcolumns_1(State);

4 AddRoundkey(State, RK);

5 For i = 3 to 10

6 SubBytes(State);

7 Mixcolumns_n(State); // n=(i%4)—1
8 AddRoundkey(State, RK);

9 End For

10 Double_Shiftrows(State);

11 Unpacking(State, Cipher_1, Cipher_2);
12 Cipher_1 = PT_1 XOR Cipher_1;

13 Cipher_2 = PT_2 XOR Cipher_2;

14 return Cipher_1, Cipher_2;

[3 3-4] Fixslicing AES-CTR #&3} & QAR E
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[¥ 3-4]+= Fixslicing AES-CTR A3} +&d oipaitolrt, HAHo=z A
glslH 1¥H £9] PreState init oAM= AP 4 HlolE

IV_1, IV_2& %718} ste &<olth o] ¥AoA A 7heH HT
Sto] AP ¢d4F HolEe] AR dAME S Eeleb VL, IV_29] g
o} gith, o202 Fixslicing 71HE& A-8o17] $lsl 28 ZEollA] Packing
& A5t 3~108 E7HR]= AP Q4tEA] 2SE U] AES AR
ottt o]% 11 Zo|A Unpackings Foll ¥2le] State A=z ==
AtS Bt 12~139 SoAM e ol Atd dest wh 4o
o ol
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A4d 4587

B LT AL RV32IE AMEsH= 32-bit RISC-V ﬂi/‘ﬂ/ﬂ golA s
234gtc}. of7lof AMgE HEX Fixslicing 7]H-2 Aokt =FofA

o
AFEE =2st HEQ] SiFiveAle] HiFive Rev BS AR 5}11} HiFivel Rev B

—

= 4MB9] Quad SPI ZA| H®e], E31 Foj7} EA|E o] o™ 320MHz
T Qito] 3HET. FA= sl SiFivertoll A AlE-SheE Freedom Studio
ALHILE AFESte] FdS B

de 42 FAE Aot vt FHT w9 Cyclex SA5to] HlLE
A% ol e @i ool o JlE o] A8E w9
cpb(Cycle per block)E AH&?ITE ol byteZ} obd Blockd-& o3ttt
5 58S 9ol g3t 42 10,0009 §HEAIA S Cpb—’] Bt
ARgste] s AARIT A 54 2= 8 AY #Z]oF 2k

Original )
This work
Fixslicing AES
Semi—Fixsliced 1,447 1,345
Fully-Fixsliced 1,398 1,283

[ 4-1] AgtE 719 71& :rLT_Q ds 574 A9 © cpb(Cycle per

7129] Fixslicing AES +#°] 749 Semi-Fixslicedo| A+ 1,447cpbE H
of Fa1 Qlal, & =04 Aljtsh= 7IMe A&stlE ®l 1,345cpbo] A5
= HoFA glow ol °F 729 As S HolEr Heo=
Fully-Fixsliced®] 7% 7]l 1,398cpbe] 52 HojFil Sty & =&

FMN

_28_



€

S HojZw oF 9%9]

\
g—é_

A

= o 1,283cpb2]

ol
o4
or
ol
s

ﬁo

o

st Abd d4F VIHS &

25

o 4KB2] WREE F7HHoR A}

Pl &

AHgs

A9k oF 9% 9]

S

At

FHE E

7ot

=
[e)

71 el

-5
OO

o] 7}

Tet.

S

oAl B8 THs

_29_



A5 28

B Do M 32-bit RISC-V ZEAA Aol Fixslicing 71He 28
= 4359 CTR 48 RE £k st 4d& Aot &
AS fof AF A4 7THs 85t AR A4t HlolE
AL AYstyt CTR &€ 29 Nonce Zro] 1AE
S AES &5 29 A% 2 =9 Shiftrows 712 AR ¢
ot AL gelstgtt. o]2 E3f Inverse Shiftrows § 1H, Shiftrows %
1ol  F7 = ARE Mixcolumns & 1W, Addroundkey 2¥ 2|11
SubBytes &< 28 9] dito] A2 sHgsith Ak o2 Semi-Fixsliced 73
¥} Fully-Fixsliced #+@NA ZH2F oF 7%, °F 9%9] d& Fd= Edstaurh
=

SR A @ dolg e Ags] Slef Hlold A% BUoR 4KBY

H1

]
ox, Ol:O
o ot

O
=
|
1—

o m o

S
N
-

S (T )

F7HAQ wlRY FhE ARESha, AP AAE FAE 1% FEe] FUshe
SHAE 25 AT § wE &g st sbsely] wie] whE ¢
L3t Fa7 A AHESElel ARttty ERE e ste] AMBEE= 7] gk
o] AF ®sHA =W AR A4F EHlolE& sk HEE Z7F WAEE wivt
oh S&ollof stE® 7] gro] A5 WSHA] o= FAFOA ARREHYW B &&
o= ARg7Fssi

AFE= A A4t 710l A8 7H53t

C

o ol

=
=
o
=

=2,

s
(o]
2 oo
N

R
o
e
O

_30_



[e)

o2
o
Bl

1. 2=l

Eum, S. W., Kim, H. J., Sim, M. ]., Song, G. J., & Seo, H. J. (2022).
Implementation of Fixslicing AES—CTR Speed Optimized Using
Pre—Computed on 32-Bit RISC-V. Journal of the Korea Institute
of Information Security & Cryptology, 32(1), 1-9.

Kwak, Y., Kim, Y., & Seo, S. C. (2021). Benchmarking Korean block
ciphers on 32-bit RISC-V processor. Journal of the Korea
Institute of Information Security & Cryptology, 31(3), 331-340.

Seo, H. ]J., Kwon, H. D., Jang, K. B., & Kim, H. (2021). Optimized
implementation of scalable multi—precision multiplication method
on RISC-V  processor for high—speed computation of
post—quantum cryptography. Journal of the Korea Institute of

Information Security & Cryptology, 31(3), 473-480.

_31_



2. =¥

Adomnicai, A., & Peyrin, T. (2020). Fixslicing AES-like ciphers: New
bitsliced AES speed records on ARM-Cortex M and
RISC-V. Cryptology ePrint Archive.

Akkar, M. L., & Giraud, C. (2001, May). An implementation of DES
and AES, secure against some attacks. In International Workshop
on Cryptographic ~Hardware and Embedded Systems (pp.
309-318). Springer, Berlin, Heidelberg.

Biham, E. (1997, January). A fast new DES implementation in software.
In International Workshop on Fast Software Encryption (pp.
260-272). Springer, Berlin, Heidelberg.

Daemen, J., & Rijmen, V. (1999). AES proposal: Rijndael.

Diffie, W., & Hellman, M. E. (1979). Privacy and authentication: An
introduction to cryptography. Proceedings of the IEEE, 67(3),
397-4217.

Dworkin, M. J., Barker, E. B., Nechvatal, J. R., Foti, ]., Bassham, L. E.,
Roback, E., & Dray Jr, J. F. (2001). Advanced encryption
standard (AES).

Kim, K., Choi, S., Kwon, H., Liu, Z., & Seo, H. (2020). FACE-LIGHT:
Fast AES-CTR mode encryption for low—end microcontrollers.
In International ~ Conference on  Information  Security — and
Cryptology (pp. 102-114). Springer, Cham.

Kasper, E., & Schwabe, P. (2009, September). Faster and timing—attack
resistant AES-GCM. In International Workshop on Cryptographic
Hardware and Embedded Systems (pp. 1-17). Springer, Berlin,
Heidelberg.

Lipmaa, H., Rogaway, P., & Wagner, D. (2000, October). CTR-mode
encryption. In First NIST Workshop on Modes of Operation (Vol.
39).

_32_



Park, J. H., & Lee, D. H. (2018). FACE: Fast AES CTR mode
encryption techniques based on the reuse of repetitive data. JACR
Transactions on Cryptographic Hardware and Embedded Systems,
469-499.

Rebeiro, C., Selvakumar, D., & Devi, A. S. L. (2006, December). Bitslice
implementation of AES. In International = Conference  on
Cryptology and Network Security (pp. 203-212). Springer, Berlin,
Heidelberg.

Schwabe, P., & Stoffelen, K. (2016, August). All the AES you need on
Cortex—M3 and M4. In International Conference on Selected
Areas in Cryptography (pp. 180-194). Springer, Cham.

Standard, D. E. (1999). Data encryption standard. Federal Information
Processing Standards Publication, 112.

Waterman, A., Lee, Y., Patterson, D. A., & Asanovic, K. (2011). The
risc—v Instruction set manual, volume i: Base user—level isa. EECS

Department, UC Berkeley, Tech. Rep. UCB/EECS-2011-62, 116.

_33_



ABSTRACT

Optimized Implementation of Fixslicing AES-CTR
on RISC-V

Eum, Si—-Woo

Major in IT Convergence Engineering
Dept. of IT Convergence Engineering
The Graduate School

Hansung University

The AES block cipher implemented with the Fixslicing technique is
a technique in which the Shiftrows function is omitted from the round
function to solve the problem that many cycles occur in the linear layer
of the Bitsliced technique, which is an existing implementation technique.
Omitting the shiftrows function can bring about 30% higher performance
than the Bitsliced method. In this paper, we implemented the Fixslicing
AES counter operation mode optimization by utilizing the fixed nonce
value of the counter operation mode and the Fixslicing technique in the
32-bit RISC-V processor. Due to the fixed nonce value, it was analyzed
through investigation that a fixed value was obtained according to the
count value when calculating the second shiftrows function in the
encryption process of the AES block cipher. Using this analysis, a
pre—calculation technique was applied for optimization implementation,
and through pre—calculation, 2 AddroundKey, 2 SubBytes, and 1
Mixcolumns operations could be omitted. To compensate for the
shortcomings of code volume increase, performance measurements were
performed by applying the proposed technique in the Semi—Fixsliced
implementation, which omits only half the Shiftrows function operation,
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and the Full-Fixsliced implementation, which omits it completely. As a
result, when implemented through the proposed precomputation technique,
the cost of encrypting one block is 1,345 cpb and 1,283 c¢pb,
respectively, which is about 7% and 9% performance improvement
compared to the previous implementation work.

[Key words] AES Block Cipher, Fixslicing, Software Implementation,
RISC-V, CTR mode
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