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Block Header

Hash of Previous Block

Time Stamp Nonce

Merkle Root
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[O2& 2-2] Construction of Block in PoW
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[ 2-1] The Importance of Identified Criteria

Performance Evaluation Criteria Weight(%)
Transactions Per Second (TPS) 8.68
Transaction fees 457
51% attack 8.03
Latency 5.29
Governance 4.24
Virtual mining 2.29
Block size 4.18
Routing attack 2.38
Trust model 5.75
Crash Fault Tolerance (CFT) 2.93
Hardware dependency 4.41
Time jacking attack 2.54
Double spending attack 8.85
Number of forks 2.29
Verification time 5.37
Permission model 5.48
Power consumption 7.52
Block withholding 2.87
Mining reward 4.32
Sybil attack 7.99
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[ 2-2] Details of FALCON (unit: Bytes)

NIST level Publi.c Key Privajce Key Sign.ature
Size Size Size
FALCON-512 1 897 1,281 666
FALC‘ZN‘IOZ 5 1,793 2.305 1,280
[ 2-2]+= FALCONS| HQF f=o] mE F7H/7HQ1 7] D Aol F7]
2 HojZrh FALCONSQ 7 719 3= 42 897, 1,793 HIolE, 79l

19] 271 1,281, 2,305 HtolE, Aol 27 1—5— 666, 1,280H10]E2 LA
o] 9lrk. FALCONS tg 2t & ¢35 AAe wuside o 7g e
/4% Z7)9} vl A w2 s &L= 425k}

N

N

2) CRYSTALS-Dilithium

CRYSTALS-Dilithium2 NISTo|A #E&3t dyejFo=z AFH g4 &
olg 7]<&o|tt. CRYSTALS-DIlithiume ¢t ¥l 24| (Shortest Vector
Problem, SVP)E 7|HtO0 & St= A2} 7|9Ee] 9fe AAolt, o ¥y A
= o ARE ol Az 4] ol fix]of| 7MY Tk WEHE e Ao
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[ 2-3] Details of CRYSTALS-Dilithium (unit: Bytes)

ST T Pubéiiczz eKey Privgitzee Key Siggiz;teure
Dilithium-2 1 1,312 2,528 2,420
Dilithium-3 3 1,952 4,000 3,293
Dilithium-5 5 2,592 4,864 4,595

[£ 2-3]& CRYSTALS-Dilithium®] HoF fZof w2 Z7j/7
Aol =7]2 HojFrh CRYSTALS-Dilithiume HSF 3o  whet
CRYSTALS-Dilithium—(2, 3, 52 wHolA k. CRYSTALS-Dilithium<]
2 719 =)= 1,312004 2,592 HlolE, RSl 7] I 252804
4,864 HIO|E, AW A7 2420004 4,595 HRo]lEZ FAEo] it
CRYSTALS-Dilithium> FALCON &2t & A AA Lt HwstgS o, o

Z 7Iek A 2718 ZHAAEE whE A4F S8 AlsRth

rO
N
=)

3) SPHINCS+

SPHINCS+X: 7]& SPHINCSS] &£Zet AW I718 /fA5 o2 & A9
daE|goltt. HHE Ao YU stateless SiAl ZIRF FarE|Eolm,
SHAKE256, SHA-256, Haraka©® Z}Z} 7|9to=2 sSh= 371x]9] gag|ge
2 ] ek
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[ 2-4] Details of SPHINCS+ (unit: Bytes)

NIST level Pubh'c Key Pr1va'te Key S1gn'ature
Size Size Size
SPHINCS+
SHA256-128f 1 32 64 17,088
simple
SPHINCS+
SHA256-192f 3 48 96 35,664
simple
SPHINCS+
SHA256-256f 5 64 128 49,856
simple

[ 2-4]% SPHINCS+9] HF o] mbE FIH/7H1 7] 2 A <] 27
£ HojErh SPHINCS+&= HeF oo whel SPHINCS+ SHA256-(128f,
192f, 256f) simple2 W olA et SPHINCS+9] 371 712 27]&= 3204
64 HIolE, 7Rl 719] A7]= 644 128 HIO|E, Ao 7] 17,0884
49,856 HFo|ER Fd&|of Qlrh. SPHINCS+9] ¢ t& 2 & A AA
oF Hlwskls o w22 7] A7)E 7R Ao 27|17 w3,

0]

ol B2 77t AW BEAA SHY EARA HelFo] Pl
o ohe EAoltt. AW £E EQ T2 Gt 5 AY AA] Hl

A= AdY 22 wQl ZEAA L] Het G on|eit). i Het g9
& ZEAA W7 et dolgrt 7Yyt 744 SHAA HoE 4
UEE HAR olF It theFet ZHEo] AR tEHo R 4= A
7 B EY 7F-E (Monotonic Counter), W AJA, 5 (Attestation)©]
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Al 5 A NS-3 (Network Simulator)

Application Application

Protocol
Stack

Protocol

Stack Packet (s)

NetDevice NetDevice

(22 2-3] Basic NS-3 Data Flow Model

(27 2-3]2 NS-3cfA9] dlolg 5o et Bds Wepdct. NS-3%
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e Ased

Algorithm 1: Remote Attestation.

1: function REMOTEATTESTATION(nonce, luck)
2 input < nonce || luck

3: proof <+ BASE58-ENCODING(input)

4

5

return proof
: end function

[O2% 3-1] Algorithm of Remote Attestation using TEE

(18] 3-112 92 39& AT proofE AP L HAFT proof
d12E B HolH7F MEEHAEA AFE 71557 S8 AHgdEn. o
Sl oa Al e o] 2y mBAAS} dlojE= X2HE & gloh

poofE BB EF St SiA #HA nonceot AT Y B
RDRANDE sl AdE Ae dd ke A58 Base58 1Z e
olE9] groltt. o] 2 EFol Eetd & ] A F| v I A
O LESoA BREAAEHYG. Lkt HREAAER S50 2ot
proofS Base58 YFHA nonce?t uck s FEJTE FEH dlo|
proof o] Frol ZAEAE=A Fe SHME nonce®t uck O EFEH AAPH HAA
21ttt

2RH o ojHt EEolY E

= ° o
il = T
ok &3 o5 Foll LETF AR AlE BAE 27 g FAE S 5 3

o

=~

RDRANDE AHgsto] AT 4 Qe W gho]l BAEE ©
A uck o2 AFEHETH O ek EF EE= o] a1
AR o] AFEHEHT TP B2 ek #E e 252 M k&= EE A

A e,

A3E Ad 7S 8 B2 W

_17_



o] A= +
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3. Verifies the voting transaction (FALCON)

Tx }-» Verified TX i

FALCON Signature

. 00-00 |

4. Select delegated nodes (with the most votes).
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[23 3-3] Delegation Phase of PQ-DPoL
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1) FALCON3} 1 9] o4 & A AAste] A9 4% #la

[ 4-1] Execution speed comparison of PQCs (unit: second)

FALCON-512 0.011444 0.000512 0.000075
FALCON-1024 0.033799 0.000838 0.000142
Dilithium-2 0.000045 0.000163 0.000047
Dilithium-3 0.000098 0.000196 0.000077
Dilithium-5 0.000119 0.000228 0.000110
SPHINCS+
SHA256-128f 0.000581 0.012447 0.001029
simple
SPHINCS+
SHA256-192f 0.000880 0.021434 0.001475
simple
SPHINCS+
SHA256-256f 0.002116 0.043421 0.001500
simple

(& 4-1]2 SFAR MEQIFCA FA & A% AlAel o2 49 S5
A5e HolFEth FAHo=E  FALCON-(512, 1024), CRYSTALS-
Dilithium—(2, 3, 5), SPHINCS+ SHA256-(128f, 192f, 256f) simple®] 7|
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A AR A A A ) AR HS ARME SA”¥H. FALCON2

CRYSTALS-DilithiumEth= =3 Ad £ 5 HoJFX9 SPHINCS+o] H]
_"

s 7] A A AL AT B AP 9 A AT Aol 955 =
< A= HoEn. 7] A4 A B HEHD oA =27 dojuR

3
SPHINCS+ SHA256-(192f, 256f) simple®] A%< =4S 4 it whabA
g Aes= ALt UmA S F d2] 45S vl EAg

[® 4-2] TPS of PQ-DPoL

FALCON-512 | 307.0817 | 72.2645 18.4524 4.5700 1.1110

FALCON-1024 | 116.2432 | 30.5676 7.4315 1.9117 0.4669

Dilithium-2 | 102.9905 | 25.8397 6.5516 1.6370 0.4088

Dilithium-3 68.5390 | 15.8406 4.1040 1.0632 0.2669

Dilithium-5 36.3322 9.9926 2.3893 0.6356 0.1567

SPHINCS+
SHA256-128f 4.9496 1.3056 0.3473 0.0908 0.0227
simple
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[® 4-3] The Number of Transactions in One Block (BlockSize: 50KB)

ECDSA 356
FALCON-512 29
FALCON-1024 15

Dilithium-2 12

Dilithium-3 9

Dilithium-5 6
SPHINCS+ SHA256-128f simple 2
SPHINCS+ SHA256-192f simple =7 27}
SPHINCS+ SHA256-256f simple =7 27}

[ 4-2] A & AY AAC e 29 ERAA +E, [ 4-3]2

A & MY AA e &5 W ERFAY S vEhd. FALCONS

AR AL Ag &£& A= CRYSTALS-Dilithiumol H&| ¥e A52
HojFx|gh, 22 F7) 71 @ Ao oo &5 el tho Esiado] gt
2 4 Sk v R SPHINCS+9] 7% wi¢ & A% =278 27 g
of E& o EfAMo] At &7]|A Hot. webd FALCONS| 24 E#
A 7 7V wA SR, A A7]0] wref SPHINCS+9] 24 EZi
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|

A F7F 7P 2A S E
3) AA AIZE
[® 4-4] Latency of PQ-DPoL
FALCON-512 0.0958 0.4071 1.5943 6.4375 26.4582
FALCON-1024 | 0.1290 0.7907 2.0184 7.8461 32.1206
Dilithium-2 0.1165 0.4644 1.8316 7.3300 29.3506
Dilithium-3 0.1313 0.5681 2.1929 8.4643 33.7204
Dilithium-5 0.1651 0.6004 2.5111 9.4387 38.2889
SPHINCS+
SHA256-128f 0.4040 1.5317 5.7581 22.0108 87.7281
simple
(£ 4412 P T AY AAel WwE Ad A7e Helzth
CRYSTALS-Dilithium®e] ®= Ad &Lor EI51a((® 4-1] #a)
FALCON©| 7} W2 2|4 A7 HojEr
29 EfA 5 d A ATt Qo] k& =7t FUiete] whet HdAA
o7 Aol #Hascsks AL B 5 JHE 4-2], [F 4-4] 1), = E 57}
51291 A= st=fo] 49 AR s ST 4 AT A s
ZIfte g Aso]l AT ZAoer FAHHAGY wehy LkE 7 FURep
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ABSTRACT

PQ-DPoL: An Efficient Post—Quantum Blockchain
Consensus Algorithm

Kim, Won—-Woong
Major in IT Convergence Engineering
Dept. of IT Convergence Engineering

The Graduate School

Hansung University

The advancement of quantum computers and the potential
polynomial—time solution of Elliptic Curve Cryptography (ECC) using the
Shor’s algorithm pose a significant threat to blockchain security. This
paper presents an efficient quantum-secure blockchain with our novel
consensus algorithm, We integrate a post—quantum signature scheme into
the transaction signing and verification process of our blockchain,
ensuring its resistance against quantum attacks. Concretely, we adopt the
FALCON signature scheme, which is one of the selected algorithms in
the NIST Post—Quantum Cryptography (PQC) standardization. Not
surprisingly, the incorporation of a post—quantum signature scheme leads
to a reduction in the number of Transactions Per Second (TPS) processed
by our blockchain. To mitigate this performance degradation, we

introduce a new consensus algorithm that effectively combines the
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Proof—of—Luck (PoL) mechanism with a delegated approach. We strive to
build an efficient and secure blockchain for the post—quantum era by
benchmarking our blockchain, adjusting the security parameters of

FALCON, and refining the components of the consensus algorithm

[KEYWORD] Security,  Post—~Quantum  Cryptographic,  Blockchain,

Consensus Algorithm, Trusted Execution Environment
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