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2.3.2 Ripple—carry & GAl7]
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(=4 2-1]= ¥ghd = wid2 [4 2-2]8 B Y #HAA &

= MO MY MY o R et

MYV—(M[32:], M[32 +1], -, M[32i+31]), (0<i<t—1)

24 2-7] WAA 2% Ea

J
o

Chaining Variable (CV)+& Initialization Vector (IV)& Fdll 2718} &
o LSH-256-224, LSH-512-224 oA AeolH v Z4ZF [® 2-1], [®
2-219F Zth 1ve] dolg WS 167goln] LSH-256014% 512bit,
LSH-512914E 1024bit9] 1vE cv Z7]s}o|| ARg3lct

[ 2-1] LSH-256-224 ©f tj3t initialization vector (IV)

IVIO] V(1] IVI2] IVI3]
068608D3 62D8F7A7 D76652AB 4C600A43
IVI4] IV[5] V6] V[Tl
BDC40AA8 1ECA0B68S DATA89BE 3147D354
IV[8] IV[9] IV[10] IV[11]
7T07EB4F9 F65B3862 6BOB2ABE 56BSECOA
IV[12] IV[13] IV[14] IV[15]
CF237286 EE0D1727 33636595 8BB8DO5SF




¥ 2-2] LSH-512-224 ©f tjst initialization vector (IV)

IvI0] IVI1] IV[2] IV[3]
0C401EOFE8813A55 | 4AS5F446268FD3D35 | FF13E452334F612A | F8227661037E354A
IV[4] IVI5] IV[e] V7]
AS5F223723C9CA29D | 95D965A11AED3979 | 01E23835B9ABO2CC | 52D49CBAD5B30616
V(8] IV[9] IV[10] IV[11]
OE5C2027773F4ED3 | 66A5C8801925B701 | 22BBC85B4C6779D9 | C13171A42C559C23
IV[12] IV[13] IV[14] IV[15]
31E2B67D25BE3813 | D522CADEEDSE4DS3 | A79F5509B43FBAFE | E00D2CD88B4B6COA

Cve Compression function (CF) WHolAl <
ALgSto] FGElolEZE APHT. 2713 dAoA AAEH HWAA EEE2 C

W' x wP-w' o] qlglor ARgHY cF ¥

. (1

A A]

S MsgExp)

=

w2, W16<

S (Mix)

g

AR E5ES

(2) A

w¥-w'  (4) Word

permutation(WordPerm) @ W*—-w'*, [ 2-8]2 cF 9 HAAQ] 24

MsgExp

(MsgAdd): W' x W w6 Az
HojFoh
—
’ 'V"o“’ ‘ ’ le“’ ‘

’ MNs-l(i) ‘ ‘ MNsm ‘

StepNs—l

«

,é Cv(i+1)

[1 2-8] LSH SjA&42] Compression Function (CF)
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Compression function CF °f Y#H A B2 MmYe wA]z] &3
& MsgEzp 914 N,+1709] 16 word(w) ¥iE M (0<j<N, 2 F=
ot (f w=32 then N,=26, if w=64 then N,=28). cvV2 Z7|s}H
T=T[0l.- T(5] & Step FoIA HAA] 255 o GHlPIE dot. cF
o]

of R4 WA B Step: WK WWE & TheT} 2 AR 52

Step; : WordPerm o Miz © MsgAdd (0 < j < N,—1)
AR B B MyBgpe N+UHO w WD MO ARt A
AL Step B4e0] Geloz AgHEnt AR A4 B [44] 2-3]
2o [ 231014 0 [ 2316l UERd 7, AlAe] Agke ol
shet.

o

|

-

MM o), M1, -, M 15
MM 16, M7, MV[31]
M llADD (M|, M, [z ()] (0 <1<15)

[+ 2-3] WAA] & e MsgExp

[# 2-3] MsgExp &5 25 7oA A& ()

[ 1 2 3 4 5 6 7
() 3 2 0 1 7 4 5 6
l 9 10 11 12 13 14 15
(1) 11 10 8 9 15 12 13 14

MsgAdd e 22 929 F 160 HlE X, v & XOR QA -

xi5l®Y[15). Mz FEE T

T[Z] T+8l (0<1<7) & A} st TE QUIolE gtk Miz &5 &

2 [2F 2-9] ¥ [54] 2-4]¢F By Miz &5olA AREEl= bit rotation

A71= [E 2-4]9F Zow bit rotation®] TA7)E wet Step 5 BHEEO]
even/oddel wet A}

MsgAdd(X,Y) := (X[0]

V@
=
=

_16_



X Y
O
& aj
, /]
oy g ]
K ﬁj
O
KL ]/l
X Y
[18 2-9] LSH A9 Mix S
XADD(X,Y); XeX“% XeX®SC,l;
Y ADD(X,Y); YeY % X ADD(X,Y); YY"
G2 2-4] Miz 5
[ 2-4] Miz 9] Bit rotation =37]
w J a; B; 70 71 72 73 74 75 76 77
Even 29 1
32 odd | s - 0 8 16 | 24 | 24 | 16 8 0
Even 23 59
64 oid 3 0 16 | 32 | 48 8 24 | 40 | 56

_17_




WordPerm @< [E 2-5]0l BAE 7, dollAle] AeE &2

WordPerm(X) := (X[0(0)], -+, X[c(15)])

[3 2-5] WordPerm &5 Z; "FNAY A& 60
[ 0 1 2 3 4 5 (¢]
a(l) 6 4 5 7 12 15 14
[ 8 9 10 11 12 13 14
o(l) 2 0 1 3 8 11 10

Final &4 FIN, :W,—0,1,2 CF= 59 <HolE
cvP=cvol,--.cvWis] & Argste] SjA] S EETh Final
FIN,2> [54] 2-5]1F w2t 8w Hl¥ H=H[), - H[7]?} w-byte
By = 0], iy [w—1]2 S FE WA 7k nE AT

Hlil=cvilecvi+8] (0
hb [S] :H[(Ss/w)>>> (8smod w) [ 0]
= (hb[O]H ||hb[w_1]>[0;n—1]

[£=A] 2-5] Final &4 FIN

<i<7)
O<s<w—1)

_18_
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3. A7

H LRoALE LSH AT RE Ao+ (LSH-256-224/256,
LSH-512-224/256/384/512)°l tisf & 712 W49 FAelzE Aoteirt.
e WA gire RE f4 FHH 2AHoR ANE Sdct:
Sequential F+£°] LSH FA2]2E A|¢tstal & WA= A7 oA ¥
2 AAS 536t Parallel 729 LSH FA3 22 Aotgheh, WY L9
Parallel LSH FAR|2+= =24 F1x9] Sequential LSH ¢FAte]=2of ool %
A A9 wade-off B3 P 529 F DepthE Zol7] 93 Bekatsct.

Salt &4 729 LSH FaolA 2 WA7 B850 Egdoz o4t
s HEe gop Mg yz= AASAd. LSH yRel wAA &

MsgEzp @59t A5 Miz E5e WAA &5 T9= SH2oz ats>
Wzl Azel Axe] Fd= FA e 54l At wEhA o] F ok
sl ¥E dAez F2E AR 7 FARlRe FAALeg FHIE
F, A AI°IE, Depth)= E°le A st PAS ARt AAHNCH
29| LSH gAelz Fdolnth. Aljtshe F Aol Uit dAelzE &85t
A 4 AHE AASEL Grover Lal@|Eol]l Badt FAF Ade ALt

et mhAEre g Ashe T gAlo] PR trade-off AHE WlweTh

2 XN

3.1 LSH ¥A8=
=244 Fx0] Sequential LSH ¢FAFR]2 o4 LSH-256-n< =32
A=z FAE AeYsty wigd = 1024 bit HAIA ME AAsH] 9
1024711¢] FHIEE ARgstal LSH sfAlet Z8folA = oo oY
£ 92 ¥4 CVE Aol 15 512719 FHIE, dAlS $845t7] 9]
carry FHIE 17HE ARESITH LSH-512-n2 w=64 T2 sAI
St wig 2048 bit HIAA] M-S A7Est7] 91t 2048719 FHIE

St LSH slAlghs el shes @4o] glao] B @ ¥4 CV

o et

—_
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-

7] §IRt AHIE 102470, SAlS 535k7] 919 carry FHIE 17HE AL

©

oo X,
ol o

TZ9] Parallel FAS|2 oA LSH-256-m2 w=32 @9z )4
gt sy = 1024 bit HIAA] M-S A4str] f1g 1024709]
AMESELL LSH siAee ZdgolA et ool Ql=lo] &&= o4
g CVE AAst7] 9 #FHIE 51270, B8 SAlls 438sk7] fI-t carry

|1E 1670 AHg3tth LSH-512-m2 w=64 THYZ FAISE g5t

Tl 2048 bit HIXA M& AAstz] {19 2048718 FHIEE ARESHL
LSH afiAIg ZaofA] 2= g9 Qo] H= A4 H
7] 913t 1024719 FHE, QS 357 917t carry FHIE 16715 AR
gttt LSH-256-n7 LSH-512-m 2 o ©91, 94 4<%, siA 3t &4
2ol Hs 7HAH AAAQD Al 2 TSt =xF2A] 9] Sequential
LSH <fAtd)2et W§AFXO] Parallel LSH $A32+= HAIR] 2 &4
MsgExp®t Mix oA 24 Q1 ZpolHS Holw 11 o]9]9] Fx&= FUd)
t}. B =Rox= LSH siA2] Wi 52} Initialization, Compression £

Mz FAelzE ARttt

[0

ol
R

m 5

:‘%:Iél g
R OE;‘L

ol

3.1.1 Initialization ¥A}S|=2
FAE] 29] Initialization GANAE g H HAAE AHHst7] It

FHESH AA¥S cve AFT FUES FFAL 92 ¥4 cve 2718

FAelE Bae FUsH,

-
N
0

_20_



3.1.2 Compression A3 =

Compression function CF -2 Initializationo|A] T H HAX]E A
sto] 27|18t | A4WS cve FHPIE jtth cr2 AA WAA Y ok
MsgExp®t TA| o Step= FHJH T HAIZ] & o MsgExpoll M= 715
HAZ] &85 Ao et o27ie] wAZ] S50 SHFAXIt. &A| ok

Step2 Step; : WordPerm © Miz  MsgAdd (0 <j < N,—1) 2 ZIYHt. MsgExp
oA+ Initialization @ANA g = WAZ] 552 N, +1 {9 #HAA &
=032 A AFItt, 7]E LSH €185 MsgExpoll Al N +1702] Y= Hj
d M70=<j<N)E AT T Stepe FYFIct. ol2fgt FAS FAps| 2o
Agstd N+17R9] HAAE A7) 9t JAHIEE ddoof stE=E
(LSH-256 @ 13,8247H, LSH-512 : 29,6967H) <¥AF 24 SHollA] Hla-&2
olty. wtA FHIE TFS Eol7] o FAREANNE MsgExp 59
Step FFE WHEHOZ FASH= on-the—fly WAS AR&ste] WAz FH]|

& WAS AQEstt. wheba 71E [19 2-8]9] cr 9 AA
ARl T2 SFAIRANA Y [OF 3-112 F2RIth o]2gt HAlo= o

A Step TN AEE 95 WD HAK] FUEES thE MsgErp TSI
4\_

m
ml[ﬂ
‘i‘i?
;{;

Mo + MsgExp |~ MsgExp | --- | MsgExp

™
e

& e

S tejpo
S te:pl
S te‘pz
S t;pg
Stepy,—1

[19 3-1] Compression function FA2]=2 52F7H4
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MsgEzp  AIAE [ 2-31 9 HAx g A
MO[—ADD (M |, M, [ (0)]), (0 <1<15)& 3 jAA Y= 8jd M, 0] -2

A Y= g Mo, -1 B4 fE wE M
A YE D M,E Step FFolA AR @ o, j-2HA 9= WG M,
]_

)
>,
o
S
H
T
o]
0
t
\l
=
fllo
o Jo
R
ok
iz}
po
N

= %;f% "IQI'X]%EL a7t glen= oha HAA] "g/%oﬂ AALESh= R
|2 & Aok wEbA s WAer & Ao Y= WME M, M, = A
et FUET Bl e AE M, WD Al M, 9 FUES A
g3tk Aabh oz ol2lgt HA3S}F WA o8 LSH-256014% A4 2709 ¢
= o Ags) Sl8h Agsks 13824709 FHE Ha £ el
S Aoty e 1,024709] FABIEE AMESte] & 12,800
He] FHIE AR E<Ith LSH-512¢1A4+= A4 29719 & HAAE A
at7] Qs AHgsh= 29,696719] FHIE EH"] 7ol Y= HAIA]
Agst] A 20487 FHES AHGste] & 27648709 FHlE
ZQth. wAA] g2 [F4] 2-3]o= 110”54 o, A = Hd
(-2¥4 9= g M2, (-DHA A= mjd MY, 9 gAdes
o}, Compression function CFol oigh ¢fzte]2 A2 LSH-256 7|&2=
A3t}

w2F4 FZ9] Sequential LSH 22|20 dfgh AA A1 Compression
function CcF €aEEF2  [Algorithm  3-11¥% Atk Line 19
MsgExp permutation~> [ 2-3]°] Wehd z, Aol o] Z|gholtt. Line 39
#R2 A AR FAR|=o A AREE Simple ripple—carry WAl UERH
ot 28 A FAR|R 9] Simple ripple—carry BAZ|E= o]H &= Hjd
o] Ao AMESE 1 carry FHIEE tha 9= HIE A Sl AARE
St WAle ARSIl el 16719 Y= HiEd o] &xpAer Aitdh
LSH-256°14% 512 bite] & A= #id M, M7 ol ds] o=32 TF=
l6¥ HAS a2 £t M-S A4St LSH-512014% 1024 bit2

5

_,é e
‘= oo
Mo o e

oZ
o,
i



T = wE MY, Mol el w=64 TR 16W] TS AR 59
st M2 AL ot HAL carry FHIEE RE TAA At
AARgstR = shte] FHIER fApe]2 AAe] gAls AP 4 Sl HA
2] oAl A2 Depth7b 6n—2 Q1 simple ripple—carry QA7]7F 169
Ao ® APEHBR (6n—2)x169] DepthE 7t [1¥ 3-2]= <¢AH4
TF20] wA|Z] g Tl HAlS HojE

>

[Algorithm 3-1] Sequential LSH-2562] Compression function CF %A}e]=

Input : M, and M,_, pair, T,, ancilla ¢ (1 <%<16)

//Message expansion function MsgEzp round » > 2
1. MsgExp permutation(M, )

2: for k=0 to 16 do

3: M, ; — #R(M,, M, ,, ¢)

4: end for

//Step function Step

5t for k=0 to 16 do
6: T, — CNOT(M™m,, T,)
7: end for

8: for k=0 to 8 do
9: Miz(T,, T,.,)
0: end for

1

1
11: WordPerm(T)

[Algorithm 3-1] Line 99 Miz ¥t [1¥ 2-9]9] A4S
32 522 [Algorithm 3-2]¢} Zth WHA A8st= QM7= MsgExp
Srret Yt Simple ripple—carry GA7]E AR8SHE Simple ripple—carry
SAlZI= ol A W T o SOl ARERE 1 carry FHIEES the
AA] ¥ A Sl A AR S A ARESE] miwoll 87He] YAl W
Aol sextHog datHrh Line 119 WordPerm e [E 2-5190 24
| AN ARe AT TS SWAP AolEz FHlE 7re] B9
A SIAT DR W2l PAuleS SR et

AR D DY



[Algorithm 3-2] Sequential LSH-2562] Mix

1

ol
+r

A2

Input : T[], TE+8](0<i<7)

10 Tli+8]<—#R(T[:], T[:+8])
2 a_rotation(T[s])

W

4: b_rotation(T[i +8])
Tli)#R(T[i+8], T[]
6: c_rotation(T[; +8])

()]

. Applying X gate to Tli] according to SC[i]

16X (6n — 2)
A
C bit(1 - ~
e ( ) M](O)[O] M](o?[ol
c : #R :
reuse l Mj(m[al] Mj(n) [31]
Mj(l) (o] Mj(1) (0]
c : #R :
1\4}.(1)[31] 1\4].(1)[31]
M,-(15)[0] M,-(ls)[O]
c : #R
]\/!].(15)[31] 1W]~(15)[31]
M (0] 1«4}.(2)1.[0]
; #R :
M 131] M 31]
LRI M 0]
: #R :
M) 31] M 131]
M7 0] M0
: #R :
MD131] M1
[71™ 3-2] Sequential +%9] LSH-256 WA &% oAl Lz
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HE 2O Parallel LSH FAF3]2e] gk A& Compression
function CcF @ ¥1EE2  [Algorithm  3-3]%  ZAth line 19
MsgExp permutation-> [ 2-3]°] Uehd z, AFollAe] Z|gholtt. Line 39
#Parallel & HHTZE FAR = oA AREH ripple-carry BAlS UERAC H
g 11X A3 E = simple-ripple—carry FBAZE AR oA bd X A
329t =27 ripple—carry RAZIE AREste] AAEHSIT <A Fx9)
Sequential ¥Ar3]2 &12]&2l [Algorithm 3-1]32] 2po]H-& 16709 carry
TFHEE AREste]l 16719 9= HiE & GAlel XE=xE Pk
ripple—carry HAl7]+= simple-ripple-carry SA7|Et}t © 22 Depths 7}
27| wizell Depth S 9% HAF=xo oS Aottt e Y= Hj
g A2 =HARA carry FHIES AMESteR AAISH (F 1671 FAHIE A
|) 16719 Y= g A2 5H2or WY dAEESE Shqlth. LSH-256°]
AE 512 bite] = A= wid M, MY o Al =32 D= 167] HA
< WEE SPote] Me AASHH LSH-512014% 1024 bite] £ 9=
M MY, M? o Hall o=64 T2 16709] TS WHEZ Y5t

E

Mg A% ol WAL carry FHIEE RE T4

)
=
o
il

A

AMgStRE e A THEo FHIER SiAdS WEER AP 4 Utk HA
S|4 S-S Depth7t 2043 Q1 ripple—carry TA7] 16707 HE =2
82 (22+3)x19] Depth® 7Hth. [O1¥ 3-3]12 #HE X HAA]
SAl AS HoErh I9e] yehd Y X9 SA7] #Parallel®] ]
522 [Algorithm 3-5] ¢ Zrtt.

Job N
dooo2 o X
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[Algorithm 3-3] Parallel LSH-256%] Compression function CF %A3]2

Input : M, and M,_, pair, T,, ancilla ¢, (1 <% <16)

//Message expansion function MsgExp round 7 > 2
1 MsgExp perwmtatzon(M /2)

2: for k=0 to 16 do

3: M,_, — #Parallel(M,, M,_,, ¢,)

4: end for

//Step function Step

5: for k=0 to 16 do
6: T, — CNOT(M,, T,)
7. end for

8: for k=0 to 8 do
9: Miz(T,, T,.,)
0: end for

1

1
11: WordPerm(T)

[Algorithm 3-3] Line 99 Mix &+ [ 2-9]9] A4S S3st 2t
32 522 [Algorithm 3-4]¢} Zth WHA Atgste= QAlZ|= MsgExp
et SRt ripple—carry RA 7] (#Paralle) & AHERITE TiAlo] E AA]
M4 7 o] HYHY camy FUEE ABIHER A5l (3 87 FUE
AME) 8719 Y= Al W4 T B2 mHAor WY A4tETh Line 119
WordPerm &= [E 2-5]0 ZAH 7, AolAo S FZeitt, 2|ghe
SWAP AolEz FAv|E o] Bl AR MRnE w2e GHUES
AHESHA] ke

_26_



[Algorithm 3-4] Parallel LSH-256 9] Mix 3t A2

Input : T[] Tl+8(0<i<7)
1: T[i+8]< #Parallel( T[], T[i+8])
2 a_rotation(T[s])
3 Applying X gate to Tli] according to SC[i]
4: b_rotation(T[; +8])
5! T[i]«#Parallel(T[; +8], T[:])
6: c_rotation(T[; +8])
2n+3
' - I
Carry qubit(16
TV Qubl(15) MO[0] M[0]
c(0) : # Parallel :
Mj(“)[31] MJ.(")[31]
MP[o] ' 0]
c(1) : # Parallel :
M[31] MO[31]
M) M2[0]
c(15) i # Parallel :
MBI MI9[31]
M) Mi10]
# Parallel
Ml(f)i[31] 1%(331[31]
|
,&1{01 ,‘11[01
# Parallel
Mﬁ)i[31] M,(Pll31]
M) M. 210]
: # Parallel ]
,(11’[311 ,(13[311

(118 3-3] Parallel #+%2] LSH-256 #A]#] &t
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[Algorithm 3-5] Parallel #%2] LSH-256 G4l FA}3]=2 #Parallel

Input : M, and M,_, pair, ancilla ¢, (1 <%<16)

1: for i=0 to 29 do
2: M, i +1]<=CNOT(M,[; +1], M,_,[i+1])
3: end for

4: ¢, —CNOT(M,[1], ¢,)

5: ¢, <—Toffoli(M,[0], M,_,[0], ¢,)
6: M,[1]<=CNOT(M,[2], M,[1])

7. M, [1]<Toffoli(c,, M,_,[1], M,[1])
8. M,[2]--CNOT(M,[3], M,[2])

9: for i=0 to 26 do

10: M, [i +2]~Toffoli(M,[i +1], M,_,li+2], M,[i+2])
11: M, i +3]~CNOT (M, [i +4], M,[i+3])

12: end for

13: M, [29]—Toffoli(M,[28], M,_,[29], M,[29])
14: M,_,[31]<-CNOT(M,[30], M,_,[31])

15: M,_,[31]<-CNOT(M,[31], M,_,[31])

16: M,_,[31]<Toffoli(M,[29], M,_,[30], M,_,[31])

17: for i=0 to 28 do
18: X(M,_,[i +1])
19: end for

200 M,_,[1]=-CNOT(c,, M,_,[1])

21: for i=0 to 28 do

22: M, li+2]<CNOT(M,[i+1], M,_,[i+2])
23: end for

24 M, [29]—Toffoli(M,[28], M,_,[29], M,[29])
25: for i=0 to 26 do

26: M, [28—i|—Toffoli(M,[27—i], M,_,[28—i], M,[28—:])
27 M,[29—i]--CNOT(M,[30—:], M,[29—i])

_28_



28:
29:

30:
31:
32:
33:
34:
35:
36:

37:
38:
39:

XM, 129—i])
end for

M, [1]<Toffoli(ck, M,_,[1], M,[1])
M, [2]—CNOT(M,[3], M,[2])
X(M,-, 2D

ck —Toffoli(m,[0], M,_,[0], ¢,)
M,[1]==CNOT(M,[2], M,[1])
X(M,_;[1])

ck —CNOT(m,[1], ¢,)

for i=0 to 30 do
M,_, [i{]==CNOT(M,[:], M,_,[:])
end for
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Albel LSH <A 32+ IBMOlA Algste A AlEeelEHdd
ProjectQE AH&Ste] SARRE A A& FAHAT. ProjectQ9] &
A AndEs FA 2z FHE 4, Toffoli Al°|E, CNOT Al°lE, X 7
olE, JAS]2 Depths SAAH. A 2z Ao Fadt 84E Ha
gto] ¥ 2} Depthz Fast== AAIst= Zoltt. wehA sid =z
M= 2As}t WAS ARt FAatte] A A Y DepthE A 4= 9L
= 7+ 7 LSH A28 Algtstaitt.

2 =eolde 298 A ALe HAHS o HAY &AA Fx9
Sequential LSH FAe|2E AQlstAorm 244 FxoM a&4<
¥ trade—offE& T3l Depths IA| &< WE Fx9] Parallel LSH ¥A3=2
& Atk e Fxe] FAIRE AMHE FHIEE Eol7] sl
simple—ripple carry HAI7|E ArEstRlor HE X9 FAS|2E DepthE
Zol7] 98l ripple carry TA7] ARESEATE  ripple—carry HAY]&
simple—ripple—carry SAl7] Hoh o @e FHES AMESHAT o 2R
DepthE 7Hitt. B2 2 FALZE ripple—carry 571 o83t &
Sl 22 FEENeY LSHE MsgErp 9t Miz 7t RE HEHIE
HAzlof disf WE= FARtth AuAor WHE Fx9 FARlRe A
T FAR RSt vudges W A Ad SHoM mE&HQA trade-off=
DepthE A St &2 Fx9 Al P42 FHE 5 So17] 9Ad)
ol =md wAAoA AMEH ancilla FHIEE Aol WAL
Zst7] diwo] BE WAR] E550°] wAtdocr ditdn shx|R
7b 7VRY MsgExp Rbt Mix pollA o2t WhAlS ule HlE&
2] 2 Depth AIHE 7FA -2t

Bt ARt 7 Ao ez Hi FAAEe FASAE '
23 FAAY trade—off AFHE Hlwch LSH A2 7] gt
Aot AvE A9sty] YA ool LSH JAte]=e} Blalsof shA|T o
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Aol Fx9| LSH A= FdolB= o] do] LSH A =ete] Hlwr} of
Aok webA Aljtel & SRR 7he] HiwE AFRith [# 4-1]2 &3
A HZ9| Sequential LSH FAF2]2of tfgh fapated 4 Aitg Holx
T 4-21= W¥E T Parallel LSH ¥AFs|2of tigh A9 34 2
£ HoErh &2 #x29 LSH ARz FHIE 5 9 A AlolE
Aate] 28-S T AAZCH ¥ Fx9 LSH YARZ2+= Depth ¥
2 ARlE AR o] 24& Fi AASHAH [® 4-1]19 X FAE=e
LSH-256°014 1,5377§¢] FHIEE ARgstal ¢F 210K DepthE 71A|H
LSH-512014 3,07371¢] FHIEES A}g3tal oF 421K DepthS 7HAth [#
4-2]°] BHE FASEE= LSH-256001A4 1,552711¢] FHIEES AR&stal ©f
6.8K DepthE 7FA|™ LSH-512¢f4 3,08871¢] FHIEE Ahgstal oF 14.5K
DepthE 7HIt}.

T As|R o tigh FH|IE 4= DepthE H| WS wf Sequential 3%
o] H]sl Parallel #+x7} 15 FHIEZ} S7FotH A9 LSH-2564 Depth7}
°F 96.73% A5 o™ LSH-512014 Depth7t 9F 96.56% = A 745}
Aot & FAR = iRt G Alo]EE HWSHA Sequential X FARE
7F Parallel 72 Ht} © 22 X A°JES CNOT AP|EE ARESHANH H
e Toffoli ACIEE ARESIth 2y Toffoli AOJE= X A°lE Y
CNOT 7lo|ERT} o 84 2lss0]0 Clifford+T #lo]ER Ral@e u T
ACIEE AR&St= A Apdolnt. olgt At A9 trade-off A} 2]=2
Depth7} 37 ZolE9ict. Aoz B k=R HHEL ¥ Ad

trade-offg &dl m&2Q] FEFx| LSH FA9|=E AT &+ Aol +

—

M)
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[3 4-1] Sequential LSH FAt2]2 fApard 4 2t

Algorithm

Quantum resources

Qubit X gate C;aT T;):ice)li Depth
LSHZ_2256_ 1,537 1,536 | 145152 | 63448 | 210,051
LSI_IQ—5256_ 1,537 3492 | 145152 | 63448 | 210,049
PRI 3073 | 7663 | 312832 | 139004 | 421851
PR s0m3 | 7696 | 312832 | 139104 | 421851
PRSI 3013 | 7ees | 312832 | 139004 | 421850
LSHS‘15212‘ 3,073 7680 | 312,832 | 139,104 | 421,852

[# 4-2] Parallel LSH ¥A13]2 oFpatl % At
. Quantum resources

Algorithm S X gate C;\Iag”f Tgiigli Disith
PRVSOT] ussa | se302 | 170752 | 62464 | 6,879
LSHZ;%%_ 1,552 | 59392 | 170,752 | 62464 | 6879
LSHQ‘ZTZ‘ 3,088 | 134688 | 375760 | 138,000 | 14,517
LSHQ‘55612‘ 3088 | 134688 | 375760 | 138000 | 14517
LSP;;L”_ 3088 | 134688 | 375760 | 138,000 | 14,517
LSHS‘15212_ 3,088 | 134688 | 375760 | 138,000 | 14,517
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—/

E 4-313% (B 4-4]= Agteles FAIRE ARG Grover ¥ale]
Aol gt g2 A FA Ay HojFEo AR Grover €ale]
YR A Oracle?}t Diffusion operatorg HHE0=2 F2bol SA] A}
3]2+& Oracleo ] gtct. Diffusion operatoro|A Atgsh= FARAPES 11
AE ZAPolBm g2 Oracled]] AHgEE FAARS F451Y Grover E8]&
FAo Q3 FAAY-S ]*}O]'E’r Oracle YHo= ¢ts3sle} 253t A
grlo=z [F 4-117 [F 4-2]04 FHH doet FHALY F #lE AR

a1
[}
o
L

g oN

=

t}. Egh Grover €1g|&2 {1 2" J H HEESIE R Sequential LSH &F

4829 Grover ATelE FAUE [F 4-31S  ax[E4—1)x |
AAEIY  Parallel LSH <9AF3]22] Grover ¥1d]Z ZAH|E [ 4-4]=

2% [F4—2] x {%/Zi’ﬁ 2 A4tEL

[3 4-3] Sequential LSH &322 0] thet Grover 574 H|-&

Quantum resources
Algorithm :
Qubit Toffoli CNOT X gates Depth
gates gates

LSI—IZ;iS6_ 1,537 1.94 x 9128 1.74 % 2129 118 x 2128 L2 x 919
LSHQ—5256_ 1,537 1.94 x 24 1.74 x 9145 1.34 x 9140 196 x 2146
LSI—12—2312_ 3,073 1.06 x 2130 1.87 x 2130 1.47 x 9125 1.96 x 2131
LSHZ—55612— 3,073 1.06 x 2146 1.87 x 2146 147 x 211 1.26 x 247
LSI_;;;ZIZ_ 3,073 1.06 x 2210 1.87 x 9210 147 x 92 L9 x 2211
LSHS_15212_ 3,073 L06x 2" | 1.87x2™ | 147x2* | 1.26x2°"
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[F 4-4] Parallel LSH FAg] 29 digt Grover 324 H|-&

Quantum resources
Algorithm N Toffoli | CNOT
Qubit X gates Depth
gates gates

LSH-256—- ) . ) )

224 1,552 1.91 x 2128 1.3 x 2130 1.81 x 2! 1.68 x 2'%
LSH-256-

256 1,552 1.91 x 21 1.3 x 216 1.81 x 21 1.68 x 24!
LSH-512-

224 3,088 1.05 x 2130 1.43 x 2'31 1.02 x 2130 1.77 x 2'%
LSH-512-

256 3,088 1.05 x 2146 1.43 x 217 1.02 x 2146 1.77 x 2142
LSH-512- . . ;

384 3,088 1.05 x 2210 1.43 x 2211 1.02 x 2410 1.77 x 2°%
LSH-512-

512 3,088 1.05 x 227 1.43 x 22 1.02 x 2°™ 1.77 x 2270

Pt Ao|ES} P2 Depthe] FTH FAAL trade-off 7S
Hl@sl7] s Grover 37el Bad 712 FA AclEeg X AeolE
CNOT 7A°|E, Toffoli #|lo|E)E —}-,4 #lll T+Clifford Alo|EZ Esfs}
o] FAAY Costs AMtsITh. [E 4-512 Sequential LSH JAHs]=el
Grover &2 ZHHQl [# 4-3]5 23 g Aol [ 4-6]2 Parallel LSH
SRS R O] Gover 524 Al [E 4-4]5 B35 3t ZAxto|tt. ZF EO] Cost
+ 2o’ T+Clifford Alo]EQ] F 32l Total AlO]EL} F Y32 Depth
S J AnEs uetdnh [E 4-519 Sequential LSH ¥AHg]29] Costs}

X 4-6]9] Parallel LSH %#3]29] CostE H|SHA Sequential LSH A}
2|27} Parallel LSH %¥As|2 R} oF 8o &2 Costs 7HItt.

T dAsR Uit mE Y £ AHE TSP Sequential
LSH at3|27 FHE ZHol|A A3} 59lon Parallel LSH %Ats] 27}
Z32Q ot AR AOlE + FAS|E Depth) ZHoA H& s} = gict

J

_34_



[3 4-5] Sequential LSH ¥At3|2 ARz H]-§ ALt

| Quantum resources

Algorithm 77 Cliford | 1o% Sow Lot
gates Depth

LSHZ_;L%_ 1.33x280 | 1.96x 281 | 1.65x2% | 1.26x2%0 | 1.64 x 22

LSHZ_SE%_ 133x 24 | 1.97x 2" | 165x2™ | 1.26x2 | 1.64x2%°

LSHZ—Z?Z_ L46x 2% | Lo7x2™ | 1.8x2' 1.26x 2" | 1.13x 2%

LSHZ_55612_ L46x 2" | Lo7x2" | 1.8x2" 1.26x 2" | 1.13x 2%

LSHB;LU_ L46x 222 | Lo7x 2% | 1.8x2*® 1.26x 2" | 113x2%

LSHS_ISQIZ_ L46x 270 | 1.07x2%7 | 1.8x 27 | 1.26x2°° | 1.13x 2%

[3 4-6] Parallel LSH gA}2]=2 F2pA- H|-§ A4k
| Quantum resources

Algorithm 77 Cliford | 1o% Lo Lot
gates Depth

LSHZ_;L%_ L67x 28 | Loex 2Bt | 1.27x2B | 168x2'% | 1.07 x 22

LSH2_5256_ L67x 2 | 1.06x250 | 1.27x2 | 1e8x2M | 1.07 x 227

LSHZ—Z?Z_ 1.84x 252 | 1.41x2™ | 117x2B™ | 177x2%0 | 1.04x 2%

LSHZ—55612_ L84x 2™ | 141x2" | 117x2® | 177x2" | 1.04x2*"

LSP;BZIQ_ 1.84x 222 | 1.41x228 | 117x22 | 177x22% | 1.04x2'

LSH5_15212_ 184x 270 | 1.41x2" | 1.17x2% | 177x2% | L04x2%%

_35_




5. 48

& =EolA= LSHoll High Xx9o A2 E Ajtstaict. LSH ¥t
FHoA FA APl FHE £ FA Ao|E, 3|2 Deptho] 2|5}

k=]
2HE wEFon W wE F 7hA] A9 AR RE ARbetth. FH|
E & SWo 7P 223} 9 Sequential LSH FAFE] =9t Depth SO A

##s}t H Parallel LSH ¥Ae|=2E AAStL AHGE S AH¢= 574

7y
sttt 349 P AUS B9 Grover FTZe] BAF P 4UL A
Aot Gt Ao|ESH FABR Depthe] FFAY FAA trade-off At

£ vlwslr] Y5l 712 FAAClE(eg. X AlOlE, CNOT A°lE, Toffoli 7l
olE)E ¢ s}¢] <l T+Clifford ZAlo|EE Edste] CostES Aot
Cost A4t A3} Sequential LSH FA3] 27} Parallel LSH FAHs]|2 Hrp oF
8u =2 CostE 7HA Tl wWakA| Sequential LSH FAR|271 FHIE =W
A At H3ler Parallel LSH YA2]27F A Alo|E, FAF 32 Depth
SHolA o agAQl FEeR E 4 ot 4 AFHE vy Jle o w
2 WL F3itt Zopolng S35 JAAFE Y T4 W] ER¥sith o
A ozt A 2 FASB|E Depths 8K o=z LAS)
A+ BT FQsitt offd =wollA Aljter LSH FAtel2+

ZHE7F = LSH sfAl@<rol tigh post—quantum s F7of| A

89 5 9L Zolet dara
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ABSTRACT

Implementation of quantum circuit and application
of Grover algorithm for LSH hash function

Song, Gyeong—Ju
Major in IT Convergence Engineering
Dept. of IT Convergence Engineering

The Graduate School

Hansung University

Grover algorithm in the quantum computer accelerates the
pre—image attack on the hash function, thus reducing the hash function
of the n—bit security level to the u-—bit security level. In order to
perform a quantum pre—image attack using the Grover algorithm, the
hash function to be attacked must be implemented as a quantum circuit
in Grover's internal Oracle. With this research motivation, this paper
proposes the first quantum circuit for LSH, a Korean standard hash
function. LSH quantum circuits are divided into sequential structured
LSH quantum circuit and parallel structured LSH quantum circuit
according to the efficiency of quantum resources. Also, the Grover attack
resource is calculated and evaluated through the quantum resource
estimation results for the two quantum circuits. The quantum gate

required for the Grover attack is decomposed into the low-level
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T+Clifford gate, and the quantum resource cost is calculated to analyze
the comprehensive resource trade—off for quantum gate and the quantum
circuit Depth. As a result of quantum resource analysis, it is confirmed
that the sequential LSH quantum circuit is efficiently implemented in
terms of the number of qubits, and the parallel LSH quantum circuit is

efficiently implemented in terms of depth.

[(Key words] Grover algorithm, LSH hash function, Quantum pre—image
attack, Quantum circuit, Quantum computer
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