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asm Operands Description Operation
EOR Vd, Vn, Vm Bitwise exclusive OR Vd«Vn®Vm
SUB Vd, Vn, Vm Subtract Vd<—Vn-Vm
ADD Vd, Vn, Vm Addition Vd«—Vn+Vm
LD Vt, Xn) Load Vt—(Xn)
ST Vt, (Xn) Store (Xn)<Vt
MOVI Vt, #imm Move immediate Vt—#imm
TBL Vd, Vn, Vm Table vector lookup Vd<—Vn[Vm]
Table vector lookup
TBX | Vd, Vn, Vm . Vde Vn[Vm]
extension
Transpose vectors
TRNI1 Vd, Vn, Vm . Vd«Vn[Vm]
(primary)
Transpose vectors
TRN2 Vd, Vn, Vm Vd<«-Vn[Vm]
(secondary)
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vO-v3 : PT
v28-v31 ! Temp

1 trnl.16b v28, v0, v2
2 trnl.16b v29, v1, v3
3 trn2.16b v30, vO, v2
4 trn2.16b v31, v1, v3
5 uzpl.8h v0, v28, v28
6 uzpl.8h v1, v29, v29
7 uzp2.8h v2, v30, v30

8 uzp2.8h v3, v31, v31
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v16—v31 : Sbox
vl5 @ 0x40
v12-v14 @ Temp

.macro sbox reg, address
1 ld1.16b {v16-v19}, [\address], #64
2 1d1.16b {v20-v23}, [\address], #64
3 ld1.16b {v24-v27}, [\address], #64
4 1d1.16b {v28-v31}, [\address]
5 sub \address, \address, #192
6 sub.16b v14, Wreg, v15
7 tbl.16b Wreg, {v16-v19}, Wreg
8 sub.16b v13, v14, v15
9 tbx.16b Wreg, {v20-v23}, v14
10 sub.16b v12, v13, v15
11 tbx.16b Wreg, {v24-v27}, v13
12 tbx.16b Wreg, {v28-v31}, vi12

.endm
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v8-v11l * my, my, my, my
vl2 @ Temp
my, my, my, my - OxFC, OxF3, 0xCF, 0x3F

1 movi v8.16b, #0xFC

2 movi v9.16b, #0xF3

3 movi v10.16b, #0xCF
4 movi v11.16b, #0x3F
5 trnl.16b v12, v8, v10
6 mov v8.16b, v12.16b
7 trnl.16b v12, v9, vll
8 mov v9.16b, v12.16b
9 trnl.16b v12, v10, v8
10 mov v10.16b, v12.16b
11 trnl.16b v12, v11, v9

12 mov v11.16b, v12.16b
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ABSTRACT

Optimized Implementation of block cipher SEED
CTR mode on ARM processors

Song, Min—-Ho
Major in Convergence Security

Dept. of Convergence Security
The Graduate School

Hansung University

The block cipher is an encryption algorithm that encrypts data in
fixed size block wunits. It is a symmetric key encryption method that
encrypts and decrypts data wusing the same key and has various
operation modes. In this paper, we optimally implement the CTR mode of
the SEED block cipher algorithm, which is widely used in Korea, on an
ARM processor. ARM processors are utilized in various low-power and
high-performance environments such as mobile devices and embedded
systems. The CTR mode is advantageous for high-speed encryption
because it allows parallel processing, but an appropriate technique is
required to demonstrate performance with the limited resources of the
ARM processor. In this study, we performed parallel operations using the
NEON SIMD instructions of the ARM processor and optimized register
utilization to improve the operation speed. Compared to the SEED
reference, the study in this paper improved the performance by about
15%.

keyword: SEED block cipher, CTR mode, optimized implementation
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