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ABSTRACT

A study on how to accelerate the application of defense Al
considering Al ethical standards

Lee, Sang—Yeol
Major in Defence AI Convergence

Dept. of Defence Force Power

Graduate School of National Defense Science
Hansung University

The Fourth Industrial Revolution is rapidly spreading throughout all
areas of society, bringing about various changes. Al, a core field of
advanced science and technology, is a leading field of the Fourth
Industrial Revolution and is innovating in various fields of defense,
and is competitively promoting R&D in several countries around the
world, including some major countries. Our military is also making
great efforts to apply Al in the fields of defense weapons and power
support systems, and defense administration, but unfortunately, it is
not easily applied due to various limitations and problems. Therefore,
this paper identifies the limitations and problems that are acting on
the application of Al to the defense field, and presents development
plans from the perspective of Al ethics and defense domain.

There are two major restrictions and problems in the application of
Al to the defense sector. The first is a common concern in the
private sector, which is 'Can you create a reliable AI?" from an Al
ethical perspective. There can be many factors that can affect the
reliability of AI. In the application of AI in the defense sector, five

major factors such as safety, transparency, robustness, controllability,
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and accountability are judged as key factors from an ethical point of
view (ethical standards), including limitations and problems arising
from these factors. Second, from the perspective of the defense
domain, there are various limitations and problems arising from the
military's unique specificity and work promotion system, such as
Al—based systems, strategies and policies, interconnection of various
instructions, conceptual research for Al application, recognition of
military security, operation of Al professionals and organizations, and
decision—making systems.

To address these two limitations and problems, the following eight
development measures were proposed. The first is the establishment
of an ethical standard for the application of reliable defense AI, the
second 1s the establishment of an Al—based system that can
sustainably develop in the future, the third is the development of
user—centered Al laws, systems, and policies, the fourth is the
promotion of Al development Ilinked from demand creation to
acquisition systems, the fifth is an Al conceptual study that considers
the characteristics and needs of AI technology, the sixth is the
development of a security regulation solution centered on developers
and operators, and the seventh is the development of a convergent Al
expert in defense power generation work, and the eighth 1s the
operation plan of a defense AI control tower and a practical
decision—making mechanism. The eight development measures
presented above suggest the concept of solutions to effectively solve
limitations and problems in applying Al to the entire area of defense
in the future. It is hoped that this study will serve as the foundation
for various follow—up studies in the future and contribute significantly

to early resolution of various difficulties in defense Al

[Keywords] AI Ethical Perspectives, reliable Al, defense domain

perspective
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