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w j a | B | || e | s | | Y| T
even | 29 1

32 0 8 16 | 24 | 24 | 16 | 8 0
odd 5 17
even | 23 | 59

64 0 16 | 32 | 48 | 8 | 24 | 40 | 56
odd 7 3

[ 2-2] Mix oA 8= HE &8F (o). 8. 7))

MsgAdd @4t w47 541 @52 % o] 1ow wide] the) 5Al 4l
o] ET}. G4l AL [44] 2-3]3} Zol ST

MsgAdd(X,Y) = (X[0]DYI0], ---, X[15] ®Y[15])
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A 2 A 64-bit ARMv8 Processor

ARM Z2A|A= 2ol AlRbE AREQIEYl gHgolA 14d5S AlEshe
AR Z2AA F stuelty, 4] ARMv8-A+ 32-bit AArch32(A32)%}
AArch64(A64)S Asgtt. 1 F 64-bit ARMv8 ZRZAMAE= 31749
64-bit HE R 2E(aZet YRS 32709 128-bit HE HAAHE
Alsstth. e FdS A¥sts 545 71 WE YA A HolH

5 B4 o992 1jHsto Z%El% Z= 9lth, ARMvS I ZA|A oA 2| Yst=
(2 2-4]+= SA] &< LSH 447%9} TFdstr] sl AFHEE 64-bit ARMvS
Hgol S Qokst Aolth, Xde W8 HAAHO destination HA|AE O]

a1, Vd= HE R AHQ destination A AE o|t),
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Type Unit Specifier Data Quantity
Byte 8-bit 16b or 8b 16 or 8
Half-word 16-bit 8h or 4h 8§ or 4
Single-word 32-bit 4s or 2s 4 or 2
Double-word 64-bit 2d or 1d 2 or 1l

[% 2-3] ARMvS Hg @2 AE 9] Hold 17 £5

Xne HE HAAH] source FAAE L, Vndt Vme HE H 2| AH
source A AEo|th Vi HE HRAAEQ transferred HA|AEo|th T

[ 2-3]9] dlolg mi7]-& $I?t Specifiero|tt.
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asm Operands Descript
ADD Vd.T, Vn.T, Vm.T Add
AND Vd.T, Vn.T, Vm.T Bitwise AND
EOR Vd.T, Vn.T, Vm.T Bitwise Exclusive OR
Load multiple single-element
LD1 Vt.T, [Xn] structures to one, two, three,
or four registers
MOV Vd.T, Vn.T Move(vector)
MOV Vd.Tslindex1], Move vector element to
Vn.Ts[index?2] another vector element
MOVI Vt.T, #imm Move immediate( vector)
RET {Xn} Return from subroutine
SHL Vd.T, Vn.T, #shift Shift Left immediate(vector)
SRI Vd.T, Vn.T, #shift Shift Right and
immediate(vector)
Store multiple single-element
ST1 Vt.T, [Xn] structures from one, two,
three, or four registers
SUB Xd, Xn, #imm Subtract immediate
REV32 VAT, VT Reverse elements in 32-bit
words
REVE4 VAT, VT Reverse elements in 64-bit
doublewords
ZIP1 Vd. T, Vn.T, Vm.T Zip vectors primary
ZIP2 Vd. T, Vn.T, Vm.T Zip vectors secondary
UZzP1 Vd.T, Vn.T, Vm.T Unzip vectors primary
Uzp2 Vd. T, Vn.T, Vm.T Unzip vectors secondary
TRN1 Vd.T, Vn.T, Vm.T Transpose vectors primary
TRN2 Vd. T, Vn.T, Vm.T Transpose vectors secondary

[ 2-4] LSH 4%} 7ee] A48 W A28 0] Bolal
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Permutation P optimized for LSH-256: \sO, \sl, \s2, \s3 : input
registers, v9, v10, v20, v21: temporary registers.

Input : s0, sl, s2, s3

Output : s0, sl, s2, s3

1: uzpl.2d v20, \sO, \s2 8: revbd.4s v20, v20
2. uzp2.2d v21, \sO, \s2 9: trnl.4s v9, v20, v21
3: rev6d.4ds v21, v21 100 trn2.4s v10, v20, v21
4: zipl.4s \s0, v21, v20 11 revbd.4s v10, v10
5: zip2.4s \s2, v21, v20 12: zipl.2d \sl, v10, v9
6: uzpl.2d v20, \sl, \s3 13: zip2.2d \s3, v10, v9

7 uzp2.2d v21, \sl, \s3

[Z312]E 3-1] LSH-2562 $Igt #/&9] <=4 P

128-bit #E HAAAH Wi dolHg ZZ 32-bitR WA EH
[23 3-2]9} o] Edo] 7153t} oo tis] Zzt dlole AL 4s, 2d=2
AAste] 19 3-1]3 22 #lg ge ZEE [gugE 3-1]1 Zo] &
stof 229l =4 PE A835IA
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vO

vl :

zipl.4s

zip2.4s

zipl.2d

zip2.2d

uzpl.4s

uzp2.4s

uzpl.2d

uzp2.2d

trnl.4s

trn2.4s

reve4.4s

0x44444444 0x11111111 0x22222222 0x33333333
0x55555555 0x66666666 0x77777777 0x88888888
0x44444444 0x55555555 0x11111111 0x66666666
0x22222222 0x77777777 0x33333333 0x88888888
0x44444444 0x11111111 0x55555555 0x66666666
0x22222222 0x33333333 0x77777777 0x88888888
0x44444444 0x22222222 0x55555555 0x77777777

0x11111111 0x33333333 0x66666666 0x88888888

0x44444444 0x11111111 0x55555555 0x66666666
0x22222222 0x33333333 0x77777777 0x88888888
0x44444444 0x55555555 0x22222222 0x77777777

0x11111111 0x66666666 0x33333333 0x88888888

0x11111111 0x44444444 0x33333333 0x22222222

[18 3-2] ZIP, UZP, TRN, REV ®go] &3 A1}
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2) LSH-5129] HHSE 9t & &€ P

[18] 3-3]2 ARMvS AbollAe] LSH-5122 oA o=s 1dsty] o A
Aot LSH-5127}

8¢ HA

= =
(237 3-319 P £92 A

g5t 45 LSH-512¢f gt

Ve

sy ol

~

~

10

1

12

l—
l—
l—
l—

la—

le—

je—

j—

l—

L0|L1|L2]|L3

L4

RO

R1

R3

R4

0|1 L2(L3

L4

RO

R1

R3

R4

0|L1|L2(L3

L4

RO

R1

R3

R4

L0|L1|L2]|L3

L4

L6

RO

R1

R3

R4

la —

l« —

i
3

N f— -

O f— -
[N l« —

B O ja—- -

Ul = -

N f— -

~J la — —]

o0 j— -

i
9

(17 3-3] LSH-5129] &=& P9} PO} 4= P!
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Permutation P optimized for LSH-512; \sO, \sl, \s2, \s3: input
registers, vl, v2: temporary registers

Input : s0, sl, s2, s3

Output : s0, sl, s2, s3

1: zipl.2d v2, \s0, \sl 5: mov.2d v2, \s2
2: zip2.2d  v1, \s0, \sl 6: mov.2d \s2, \s3
3: mov.2d \s0, v2 7: mov.2d \s3, v2

4: mov.2d \sl, vl

[¢1g]Z 3-2] LSH-5125 9J§+ 249 &4 p

[¥1eE]lE 3-2]= LSH-5128 <gt A9 &¢ P +3ds AHolth
\s0~\s3& 8 FRAEHO|L, viT} v2E temp HAAEHE ALEHC &

AFo] A7} 64-bitQ]l LSH-51292] xof wiat ZIP W ol MOV HHols

j WA 8-word Hi

1114
L
(@)
go)
)
Y
1o
o2
e
)
I
R
)
rr
P
ftlo
fh
+
30
L
o
£



SCe HlolBR AlE Frol7] wWEo] ulmeleld ke st Argt
a%7) iZell, SCE EARE A4S sk Aol SCeol PE A-gsfioF ¢
o} st sc].% nPshe dato] qE of vith WEHoR P AT
= moﬂ/\1£ LSH AR

g A8sto] Agskel. olg Fel SC7t
e 2Ed ot PE 2857 A s2e] A

Sl
Mo
i)
fol
Ir n.t{o
)
_Ol —
il o
)
= &
v
L)
SN
NI ==
N N
ru
4
Ooh
ol
el
N
o)

Parameter | 7[0] 1] 712] 713] 714] 715] 716] 717]
y of
0 8 16 24 24 16 8 0
LSH-256
¥y of
24 0 16 8 0 24 16 8
LSH-256

[E 3-1] &4 P7} 289 LSH-2569] 7

[ne)E 2-1]9] 9% 2Hold Ade [E 2-28 wEt &4 ec
of % sterultt HE &8 o, g A7 T2 gto] LR wey
At el e B4 Bheset 45 Sesg PEstel Mix @4 F@s
Att. WE &8 , & gecet BAgle]l TAY @olth y A4E B0}
o AR o2 e 2= SAL 23 ek webA, LSH 9Est A4t ol e
WAZ B2 Mol P7h A48 gejolth. wehy, y g4z P 44
ofof @t SHAY, PE A4 AgAFE Auct 47 B2 net 1A
y AG7H wEA R AgHY] W] A y AGe] PR AET /L AE
stk AlQt 7oA AF8E LSH-2569] 79 LSH-5129] y& 77} [

3-113 [& 3-2]¢F 2t
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Parameter | y[0] | 7] | »[2] | »[8] | 74 | 2[B] | ol6] | #[7]
y of
0 16 32 48 8 24 40 56
LSH-512
vy of
0 32 16 48 40 56 8 24
LSH-512
(% 3-2] &9 P/l B85 LSH-5129] 5
[&1E]E 3-3]1& LSH-2569] »-2 ettt #E

ggate] 1@ AL AZE PPol AHESte] AP Fdo| bsT
oh webd, [E 2-410] JEE Be] F 9% ALE BYolel SHLY 0.2
= AZE 9olql SRI WHolE AHgste] ol Qare T@shet.
SHL 9ol e glxaee] 920z ES o]5A7|L, SRI FHo]

LEZOoR HEE ofFAZl &, HXLE] ¥l 3t VIE HALHS g

—

o

\{
o
5

N
-
—

N
ne
o,

stot 1
Zo|ct, REV32

gt AZE oIS Baole] FHAL,
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Optimized y* for LSH-256; v7, v8: input registers, v20, v21, v26,
v2'7: temporary registers

Input : v7, v8

Output : v7, v8

1: mov v26.s[0], v7.5[3] 11: mov v7.s[3], v26.5[0]
2: mov v26.5[1], v8.s[3] 12: mov v8.s[3], v26.5[1]
3: mov v27.s[0], v7.5[0] 13: mov v7.s[0], v27.5[0]
4: mov v27.9[1], v7.s[1] 14: mov v8.s[1], v27.s[1]
5: shl.ds  v20, v26, #8 15 mov v26.s[0], v7.s[2]
6: sri.ds v20, v26, #26 16: mov v26.s[1], v8.s[2]
70 mov.4s  v26, v20 17: rev32 v26.8h, v26.8h

8: shl.4s v21, v27, #24 18: mov v7.s[2], v26.s[0]
9: sri.4s v21, v27, #8 19: mov v8.s[2], v26.5[1]

10: mov.4s v27, v21

[€¢312]E 3-3] LSH-2569] »
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4) Wordperm %2} w|A]2] &F g9 &d A3}t

LSH-2569] At 7I& o2 & &8sto] dik= +dsti= wiet Aokt
oot 72 BEI] ARL % Ud o
Kol ALt ol FZo] gl pe} piE FAMLOlE BREHT, 54
9 o9 o] o8] me Aol pASALS ae
LSH-256= =m&xoz syl 9t pek p7b AHEHo 24d
Wordperm 49 &4 o1 wAZ] &4 40 &9 7 Uepd Ao|th

— 0
(27 2-419 (17 2-31% sl@slde of, W28 Aa go] £3E AL

m

O(L1|L2|L3|L4|{L5({L6|L7|RO|R1|[R2[R3|R4|R5|R6|R7

ROJRL|R2(R3|(LO|L1|L2|L3[R4{RS[R6|R7|L4|L5|L6(L7

RO|RL|R2(R3|LO|L1|L2|L3[R4[R5|R6

=

71456 |L7

[Z19 3-4] LSH-2569] o
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0Ll |{L2(L3(L4|{L5|{L6[L7[RO(RL|{R2|R3|R4|R5|R6|R7

» KK K A

O|L1|{L2(L3(L4|{L5|{L6[L7[RO(RL|{R2|R3|R4|R5|R6|R7
0|L1|{L2(L3(L4|{L5|{L6[L7[RO(RL|{R2|R3|R4|R5|R6|R7

m AL S N

O[|L1|{L2(L3(L4|{L5|{L6[L7[RO(RL|{R2|R3|R4|R5|R6|R7

[Z19 3-5] LSH-2569] ¢

(18 3-6]7 [18] 3-7]12 LSH-5128 @& oz F1dstr] 93t pet
P 7t AgEo] £HH Wordperm &2 £4 4 9 WA & 4o &
d ¢ YUehd Aolth. [1¥ 2-419F [1¥ 2-3]7 H|wstES o, W A

LSH-5129] A%, 71& 09} & 285to] A4S
2

TRE %%o}oq QAsre
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LO

L1

L3

L

RO

R

2

R4

RS

R6

>

LO

L1

L

4 |L5 L7
4 L5 L7

RO

R

2

R4

<

/X

RO

R1

L3

R

R7

L4

>

5K

RO

R1

R3

L

0

L

L6

L6
>

L1 L2
A

1112

L3

4
4

R

R
R

1|R
1lR
5|Ré
5(R

6

R7

L4

L5

L6

[1¥ 3-6] LSH-5129] ¢

LO

L1

L

~

L6

R

o

R1

R4

RS

S

LO

L1

L

4

L5

L6

R

o

R

S

LO

L1

L

4

L5

L6

R

o

R

S

LO

L1

L

4

L5

L6

RO

R1

R4

[Z1¥ 3-7] LSH-5129] ¢




A 24 " HAR]o] gigt LSH-256 BE 4

B Aot ARMvS A4 HE #HAAEE agdoz A43dl7] <5
el wAZe] tiet LSH-256 & & tholjA A&t

1) HAALH WH HE

T MY M= gE #x2E ZZ) 4o]A] gdotob Sh= 2719 wWAA|7L
2E ot shAEh ¥E dite s AsiME shte] AL H s
gt dito]l s=EE HALHEOl YAISoRRH. olE {8 LSH ddte 3
sp7] Aol #HAAH WRE AEe] Hasit wEhA, LSH-256 ¥E 4
b Aol #EE WA E5S St HiALEA fAIsH E)

A[0] A[1] Al2] A[3]
B[O] B[1] B[2] B[3]
|
A[0] B[O] Al1] B[1]
A[2] B[2] A[3] B[3]

[ 3-8] B8 Fd= At #AALH Wi 42

[ 3-8]2 A=2 o& WAA &= 22 e F N9 Ax2E dis|



ol Az Aolx] ¢l Tt Adte] 3o 7hesHA HALEE W A
= HERd Zold 1741 B Ui e +YsH 1401]% 27119) A 2H
0, vDol 24z} o A7 2E FolqlH. dA2Hole HAA
A[0]~A[3]9]  gto]l A=tz AR=o] A3 vl FHALHOlE HAA]
B[0]~BI[3]¢] #to] z=ti= A= o] ot stAeh, W¥E A3t Hsir=
LT dgto] £AEE HAA wide] s EE wh= [1™ 3-8]3 #o] 3f
who] R 2B A AlACF gt} [1™ 3-8]% o] HAAH WF FEe

v

Si5=7] fls [1® 3-9]¢} Zol] ZIP.4s W& &-gsto] A~ Wi 4
g5 st
VO : A[0] A[1]
vl : B[O] B[1]
zipl.4s v0, v0, vl :,
v
V0 : A[0] B[O] Al1] B[1]
vl : A[1] A[2]
V2 B[1] B[2]
zipl.4s vl, vl, v2 I:
;
vl Al1] B[1] Al2] B[2]
[ 3-9] ZIP1 B¥FolE &-83t #ALE Wi F4E
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2) HAIA] Sget A3}

Part of message extension function for LSH-256 multi-message;
v16, v25, v26, v29, v30, v3l:temporary registers.

Input : v2, v3, v10, vi11

Output : v2, v3

1: uzpl.2d v29, v2, v3 12: add.4s v29, v25, v30
2. uzp2.2d v30, v2, v3
3: mov.2d  v3l, v29 13: mov v16.d[1], v30,d[0]
14: mov v30.4d[0], v30,d[1]
4: mov v16.d[1], v30,d[0] 15: mov v30.d[1], v16,d[1]
5! mov v30.d[0], v30,d[1]
6: mov v30.d[1], v16,d[1] 16: mov v16.d[1], v26.d[0]
17: mov v26,d[0], v26.d[1]
7: uzpl.2d v25, v10, vil 18: mov v26.d[1], v16.d[1]
8: uzp2.2d v26, v10, vll
19: add.4s  v30, v26, v31
9: mov v16.d[1], v26,d[0]
10: mov v26.d[0], v26,d[1] 20: uzpl.2d v2, v29, v30

11: mov v26.d[1], v16,d[1] 21: uzp2.2d  v3, v29, v30

[&1e]E 3-4] LSH-256 ¥ HA| Ao thet wA]z] a0 A7
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A4F s B

A1d A9 &3

2 =RolAdE ARMv8 of7lElAz AAE Apple M1 chipo] HAH
Macbook Pro'139|4 s B7IE Hadey. +d 2 A5 542 Xcode
Frameworkol Al =35tiet. Apple M1 Z=AlA= 41 ARM Z2AA F
shitolth, M12 Appleol A 7t T2 A A2 Maco|th iPad Soll4 AH&sH
=2 AA=EE Ml Z2AAL "E Fo] CPU, GPU, DSP, Fdaxe
shol ol gaigt 4F2] AAR 2 F(System on Chip, SoCO)Z, 5mm ¥

Aoz AR, oF 160719 EiAEHZ FAdHT

ARMv8 AoflA o] LSHel tigt A3 A7t ¢l7] w2 KISAA Alg-st

3l
1 O
Loelnds 3 3@ sol AgHx g AT 4% Bt 19

5
ot As vl @9 2E cpblcycle per byte)E ARE3IC,
A28 He S
LSH-2563 LSH-512°] it A=2 wAAel ot st
LSH-256°] gt ¥ HA|x]of| digt A3t HE FdAo digt A5 574
A= [E 4-1]13 Zoh Previous work: KISAOIA A|lEsH= dodAs =
2

T 9u|stal, This workse= A= wAIAle tigt LSH 243} 7[Ho] A&
A e ojAdlET T oulettt. 18]3 This work*E AF tA|A]of o
gt LSH A3} 7ol A-gH ofgEd FdE& oJnlstal, This work**=

HE #HAAe] "'t LSH 243} 7ol 28 oflEs] +d< ouidd
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size of message

Hash Function

1,024-bit 2,048-bit
Previous work 1,183.797 1,740.734
This work 350.659 469.792
LSH-256
This work#* 299.392 403.235
This workx*=* 450.485 620.934
Previous work 1,261.794563 628.273531
LSH-512 This work 586.121 383.570
This work#* 538.325 353.072
[ 4-1] ARMvS AolA 9] A% =4 vln
(xPE A8 A= wA A HH3} 7H HE, «+HE wAA] 3t HE 44
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LSH-256 &5t & 1,024-bite} 2,048-bit HWA|=]of] tisl KISAolA
Aae dmEs FerRoh ZbzE 3948 4.326) AL FAS shelstqrh
LSH-512 A3} @& 1,024-bite} 2,048-bit WA= thaf KISAoA A
3¢ dods FERT 27 2344, 1788 e ES ERIstiict. e
WA Z]o] Tk LSH-256 W& FdL2 1,024-bit2} 2,048-bit wA|A]of| i3]
KISAoA] Alget ey TRy 242y 5268, 5.61H) 4% Fd= =<
skt 22]a 1,024-bit} 2,048-bit WAIA]o] thsll LSH-256 st +d
oiu] 247k 1.336), 1308 A% 4L eelskar.
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ABSTRACT

Optimized Implementation of LSH Hash Function
on ARMvS8 Processors

Sim, Min—Joo

Major in IT Convergence Engineering
Dept. of IT Convergence Engineering
The Graduate School

Hansung University

In this paper, we propose an LSH optimization implementation of
hash function using vector registers of 64—bit ARMv8 processor. Hash
function LSH Performs parallel operation efficiently by utilizing vector
registers for the entire operation process. The proposed method proposes
a single message optimization implementation for LSH-256 and LSH-512
and a multi-message optimization parallel implementation for LSH-256.
Many vector instructions are needed to implement the permutations
performed by LSH's Wordperm function and message expansion function.
Therefore, in the single message optimization implementation, Wordperm
and message extension functions are optimized. The proposed method
performs permutation P before LSH operation. After P is applied and the
modified LSH is performed, the operation is completed by performing P,

which is the reverse permutation of P. In this process, P suitable for

_36_



LSH-256 and LSH-512 is found and implemented efficiently using vector
instructions. As a result, the Wordperm function and the message
extension function modified by applying P were implemented using fewer
vector instructions than before applying P. The main operation of LSH is
ARX (Addition, Rotation, eXclusive OR). Therefore, optimization of the
ARX operation performed in the modified LSH is performed. Optimized
parallel implementation for multi—-message parallel implementation of
LSH-256 for two different messages through register internal alignment.
In this process, the addition operation performed in the message extension
function is omitted to half of the previous one and optimized. As a
result, the LSH-256 optimized implementation confirmed 3.94 times and
4.32 times performance improvement over the reference code provided by
the Korea Internet & Security Agency (KISA) for 1,024-bit and 2,048-bit
messages, respectively. The LSH-512 optimized implementation confirmed
2.34 times and 1.78 times performance improvement over the reference
code provided by KISA for 1,024-bit and 2,048-bit messages,
respectively. Parallel implementation of LSH-256 for multi-message
confirmed performance improvement of 5.26 times and 5.61 times,
respectively, compared to the reference code provided by KISA for
1,024-bit and 2,048-bit messages. Also, for 1,024-bit and 2,048-bit
messages, performance improvements were confirmed by 1.33 times and

1.30 times, respectively, compared to LSH-256 optimized implementation.

[KEYWORD]) LSH Hash Function, Software Implementation, ARMv8

Processors, Parallel Computation
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