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ABSTRACT

The study on military operation due to battle space
expansion

-Focused on counter cyber warfare operation-

Lee, Han Eok

Major in Division of National Defence
Management

Dept. of Business Administration
Graduate School of Business Administration

Hansung University

In the 20th century, the development of high-technology has been
pronouncing. The developed nations have achieved military renovation
and development of weapon systems through state—of-the-art
technology. Among these, advancement of information and
communication technology has changed the concept of future warfare.
The wars in the past used guns and swords in a tangible space like
the ground, see and sky. But a space where warfare occurs now is
expanded not only a material space but also into a Cyber space. The
definition of cyber space is virtual world where computer and internet
creates. Cyber space is intangible but it is rapidly expanding. and it

has great influence on individuals and society.
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But cyber space also have brought malfunction of information.
There are some examples like spreading of false information in the
Internet, junk mails, several trials to hook military secrets by North
Korea in 2008, collecting military-related datum indiscriminately by
foreign expert hacker organization in January 2009, DDos - Distributed
Denial of Service attack - targeting at national agency and major
portal sites in Korea like Naver and Daum in July 2009 etc. These fact
show the carelessness of cyber countermeasures in our society.
Particularly, the types of cyber warfare are not well known, the
analysis of other nation’s reaction status is not sufficient. There is no
specified cyber warfare strategies on national level. Finally,
management of human resources are insufficient now.

Of course there is Headquater of Cyber Warfare Defense : a
tentative name that will be founded as a subordinate of DSC -
Defense Security Command - It is just organized because of urgency
of the case. There 1s no specification ever known.

The warfare in cyber space can make enemy disarmed without

any victims. So importance of cyber space is increasing.

Thus, the purpose of this study 1is to establish Korea's
preparation plan of cyber warfare in the future on the basis of the
types of cyber warfare which has occurred so far and the analysis of

other nation’s preparation-readiness.
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