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A Medical Staff Identification System by Using of Beacon,
Iris Recognition and Blockchain

Lim Se Jin" + Kwon Hyeok Dong™ + Seo Hwa Jeong™™

ABSTRACT

Recently, incidents such as proxy surgery (unlicensed medical practice) have been reported in the media that threaten the safety of
patients. Alternatives such as the introduction of operating room surveillance camera devices to prevent proxy surgery are emerging,
but there are practical difficulties in implementing them due to strong opposition from the medical community. However, the social
credibility of doctors is falling as incidents such as proxy surgery occur frequently. In this paper, we propose a medical staff identification
system combining Beacon and iris recognition. The system adds reliability by operating on the blockchain network. The system performs
primary identification by performing user authentication through iris recognition and proves that the medical staff is in the operating
room through beacons. It also ensures patient trust in the surgeon by receiving beacon signals in the background and performing iris
authentication at random intervals to prevent medical staff from leaving the operating room after only performing initial certification.
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Fig. 1. Beacon Signal Data Format[2]

3 2t} IE JEE UUIDE ARgste] £ 4= Q== 5
1, Major2t Mmor e &4 A uiH WG g2 7HAA

ok 2RI 3 & $de 235HH dol i ARt
HEH ojnf, ARAF ZA 9] EFFL HIZONM = FE
o] w2 UUIDS}F WSt gke] Major, Minor #+& 7142t
o] Zro] %33t $=AA K} AX|5tH &4lo] AAHTL} 514
Tk of2f]t A|A”IE 10m olW9] FoA HioA: S48l
°l 7Fsste] FgE40] 7hes tElE4 9] 2A-ME 7HA]
At webA ol E siEsty] fsl 7171E =11 AR &

Xé F719] ARIS & vt HREel A=A HH2,3.61.
Al AlAH A= HES E83 AAEE FAXE HIE

F

2 B9} At el 9ee T S HlAY
BAUZL YA 9] WIAGLER v|E NEE FAT
S RS sto] 449 AF GG Holutd 91Fo] Au
= Btk 3 eeee WA A5 T
42 olg3te] AFS Jokstat. 271 AF Fol e

37 91 729

FAE A w0 I AR Aolo] At 2ol
o, 18744 o5 RYE F B Wk ghom YT oA
A1 £ St SHE AL SIH). Al A
2 U2 5 A2 T A3 74 AR 9%, 0s%
= A2 o 3 HUE 1A A, ol Bl B
A2 59| O volo FRERT o Tyt 1§ WH

£4o] 9lo] 9127t A2 BrFsscHE]. ¥
Q4L oefFt BA HEL o gt POz, s]7]9ke]

j,e_p‘ﬁgémlog-lu

HA A= glo] A4e] 7hedtH thE AR Vel
B2 AN ARge et A4 7le Fig. 2
Zol TA I 5, FAHEE, SFAIH e FHEH
& A2"oM FA1Y Ve dEldse BHIsH] A
Zasit. vEe S5 el Wl deS %%‘5}313}5 Ql

Distance®]t}. Hamming Distance® T O]X] gjo]E{ ol A
9] HEA}olE &A4st= Aolth. £4H Hamming A7}
A AARNES 2o H 5L JAER, IAtHH & AFFS
2 gostA "ol



Infrared Filter Acquired Eye Image Iris Detection Module
@ @ Eye Image
8-25¢cm Acquisition
e
Y ! 4 \ @ Improvement

0
Infrared Lighting

...... Registration Process
——— Certification Process

Iris Recognition Module

Iris Code Polar Coordinate P !
g 2 Transformation
£S5 :
P
3 Generation
-

bl Iris Code Matching | 1, Result
L ot e [

Fig. 2. Iris Recognition Schematic[8]
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Table 2. Comparison of CCTV and Proposed System

CCTV Proposed System
Practicality Low High
Implementation Cost High Low

Accessibility to Authorized person
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