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Classification of Service Types using Website Fingerprinting
in Anonymous Encrypted Communication Networks

Dongyoung Koo'

ABSTRACT

An anonymous encrypted communication networks that make it difficult to identify the trace of a user’s access by passing through

several virtual computers and/or networks, such as Tor, provides user and data privacy in the process of Internet communications. However,

when it comes to abuse for inappropriate purposes, such as sharing of illegal contents, arms trade, etc. through such anonymous encrypted

communication networks, it is difficult to detect and take appropriate countermeasures. In this paper, by extending the website

fingerprinting technique that can identify access to a specific site even in anonymous encrypted communication, a method for specifying

and classifying service types of websites for not only well-known sites but also unknown sites is proposed. This approach can be used

to identify hidden sites that can be used for malicious purposes.
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Table 1. Websites from Alexa top 100 According to Service Types

Service Type # of websites)

Websites

Map (6)

Www.openstreetmap.org, www.google.com/maps, www.mapquest.com, www.bing.com/maps,
thetruesize.com, map.kakao.com

News (4)

edition.cnn.com, www.nyutimes.com, www.bbc.com, www.tribunnews.com

Shopping (14)

www.amazon.de, www.rakuten.co.jp, www.amazon.co.uk, www.ebay.com, www.aliexpress.com,
www.flipkart.com, www.amazon.co.jp, www.1688.com, www.etsy.com, www.tmall.com,
world.taobao.com, www.amazon.com, global.jd.com, www.amazon.in

Streaming (9)

www.panda.tv, www.twitch.tv, www.livejasmin.com, www.aparat.com, www.yy.com,
www.youtube.com, www.netflix.com, www.bongacams.com, www.zhangi.tv
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Fig. 2. Traffic Pattern of Darksky.Net (Weather Service)
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Table 2. Classification Accuracy According to Combination Ratio
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