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Optimized Implementation of PIPO Lightweight Block Cipher
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ABSTRACT

PIPO lightweight block ciphers were announced in ICISC'20. In this paper, a single-block optimization implementation and parallel
optimization implementation of PIPO lightweight block cipher ECB, CBC, and CTR operation modes are performed on a 32-bit RISC-V
processor. A single block implementation proposes an efficient 8-bit unit of Rlayer function implementation on a 32-bit register. In
a parallel implementation, internal alignment of registers for parallel implementation is performed, and a method for four different
blocks to perform Rlayer function operations on one register is described. In addition, since it is difficult to apply the parallel
implementation technique to the encryption process in the parallel implementation of the CBC operation mode, it is proposed to
apply the parallel implementation technique in the decryption process. In parallel implementation of the CTR operation mode, an
extended initialization vector is used to propose a register internal alignment omission technique. This paper shows that the parallel
implementation technique is applicable to several block cipher operation modes. As a result, it is confirmed that the performance
improvement is 1.7 times in a single-block implementation and 1.89 times in a parallel implementation compared to the performance

of the existing research implementation that includes the key schedule process in the ECB operation mode.
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2.1 PIPO &% 283

PIPO9] &5} Y1E]&L SPN(Substitution Permutation
Network) F+2& AH&ETh £5 Zol= 64-bit, 7] Zol&
128-bit, 256-bitE A3ttt 7] Zolo wahA 13, 172
2EE AYsty A5t A== AAHQ] dagE +x
= Fig. 1(A)%} ZH?2l.

PIPOY] =3} oA WF HolE 9] A= Fig. 1(B)
of 22 HHE Ad2st APErh T 7le dYH 7]
£ 64-bit HFE o] AMESHA "ot & S0] 7] 40|
7} 128-bit?l 3% 64-bit F 7H&E UH™ o 64-bit(RK1),
% 64-bit(RK2)Y¥ @, RK2%5 Addroudkey &= ¢d4to]
A = Aot XORE AH2 A=

SLayer ¥4 Unbalanced-bridge 7% & 23719 A3
AAr 11709 v]Adg dA4te R F@=o] Qltt. RLayer 9

Input (64-bit)
N

64-bit Input

I|||||||---||||||||
L

63 62 61 60 3210

7~0| 7|6 |s|e]3]|2]|2r]|o]fX0]
X[1]
23~16| 2 |2 |n 20|01 ]6]X[2]
31~24| 3 |30 | |2 |27 |26 |25 |2 X[3)
39~32| % |38 |37 36|35 |3|33]|2]|X4
47~40| 7 |46 |5 |aa |4 |a2|a| a0 X[5]

D RK; ®c; 55~4g| 55 | 5|53 |52 |5 |s0|]|s] xe
—_ 63~56 63 | 62|61 )60 |59 |58][57[56 X[7]
Output (64-bit)

Fig. 1. Structure of PIPO Algorithm(A), Internal Data State(B)
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Fig. 2. R layer(Left) and S layer(Right) of Round Functions
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o] Qltt. RLayer® SLayerd &2 Fig. 29} Tt

2.2 RISC-V Processor

UC #&d] tiglollA 2010958 7EZ<1 RISC(Reduced
Instruction Set Computer) 7|5F9] AFE o}7|€l X o]}
[4]. FE= 371E st=do] 722 FEo] JFor [
T} gpdol Fof W2 74T At 7)ol FESkaL Aok

RISC-V& RV32I, RV6419] ®do] glow, Z+7} 32-bit,
64-bit HAAEHE ARSI B =EoAE 32-bitE AY
SH= RV321E ARSSIh RV32IE ARESH= RISC-V Z2A
A= 32-bit HAAE 32705 AFcked 24 HALHY &
TE Table 13 ZH5I.

zero(x0) HAAE = 4} 09 @2 21 Q= HAAH
o|t}. Callee saved HAAEHE ARESl7] o]H9] 32 HE
St AHE & ZhS Bdiof oh= HIAAEHR sp(x2)2 s0~
s11 A AET} o]of sfF3ttt. a0~a7+ &5 AR} return
= 2= HALEHE T4 AR = a0FE «AHRE Fhol A
e o] ARgET

Table 2+ RISC-VOlA ARGE= 7]22Q1 &ojet &
=R2oA Z83 PPolE FRIT 4= Utk FPo] A2 7E
Z 07 opcode destination, oprandl, oprand2 <2 & A}
|t 9= E0] add a0, al, a2 = al FALEL} a2 FA
2AH9| add(RAD) A4 277t a0 HAAH| AAET

Table 1. Purpose of RISC-V Register

Register Description Saver
zero(x0) Zero register
ra(x1) return address
sp(x2) stack pointer callee
gp(x3) global pointer
tp(x4) thread pointer
A0~ function arguments and
return value
so~sll saved registers callee
t0~t6 temporal registers

Table 2. Instruction of RISC-V

Instruction Description
ADD Addition
SLLI Shift Left Logical Immediate
SRLI Shfit Right Logical Immediate
JAL Jump and Link
LI Load Immediate
LW Load Word
SW Store Word




Plain Text Plain Text
Block cipher Block cipher
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Fig. 3. ECB Block Cipher Modes of Operation
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i Block cipher
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Fig. 4. CBC Block Cipher Modes of Operation

2.3 2E2%4s 28U (ECB, CBC, CTR)

B FJoE EEUS9 28Kt £ EBCB(Electronic
CodeBlock), CBC(Cipher Block Chaining) 18|31 CTR
(Counter)°ll thsf Arggtet.

1) ECB(Electronic) +-85E

ECB ©8WCL 98 84 Z 713 7ot 722 71|
H, 4353} stel= HlojgE o8 802 o] 44 4%
B}t HHAlo|th

2) CBC(Cipher Block Chaining) 287 =

CBC &EE[6l= A WA £59 3% 2713} HWEHIV)
Yol A9 Froll XORE|o] 453} ZP=| 11, o]¢9] E52
713} dE Al o] E59 4538} o] XORH #= o
2313t} CBC 28559 A% d2sl oA ojd £
A2} Fho] AMEE7] wiiEel HESTt ofFAT g}
9] A%oll= ¥E F&o] 7Issitt

E\I

I-N'

19 o

3) CTR(Counter) &%=

CTR 82E[7]E EEUSE 2EY Y3 & v
ZE 7Kt ZF B9 A€ 9u|sk= Counter gtol A4
3, Counter ¥ Nonce #=2 &3 Z(IV)S g3t
o g Mgt d5s BPE 5
XORst] FFH Q1 453} gho] A4k
&53}; oA o] EFof &R
do| 7Fssit.
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Fig. 5. CTR Block Cipher Modes of Operation

71& A9l Kwak et al.[8,9]12 72 Z3EQl 32-bit
RISC-V Z2AA oA 9] T EE F@3 ¥E F3olA
7] 2A1E IHE ot Ao ZFAA Lo 2

715 Wz o] AAorA] 7] wiiol AgE AHAKF Hut
01*011/\1 W2 58 =3 FEo|th £ =RoAE 7] &
Az S A5} JP@Oﬂ EFAZA] B & §8S =
3l F&oltt. AHY = Sol|A] 7] 74l A o] Fo]x] %]
7] Wiiol 7] AAES EFSHA] P= Aol £k HolA T
felstet.

31 HUY EEF
PIPO E543 = 8-bit BHE d4to] AP=]7] wf&of gt
7Re] R AE| 8-bit g2 AFshe] AARE KPsfjof gt
=, 64-bit9] HES Jgo= Hb} 8-bit¥ o] 8719 |
A 2E] AR WiEe] P 4skehr] fIsiA LW 3
3015 AREsto] 32-bit & F ¥ & E2 A =i, SRLI
o1& Ak8oto] o1 8-bitol]l Yske #ol PAtESE 23
°}E} wabA QA A= 32-b1t A 2B 9 5H9] 8-bit
o ARgstH, A9 24-bitoll = AR o] Fig. 6
3} Zo] @Y & Qltt. XlilE 8- blt-/] A FEH o
2 5}9] 8-bitell X[0]~X[7]o] YX|oh= AL I 4= Ut
Addroundkey®} Slayer 39 FARS HAAEHS A9
24-bit S FAISIAL 3F9] 8-bit g ARgste] AR Z
Y5t 4= ot SHAEE Rlayerd] AL A9 24-bit o] A4k
o FFZ FA =t
RISC-VolA= ZEold FHolg A HUstA] %47] wfjio]
Rlayer®] &2 Shift ¥ olet OR BHolE &8st +
A3t ojnf =Eold FHZ 95t Logical Shift Right
& A =W A9 24-bit2] gho] LE& 0 F o|FotHA| of

gl

0|

reg0 | X[3] | X[2] | X[1] | X[0]
reg1 0 X[3] | X[2] | X[1]
reg2 0 0 X[3] | X[2]
reg3 0 0 0 X[3]
regd | X[7]1 | X[6] | X[5] | X[4]
regb 0 X[71 | X[6] | X[5]
reg6 0 0 X[71 | X6]
reg7 0 0 0 X[7]

Fig. 6. Plain Text Load Process
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Table 3. A Part of Rlayer; (a3:X[1], t6:temp)

Input : X[1]

Output : X[1]1<7

//X01 = (X[1] 7)) "~ (X0l 1)
andi a3, a3, Oxff

slli t6, a3, 7

srli a3, a3, 1

or a3, a3, t6

A 8-bito]l YAEHA Hrt o] Qs ojd FRE Fe
(Addroundkey, Slayer)olXE A9 24-bits FAIskE A
ARS RS = 9JQAATL Rlayer &<olA & Logical Shift
RightE 3}7] Aol A9 24-bitd] 3 002 HHLE AHAS
F7}tstofof it

Table 32 Rlayerd % Folt}, 19 £0[4] a3 g X
AEo] A=Y Sl X119 33 0xFFY] 32 AND a4t
ato] A9 24-bit9] g 002 vl &, SLLI, SRLL, OR 3
FolE ARgsto] 2HoHS FAT 5 Uth

o 22 Zdo|A ECB, CBC, CTR & R =7 Ajo]=
A5t BP9 JEgI Skl Aol FrtEE AxY
2k Zpogt EA 5] wizo] 2479 & HEE tiro] A
BSHA] k=t

PIPOE 8-bit T2 A4to] Y=}, ojuff 32-bit HA|
AE A T TEAY 8-bitgh AMRSHe AL H|Z&Z o]

D[1] C[1]

reg0 reg0 | D[0] | C[0]
reg1 regl | D[1] | C[1]
reg2 reg2 | D[2] | C[2]
reg3 reg3 | D[3] | C[3]
regd | C[3] | C[2] | C[1] | C[0] |::> regd | D[4] | C[4]
reg5 | C[7] | C[6] | C[5] | C[4] regs5 | D[5] | C[5]
reg6 | D3] | D[2] | D[1] | D[0] regé | D[6] | C[6]
reg7 | D[7] | D[6] | D[5] | D[4] reg7 | D[7] | CI7l

Fig. 7. Internal Alignment of Registers

ot 32-bit #IXAE = 4709 8-bit k2 AL & U7
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T 3= -_rL°4°ﬂ wsto] Attt
A WAR HE TS 9 A B2 409 EE F
AhE X158 o}L StateE Sto] HAIAHE FAHFE
‘411"% ddo] FQsith &, A~D BEo] AUS o 779
HA 8-bit StateO] OH‘:"O]*— Al0], B[O] Clo], Dlol= &=
Abg Zggtet. weba 2 BE9] Statel0lS st #HlAA
ARt 47 E50] 429 A= Fig. 73 £t
F HAZ s s 5 Rlayer 9] 75‘“?‘ a4d EE
TFAL TS ZAVE EATTh ZH oA 2 Logical
Shift Left®] #t3} Logical Shift Right2] 4k 71—— OR 4ls}
of FdatA =&, ol Logical Shift 34 € 3% o2
£ %M] FEFS FA o GHA g E 20 T2
= @52 02% HHFof gt
Fig. 8— Rlayer &< & X[1]o149] 2Ho]d IS
Ebdfit}. Fig. 8olA4] & & U%o| Shift LeftE 6}71] 3]
Cl119] 7~1¥4 Bit7} DI1]9] HA= 015 sHA | A &
o Atk TebA o E50 dFS = #E= 028 vt
ol &tt. o|5 {3} Shift Left ¥ & 0x80808080ﬂr AND
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Table 4. A part of Rlayer; (a@3:X[1], t2,t3,t4:temp)

Input : A[1], B[1], C[1], D[1]
Output : (A[1], B[1], C[1], D17

J/XI) = (X[1) 7))~ (X0 ) 1)
i 3 oxsosososo
li 4, Ox7F7F7F7F

slli-+ t2, a3, 7
and 12, t2, t3
srli a3, a3, 1
and a3, a3, t4
or a3, a3, t2

A APsHA =H "ag 0WA Bitdt EA E, Shift
Right® %31’6} Al Agg3ie} o]F FHI F== Table 49
2t}

Table 491 4,691 2 t& E50 9T F+= BitE 0
OF HHSE AARE Rttt oldf 1,.2% £9) 3, t4
E=E 7\1*&3% 22 7} Stateu}tt 2ol 7} thEY)
ol 2H ol rof wEkA AEE= Fho] HEh

Al HAE Addroundkey &2 HlZF X3} LA}
& HH3}t L F 7S AR

Wy M3} LE2 dd EF Y Rl 715 A
Sh= Wig] 27]7F Bdsitt. o] Aol = 7|15 55
+ Aol 7t} 64-bit Zol9] FE 71E EoA H
H 7t stateo] WA AAFSH7] 9i5to] 8-bit TIE LHFofof
st} 28] W 8-bit] RK((=0...7)5 IHZ AREsHA
=H 1709 EF state¥t d4to] =7] wfi2of 8-bit9] #h
32-bitE ETF=ofof Tt
&= HA3 AP w2y A5 A HRE 71E
2 Fo] 32-bitE E8FE= AU 7] 2AEC] ZFAF]
Hrdolt}, 2RE 715 32-bitZE 5= Aol AFd A
=7] Hzol o wEA 4537t 7hssih SRR =0t
2= th4l FRE 715 Aol vEEE o ARgSiof of
@o] ek 7|&9 L 715 Ak 31 128-bit
Zo| 7|20 2 HOFE u, 14709 64-bit = 7|7} A%}
ojo} st} wjEo] 224-Bytel] A% w7to] H sttt 1A
&k FZ3lo A= 44l Eold 896-Byte7t F RS}t
AddroundKey &9 w|® ] |235le} &= 223} L9
Afol= Fig. 99t Zo] 2L 7]& ol F=9 fFolth

utXeto & Slayer ¥49] ¢ @& EF F+HZ IHE
B d A 7hsotth ©d ESlAe A9 24-bitg
FASI AARE 3§ % B 319 8-bittk AHY 24-bittt 22
A4to] =P Th HE FANA A9 24-bit7t AHEE wio]l
= 519 8-bit%} %36& ArrE AYstm =, 4719] EFo] A
B2 g3 Qlo] T2 d4ks HER AT 4 A "ok

& m{E

&ﬂirlrm&

2) CBC 28 wt =3}
CBC £-& EE4 EEIE
ol 2 4 gtk

dollAe H&st S 7 =
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reg0 | [ [ ol | rego | | [ ol |
>
rego | RK(o] | RKf0] | RKio] | RK[o] | reg0 | RK[o] | RI0] | RKio] | RK[0] |
@ @
Memory Speed

Fig. 9. Memory Optimization AddroundKey(Left) and Speed
Optimization AddroundKey(Right)

reg0 [ RKI0] | RI0] | R10] | RK[0] |
& ®

ECB Speed Optimization Addroundkey CBC Optimization Addroundkey

regd | RK_D[0] | RK_C[O] | RK_B[0] | RK_A[0] |

Fig. 10. CBC Block Cipher Modes of Operation

A WA= HOﬂH At ¥ 792 ECB 282 tolt},
ol= 47119] E5o] ¥EE HEE o, 4719 EE2 BF oft
9] go]Eof|A] Ur%ow E50|t}. & Agh= HlolHE 64-bit
TRI2 el 4704 W E A4S §F Aot SkARE CBC &
|HE A= o]d EE9 o453t gho] v E59] oF gl
FFE 7] W o] A HA ESo] 33t AP=olof F
HA E5S 453t & 4= Sirk wEbA] Agke e 474
EEo0] ofd A2 tE HolElE ¥E U453} oh= oItk
% A, B, C, D k= dlolg 4704 gt 7He] E84 g
wobx] Y gsslole WHoR AT £ gtk

A HA HHst HHE ] AsliAe 4719 dlolErt

e 1% A48 A, Bgeaﬂ FEG3.2.1)3] Holt es
4 QA4Re QWel] Aol A ghol XOR FAKE WA &
29 A9 IV, £ HA £F o5t ofd 22| gughol

F7t=l= Zpolrt At SHARE AR o2 718 AHEE A
% AddroundKey 3 F&JA &£k A5 & 7|H
(3.2.1)& &-&sto] AT 01% Fig 99] & %3} v
Ay} Zo] 7] 2A1& Aol RK[01E 3= IS 718
& Zo] oYz} Fig. 103} o] *1§ o 718 A= 3
= F7IRth o= AR d4to] 7hsstr] HiEd] et 7
oAl Atol7t HWASHA] Y=t

CBC & 2E9] & HiA 3} B2
o] ¥E Fdojth

Fig. 112 CBC 28X E9 353} 74o|t}. CBC &
HEo B3}l o= oS HIBRE gtol XORst
of BEZ 4 & Aot 55k} g2 ojd EEY o
= WA g, oju] &4 = FEEI VIS ARESH] o
2ol 4719 E52 B4E A7} 7hsolith ol& 8ot 9
335} oA g EES o Ho ¥E A4S ske Ao
ofvgt E53t BAFof|A o E5S HE QAT ofF &
o8} & =45 Fig. 129F 2.

UYEEE YHOR Yol FRAF YR

2538} 3o A

EEEAT R
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Cipher Text Cipher Text
i Block cipher
Key Block C|p.her Key p
Decryption Decryption
\] —»% (53]
Plain Text Plain Text

Fig. 11. Decryption Process of CBC Operation Mode

Cipher Text;  Cipher Text;,; Cipher Text,,,  Cipher Text;,s

| J l J

‘ Register Internal alignment ‘

| I

. Save initial
‘ Parallel Block cipher input value
ey —
H after
Decryption alignment
[ ® |
v v v L v
Plain Text; Plain Text;,, Plain Text;,, Plain Text;,s

Fig. 12. Parallel Decryption Process of CBC Mode

H e HEQ O 3 B53E Aty BoskH 3
B2 52 Y2 JEdE 4T ES XORsH: #goz A
=)

3) CTR & =t A3}

CTR v_—%—EE—E H9l CounterZtd 442l Nonce?k
S AFgoto] Esle APt = A7 T2 B2 9453}
o AFEEE IV 32 Counter o] T2t Zfolgk 225t

9] 52 YA AEH WH ZEE Adsfof gt kAT CTR
+8HE A= Nonce #to] o|n] Bzl gtol7] whZoll Abd
of W5 4EH Nonce #= Yo g dofp ARG 4= Gl
A& E°] PIPOYIAE 64-bit FES YZog wrt &
=RoJA= Counter &2 16-bit, Nonce 4/ 48-bite=2
ottt 7129 HAAH WE FES JPsfof st F¢
4719] E5-2 22 Nonced AH85H7] W2l Nonce 48-bit
£ 8-bit FHE U1 ZZ4E 32-bitE FE sfofgitt.
Counter % 16-bit® HRRIZIAZE 8-bit ©@YE Uyl
32-bitE S sHHA +1E oflFH d5slo] A2 4719
IV 3to] gAAE] AF=A Hot. 2 =RoA= ™=
-‘?4'3}04 o yRolA 2E [vake 3 AHE ARSsk=
2 AIS3itt. & 7|29 Nonce #2 48-bit 7|5 2t
9;11]‘?1‘, ol A AHE ARESId 192-bite] Nonces
AHE3IT}. Counter 342 16-bit 3 ItHE ARESto] AR
Counter g 7|28 g7sto] ARt o] P TAg)
S =W Fig. 1337 Zt}.

ds 7t

B =Bo|AL 32-bit RISC-V ﬂi*ﬂ/ﬁ #7914 PIPO
ol & £5 7} HE 18 H53 AAIRY. SiFiveAt
9] HiFivel RevB HEZE A}831H, SiFiveolA] AIst=
FreedomStudio ZHAYIE ARE3it.

Table 5& A%t 71HE 283 PIPO A5g} B
A EAYsH= Cycledt 1-Byte® 933t oh=td WAsh=
Cycle& 9Ju|dl= cpb(Cycle Per Byte)o]tt.

tho B2 :rLao]]/qg,] e =4 A3} ECB &8 HEo

a2 =27

ot B8 FAA= ol e E4S &85to A 3kE Ay A 1217 Cycle?] 45Z HoiEd. 7€ A7 FAI8IofA
ki 7] 2A1E S A ?“i{% Sl Ao gx 1.74 4
CTR =8&=2E HE F&A 4719 E52 5L Nonce S TS 1K 3 CBC, CTR &8 R4 % H|
= ARERIT ofuf ECB B3 F3oA= dgor v 471 =Rt B FE ERIE &
reg0 | N[o] | N[O] | N[O | N[o]
‘ | » regl | N[] | NI | N[I | N[
i ‘ N[o] | N[ | NI2I | N3 ‘ reg2 | N[2] | N[2] | N[2I | Ni2]
_
Load IV t1 ‘ N[4] | N[5] | clo] | C[1] ‘
- reg7 ’c[1]+3 c[a+2 | c[a+1 | c[1] ‘
rego | N[] | N[o] | N[o] | N[o] regd | N[O] | N[ | N[O] | N[O]
regl | N[] | N[ | N[ | N2 regl | N[1] | N[2]1 | N[1] | N[1]
—_—® reg2 | N[2] | N[21 | N[21 | N[22 reg2 | N[2] | N[21 | N[21 | N[2]
Load IV
reg7 ‘ | | clo] | C[1] }—. regb Cl[o] C[o] C[o] c[o]
reg7 | C[1]+3 | C[1]+2 | C[1]+1 C[1]
Fig. 13. Original IV used Process(Top), Expansion IV used Process(Bottom)



Table 5. Performance Results in RISC-V

PIPO-64/128 | Cycle Cpb
1-Block Implementation
Kwak et al. [8] 2078 259.75
Our work(ECB) 1217 152.21
Our work(CBC) 1240 155
Our work(CTR) 1242 155.25
4-Block Implementation
Kwak et al. [9] - 113.7
Our work
(ECB-Memory opt) 2715 84.85
Our work
(ECB-Speed opt) 1918 59.93
Our work(CTR) 1907 59.59
Our work
(CBC-Decryption) 1942 60.68
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