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[Abstract]

The various digital services that people are experiencing recently are bringing about changes in the daily lives, and these changes are
due to the spread of the Fourth Industrial Revolution. The 4th Industrial Revolution is based on the development of ICT technology, and
ICT technology inevitably generates issues such as the use and protection of personal information as well as the use of public data.
Accordingly, countries around the world are making efforts to revitalize new industries by wisely solving conflicting issues between the
use and protection of personal information through legislation. There are some differences in the protection and use of personal
information in Korea, the United States, and the EU. Korea trys to make the legislation that prioritizes the use of data, and the United
States establishes individual laws governing the protection of personal information by sector, while the EU has clarified the
strengthening personal information protection. This paper aims to find out how personal information protection is defined in Korea, the
United States, and the EU through enacted laws and organize the direction of the future policies.
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Table 1. United States Federal Law for Privacy Protection

Freedom of Information Act, 1966
Federal Privacy Act, 1974
Computer Security Act, 1987)
Computer Matching and Privacy Protection Act,
1988
Driver's Privacy Protection Act, 1994
MAIH £ (E-government Act, 2002
Fair Credit Reporting Act, 1970
Family Education Rights and Privacy Act, 1974
Right to Financial Privacy Act, 1978)
The Privacy Protection Act, 1980
Private Telephone Consumer Protection Act, 1991
Sector Health Insurance Portability and Accountability
Act, 1996
Child Online Privacy Protection Act, 1998
Patriot Act, 2001

The Public
Sector
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Table 2. Recently Proposed United States Privacy Protection

Bill

The
Information
Transparenc
y and
Personal
Data
Control Act
(2021.3.11)

H.R.1816 - Information
Personal Data Control Act
— Require businesses to get affirmative
consent from users before sharing their
sensitive information, like financial account
numbers, health information or SSNs

— Businesses would be obligated to tell users if
and why their info is being used and maintain
privacy policies written in “plain language.”
—The FTC and state attorneys general would
have sole authority to challenge potential
violations(it does not give individual consumers
the right to sue businesses that they believe
violated their rights under the privacy law)

Transparency &

The
Consumer
Data
Privacy and
Security Act
(2021.4.29)

S.1494 — Consumer Data Privacy and Security
Act of 2021

— Establish a clear federal standard for data
privacy protection, giving businesses a uniform
standard rather than a patchwork of confusing
state laws

— Provide consumers with control over their
own data to access, correct and erase their
personal data

— Require businesses that collect and process
a significant amount of personal data to take
extra precautionary steps to protect and
responsibly process that data

— Prohibit companies from collecting data
without consumers’ consent with limited and
specific exceptions

— Require businesses to develop and
implement robust data security programs to
protect personal data from unauthorized
access and disclosure

- Equip the Federal Trade Commission (FTC)
and state attorneys general with authority to
uniformly enforce federal consumer privacy
protections while providing the FTC the
resources necessary to carry out those
authorities

2021
Data
Protection
Act
(2021.6.17)

S.2134 — Data Protection Act of 2021

— Establishes the Data Protection Agency, an
independent agency to regulate specified
high-risk data practices and the collection,
processing, and sharing of personal data

= Includes the transfer of the powers and
duties with respect to specified federal privacy
laws from the Federal Trade Commission to
the agency

— Must oversee the use of high-risk data
practices, which include (1) using automated
decision systems, such as machine learning;
(2) profiling individuals on a large scale; (3)
and processing personally identifying biometric
information, such as genetic data

— Must prevent and remediate specified
privacy harms

SAFE DATA
Act
(2021.7.28)

S. 2499 - Setting an American Framework to
Ensure Data Access, Transparency, and
Accountability Act (SAFE DATA Act)

— Provide Americans with more choice and
control over their data

— Direct businesses to be more transparent
and accountable for their data practices

- Strengthen the FTC’s ability to respond to
potentially harmful changes in technology and
hold businesses accountable for misusing
consumers’ data
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Table 3. The Six Principles of Personal Data Processing in
the GDPR
Principle Contents
Lawfulness, Personal information should be
Fairness, processed legally and fairly and
Transparency transparently.
Personal information  must be
Purpose limitation collected for specific, clear, and

legitimate purposes.

Personal information is limited to be

Data minimisation collected what is necessary for
processing purposes

Personal information  must be

Accuracy collected accurately and limited to

what is necessary for the purpose

Personal information should be kept
only for the period necessary for
processing purposes

Storage limitation

Personal information should be
processed under appropriate security
technically and administratively

Integrity,
Confidentiality

Managers are responsible for the
above principles and must be able to
demonstrate compliance with them

Responsibility
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Table 4. Rights of the Data Subject in the GDPR

— Article 12: Below the Table
— Article 13! Information to be
The right to provided where personal data are | Article
receive collected from the data subject 12~
information — Article 14! Information to be 14
provided where personal data have not
been obtained from the data subject
chhésszy ~ Article 12: Below the Table Article
the data - Art|c|ev15: Right of access by the | 12 &
. data subject 15
subject
— Article 12: Below the Table
— Article 16: Right to rectification Article
Right to — Article 19: Notification obligation 12,
rectification regarding rectification or erasure of 16 &
personal data or restriction of 19
processing
— Article 12: Below the Table
Right to - Article 17:! Right to erasure (‘right to Article
erasure be forvgotten ) o o 12
. — Article 19: Notification obligation ’
(‘right to be ; e 17 &
forgotten’) regarding rectification or gravsure of 19
personal data or restriction of
processing
— Article 12: Below the Table
Personal — Article 18: Right to restriction of )
) Article
data or processing 12
restriction — Article 19: Notification obligation 18 &
of regarding rectification or erasure of 19
processing personal data or restriction of
processing
Rlontto - Atticle 12: Below the Table A
portability — Article 20: Right to data portability 50
Right to ~ Article 12: Below the Table A{gcélf
object — Article 21: Right to object o1
Automated
'(;‘:C"i’s'?:rf_' - Article 12: Below the Table Article
; — Article 22: Automated individual 12 &
making, decision—making, including profiling 22
including ’
profiling

* Article 12.: Transparent information, communication and
modalities for the exercise of the rights of the data subject
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