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Abstract With the spread of IoT technology, various IoT applications using facial recognition are

emerging. This paper describes the design and implementation of a remote control system using deep

learning-based face recognition and hand gesture recognition. In general, an application system using

face recognition consists of a part that takes an image in real time from a camera, a part that recognizes

a face from the image, and a part that utilizes the recognized result. Raspberry PI, a single board

computer that can be mounted anywhere, has been used to shoot images in real time, and face

recognition software has been developed using tensorflow's FaceNet model for server computers and

hand gesture recognition software using OpenCV. We classified users into three groups: Known users,

Danger users, and Unknown users, and designed and implemented an application that opens automatic

door locks only for Known users who have passed both face recognition and hand gestures.

Key Words :

[oT, MQTT, Remote Control, Face Recognition, Gesture Recognition, Deep Learning

Qzto] HEYIES S 1WA 4z 283 5 Y=
5 Aokt JlaR o ARAS JIEd Y]
1:} 5t 2.2 AJAHEO0] At 9‘}\1_/]_[1,21.

.

439, BT AFETHREAAD

“REY, G AR B

AR 20209 109 199, F4%E 202049 114¥ 199
(o]

A

AR} 20209 129 49

-1

Received: 19 October, 2020 / Revised: 19 November, 2020 /
Accepted: 4 December, 2020

"Corresponding Author: calafk@hansung.ac.kr

Dept. of Computer Engineering, Hansung University, Korea

15 -



Remote Control System using Face and Gesture Recognition based on Deep Learning

93] AT 714 BEI 2 A4S Yol
ol A B3 ARE 3= S8 B ohfet CCTVL

423 72t Y9408 Adst qzL 9|
el vieret 80 BEET Ak old A% 4
of A CCTVH 7veke g3 48 ARet 2

£ =RoflAs AAZRe R et 4 Atk
72 HAFE L EFe A= A4Sk IFAE AH, 1L
g1 QE dE FRE L85k [oT Ao AlAH,
Crowng AA 13T AHE A%t #AHes 2
Aol AT dF A4 AAFES Egoto] I
AREAS] dEo] QX EH AE o' HAE Zojgg of
£ 38 AeoE E4E AFsks 38 AAES F
ottt 2 =84 F8H Crown AlAH2 A2
71&S ARSI ETE 7]E VeSS FY6e] as
At

gz alo]9} ABAs AH Ate]Y] B4 H5-E A|
5tal A& W A 24F Ate]9] HolE B4l H|
AAE FI¥e MQTT Z2EZE o83t

AFE HEL, AFLE 718 5 @4 AFERIEU A
2”2 APH o QIEYlolv 24 HEI B2 Al
AET AMEAFEC] AL o]F Alolols HAIRE F
IR A0 2 fEET MQTTE AREQIEY AIAE]
oA MAEDZ AR HFEIE Alelo] HlolEE Fat
£ IF Z2EZE Yol A8HT

MQTTellA FiRk= dlojeE HAJA 2L
HAZE 7|tte]E =R (subscriber)2t HIAIA]
Sol= 9 xH(publisher) & T
publish-subscribe ZAZ ZFF3Ict HA|A] =3} &
P2 E(topic)S 7IEL = gt LEAeL wPAL AL
olo] HIAIA] A& A= MQTT BEEAE £, +
A= g HAA] FolA WA} sk HAIR S EY
(topic)s MQTT BEEA] 5&5IH, YPRA7} HAA]
£ EYT @ MQTT BE&2A] 2453 wj MQTT BE&
A= 5549 7IKAE F EEL 7vEe +5AEA
Tt ARE AE3t & EYE 7|Hto g FEAtet W
YA} Atolof| HIAIA|7} ASH T,

2704 Crown AlA®9] AA W82 dstaL, 3%
oA Crown AIARIY] Alddo]] Argstal 4304 A2

wok

o,

d

il [‘rﬁ

-]

=
L
—
1=l

B

1. KA A7

1. AIAR FR| T
2 =8ol4] 44 T8 Crown A29E 19 13}
2ol 74t

'Raspberry Pi 3B+
HC|2
o o 2E2

szt Mt

Al
Hal =8

Firebase 28
ool Lmn

Hxt £of2t

J3 1. Crown AJAH 24
Fig. 1. System View of Crown

Crown % 4719] RECo& 4==d, & 7ht
£ AFolal ofFoll 5-& Alojohs ©d AR 2=
Hglgto], QIFAls 715t d= shsH <S4S Itk
AW HFE, dF ARE FFHAY 9 AzE 2 Y
sty gkxHejntolo] dZH FAE Alojol= =
2o|& dig7]olt}, £ Ao A= ofFo|krt AR} Eof
EZ Aoel=S J2E 5L ofFolkeE MY
mo|et ERFEAR AFSHYrh ool BfRH| T}
O|RHE AAIE Wol A&} Zojzhg I gt IF
k52 Al717] flof EHE APIE2 Firebaseol| 8%
1, QIF A5 AHE Firebaseo|Al A& ¢lo] 2hA 5}
F< AT} BT Q1T A A7 G QAT A
T} Firebaseol] 2|11, F=20]= Ho|A= FirebaseZE
e ZiE vt}

gz tol= T4 QIE Y o]&5te] QAFA]E A
He} QtEZol|E i3} FAIgIT} ghxu|e|ntolol= 2=
H|QF gl=A7F AR =1 9 7H|2te] vt & AEFY
Sz 7163 ofFolleE Alojsk= 715o] FREULH,
Al2”e] UMz BEST HARE F97] s
MQTT E&#<l Mosquitto”7} Ax|=] e},

AZA s Aol Agsls T2 02 F 4719 BE
2 74 IERolE oyt ZpxH|gjuio| 2R

-116 -



The Journal of The Institute of Internet, Broadcasting and Communication (lIBC)
Vol. 20, No. 6, pp.115-121, Dec. 31, 2020. pISSN 2289-0238, elSSN 2289-0246

MQTT HIAAE $:4l6te] sfAfstal ThE BES 254
e T BE, 92 Q4] Z2IY BE, & AAHE
RMAoh= BE, 181 AR ouAE Aok +29
Firebase #1740 AK o]u|x& AA6}al glojes &
23 mEoltt. #e] HEME 42 I%5 Vs
ol I Q4] BEL Q1A ZHEQ tensorflow”
E Z85to] A=

EZo|E thtyo] LdH W2 ¥ 7R RE 4
AZE 2ERYE HoFs 715t AR A Ao ulet
gtz 2jutolo] dAH AR Tolghs dY YEE SH=
Aol 7150l FEE LY.

2. MQTT HAIX] Sl

Crown AlAHO A= HT @ AEZ]Y HloEE A<
3 Uz glold B4 m% Edo] 7]ukste] MQTT
DZREEFE HAE qRAE Fu=t}. HAXE 4
M= MQTT EE2AE gkzHgglolo] AX]=n 2 A
oA AHEEE EYS X 13 2Tt

2 1. MQTT EZE
Table 1. MQTT topics

= ofn| SAA AL
FCM €% &
token eRolt 7]7] | RIERoJE ¢ | B RE
EZ
A8z} o] =1
addgroup 8 j]—.e]uq— QtERolt f e 2E
=
A Thems
download/start e @] ZE  |Firebase ZE

At

inish| A cheac
downlo;cnii/ﬁmsh = ;;‘ = Firebase & | 2 LE
gesture/key A2 AH QtERolt f e 2E

gesture/success | AAA 4F | dEF U4 BE | U=RolE of

gesture/fail A AA Aof dF Q4 TE [QI=Ro|E ¢
° < | EH2HgTo]

doorlock Lojgt Alo] | dF Q4] BE o %3 Aol
state/doorlock ojgk A E}%ﬂ]ﬂx?;]g Qt=ZolE ¢
- ° < | E2HgTo]

speaker AmFA Ao] | dF A BE o %3] o]
state/speaker A4 A A E}%ﬂ]ﬂ;} ;]94 Qt=ERo|t g

Danger 9%

A U2 Q4 BE|d=RolE

warning/danger

. o
warning/unkno | Unknown <& gz

e/ o Q4] BE | rERolE 9
Q14

3. AEZ|Y

Hfe AEIYS YA UVAL AZEF"S
ol-g3lgitt. et=ugjutolo] UV4AL AME HX|slo] ¢
Fhijel=RE A AL AEYSIES S
UV4L A¥E HTTP Z2EEZ HAZE JAS 53
o}, QF A5 AHoAE= OpenCV golEdEE &-&
slo] ‘EERH|E|ato]9] [PF4:8090/stream’ 0.2 &
sfof 2tz g|njo| 2 HE AAZF 7HHe} A =Tt
23 o] AAZE o 2HE IS IAlgT e
olE q49] HE ¥ HoeAE &8sl YT URLE
Zg3sto] At 7l FArS i

4. Q1BXls MH

7L A8AF 8

AREAF= Known, Danger, Unknown®] 3 150 %
B35k 42 5 A9l Known©lu Danger % 3hut
AAAIZIT. Known I52 AREARY] 71, A+ A
5 FH JEEE 589 2 150l Danger 1
F< FHo Abs BFRe 22 AT eelar A
tel= AFEEE 556 2 8otk QUAE ARol
| & 2F°% &5k =t Unknown J1F2=
=g

N oy o hu

]

¢
r_?ﬂ _{n

Lt AMH AZEQ

AW ATEQoj= 4719 BEZ TAHCE 3 T
4 A2 sk BEZA Crown A& g2 HRoz
FE MQTT WA & o} sjAsta Asty A= ot
& 71 Y3t S, Firebase Y&EY LEZA
FirebaseZEE] I o]u]z|E gloj AL A= 2l4]9]
A3} Dangertt Unknown 159 39 AAI7F G419
Z Y oJu]RE Firebased| 8|1 MQTT HAIXE
QFERO|E Qio] B tERo|E YO] ARRAT} B 4
QA stk AR, A 14 BERA AEY G4 &0
=271 422 4519 Known, Danger, Unknown2.&
TFESIE YA, AlAA Q1A BEZA dE 4 & Ao
7 E71 AAAE QAlste] g ¥ § AlgrE gRIgh

EE

A Q40| o]20]x7] SeHAIL AHEAEY ABEt
0] WA o]ZolAo} g} & QTolHE A2 e
Sfel g ALg At Thal oF 4059 U2 olu|AE 91EA
B AHE B kAR,

-117 -



Remote Control System using Face and Gesture Recognition based on Deep Learning

407%9] 42 ARRlE SHlote L QtERO|lE
ol o]FRojXt}, QtERo|E FhHj2tE o]-8sto] Algr A

= 9% QEZE TN TRt FHY dE 2%
< 40% Yot 0|52 = ZEY Firebase H
ojgjdlojAe] ARRTE 1Al /1F AT AHOA
addgroup WA E HY AR FZo] FH|E oY
ShEolEs AAGH

QBAS AHE= addgroup HIXNAE oA HH
Firebaseol A 407g<] Able thatal 42 25 o]

u]7] sedo] Akt o] HAES olgste] sl
09 2k ABASAIL AR ABHEG Fol
40749) olEl A ko] ek,

i)

=

,,,,,

wlelelelels
[wmw ﬂ yeons ’wmm ﬂmm‘ 1 iyeon12 Jiyeon13
o fer fér b

Jyeonzs henzs  jyeorzz jyeon 28
" ”
N W)\
- & % % o % o
....... = = yeonss = =
yeonss

a3 2 g2 S50 ALZE 40712 ojOjx|

elele
Fig. 2. 40 face images for face learning

“““““““

AF g5 BE2 o] gF 14| THeotEE g%
H FaceNet 2&®0] 409 Al & A Flo|EE g
HAA 2L FaceNet BH-E gt I8 32 40
o] ARl MER ShEAI7I= IPgolnth 17 304 A%
AR 27] ARlod, F7F AR QIEA5AH7E =
FETE HZojujo] = ApKloltt.

_______________

oj2| stEE
FaceNetZ 2

CROWN
=gy

s

J% 3. ¢= s A
Fig. 3. 3 Process of Face Recognition

| l o
crown,y

£-8 2745}, Known, Danger, Unknown % ©|t]
o &dtk=A] ZAAsk= Aotk = Q4] HE2
tensorflow 719t} FaceNet RHS A3t

FaceNet &2 EX|¢t AAY, &4 F&, I3
9] {AAR A= QA4S X Fok=t], TR Y T2 o]
HjZjeflA dEo] £0] SlE ¥AE ZAse PR
MTCNN(Multi-Cascade Neural Network)E -85}

of dZo] Sol%le FEe FARY. F WA A=
A= £ HolHE 7IRtez ofm|AjoA dZo]

2h1 TaEE FRu depdoh Al fiR 54 &9 &
AolAE 128%+99] I EAE FEdto] WEslela
FEEE AZE ol&sto] 7 7R A9 HolHE
Z= triplet loss 7|HE& ARESICE @A) oju]x]9] A=
e 9} AZE AXlelet] o] FA ES5F 19 7t
ZA Yed §e4E 0o 7k Fel vtk

£ =EolAe dFo] vt AHAEC] tha Y
4 7] W2l count Mg ARESo] g I Ymict
aE Q& il countE 14 F7HA7]1AL countt
157} H & W 1 QlEoleta wekehs WS ARESt
At A ZE ol AAAE @ ZE e gle AE
o tisfiAl= countE 1 £o0l& WHE ARESIATH

QIEo] FAEH o] QIEo] Knownol &dl=A]
Danger®ll &5t=A] ®Esto] o|5& 24511, & &

o &34 o= % Unknown IFOE Wit

u|
Danger 18

00| x| 2% 9t
oL e o|ofHlo|A 2 E,
= FCM 2471,
Unknown 1&  \MQTT 2272 Publish
(0I5, NiZh

Danger 1&9217h
| ote

Known 1&217}2

Known 18 l ul
HAK Q14 AIZH

|

AN 7|94
AX|BH=7t

ofL|e

MQTT 2272 Publish
(OIF, AIZh HAX 43)

|

n
=

MQTT 2272 Publish
(OIF, AlZh IAX A

O 4. 33t HAY QA AT2|E
Fig. 4. Algorithm for recognition of face and hand
gesture

-118 -



The Journal of The Institute of Internet, Broadcasting and Communication (lIBC)
Vol. 20, No. 6, pp.115-121, Dec. 31, 2020. pISSN 2289-0238, elSSN 2289-0246

Dangertt UnknownO.2 Q14 7%
I A2 Firebaseo| FZESH H UE o]&'7 U2
AZY Y FEE QERO|E HoA B
Unknown®| €3S ¥dtt.

W35k FirebaseolAl o|W|RAE 7HA 2t} T18al AR
A g o A3 &3t

Knowno = wWtd A9 AAA QAES &
St ¥ QIS ASSIh AAA Q14jo] FEst
Eo|E jo = QlE AR} A7 K, 117
4] AT HAIAE ALt AAA 4]o] Aufst H¢-
PERo|E qioF QIE FHE A7t FH, T3 AA
A Q1A Anf AR E ASTt AA B T8 49
2tt.

Oh & HAX 214

& AAA Q4] HEL OpenCV o]
of Zdstth. AAA Q1A BE2 F

T
v
i)
i
&

A

of
oﬁ

N

N
(B o

3

i)

flo
5&”&-‘
W -
o 3o

AollAl viFE AAIEE F mERA] AAh
< AAE T3t ZERA A
o] opening IS £ B Lo A}
closing g Ff oFF kol2E AAste] HA ke
o|z7t AAE AAE BETT & AXA= w2

1:‘:]_
.

o
g

8,
N

[t

N

|
il

J3 5. DERX| oLt AN
Fig. 5. Result of Morphology

5. loT 88

2 =RAE g2 49 3-8 AHIE Known I1F
9] AR} & AAHE BASIES W A4t Zoj=hE
s QESHE AHIE TSI AlgollA HHfsks 2
B9 A& ol ofFoll HEo| ¢IZS}o offo|
oA AR ZojzhE d & YEFE S

offoll HEol= EREA ATE Aasio] at2H|
2o oh FAISHES St ShzH|2|rolo] ere
AeAto] 2mFAE dgsto] moj=to] FEjA Danger
1} Unknown 129 43t Akgao] AL & RAA7} E
e A AY anEe Wes skl

6. ¢IEZ20|E ™

FERo|= Qo= 7Hilzt RUEH, 1§ &2, 21
L, IoT AA] Alo19] 4714 71s& F&ct ==
ol Y& oln|A| HloJEE thF7] Y C++ OpenCV
glo|Hej2|E E8att Q=Rolt P AR A
=glow NI 7|HO& OpenCVY C++ ZolEH S
SEOIEE FHSIA

7t Fhoiiat BUIE

JERO|E g B3 Al o HE 9 et 2ol
Ae BUHAL 5 Jws 9 RE ATt o g
R shzeesto]o] AEeY Aule] Y H4ato] A
Ee)y shg ANToR Hojzt),

Qt=2olt Ho] IF HY 7|2 ANIEE FHSE
olg3sta] 40039 AMNE AF Egsly g2 HEOo|
A=A AAfste] g2 HEol IS Hofut ofu]x] =}
dz sty dZo] gl AL ohA] HAseE A
a7 =

ot 23 2|

2= B As AH7E 42 4tk A, ols
1Zt, 159 JEE "ol Firebaseo| &% JHo]
UEZolE P2 2IE thHlo} AR YT uf
= =S gt 204 A7k &9, 5% 5 ol

7} Yol AJZhe 9JujEly, IELS Knownd] B %

S

me &

[m

E2X Danger= ¥7HY Unknown mjetdog Mg
HAS| AMEAPL Btk A 21OE RIS 4= QIEE of

ot 3t Known 159 A AAA Q4] ZF ofF
A EASIREE Dangertt Unknown 1E9] 21
g 215 283 o ST AHY oHAE B
ofZo] AREALOA of| QlEo] A=A A4
HE Ao E LA

fr W xR

-119-



Remote Control System using Face and Gesture Recognition based on Deep Learning

1. A" 7

1% 62 Crown AlAH0] AR FEE K& Ho
Ztt. Full HD 9742k, Raspberry3B+, Arduino
Uno®t A Zojgho] ARSEA QIFAs AHEE
4.2GHz9] Intel Core i7-7700K CPU% 32GB RAM
T} NVIDIA GeForce GTX 1060 3GB 1Y =&
Z¥Z HP EliteDesk 800 G3 TWR PCE AR5t
QA5 AHolE Windows10S ©AIsHRATH

OpF0|

13 6. Crown AJAH 73
Fig. 6. Crown system implemented

2. HAE

Crown A|[AEI2 WA 19 79 Zo| St=Fol= ¢j
< 0]85t Known 159 AMAF ARS AW, 9%,
REZ 5 d&Tte] ZYsto] Firebaseo| Y=EZHT
Danger 152 A8 9o Y= AKIE o]8-st3drt.
AERolE QYofli= ARl HY Al dEo] AT JI9E
HAHoR o] IZRUAo] AHEF Sttt

J3 7 QtERO|E WoR U= &Y
Fig. 7. Face shoot using Android app

ot ol P& addgroup HAIRE QAUZAS AH
o] ¥ BER B 42 g5 83T AFAF A
HO| ] HEo] o] HAIRE WOH FirebaseZH-H
I ARE TRty sk Zgste] 2 Q14 2
42 vhETh

1 FHE QFAsAH7L gxHgjae|21E d=
o] Z3d 5B 2EHE A =W Known, Danger,
Unknown % 3l4& Q143}al Knownlo &2 HotEH
& A2AE 4491 ARt o] & g0 nF B3
SHH Known 159 dF Q4] 43L g=v|Entolo
Al g1 gzH|2jalols offo|g Aojsto] MR} &
OjES At 1% 82 JAZA AT dE ALAE
Q145 YL Hoj&rt

O3 8. AUSXISMH H21t HARX Q1A
Fig. 8. Recognition of face and hand gesture by Al
server

a8 9% IERoE o] Ay Mo, A% AT
A5A#7F Danger J59] AfrE 14Jste] 39 &
U2 Firebaseo] ¥ 25 theiop Hoja= o]
¥, Q8% gzl FiHjEte] /e AARE By
E@ohe ol

r

o

38 9 QtERO|IE A
Fig. 9. Android app running

-120 -



The Journal of The Institute of Internet, Broadcasting and Communication (lIBC)
Vol. 20, No. 6, pp.115-121, Dec. 31, 2020. pISSN 2289-0238, elSSN 2289-0246

Iv.Zd B
[oT AlARI2 HEQIE B AFEEC] HAAE F
TRR= Tt S804 RIFAso] AT FHE A
sheta Qleth £ =RoAE [oT AlA”d 13250l
2= 58 A2" Crowng T AEE 47K
Crown A|2HI2 MZ2& 7|&g 1Stel| Hibs= 7]&
9] 4= <14 HEd 713 MQTT 715k #HIAIY 719
52 At FTAEHUY. Crownd ehzH|gjmlo]d]
FHD &9] 7HeE AZsto] dAZte s Js 2EY
goto] QJFAAH7E 23} & AAAE AAot=s
TFEstoch X AR QIAIRE A9 ep=H|Enlo]
of AdAH offolkE Bl A ZojThg HEE 5FY
I 25 B0l GERO|E ARPEE ARERIo]A o]u|Z]
7} ASEEE stk

References

[1] SeoHyung Kim, “IoT : Internet of Things Technology”,
IEIE Magazine, Vol. 43, No.3, pp. 64-71, 2016

[2] Kitae Hwang. "Design and Implementation of
Dashboard Author and Viewer for 10T Systems based
on MQTT", JIIBC [Internet]. 2018 Oct 31:18(5):31-7.
Available from:
https://doi.org/10.7236/J11BC.2018.18.5.31

[3] S. B. Calo, M. Touna, D. C. Verma and A. Cullen, "Edge
computing architecture for applying Al to IoT", 2017
IEEE International Conference on Big Data (Big Data),
Boston, MA, 2017, pp. 3012-3016,
doi: 10.1109/BigData.2017.8258272.

X Rt A

- Aedeta ARE gkt ot
Aot AFETol A4t
Agdet AREgel Wt

1994 ~ @A Mgt AFEF
g3 w
+ 39

University of Florida ¥& 14
o TAECF ¢ mHd AIAH]L [oT, JIFAE

ol XM 2(Z2l7)

QegrhehE AABSIHEAD

(4]
(5]
(0]

(71
(8]

https:/mqtt.org
https://mosquitto.org/

L. Yuan, Z. Qu, Y. Zhao, H. Zhang and Q. Nian, "A
convolutional neural network based on TensorFlow
for face recognition", 2017 IEEE 2nd Advanced
Information Technology, Electronic and Automation
Control Conference (IAEAC), Chongging, 2017, pp.
525-529, doi: 10.1109/IAEAC.2017.8054070.

http://www.linux-projects.org/uv4l/

Florian Schroff, Dmitry Kalenichenko, James Philbin,
"FaceNet: A Unified Embedding for Face Recognition
and Clustering", Proceedings of the IEEE Conference
on Computer Vision and Pattern Recognition (CVPR),
2015, pp. 815-823

HEE PO R L PP e
(54D
ARTlee  ARHATT
(512D
% E
A G T
. TR} : TAEks, AYmRIAY, BAARY

3 2l 2H(H3

1o

)

KAIST HREEAIE S dpat
AR A AT
gt A
TAHEOF © [oT, BAMIAH], BHfdA]
24

PS
rhr
re
rir
o
0%
2
o
El
El
=

9|y
S
re
4
o
i
pal
rio
ne
30
0o

-121-



