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gxg Adgke] 7p&sta el A ofy Ay ofE FA 24 Qe dlof] H&E 4= Q= =4
A Atfjof Aar Qi ®3h IE1}H9 o] 52 YFeHgo] A TE o= thefelE o met
Hel Y o] theFaf| A oL = BE| o] Ato|d sAbare] thgl ofsje} of-3-Hete] oS e

AT e Wd ZerEd EHE AT HaE 2 glew, ofd Hejakile A
o S AL A7|sE ] di-go] o2 HAIAL Atk EQb Qlzekel A[AFjo] o=
Z 2R "71del vlsll, Fa71dES A Baof tijt 2848 Lo A H U™

A ¢ gledd, HA F4790 ARES dsks dotof gtk i F47] 9] Aol
E4& gtofstolof A Ql ti-gehE 3h2 4= 9lrt. 2009 o] % 20187t

A AFG71e 20l F7hskelen, 71&eR2E o4 gafdo] 50z el Fshlet 61674 714
2 A= 867l 719 5 497H7F T4
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Hobe "Fa7] o] AfelH B Fa/do] 7MY AR = wtehal ek itk 2 o]0
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ool Fa71%e] HOF E, WO BEH /|EHE £7 119 G A LA 2HYS
3 Fa7193 Y A7)0 B ATE FR% A0E AASAHAN S,
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Hlolo A H

QA AT QEFH13)E S Ao]mmel ShSAAS Sk A ol
AR 4] Apo]H Bk 853} AAS S 914 A, S Aol B WAL )
Apo]H 3ok A @4k B Ul EEA AT, Abo] Bl Ql2obA W R&D REY T3 F2
ANSHEEE 2T, oA, & YIS AR OR AW Qi el uel, 7|
2 ok, Beld Wk X7k A4 WA o] ghelat o] HxE Eafol, A
A=A wozA o] o HakE oty A=A TS AN EEstel 719Ee] U
20l BE PHBE £2& FA5] 95 A FAALT oy W hg o= 47
918 ) RS AT, HLE018)S Aolsl HalAtI WA o] G u)X
L 20le ATste] PREE ob2ad, dloly MY, M1 FGA L AU HHEE 914

Aunse] Fa3 G WAL ¥rE Ak

HoF SE o y|HAon AWKDE A A ¢l ISMS-P, ISO 27001, CSFo] B8342 2a
sfo] =&stoich. w5k, 71919 S| uhet by alo] AaA T ROIYE 42 wat thaks
A AR ol] wheh 22 o)A BB} & XS ok 0] Ao Her
ZEAAE SYSHE o] FRFATFIAY, 2016), 7140 ALY BHRORE HHHE
AL FA5H] ofdm BBzl AT S 9 ARBE P AET 2
o AuEEE AWAoR 29E 4+ YES THT DA} TSR, 2018). 0|9} Bl
EaE TR AY Y sl thet S5, AUHOR AINeE 74 242 o)
L Fa7]9) ARG Zepero 2 gl Eol, |4Anek BelHRol, QAR A4
SHSICH A, 020, 54719091 S LA 500 G WIS FAT - S
2 el o 294 5L 9T 5 s e Auel, eHReL Bely
HOHO R F47]9) ARINCH WA AT AES AASATHlEE, 2020). 0|9} o ¥ of
FolAE 71 AFE 7 How uel HEe & o ARsiste] TAH R Aolw Faiba

gl 9= vA= Bes E45ATh
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2. 2710 AlOB AT thSHA] YR AT
1) BLA7|UXHEAY 35 oF

247|198 AR T ZZF o] Bty R
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Sk AT AR Qsfo] Yungol ST 4 9
FEFT F27|Q0] W YHRE BAL TET S YRS YRE B AUAAS 3
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W2 AL7E o] Fol R AL Qlth(David 2], 2000; Zahra 2], 2002; 41711, 2| <gof], 2008; HHE,
2, 2017). ofol] F F471909) AP Zeal o] R) 717
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AEAQ Sejo] ATHE BoHYAe] qeS 7k SAsheTtel et 1 7]<le] met
e 2] Pebd Floleh. WebAAe] Batol T2 merelAe] g ATHA, 2021;
o, 2022; ¢ AR Rt Folol] B ATHLAH, 2018; A, 2018;

ox,
ot
&
[\S)
kS

A3t tstel 2 ATE
A7k SRR, RABY,

3 2
Sofl 5t A5 Fato] oA WelAla tigo]

lo 1= N 12

A zsglolut Hojelef That Wele 7] el A el e 7)EAo]RAE Bl
Apgpolch. Mol 22 ) YRO| 44T AdHS Wshe, SA At e
A% A9 Uele mopsa e EAS A S FR5 AeTHERA 9, 2011)

719o] Sl B FAARES Held uf, obradS Faf welshs A9 ATl
A7 Aelis A7kl B AR, Hold wgle F7]40® AR Aol AnAs olx
Aol sebrbA] Ao AZE U B Ao A7 29 4 9l Ao ekt
(492 2018). 71919 FRARES Apabake] Zuolx] BobA Aol St welshs AT
oh 9, 2021; ZE, 201424 S4IAHAo] Tk el whE ek HTkE ATshe Aol
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S}, MOLAIA|) 2} Wek BFol Atolu HahAkit chgo] )Xk
Aol HaATL hSAAZ T W Ak Rof BAo]
Fo] W AT % o] GoEE v Ath: Laton 2005)2] AT
714 RE WA AT F47 QeI BAF FoE 9J) 2ot
Apolul Ak Hhg-E S BelAA T wlNE GG B4 Fav|de) Hely
WE 2AENE PF5A o AT ALRFS TASIY <1 1

e dheAA a5z 309 JFE )2
JeAD ReAA FEEN FO) FFL 0]
Haba s AA EE5E HHel G 0z
e dheAA a5z 309 JFE 03 Aol
oA dheAA FEeE He)
ol A Faezdl He) G

UN

HJ

H3: WoF ¢l

¢

YL AW AA TEeTe] F) JFL v Aot
oL AR QAR S AA FEEol 0] FHE o2 ol
AR gAA TEezel B JFL vA Aot

H3-2: 454
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=
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At BfeAA FESE O JFE v Holek

AL diSAA Sl AHY FFES v Aot

o A=

e F47AAUA 53

ol ol meh S7FE Aotk
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(H 1) 201949 SAT|H7|EES & AEZAL TR

=2 e

Rk - 7R ATA E ABEERAE BRst g FA7-F A7 71
2o [- 719 W RSk B 3T YA, ggA B AR/ dE AT
24 A |- A= 17 e
2} ap - Multi-Method

(st AP HE F 3EA] Hoo whet WM, Fax, olHlY 2AD
RESE - 7GR, A4S st S5 =&

ZAF 717 |- 2020.1.14.~2.14

OF HE |- 229007 YA (227 2,50071, 2471 20070, TH71% 20071)
% A Of - BATIY - 5012 HAREH2020)

HOPAAY] 7t Hek BFo] Afolw] Ak thgo] uA ] it ALmg B 7H
2 AZ5) S8k F4719 71enE ARl o8 Bgdtol, B Y £& 1
NeH A, PR B, A7RY 2 o] g dFS AW SHYRY
A5S 9lstol SPSS 2302 Azl AT} ey BAS, ATRFH A7 452 9l
of AMOSE F&WHA BPE BAstgch 284 Eall 2 Ao 4 L F=
EEAARASE vlaste] BA3gct

A2 =t HFeE B4 Ak offf <3 2>¢F Zo| I SARSES 233 AR
2l g 07 ojAlo 2 Uy T, EAM o R Solat Ao shelw it CRI} Cronbach's
aghZ 0.7 o] Fo® AR et w2 AoR YERTh 123 AVEE 0.5 o] B= FFE

7 o
Yt SREty B 4 gk
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(7 2) gl ME[=9t MSEIEE MY

= H=s | SE t2k pat CR AVE | Cronbach's «
Policyl 0.887
ot Policy?2 0.931 0.027 | 35512 | e
;gilu_ Policy3 0421 0033 | 1221 s 0978 | 0908 0.822
Policy4 0.661 0.046 | 21445 | e
Policy5 0.484 0.035 | 1436 o
Peoplel 0.895
People2 0.849 0.027 338 s
People3 0.836 0.028 | 32749 |
Hol | Peopled 0.81 0.029 | 30.721 s 0992 | oo 0551
HE PeopleS 0.826 0.028 | 31.945 ok
People6 0.858 0.028 | 34.548 |
People7 0.316 0052 | 899% sk
People8 0.235 0.07 6.587 sk
Infral 0.53
Hob Infra2 0.534 0.109 | 10936 |
ol=zel | Infra3 0.536 0.092 | 10967 | 0928 | 0767 0.703
Infrad 0.713 0.113 | 12.837 |
Processl 0.891
Process2 0218 0028 | 6022 o
Process3 0.404 004 | 11674 |
5ol | Process4 0.818 0.03 | 30326 |
=24 | Processs 0.812 0.033 | 29.895 | 0977 | 0859 0.803
Ea Process6 0.859 0.027 | 33.134 |
Process7 0.683 0.034 | 22.581 sk
Process8 0.041 0.049 1.118 Hokk
Process9 0.213 0.04 5.878 Hoxx
-4 | Responsel 0.8
A | Response2 0.715 0.059 | 16.753 s 0897 | 0814 0.737

*p(0.01 £F0IM RlEt

Tha e 24 A o < 3>sa} %ol AVES] Al ol R 07 oAfo.2 Lehg

e

oh EZE Sl Rt 919 thE WgE Alole] S vastle ul, 74 W
T EAHAVE) 9] Al gl *ohdrﬁll#.%— et A 1 Al Sl A
7P 2 AL 076(A=Z2tet S AIA Zholdt. o] ghe] A Al & AFATe
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0.578(0.76 x 0.76)0|t}. A HS> 7ol 3k AVES] Al gho] AR A 4= 0.578 Kt 202
o Bldr e el 311:} g &= QUth(Chin, 1998).

(2 3) g 2tel B8 EtdE EMZn

= A 21 elmat Z2MA CHSAIA
2 0,953
HE 042 0,972
olsza} 0.68 0467 0,928
Z2A 0.309 0333 051 0.876
o34 A 0.598 0335 0.76 0521 0,903

“THZHM EISH 22 AVES| HIZ2 242, Hl f2Ho] Zhe HAS 7t

*OE AT = p=0.015F0|M S2/&

|0

| SEAE LIEH

1) SA7|H2| Alo|H HsHAIZ CHSHA 7152 SEEM A 7H2HS

A7 L] QIS 7ro) ATAZ AL $l8) Amos
< 453} Pk 7PEAE ATRs H2-1: Hokele o] BokelApel s AL oS Al(tgt
=-0.875, p=0.381)ato] G-0|3t TS 1] i
ATF7HAL patol B folpEom Bello] A7\ wgic. Hekelmet FAMS)S) Akt
2(B=0.176, (F=9.432)9} HolT@A|x ER(H4)O] Al~ElPE] ZA|AB=0.15, 7}
—9.455), ITTHE] ZRAA(B0.173, 124-9.769)= thSA|A| 20| AFLr} 2o oz B
A=,

Hot &5 & HAAo] 7|4H S o 7P & S vXte S SR E Y,
2021, A 9, 20153 THEA] 271 GO G B AT HokelZele} Hol
meAATL S kel 2 ACR ek Ea Ul cleje] kol 248 9at 9
ojuf i+& 9 gL dH o g I vt 479 Qo] Tk AL v

e 3
Fob BelEl Aom BAEL 2790l 14dY £5 HFE YHHOR £2S
AQHE W, 47149 el A ek 7)1 %9lele] that oA mebe W ek, qleo
ofat ot S, &3] W& HY1HOR Aaystol, MOIQIALL elst Mk AR oy
2 o A= Fas £
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(# 4) FZUFHARMo| Qs 71245 Zut

- Estimate ~
T2 z=z 5 . SE. CR. p%t | AzZa
Kol <«
| A < 0.157 0.121 0.028 5.688 ok 2)4]
wobgm | mokpelga
=4 of-3-A Al
ceraegn | 02 0.059 0.025 2915 0.004 2)4]
-S-A| A~
_ _ _ 7k
wor izt | morame | 008 0.014 0.026 0.875 0.381 712}
3ZA] O SN Al«—
o Ars A 0.141 0.124 0.022 6.338 ok 2)4]
MR
A A —

o 0.194 0.176 0.021 9.432 ok 2%
N Aatgke] : 1
Qlzme} :

24 HreAA 0.087 0.078 0.019 4627 ok 2)4]
=4EA
S A AR
[e) skksk
1ot 00 0.07 0.059 0.018 3.834 2)4]
wot —
- -S-A| A~
A=W PN 0.169 0.15 0.018 9.455 ok 27
_ PRS- b
'U‘XE] = g EY
of-S-A Al IT
0.229 1 0.023 9.769 ok 2]
22l 0173 12
*p¢0.05 £ZF0I|N FolEt
2) =F =ut 2MZAn U JHHAS

AFHFANN Fa7IFo] 5T ARES HAA 2F Het 2Fo] Afo]H HafjAbaL
dAACN vA= G UM, HA Fa7|H ALAG Y] 8] o Feh HbH YRt
A YA 22)aL 710 AHAEE wERAo] mhE 2d avE Z4SH3T: vAlofR
i} A oFEE o] zjol= DF=1(10-9)Y wl, Ay2=11.626(28.724-17.098)°] 1L pgt< 0.0012 &
Aoz FofotA Yebgth uhehA 2 YA ot 28 avpr) lvkal & 4= Qltk
2y Hot Z-go] HsAtaL g AlA Ol vA= o7t YFEE Tofstald 2EGE A
Bel pite BARIRr Bt <& 5>9F Ao vjed7| Gt Blalste] =8 7[YGo] 2] 3lA
2AANE YEHH BE2 AlLFHE] ZRA|A(B=0.181, tgh=5.887**%), Helukz] 2B
=0.176, tgr=4.224***)7} ZFAFTLE](3=0.164, t71=4.589***)2 L}E}yFCY

Ao 2 a3 A= #ed B Yokt S84 RO ek EdEAY
713 o Weke] AAREE] AL A o] 28 At e AR YEETh
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ol= A7 AgstA AES st 24sH A9 BAof st 47| AAPAY S
AZ o] HRRQIAIHSL 59 A7l Fatof gt futH = Qlzel ©9] 5 834 Hek
2 Fe HeF gk 2AA Y T F o ©@rFQd FAbo| a9t e AoR
RSy
(H 5) XA #3050l w2 =& st 7HEAS Zot
g 2z Hl<~3& 71&(C1) 5] 7|&(C2)
B CR pak B CR pat
©. <«
] oA i 0.107 4299 o 0.176 4224 ook
Hobya | Helkme| g
=3 -S| Al—
el 0.054 2258 0.024 0.067 1.736 0.083
O Al Al—
A 0.006 0304 0.761 0.036 1152 0.249
Hololg | HeRelAlyke)
3L R) O A Al<—
e S HA 0.132 5.828 ok 0.088 2325 0.02
SR
-S| Al—
9 0.18 8219 ok 0,164 4,589 ook
S A we
Qlzet :
. -S| Al—
) g 0.07 3.551 ok 0.102 3.163 0.002
ZUASA
-S| Al—
olelg. 0.06 3272 0.001 0.061 2.112 0.035
Hot
_ -SA Al
ZahA 0.14 751 ok 0,181 5.887 s
Al 2~El ]
T
SAA IT
0.194 9.278 ok 0.116 3457 ook
e

*p<0.05 £=Z0||M FolEt

HOAte] AL 7k ST BE 21 Gl AUAZS AU §E(C),
HEIHC2), FAHYAHCY), BHRRCH), AGAFACH e 9T &
27-

G bl

o}, B|AoFRE T} Aok d o] o] DF=4(40-36)2 u, Ax2=11.908(100.527-88.619)0] 1 p

e 00182 FAROE fRE o 4 ek utebd WM 2 Gt 9ok
(o]

st

4= ek ZF Het gso] At 3 AA el vA = Fogt YFEE Tetst
A} S 2A S Bt pgh RIS ATt <3 6>, <3 7>} Zo gt
2ZLo] S QEAHEIHC2)7} WS A Hokke] A W (3=0.346, t3}=3.445%+%), o1&
T2 A A(B=0.423, t7=2.561, p3f=0.01), ITZe] ZZAA(B=0.579, t7}=3.894***)0] A 2]u]

<
L)
v
=
o I



Fa71900] Hek #Fo| Aol AsAbn gl v 9 21

Gt 28 a7k ebgth HerelRte] 93k HeRARHCHl 4T B9 Asdne]
ERA2(B0311, (Z=5.668+0 4 u] gl 28 Euh vebeteh e, mobH ek

0

O A&S AP zlo] Fof(Cs)ste] =aYet -9 AAFE](3=0.206, t71=8.652%**)o A o]u]
Qe 24 A7} UERgaL ITHE] 2 A A(B=0.192, t7/=8.482%%) = & olu]3t Au}r} 1}
o} RARINCYIL £ B9ur WA ekt

2 Ao A= A Pxle 1 ZH(C5)3 = Akl o ARk k2 Lol thHls =2 =
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[Abstract)

The Impact of SMEs' Security Activities on

Cyber Incident Response

Kim, Eun-Joung * Park, In-Chae

This study aims to propose an effective cyber incident response system for SMEs by
understanding the impact of each security activity on cyber incident response. To investigate
the impact of security activities on the establishment of a cyber incident management system,
structural equation model is used with the 2019 SME technology protection level survey
data set. In this research model, four independent variables presenting security activities
(Govennance, People, Technology, Process for security) were selected and the level of cyber
incident management system establishment was selected as a dependent variable. In addition,
the moderating effect according to the management style of SMEs was analyzed.

As a result of the study, the security activities that have a high impact on the
establishment of a cyber incident response system for SMEs were in the order of ‘asset
management’, ‘IT management process’, and ‘system management process’. It is important
that security infrastructure and security processes have a greater impact than security policies
in terms of SME‘s cyber security activities that is a result contrary to previous studies that
security policy has the greatest impact on the level of technology protection. The results
from this study can contribute to establish standards for an effective cyber incident response

system to SMEs in the future.

Key Words: Cyber Incidents, Cyber Incident Management System, SMEs’ Support Project,
CISO(Chief Information Security Officer), Core Asset Management, Security

Activities



