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ZA5t= OS Command Injection F@o=2, FE HItoz F2ote=
djilink ZRA|2of] PPolE FQote] ez HIS S A9 P
Adfo] 7hEstrh. 2 AFolAde olHd FoFde &ESto] dHoly iy
Aol EAIstE 4 HeolHE #A mteAdoer HA & ADBE Eof Hlo]
BHE 3okl

M 22 rr
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gulo] AgEr YENZ WA AT TN oiSeAelEE AA
J awezoz af WA delHg THsE A }
A HAE FA 54 AN oEaAeldel tet oget Bae m
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EE 2F olZgAlddE T F 7HA9 <tE tHA] 7]&o] H-8H

A HA <te] WA ZlEe OHA RF 91 )&, DJI
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AN Z2AAZE OE R4 FAET Q7] wjZolrh ojuf A ZRA
A5 A2 FE A Wl ZEAATE A FEEM 2 ATl oIt
OuA B2 91 7S 36t7] fste] [17 2-11¢F Zo] FridaE o8
s DJI EE Z2F ojZdAlolde] A z7]o S&=+= forkk F4E F5H
2pal L2 A A7 AEE A AEsHE e, ptrace §FE TSt &
Al ZBEA|A0 A g ZRAAE oo ZRAAR HAS. o8 F
s olZEAlold Ad oA fork R APHE A mRAATL S35}
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QTE] Frida 7]&olW, DJI =2 %
% DJI Flyoll s 7]&o] Ag=o] Utk FH Fridae=

F7ste] 54 eolneel 29 Agn ZzAx T
2 gt gmEAE BASE 1 Aw, DIl By olZedeldelq

libmsaoaidsec.so Blo|H ]S ZIEsSH= A|HFo ZRAAVE ERIEE A
12218] WHE] pthread_create &<E Fridas
SAste] ¢ & FES FEHYSIAH. o] #AHS Fof ¢tE Frida

o= on, AWH o7 Fridag 5% DJI Fly ojZe2|Ao]A9] 53F
WS

ot
S,
_OrL
8
=
o
T
:?g
ofl
o

(o]

| gtep vrv?tl: I/:\rx:i:g:catlon J Step 2. Hooking the ptrace function of a
child process (PID: 4889)

1lstar
0_a263 4856 31718 11
u0_a263 4889 4856 1 10:28
root 5302 4781 3 10:29

lteks:/data/local/tmp | grep dji.go.v4
2 00:00:05 dji.go.v4
? 00:00:00 dji.go.v4
pts/2 00:00:00 grep dji.go.v4

[ Step 3. Debugger Attachment ]

[229] 2-1] DJI ol Zel Aol el WA 23 whx] 7]% 93 dap
2) 1
Android olZgAlo]MoA 7ol JEE ojZgAo]He] HY FE
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o] FEH= Aol FridaE F HZE —/F—;ga‘?iitq, so utd ERE

Aoldo] Faste @Ae] ZFA 79 ol =4 37
2 FA4dor Gtk weA olZgAeldel AgH SSL AFA 1H 7Y
o olf@ ZEA L7 AFME st gol, ZEA EPelA YE
92 4 Uge A¥F 4 ¢k 2 AFJAE DJI @ Parrord] EE

Frida® 283t9ch Fridad ﬂ o} ﬂﬂ]ﬁA AFA AF v 24
o Felel mRA £7el 9EA @A GRS G, oldd Bm
B8 B 5EA s AEAGAT AMel FH BEE 4w
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A3 dold 44 2 A4 A&

A 142 dolg 3

= Aol 24 oSl merd 2E7]19F DJI SC= Android 2HFolt.
oebs Android A4 §HY WA FAHlA USE tHAS @43 A
%, USB ZEE Fdl ADBE &% Fo| 7Hsstth. & A9 dHeoly &
A oA+ ADBO] ‘adb pull WHEolE S5 oEACIA HeolHE
=5ttt Android €704 ADBE &%t HI2 dRbEoz {3 ity
HHE T ol Android®] e Fx= IgE ZAo|H, HlolH

o,
ku
2

Eld2 root AT 5T Aot HId 4 QUth B dFolA= @
= s HIZAE siEsh] flsl FEE HHY 9EVIE didle=m

syt DJI SCe s FFd 4+ Z2HE &8sttt A
Al HoFd-2 DJI SCOlA root HFHOR APE= ZZAAC] Ho

2lo] £A-st= OS Command Injectiono]™, & AFA = s FHFH
sfol oot o dlojel meHo] AFE ¢ HolEE 84 1
2 BA §|, ADBE F A2ehal

b

il

oote & oo% R ook B e
|
i

£
|o
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[ 3-1] ADBE &3 x=&7] Holg 3 4=

Application Partition Data path
Dat
a‘l fa /data/data/dji.pilot
DJI GO Partition
User Partition /sdcard/DJ1/dji.pilot
Dat
a.l ? /data/data/dji.go.v4
DJI GO4 Partition
User Partition /sdcard/DJI/dji.go.v4
Dat
2.1 ‘a /data/data/dji.go.v5
DJI Fly Partition
User Partition /sdcard/Android/data/dji.go.v5
Dat
a.l ? /data/data/com.dji.industry.pilot
Partition
DJI Pilot
o /sdcard/Android/data/
User Partition . )
com.dji.industry.pilot
/data/data/dji.go.v4
Data
| /data/data/dji.go.v5
Partition - )
o1 S /data/data/com.dji.industry.pilot
/sdcard/DJ1/dji.go.v4
User Partition /sdcard/Android/data/dji.go.v5
/sdcard/Android/data/com.dji.industry. pilot
Dat
6‘1 ? /data/data/com.parrot.freeflight6
Parrot Freeflight 6 Partition
User Partition /sdcard/DCIM/PI*

vzl oo S
ol Eg Aol
ALz AH

- olmebAole %a}%z

tlolH= ]

ol A=,

Ao dlolgls skttt Zal
2 ojZFAlo] e =19l
5°] lct.
ZF710A AABHAY, 2F719] 24

-0
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gF AARelA B x2FTIC) FHEHA & A 4 Sk olEd =&
2% oZFAo)Ae ZEE AHo] APIete] FAlE I HlojHE £
5 + EE ZF olEdAlelde] 2eE AHeo] A
Sohe UWEA wzl& AQFAste], 229t AHERE HlolHE 533t
A7 A DJIgt Parrot®] EE X2F olEgAlo|d2 SE AHete] &
oAl HTTP/HTTPS Z2EZS E83tch mets ZHHE S5 @s
E5t7] 95l API® HTTP Header, Body, Parameter, MethodE& 45
™, U7 APl EAfot= Het 715S $35kqlth 2 AtollA AEe DJI
29 A9 Fa API= [E 3-2]9 &t

T
-

[ 3-2] DJI S22 2 APl 24 A3}

API

Purpose API Request component
number
GET, Param:
Get Captch https: t-api.dji. '
API-1 et Lapteha B8/ R o {srandom:[srandom

Image apis/apprest/v1/vcode _
string]}

POST, Header: {
Content-Type,
Accept-Encoding,
Invokeld-Mc,
Sign-Mc,
Deviceld-Mc,
Appld-Mc,
ClientName-Mc,
Timestamp-Mc,
Encrypted-Mc}
Body:{email:[DJI ID],
password:[DJI PW],

srandom:[srandom

https://account-api.dji.com/

API-2 Get Tok
et token apis/apprest/vl/email_login

stringl], verificationCode:

[verification codel}

Get Pilot https://www.skypixel.com/ GET, Param:

APLS Information api/profiles/my {token:[token]}

_14_



Get

APl-4 Connected https://mydjiflight.dji.com/ GET, Param:
Drone flight/query/userinfo {token:[token]}
Information
ET, P .
Get Flight https://mydjiflight.dji.com/ G A _
API-5 ) . , {token:[token], page:1,
Record List flight/list o
page_size:99}
GET, P :
API<6 Get Flight https://mydjiflight.dji.com/ {oken'lt kea]r am o1
- oken:[token], 1,
Record List flight/record_info_list i .pag
page_size:99}
Get Flight GEL,
APL-7 R 1gd https://mydjiflight.dji.com/ Param:{token:[token),
ecor flight/zipdownload filename:[TXT Flight
Download :
Record filenamel}
https://djigo-hk.djiservice.or
GET, P Asn:[S/N
API-8 | Convert S/N | g/api/vl/djicare/sn_product ar@ tsn:[5/
stringl}
_center/query
Get Flight GEL,
, & https://mydjiflight.dji.com/ | Headers:{app-id:dji-fly,
API-9 History | . . f gl
Inf p flight/aircraft_info signature:[signaturel},
formation Param:{sn:[Drone's S/NI}
POST,
Get Pilot https://api.djiservice.org/api Headers: anp-id:dii-fl
API-10 Binding /device-manager/care/bind- ) ' .pI.D (A,
Inf ) st signature:[signaturel},
frormation ST Body:{token:[token]}
GET,
Get Drone | https://api.djiservice.org/api Headers:tapp-id:dii-f
API-11 Binding /device-manager/care/devic .a e a.pl') 1A,
Information e-dotal signature:[signaturel},
' ! Param:{sn:[Drone's S/NI}
API-1, 2+ =23%e fsf &84k [19 3-112 DJI 2= A
HE 9 2% APl 3% Hxe] wAlst Axfolty. RFAE= API-19

gt @3 Izl
JAste] HTTP GET HAEE
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n2E SAlgteh o] & API-2¢] tidt @ wizle A= @AM Y
2} olu|x]o] 4x}8] EAe}F srandom, ID/PWZE HTTP Bodyol, HTTP
Headeroll&= Login Headerg Aste] API-20] Af T ZXFEAS] A%
EZS 53tk HTTP Bodyol EEE= DJI of&7A0lde] PW+ &
Sotd AR @ 3319 password HEO] FZHHch [ 3-1]2
password FES] ¢T3 duejFoltt. DIl ofEdAlolde PWE
AES128-CBC-PKCS5Paddings &l asfeich. oo ¢s 7|9t IV
St

(Initialization vector)= TAE ZHS A8

<

HTTP GET Request: Param = srandom:

‘ \ HTTP POST Request:

. Header = [Login Header]
| Pilot | Body = [ID/PW], §randon

Response: Authentication token

il

| DJI Cloud Server l

[ooo

[28 3-1] DJI Cloud AW E T3 219 API & A3}

C= AES128— CBC— PKCS5Paddingp,., ,, (P, Key, IV)
P= DJI password

Key = 221edf0e —ed f7— 42

IV=1wdv$ ESZ@ QAX37rfc

[422] 3-1] API-29] password 2= o353 dag=

HTTP Header= & 77H¢] Sign @3 27He] 1AH oz 4
& AFolME= ol Header 74 845 &t 242
k. HTTP  HeaderolAl  Accept-Encoding ®=EE  ‘identity’
Content-Type HE+= ‘application/x—www-form—urlencoded’ = @7*43
t}. Encrypted—Mc®t Appld-Mc EEE Z+ZF I’y ‘djigo’ 7 F+3¥
Invokeld-Mc®t Deviceld-Mce E5% UUID @4lojw, & b= HE

= — 1
gejo] groz MysidElE FeSE MMl fEF oz AT
U, Deviceld-Mc: 598 e w=xoz A8¥ 4 b W,

_16_



Invokeld-McE wj @4ultt o] aXwe o2 UUD e FAsoF
gtk ClientName-Mc  "EE DI ojEZgAo]MoA  7]EHog
‘android-9-4.3.61’7 72 gAo7 Android WA HHEE G

d

UATE,
izl A ol H o] obd ol s skl FAAAQ
o= QAHL: Timestamp-Mc TEE fY2 ERIARIT Ao AZH
AHEE 7HAH, DJI ofEgAcldoE 8% AE AF ARt = &
Ak, wjZl QA oA fdolo] IAFHE ARE gow FAStolE A4
2ol grog QlAHLH Sign-McE HTTP Header®] 5719 "WE=E 7)Hko
2 AAEE MAC (Message Authentication Code) Zteltt. [I™  3-2]

oF Zo] st 2 wIAA m A, MAC AKXt Base6d 1Yol TAE
AA AAAEY. HAIZR] me Appld-Mc, ClientName-Mc, Deviceld—Mc,
Invokeld=Mc, Timestamp-Mc A2, ZF &gy} 9] tf-gots =
A%t o] FArgolth. o] WAA mE& IAHE 7]k HMAC-SHA1
&S Bl MAC @2 AT F, Basetdm QIFHSHY] FAF

#e Fo API-29] diet &4 s 4

LD
St

Sign—-McE A4ttt o]

% HTTP POST WHEE S Zetec Auz A3 49, 44 H2
o7 olA=ECH API-29|A4% Invokeld-Mc®} Sign-Mcs S35 ©& H
zeb AFAo]l B, B ApelM: gt AL Fol 4ud @
%S Ao API-2¢] it o] w7 ATl 4Fotsnt.
Step 1. Message Construction
m = "Appld-Mc" || [Appld-Mc] || "ClientName-Mc" || [ClientName-Mc] ||
"Deviceld-Mc" || [Deviceld-Mc] || “Invokeld-Mc" || [Invokeld-Mc] ||
"Timestamp-Mc" || [Timestamp-Mc]
Step 2. MAC Computation
[ MAC = HMAC-SHA1(m, key= "221edfOe-edf7-42b5-a451-776a5872ae4c") ]
Step 3. Base64 Encoding
[ Sign-Mc = Base64_ENCODE(MAC) ]

[29 3-2] Sign-Mc A4 A=zt

_17_



API-3, 4, 5, 6, 7, 82 HTTP Parametero] <13 EZ3} ZF APIA
aets B = st mRe At HTTP GET WAME=S
ol Sk A=z A5 4 Ak

API-9, 10, 112 St o2 APIE¥ o] HTTP Header, Body,
Parametero]] Z} APIOJA| @~+ot= "E ZHE Ao 2ot ol HTTP
Headerol signature @EE Q3th DJI 25 AHoA signature=
HTTP 84 =zle] df =5 7oz AdHEd. [4] 3-2]s
API-99]A]  Q-7tot= signature TE FHE
zle]  metEle=  EES S/NB nA" 7] e 7IRie=

|

BA
HMAC-SHA256 ¥1al&2 Bl A4E gol signature WEO] gholtt.

signature = HMAC— SHA256 (m, key)
key = 59725a6a5a4a6c¢5442777a747046334d4f6d7646405362713130424959456 139
m = Drone’s S/ N

[4=2] 3-2] API-99] signature A4 <&

[=4] 3-3]2 API-107} 11 thgt signature TE= ghe AASH= &
aFolth. API-102 X2FAFe] Q1S5 EFES, API-11S &E29 S/NE
mo2 Argsich o] uAHHE 7]ek HMAC-SHA256 ¢
signatures A4 ol oAl [ 3-2]9F WHe sdskARh 1A
g 7] gelA Zolrh EARE. & AFelMe ol#Rt signature B4 &
THEFS AEslen, ol 7|§tea API-9, 10, 11 thgh deje] &

i)
)\
filo
oft

ol

signature = HMAC— SHA256 (m, key)
key = 7870606459635a73377a547733554d54434b334d624¢6¢377178477566484445
m = Drone’s S/N || Pilot's Token

[422] 3-3] API-10, 119 signature 44 <y &

2 dox] AERE Parrot 2eRE AHO] FQ APIE= [ 3-3]9F &
t}. DJI 22h¢E API®F 5USHA HTTP/HTTPS Z2&EZS 285, HTTP
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Header, Body, Parametere]] 243t 7

[¥ 3-3] Parrot Z&%

o F9a API

Fete] W71 A

]

T 5 9k

A A3

API
number

Purpose

API

Request component

API-12

Get Token

https://accounts.parrot.com

/V4/user/auth

POST,
Header:{
x-callerid:FF6_Android}
Body:{
id=[Parrot ID],
password=[Parrot PW1}
Parameter:{
token, ts}

API-13

Get Token

https://accounts.parrot.com
/V4/user/fromsn/google

POST,
Header:{
x-callerid:FF6_Android}
Body:{
id=[Parrot ID],
password=[Parrot PW1}
Parameter:{
token, ts}

API-14

Get Pilot

Information

https://droneacademy.parrot
.com/api4/profile

GET,
Header:{
authentication:[Token]}

API-15

Get Flight
record file

https://droneacademy.parrot
.com/api4/runs

GET,

Header:{
authentication:[Token]}
Parameter:{
start_date, end_date,
product_id}

API-16

Get Flight
record file

https://droneacademy.parrot
.com/api4/runs/lid]/details

GET,
Header:{
authentication:[Token]}

API-123} 132

g A, x2%A

239 715e 74

I =3
1 O

APIZ &
Ede Wigkith API-122

g ez HTTP POST

H

Parrot Z2+%

col



dut 2791 Jlser, =TSl A] Parrot oEEAlOlAS AdATS 8
gt B API-13+= 2 OAuthE S8 =210z, 2191 A
Parrot o]&gAlolAd Adldo] ofd =Z offWES EASH= Oauth
EZQl id_tokens @735ttt o] XFAVE Parrot Freeflight 6 ©]&2]7
olAdoA Fa& T =9 Al 2HotEHES] AAHH: id_tokeno] T
gt =27 offHE FA Ayt 284 ZAIS] ARttty ol#gh 2119l
API= Headero]l AT Zkel  “x—callerid:FF6_Android”7} FA &H,
HTTP Bodyoll= Parrot o&=|Alolde] ID/PW HE7F 4. ts=
Zl A% Azl gt fHA BYA®EolH, tokend ts@F £FAFO] A7
a4 gtoz AR grolgt, B AoAE Parrot Freeflight 6 ©]Z2]7
oldof et o ol [ 3-3]3 Zo] Z} =791 APIE
token A d1E|EE Ao 7|2 290 APIO token Parrot
olZE|Alold AWAH ID/PWeE APl 8% Al AT B &89tk
Al 7HA] 3 ‘[id]+[password]+[ts] FEiz2 A-F FH, st 1 EAE
Ql ‘J#4%P@@kz3KRUC; 8fXdpy4QGaTEs%uE F71etth. o|F Ay &
g MD5SE &dfl oAl @& Ak, ol tokeno =2 EIITE F2 =
Q1 API9] token FA 7]& =191 APIC] token A4 A FAsHH, ¢
g Zro] id_token¥} ts2 FAHT= Zpolfo] ARt

oLk

:
B8t BA

o

I

H
i
KX
=

Mo

Basic Login API token Google Login API token
[ id ][ password ][ ts ] [ id_token ]
|

String Concatenation String Concatenation

[id_token] +[ts]+
' J#.4%P@@kz3KRUC;.8fXdpy4QGa7Es%u’

[id]+[password]+[ts]+
' J#.4%P@@kz3KRUC;.8fXdpy4QGa7Es%u’

[1¥ 3-3] Parrot Cloud® 212 API token A dug& =243}
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API-14, 15, 162 27k ZFAe] HEe} Hl 27 mele Sl=s)] S5 APIO]
t}. olgfet AP= HITP GET 842 59 mizle s & 9low, DI Z=k¢=
API®} uERE71A]2, HTTP Header, Body, Parameteroﬂ 245t 7k AdseF St

oA A4t Hieh o], DJIS} Parrot] ZEReT Aol APlo] ths WE
2 HAe AL 5 Atk olet UEYA 249 3¢ a2 F& JSON
F= HTTP Bodyol ztde] 4% Fejolth & Aelxe MEYR
HZlg BAste], tAE A ToflA] o3l HlolElE 554t

flo

.

A2d EE ZF7] HolH &4
Ao)x] SR £ ofZelAeld dolHE RAE AW (B 3-
9} gom, B4 Ao u}a} 5 5714 999 =

H, Hjg20 mtdd, mjdo] o, o]ZEAlold 22 EFESHch

[ 3-4] =2 %= o]ZgAlo)A dolg ¥4 Az}

. Enc
Appli iy ) .
. Partition File name Acquirable Data ryp
cation
ted
files/user_avatar.png User profile image X
/data/dat b ol b
rone serial number,
a/dji.pilot databases/dji.db ! _ ' _ ) X
firmware file information
DJI Alb
J um/ors_ Captured photos,
[16 character string]_ e dat X
capture dates
[13 digit number].jpg P
DJI Album/org
- Captured videos,
DI [16 character string]_ apturec videos X

ture dat
GO /sdeard/ [13 digit number].mov capture dates

DY/ FlightRecord/SyncResult\
dji.pilot

Pilot email,
DJIFRSyncLog_lyyyyl- X

[rl-ldd]. [hh-mm-ss].txt synchronization logs
FlightRecord/ Pilot email, Pilot's drone flight

.Overview-[Email].tmp information

FlightRecord/userinfo. |Pilot’'s drone flight information| x
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json

FlightRecord/
DJIFlightRecord_[yyyyl-
[mm]-[dd]_[hh-mm-ss].

Drone flight information

txt
DJI_RECORD/ o
byyyyl lmml_[dd]_ [k | C2Ptured video files and
[mm]_[ss].mp4 capture dates
[ ]])J%I_II]:HE]C%};]])/[hh] Capture dates Of recorded
yyyyl_[mml]_[dd]_[hh]_ ‘
[mm] [ss].info videos
Upgrade/DLPackage/

[Drone model name]
_FW _VI[Version].bin

Drone firmware files

CACHE_IMAGE/
thumb_[16 character
string]_[13 digit
number].jpg

Thumbnail files of recorded
videos

CACHE_IMAGE/
screen_[16 character
string]_[13 digit
number].jpg

Cache files of captured photos

CACHE_IMAGE/
screen_[16 character
string]_[13 digit
number].info

Capture dates of photos

DJI
GO4

/data/dat
a/
dji.go.v4

databases/dji.db Drone serial number

files/user_avatar.png Pilot’s profile image

files/mmkv/ Drone serial number,
mmkv.default Pilot's authentication token

/sdcard/
DJI/dji.go
V4

CACHE_IMAGE/
thumb_[string]_[number]

Thumbnail image files of
recorded videos

Jpg
DJI RECORD/ ; 5ecor1dingt 'dat?, fvideot.
uration, location information,
lyyyyl_[mm)]_[dd]_[hh]_

[mm]_[ss].info

video resolution of recorded
videos
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DJI_RECORD/

[yyyyl_[mm]_[dd]_[hh]_ Recorded video files
[mm]_[ss].mp4
FlightRecord/
DJTFlightRecord_lyyyyl- Drone flight information
[mm]-[dd]

[hh-mm-ss].txt

LOG/ERROR_POP/LOG
[dd]-[mm]-[yyyyl-
[Drone serial number]

In-flight drone events

DJI
Fly

/data/dat
a/dji.go.v
5

files/user_avatar.png

Pilot’s profile image

Drone/Drone’s battery/Drone

files/mmkv/ controller serial number
i ,
/databases/dji.db Drone serial number

/databases/flysafe_licen
se_unlock.db

Pilot’s authentication token

/sdcard/A

ndroid/d

ata/dji.go
V5

/ftiles/DJ1_Temp/tmp_
avatar.png

Pilot’s profile image

/files/FlightRecord/DJIFI
ightRecord_[yyyy-mm-
dd]_[hh-mm-ss].txt

TXT Flight Record File

/files/FlightRecord/MCD
atFlightRecords/[yyyyy-
mm-dd]_[hh-mm-ss]_
FLY[Count].dat

DAT Flight Record File

/files/MediaCaches/
[yyyy_mm_dd_hh mm_ s
sl_Cache.mp4

Cached recorded video files

/files/FD_h264cache/

[Drone serial number]

A directory named after the
connected drone’s serial
number

/files/FD_h264cache//
[Drone serial
number]/thumbnail.jpeg

Image files captured during
drone boot

/files/LOG/CACHE/

Cached Pilot authentication
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AccountCenter/log-[yyy
yl-[mm]-[dd].log

tokens

/files/LOG/CACHE/
deviceManager/log-lyyy
yl-[mm]-[dd].log

Cached serial numbers and
binding information of the
drone and RC controller

/files/LOG/CACHE/
AeroScopeLogic/log-lyy
yyl-[mm]-[dd].log

Cached latitude and longitude
of the DJI RC

/cache/ImageCaches/
Photo_[number]_[media
file
name)]_[number] _0_[Cap
ture timestamp]_
photo_thumbnail.jpg

Thumbnail files of captured
photos

/cache/ImageCaches/
Video_[number] [media
file
name)]_[number]_0_[Cap
ture timestamp]_
photo_thumbnail.jpg

Thumbnail files of recorded
videos

/sdcard//
DCIM/DJI

/dii_fly YYYYMMDD H

HMMMSS Number Unix

Time(millisecond) phot
0.jpg

Photos captured by the drone

/dji_fly YYYYMMDD_H

Alb
o HMMMSS_Number_Unix| Video files recorded by the
Time(millisecond) video drone
.mp4
files/mapsnap/ Thumbnail files for
/data/dat [32 character , , . o,
- _ pilot-defined “flight missions
a/com.dji string].png
.industry. databases/
DJI pilot flysafe_license_unlock.d | Pilot authentication tokens
Pilot b
/sdca'rd/A "/f‘lles/DJI/ ' Thumbnail images of photos
ndroid/d | com.dji.industry.pilot/C d vid cured by th
ata/com. | ACHE_IMAGE/thumb [1 anc videos dcap :re Y e
dji.indust | 6 character string] [13 ron
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digit number].jpg

/files/DJ1/com.dji.indust
ry.pilot/

pil
Y-PROU T i ohtRecord/DJIFlightR | TXT Flight Record file
ecord_[yyyy-mm-dd]_
[hh-mm-ss].txt
/sdcard/ org_[16 character
DJI/com. string]_[13 digit Photos captured by the drone
dji.indust numberl.jpg
ry.pilot/ org_[16 character
Pilot string]_[13 digit Videos recorded by the drone
Album number].mov
! Drone serial number and pilot
files/mmkv/mmkv.default o
authentication token
/data/dat y 1 1.
- files/user_avatar.png Pilot’s profile image
a/dji.go.v :
databases/flysafe_licens L o
4 Pilot’s authentication token
e unlock.db
databases/dji.db Drone serial number
DJI_RECORD/[yyyy_mm | Video files recorded by the
_dd_hh mm ssl.mp4 drone
D] RECORD/[yyyy._mm Re.corc'hng date'/tune an.d
] location information for video
_dd_hh_mm_ss].info ,
files
DJI CACHE_IMAGE/pov_* Cached image files
SC(D] CACHE_IMAGE/thumb_
I [16 character string] Cached image files
GO4) . . .
Jsdeard/ I[.UEIX tlmedstampl]‘.]ig
DJI/dii.go FlightRecord/DJIFlightR
v ecord_[yyyy-mm-dd]_ TXT Flight Record File

[hh-mm-ss].txt

FlightRecord/MCDatFlig

htRecords/[yy-mm-dd-h

h-mm-ss_FLY[COUNTI.
DAT

DAT Flight Record File

FlightRecord/userinfo.json

Drone flight information per

drone operated by the pilot

LOG/ERROR_POP_LOG/

In-flight drone events
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[dd]-[mm]-[yyyyl-[Drone
serial number]

DJI
SC
(D)1
Fly)

/data/dat
a/dji.go.v
5

files/mmkv/ Drone and controller serial
mmkv.default numbers
files/user_avatar.png Pilot’s profile image
databases/dji.db Drone serial number
databases/flysafe licens Pilot’s authentication token
e_unlock.db

/sdcard/
DJI/dji.go
v5

files/LOG/CACHE/devic
eManager/log-[yyyyl-
[mm]-[dd].log

Serial numbers and binding
information of the drone and
RC controller

files/LOG/CACHE/AeroS
copeLogic/log-[yyyyl-
[mm]-[dd].log

Latitude and longitude of the
DJI RC

FlightRecord/DJIFlightR
ecord_[yyyy-mm-dd]_
[hh-mm-ss].txt

TXT Flight Record File

FlightRecord/MCDatFlig

htRecords/[lyy-mm-dd-h

h-mm-ss_FLY[COUNTI.
DAT

DAT Flight Record File

cache/ImageCaches/Ph
oto_[number] [media
file
name)]_[number] 0_[Cap
ture timestamp]_
photo_thumbnail.jpg

Thumbnail files of captured
photos

cache/ImageCaches/Vid
eo_[number]_[media file
name)]_[number] 0_[Cap
ture timestamp]_
photo_thumbnail.jpg

Thumbnail files of recorded
videos

DJI FLY/Video/
OriginalFiles/Photo/*.jpg

JPG files captured by drones

DJI FLY/Video/* mp4

MP4 files captured by drones
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DJI
SC
DJ1

Pilot)

/data/dat

a/com.dji

.industry.
pilot

flysafe_license_unlock.db

Pilot’s authentication token

/sdcard/

DJI/com.

dji.indust
ry.pilot

FlightRecord/DJIFlightR
ecord_[yyyy-mm-dd]_
[hh-mm-ss].txt

TXT FHlight Record File

FlightRecord/MCDatFlig

htRecords/[yy-mm-dd-h

h-mm-ss_FLY[COUNTI.
DAT

DAT Flight Record File

CACHE_IMAGE

Cached thumbnail images

Pilot Album/org [len 16
string]_[unix time
stampl.ipg

JPG files captured by drones

Pilot Album/org_[len 16
string]_[unix time
stamp]. mp4

MP4 files captured by drones

Parrot
Freefl
ight6

/data/dat

a/com.pa

rrot.freefl
ight6

files/ ACADEMY/flightDe
tailes/[len 4
num]_[yyyyl-[mm]-[dd]T
[hhmmss]+0900_[len 6

string]_[fly countl.json

Flight Record Detail File

files/ACADEMY/flightSu
mmary/[len 4
num]_[yyyyl-[mm]-[dd]T
[hhmmss]+0900_[len 6
string]_[fly count].json

Flight Record Summary File

shared_prefs/account.
xml

Last login time
(Unix timestamp)

shared_prefs/activation.
xml

Serial numbers of the
connected drone and RC
controller

shared_prefs/ff6Prefs.
xml

Serial numbers of the most
recently connected RC
controller and drone

shared_prefs/com.googl

Google OAuth authentication

_27_




e.android.gms.signin.xml

token and email address

[Drone model namel/

Photo files captured by the

[Drone serial number]/ drome X
/sdcard/ single-photo/*JPG
DCIM
[Drone m(?del namel/ Video files recorded by the
[Drone serial number]/ d X
video/*MP4 rone
) EE 7|A AR
Bag dolol A¥R & J)A HRe S Az et Bl
ofp, olefet Holels =2 2] @A c2e Fus o B8 4 9
O 7 E2 2% olZelloldd B2 s AR A Ane [ 3-5ls 2t

[ 3-5] =2 7]4 & folg &

Application File name Data
dji.db Drone S/N, Firmware information
DJI GO i mode?l narr.le]_ Drone firmware file
FW_V[Version].bin
userinfo.json Drone S/N
DI GO4 dji.db Drone S/N
mmkv.default Drone S/N
dji.db Drone S/N
DIl Fly mmbkv.default Drone S/N
FD_h264cache/
_ Drone S/N
[Drone serial number]
DJI SC (OJ1 GO4) mmbkv.default Drone S/N
dji.db Drone S/N
DJT SC (OJ1 Fly) mmkv.default Drone S/N
dji.db Drone S/N
_ activation.xml Drone S/N
Parrot Freeflight 6 ff6Prefs.xml Last connected drone S/N
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DJI GO9] dji.db m¥2 ‘/data/data/dji.pilot/databases’ H=ol A H
glojefHo]lA {9 mdolth. [O7 3-4]9F Zo] S Tlo]EHo| A
9] ‘dji_pilot2_usercenter_a_d’ HIo]E W a A"+ DJI GO ol&d]
Aol &l HE} EES Agd WIErt JEEY E
‘dji_pilot_publics_control_upgrade_DLPackagelnfo’ H|o]Eol&= HHFY
72 =L Heol oY AEZE J|RHC s HolEolA
mAbsPath ZAd o= ol mdo] 2F719 24 AHFad #d" B=
£, mfileName ZHE HYo]
of mMde HREE} FAVE AHHEHA 2FVY B2E AFAde
mAbsPath ZHo|A HAIH 7
ZHct. /sdcard/DJI/dji.pilot/FlightRecord ZZo&= JSON oY §39
userinfo.json o] EAstH, XZArE Adsto] HIFPRE “Eo] Al

W57} 7] SHr

et

Table: | dji_pilot2_usercenter_a_d

a b oc| diNERINEN 0 h.yi ||
Fits 8 G O R R R
1]032502159) 0 4 1
Drone S/N

0

Table:  dji_pilot_publics_control_upgrade_DLPackagelnfo

il mhbsPath mPackageSize mDiSize mlorsion  mfieName  milStatus mlllil mProductd
[F.. B I I I I ] ] I
| \I/stnragE/Emu?aled/[\/DJ\/dJ\.u\\nt/Upgrade/ﬂlPaEkaga/PEEfWﬁVl]\ 030200in 083760 (083MTED 1820 P3C_FW VOLOS.0200bin 3 htps://dljcdn.com/downloads,/phantom 3_standard/P3C._ PH VOL03.0200 in

Information about the firmware file downloaded from drone controlfer

[Z% 3-4] DII GO¢ diidb 45 &3 =8 Ax 24 43

DJI GO4¢] ‘/data/data/dji.go.v4/databases’ HZo ZAHot= dji.dbell
DJI GO4 ofEFgAlclde Fdll =&t &89 Algd ®lort Ak
s dloleE  dji.db®]  ‘dji_pilot2_usercenter_control_DJICareModel’ H]
ol W mc ZAH AHFHAC}. ‘/data/data/dji.go.v4/files/mmkv’ ZHZof &£
A5k= mmkv.default -2 DI GO4 olZ2]Ao]de] AAT =29 A
gd HoE A olHe dHeolHe did mde] Key-Value FE|S
Tz Key Frel KEY_VER_PHONE_STORE_SN¢! Valueoll4] AJ@¥sh

% k.
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MMKYV Visualizer

View MMKV databases online - completely
transparent & private.

Open File(s) ‘ ‘ Download Sample Data ‘
ey_applauncn_rep 6 [ERWIH)
esolution_mode_key o0 OO
paconneci ted 12) 39687474703a2f2f6d2e646692e636{6d2f70726f6475637- T [
ooooooooooooo ted 3968747470733a2f2f6d2e6462692e636f6d2f7072664756-- 'T1 (]
key_precise_db_version_for_app_jni nexstring) oc T @

key_last_flyc_sn_for_data_ug

0e3037424444355830303130303133 T [

KEY_VER_PHONE_STORE_SN

2303742444 "
EPPIPYET =5l "
string) { "07. 13": { "caacStatus”: * e BE "

Al el g Lo

PRODUCT_CAMERA_KEY
djiPopupKeyPType
key_cur_info_db_version

keyForNotice

controller_cache_first_page

o - ey s ey
06 DI
gio137 T@

oo

3636137 9 39663 T

s BE

43687474707332212f6d2e6462692e636162f70726f64756-~ T [

§) 103132372€333134303434373530323135 T[]

. O

i57UBDsX0010013%4 Drone S/N
"caacStatus": "NotNeedRegister",
"checleme : 0,
"comboSn"
"|sF|n|shCAACRealName false,
isFinishRealName": false,
productTyPe "Tomato",
quodeUrl

07JDDSX0010013 s
status "NotBind",
uas'
"verlfyPhone
"verlfyPhoneArea +86"

RIS

[2¥ 3-5] DJI GO49] mmkv.default #A41S 23 =2 Ax 24 23

DJI Fly¢]

wfele)

=

‘/data/data/dji.go.v5/files/mmkv’
tE9

5o 23% cEe

w4

e ¥y

‘/data/data/dji.go.v5/databases’
A7,

‘dji_component_activate_model_DJICareModelV2" E]o]E

dji.db7}

s 2FT =8

Value®]| A )=kl

‘/sdcard/Android/data/dji.go.v5/files/FD_h264cache’
Algld RISE olgl= Zhe
olZgt HHE o EA oRE
o Slet

o AREE
Aleld We7h A=W, Key ghol

mmkv.default T o]
‘key_last_flyc_sn_for_data_ug’

sl £2FH =89

+ dHlelEHo]~

Sl i SRS
W mc ZAH

A7

rr

Ho7}

% 9k,
ARt D]l FlyE
geleast EAg
AEERSES

DJI sCo DJI GO4Fly HolH % =zl djidb mdo] A4 d.

-2 oj
‘/data/data/dji.go.v5/databases’
o7t A

g Age mu

Sl =

_30_

‘/data/data/dji.go.v4/databases’ 2}
Are] AHEH, Hio] =& AYYE H
ojlf =& Algld HoTl AHEE dolEHo]A9]
Z%719] DJI GO4Flyol dji.db =gt Hds}et.

glo]

O
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7F2  mmkv.default oY Tk DJI SCe  DJI  GO4-Fly9]
‘/data/data/[package namel/files/mmkv’ =] EA|gIct F o E&|A o]
Aol mmkv.default =Y BT KeyZl ‘key_last_flyc_sn_for data_ug 9l
Valueo| EE9] Al HI7F A4

Parrot Freeflight 62] ‘/data/data/com.parrot.freeflight6/shared_prefs’ 73
29] activation.xml TLl= [1H 3-6]2F Zo] A2t EES Algd HE
7v AES g wdoll= EEd 2F719 AlYY ®oUr BE 7)REH,

AgAeo=z 7155 Holgrt =9 Agd WeE  ouRith &g
activation.xml®} SUsH AR ZAst= ff6Prefs.xml mdo]= Opzjuto g

AAT E29] Algld Hart AFEn) [O" 3-7]e Eo] E& Al HE
£ Key @] ‘last_drone_uid’®l Valuedl] 7=t}

<?xml version='1l.0' encoding='utf-8' standalone='yes' ?>

<string>PI040445AC0G005359</string> DroneS/N
<s5tring>PI040443DA9J163046</string>
</set>
L</map>

N oy Ok W IN

<map>
= <set name="devices">

[1¥ 3-6] Parrot Freeflight 62] activationxml #241& £33t =2 AW 24 Ay}

1 <?xml version='1.0' encoding='utf-8' standalone='yes' ?>

2 [H<map>

3 <boolean name="map_preload tuto_displayed" value="true" />

4 <string name="map preload camera position">{é&quot ;/bearing&quot;:0
9 <string name="last_remote_control uid">PI040443DA9J163046</string
6 <boolean name="is_onboarding finished" value="true" />

7 <int name="skycontroller model key" value="0" />

8 <int name="phone_flight count" value="0" />

9 <boolean name="user got hand launch mode" value="true" P;Ohe S/N
Lo <string name="last_drone_u:l.d">PIO40445ACOGOOS359</strlng)

11 <boolean name="1is_tou_accepted" value="true" />

12 L</map>

[28 3-7] Parrot Freeflight 6] ff6Prefs.xml £+4<& %

ot

=8 AR A A3
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2 237 31

EE ofEFgAlA HelH T 2EAR}F #HE dolHe ofEdAelA
g JH, AF EF, 2F7] Al9Y Mot sidE. [# 3-6]+ & 4
FoA AEd 254 B dolge] RRoln

® 3-6] =8 =FA - HolH &+
Application File name Data
user_avatar.png Pilot’s profile image
DJIFRSyncLog_[yyyyl-[mm]- Pilot email
DJI GO [dd]_[hh-mm-ss].txt
userinfo.json Pilot email
.Overview-[Emaill.tmp Pilot email
flysafe_license_unlock.db Pilot authentication token
DJI GO4 user_avatar.png Pilot’s profile image
mmkv.default Pilot authentication token
user_avatar.png Pilot’s profile image
flysafe_license_unlock.db Pilot's authentication token
DJI Fly tmp_avatar.png Pilot’s profile image
ks default Pilot authenticatio‘n token,
Drone controller serial number
DJI Pilot flysafe_license_unlock.db Pilot authentication token

DJI SC (DJT GO4)

mmkv.default

Pilot email

user_avatar.png

Pilot’s profile image

flysafe_license_unlock.db

Pilot authentication token

DJI SC (DJI Fly)

mmkv.default

Drone controller serial number

user_avatar.png

Pilot's profile image

flysafe_license_unlock.db

Pilot authentication token

DJI SC (DJI Pilot)

flysafe_license_unlock.db

Pilot authentication token

Parrot Freeflight 6

account.xml

Last login time, Pilot nickname

activation.xml

Drone controller serial number

ff6Prefs.xml

Serial number of the most

recently connected controller

com.google.android.gms.
signin.xml

Google OAuth token, email
address
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DJI GO9| ‘/data/data/dji.pilot/files AR ZFALQ] o]Zg]Ao]A
=3 olux[7} PNG FHIQl user_avatar.png THdo #AHoh sig ot
U2 DJI GO #7t ofyzt, DJI GO4-Fly-SCo| HolH Mk FUdsHA &
AstH, DJI FlyolA+  ‘tmp_avatar.png  Tdo] FrtHoR  EAQct
‘/sdcard/D]J1/dji.pilot/FlightRecord/SyncResult’ AR =
‘DJIFRSyncLog_[yyyy]-[mm]-[dd]_[hh-mm-ss].txt’ o] = ly
ot ofd w2 [ 3-8]9F o] XFAVE STl HFRI md
713k BHE AT 27 VIREHE mdolth diF mdo] ZIEEE
EIoe B718F 27 Bub opyz, FUIRME 4Rt 2FAS ojmd A
B7b A9ttt “/sdcard/DJ1/dji.pilot/FlightRecord” Z=2ol& ZFApe] o]
o] HAE userinfo.json o] EAct S WAL JSON FEfC

lo], KeyZb Email’¢l Valueoll ZFAtS] ojwdo] HEo=Z *AH
. ESt ‘/sdcard/DJI/dji.pilot/FlightRecord” ZdZofl= mdwo] ZFAt9]
ojg|do]l 7]ZHE ‘Overview—[Emaill.tmp’ mtgo] A=t s o}e
2 DJI GOE 538 =Ia%lst RE ZEAo] s AAEH, 7]2Hoz %}

H]
1}l
o}

e

] DIIFRSYNC

DIIFRSyncLog_2!

DJIFRSYnc|

T [2024-03-22 14:10:15.330]Start to synchronize flight log. Email is: [IEEEEEE1Conail.com.
[2024-03-22 14:10:15.573]Successfully get file list. Page count: 1.
[2024-03-22 14:10:15.575]Uploaded: 0. Downloaded: 0. Updated: O.
[2024-03-22 14:10:16.263]Successfully synchronizing flight log.

[72% 3-8] DIT GO¢] M=z F7|3F =1 v | =34 Fu Ad 23

‘/data/data/[package]/databases’ AR+ dlo]gHo]A mAQl
‘flysafe_license_unlock.db’ Qo] ZA 3t g  mde DIl
Fly-Pilot-SCOlME FLstA EAst, [I" 3-9]<} ‘user_info’ |

ol _
o]£9 ‘token’ AH| £FAY AT EZS AYSe Fx2E demh
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Table: | user_info vV % s B e B A &) Ly Filter in any column

token userinfo
|Fi|ter |Hhar

| {US_nalcqlpbm8FsVg_VAFLSYCRZ_BBvSaciZlxHK-OnyWib5ExeL0kiBkzONB... | {"data": {"id": 1.5316363663336618e+I8. ..
2, US_nalcglpbm8FsVg_VAFLSYCRZ_8BuSqej2lxHK-OnyWhinbfpDf72878ksMSL-... {"data": {"id": 1.5316363663396618e+18, ..
l

Authentication Token

[2¥ 3-9] flysafe_license_unlock.db 3} #4S 3 =2 AR 2d A3

mmkv.default TS DJI GO4-Flyet DJI SCeo GO4-FlyollA F5&H0
2 ZA%t DI GO4¢} DJI SCo GO4olM+= Key”l ‘key_account_token’
1 Valueo| ZZAFO] lF EFo] BasetdZ RIIPH ez AFHch
DJI Fly®] mmkv.default mFEol= KeyZtb ‘last_request_promotion_params’
Q1 Valued] ZFAe] <15 EZo], ‘deviceDataManagerSpDataKey Q1
Valueol= 2F719] Alg]ld W37 7]5"o DJI SCO Fly= Key7t

Parrot  Freeflight 691  dole & =& I HlojE+=
‘/data/data/com.parrot.freeflight6/shared_prefs’ A= Sl AA3t
activation.xml, ff6Prefs.xml, account.xml, com.google.android.gms.signin.xml
otdof| AAFECT}E  activationxml ITHEolE 2F7]9] Algld WHeUF [1" 3-

10]eF o] =2 Al2jd "G o]%of 7|5

<?xml version='l.0' encoding='utf-8' standalone='yes' 2>

]

2 <map>

3 <set name="devices">

4 <string>PI040445AC0G005359</string>
5 <string>PI040443DA9J163046</string>
6 </set> Drone Controller S/N
7 </map>

[72¥] 3-10] Parrot Freeflight 6¢] activation.xml £4& %3 ZZ7] A8 4
o 2 Ay}

ff6Prefs.xml Tt oA Key7} ’last_remote_control_uid’Ql Valueoll&= 1FA]
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wog AASH ZE7|9 Algld WHErt 7|EHY}. ESE account.xml T o
A KeyZl ‘account’Q] Valueoll= ZFAFe] ofZg|AlolAd Yu|do], ‘date’Q]
Valueoll= £2F27F oZ@|Alolde] mAgte e 2I0Q19E AlZfo] ms ©¢]9]
Y2 BY A”HE P2 7|59 ‘com.google.android.gms.signin.xml’
ool 2ERS Google OAuth ¢1%F EZi} olw|d AR7 7|2Ht)
Key7} ’googleSigninAccount:[322+2] Z2FE]' )1 Value?] tokenldE Key=
7FA= ValueZb OAuth 915 EFo|H, Key7} ‘email’ Q1 Value7tb ZXF5A}H9]
ojfjde oujgttt. dig mAoA S QAF EFS ZFATE Parrot

Cloudg &t 7|2 2I%l0] ofd, 2 2IRlE& AR 4% 4=, 2
2= 24 dACA ©o]E ‘id_token’ o= &85} Parr0t94 As EZS
FEs 4 oo

[ 3-7] =8 Az ApE vg= gtdo] Add F8 AR

Locati
Manufacturer | Flight information . oca 10.1'1 Device identifier
information
Flight speed,
-D flight path
DJI altitude, rone Jght pa Drone S/N

) ) (latitude/longitude)
distance, time

- Drone flight path

Flight speed, (latitude/longitude) Drone S/N,
Parrot
altitude, time - Pilot location RC S/N
(latitude/longitude)
DJI & 20| vz 7] ol A mHle AL8SH= TXTeF DAT Bz 12 25
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g TXT  HEiET mde 2K AR HRIRIE,
‘DJIFlightRecord_[yyyy—mm~-dd]_[hh-mm-ssl.ext” Feje] mtd o]g& Zh=t}.
DAT H¥21 mde B2 7oA AR B8z ool
‘yy~mm~—dd—-hh-mm-ss FLY[Fly countl.dat’ @®|e] ¥ o5& 7RItk o=
T2 7)Ao A DJI Assistant 25 5ol 2% 4 9109, DatCont £ A&
EFE Bl #4Y 4 ok DAT Hldi="1s Be £2F of&2Aleld B 2371
o/ AR TXT vg§=19} tt24, DJI Fly, DJI SColAgt A=t TXT
Hz "] odof dish oot 9 oty 752 Alsske ot A8 =71 EA
gtk ol=fet DJI vzl mtd=qy =go] B3] F 75H £k AAl
7 AEe} BFY A=, H[S R =8 AP ‘ﬂ;% g5 4 AUtk

Parrot®] H|g§271 w2 JSON 39 Tl B
F=T1 A ode AR "= aoF mde 5]]%} H| 7]
QoFel AHE 7ixH, "R A e EE9 olF F= XFA
AR T AR AEZE 7158 Folth & /39 #YdEe 25 len 4
number]_[yyyyl-[mm]-[dd]T[hhmmss]+0900_[len 6 string]_[fly count].json’
FEIO] WS 2=t T2y BRiR ] npdrgo] Fdsto: AAE= A7t
golsttt.

[1F 3-11]12 Parrot Freeflight 6] H|=T1 QoF mdol BEA A
dolch, HIRETT QoF mdox 5 JHeset 8 FHE EES H|F A
2 A A 917, B2 2F719 Al Hoolnt. JSON Fx9] H[7]
oAl “date’ BEO] Frolle o HIFEo] AJAE "}Z‘} g AJgbo]| o
AE7F 7|55, ‘total_run_time’S ST H[FPS] F H|
A= 7159 Sserial_number’' @} ‘controller apphcatlon Sl
o BB 2F719 AlEld HoTt Z1EEW, user > HAS AT 2F
2ko] olZEAlold Yudoltt. ‘gps_latitude’@t ‘gps_longitude’ = EE9] H
3 AZE QAo gt Y1=-FE Frol™, uuide SHE H[gel tigt il IDE
ojmgtty,  olziet  wIP=T  QoF e /data/data/com.parrot.
freeflight6/files/ ACADEMY/flightSummary” 7d 2of #7gHt},

=

3
L
—

o Lok
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=0

nign: 8539,
"date”: "20250118164157",
"product_id": 2328,
vy

": "PI040445AC0G005359"

u 333A834D7ACAS183 ES1A",
"flight_id": "OB2E9966359F2D8149B333CC37F29097",
"controller model": "RC,Skycontroller 3",
"controller_application”: "PI040443DA9J163046,1.8.1",
"product_style": 0,
"gps_availabl 8 ra

Flight start time

Drone S/N

i Remote controller model name and S/N

¢ Total flight time
"user "HansungKim",

": false,

i Nickname

"to_locally remove": false,
"to_delete": false,
"battery": 1

[2¥ 3-11] Parrot Freeflight 6] H|si &1 Q°oF 9 EA Ay}

[(18] 3-12]2 Parrot Freeflight 62] H[§=T AMA] o] BA ZAujo|ry
H2T qof mdyl FUSHA B3 ARF 99t =2 9 £F7]9] Al
of ke AH7} AHEH, details data HEo= /JARE HISY 71F0] EARIC
details_data BEol= 21709 dlofe] fo] AHowe] U= 27 HiFolH,
details_headers H=of ZF QIE|lA7} on|sh= Hlo|E7F Agojw]o] itk & Aol
A TRIE 2314 oA SJofE Zh= 8719 ol Hivt RE ZIRRith

4
fol

r
T

FEEEEEEEEEEE Remote controller model name and S/N
light start time

Tight details

© Latitude/longitude of flight start focation

Z5 Flight eigenvalues

[2¥ 3-12] Parrot Freeflight 62| A3 =1 XA 3d B4 Ay}

A

[ 3-8]2 details_headers "WEof HojH 8712 FQ dolg [

g B4 Aol ‘timee W& A7 oulsls ms ©ele] ol =,
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CEo] HPE ARt AFEH AE A7 om|dit). o]zgh Hlo]E]
2 71557 w&oll, Parrot Freeflight 69 H|s§=71 =}

A2 200ms T2 AMARE v 27371 7]=Hc} Cbattery level 2 @AY
H|ZY A|ZofAe] =9 gz e mAlEolx] ©el2 7|5H  glol
o}, ‘controller_gps_latitude’?} ‘controller_gps_longitude’=  XFA}S] 914

o ot H=-AHZE  ou[gty. uRETIAIR ‘product_gps_longitude 2t
‘product_gps_latitude’, ‘altitude’= E=2°] H|] ARl QL-HLel Ik
E omglt}, ojnff EEO] H|Y HEE EE9 GPS AR s ofFof ot
gt AAE o, o]o gt GPS AHl AHHE ‘product_gps_available’d] 7%
Hct. o]H§t details_data ol 200ms @2 7|EH dHolHe EE9]
H3S Sof A48 odt AE7E 7I5dd. & dAFolAe  Parrot

Freeflight 69] H[g=T mdS 4 0]'04 [ 3-13]¢} o] EEQ] H]
Y ARl v do|A 2T IRE AlZ3lote], HAA EAH Ax
7} e AEE Bol J|Re Aeh BARA oIRE AL
[E 3-8] Parrot Freeflight 62 Rl& &1 A4 3 F2 Az}
ind f
details_headers y .ex 3 Data
details_data
. 0 Flight timestamp
me
! (in milliseconds)
battery_level 1 Battery level (in percentage)
troll
con ro' Cr-EPs- 2 Remote controller GPS latitude
latitude
troll
cono 'er_gps_ 3 Remote controller GPS longitude
longitude
duct
pro u.c P 7 Drone GPS availability
available
duct
pre uc. -5Pe- 8 Drone GPS longitude
longitude
duct
P u.c —5P5- 9 Drone GPS latitude
latitude
altitude 18 Drone altitude (in meters)
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Drone’s flight path :

Take-off point :'
/

'

r
Landing point Pilot's movement path | Oj¢l0|=
’
= / A

' D|E ‘

. . '

Pilot’s location ’
at the end of movement 4

-
.

alo)

A

=

V
) K
I' ‘:’:’

- ' R
= pk‘

-~

[29 3-13] Parrot Freeflight 69| v} 21 A z3} 23

DJI vl=1 mde d2spt A8Elon, Parrot HP=T1 mde
Heg2 ospt A8EHA geth £ dA7olAds DJI GO4¢ TXT H|g=
1 Eosbo| tigt A3 AFet DJIS] OpenAPIE Fdom &85}
TXT w700 tigt EosE 43kt ololl digh AR W82 44
ofl A drgrict.

)

4) wlejo] wl
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[ 3-9] mltle] kel

24 23

=
T

H

Application

File name

Acquirable Data

org_[16 character string]_
[13 digit number].jpg

Photos captured by the
drone and capture dates

org_[16 character string]_
[13 digit number].mov

Recorded videos and capture

dates

[yyyy)_[mml_[dd]_{hh]_[mm]_[ss].mp4

Recorded video files

DJI GO

[yyyyl_[mml_[dd]_[hh]_[mm]_[ss].info

Capture dates of recorded
videos

thumb_[[16 character string]
[13 digit numberl.jpg

Thumbnail images of
captured photos and videos

screen_[16 character string]_
[13 digit numberl.jpg

Cached photo files and
capture dates

screen_[16 character string]
[13 digit number].info

Capture dates of captured
photos

DJI GO4

thumb_[string]_[number].jpg

Thumbnail image files of
captured photos and videos

[yyyyl_{mm]_[dd]_[hh]_[mm]_[ss].info

Recording date, video
duration, location
information, and video
resolution of recorded videos

[yyyyl_[mml_[dd]_[hh]_[mm]_[ss].mp4

Recorded video files

DJT Fy

[yyyy_mm dd_hh mm ss]_Cache.mp4

Cached recorded video files

FD_h264cache/[Drone serial
number]/thumbnail.jpeg

Image files captured during
drone boot

Photo_[number]_
[media file name] [number] 0 _
[Captured timestamp]_
photo_thumbnail.jpg

Thumbnail files of captured
photos

Video_[number]_
[media file name] [number] 0 _
[Captured timestamp]_
photo_thumbnail.jpg

Thumbnail files of recorded
videos

dii_fly_YYYYMMDD_HHMMMSS_Num
ber_UnixTime(millisecond)_photo.jpg

Photos captured by the
drone

_40_



dii_fly_ YYYYMMDD_HHMMMSS Num
ber_UnixTime(millisecond)_video.mp4

Video files recorded by the
drone

org_[16 character string]_

Photos captured by the

[13 digit numberl.jpg drone
DJI Pilot org [16 character string]_ Videos recorded by the
[13 digit number].mov drone
thumb_[16 character string]_ Thumbnails of photos and
[13 digit number].jpg videos captured by the drone
byyyy_mm. dd_hh.mm_ssl.mpd Video files recorded by the
drone
Recording date/time and
DJI SC [yyyy_mm_dd_hh_mm_ss].info location information for
(DJI GO4) video files
CACHE_IMAGE/pov_* Cached image files
thumb_FlG 'character ?trlng]_ Cached image files
[Unix timestamp).jpg
Photo_[number]_
[media file name]_[number] O_ | Thumbnail files of captured
[Captured timestamp] photos
photo_thumbnail.jpg
DJI SC Video_[number]_
(DJI Fly) [media file name]_[number] O_ | Thumbnail files of recorded
[Captured timestamp]_ videos
photo_thumbnail.jpg
OriginalFiles/Photo/*.jpg Captured photo files
DJI FLY/Video/*.mp4 Recorded video files
CACHE, IMAGE/* jpg Cached thgmbnail image
files
DJI SC org_[16 character string]_ Photo files captured by the
(DJI Pilot) [Unix time stampl.ipg drone
org [16 character string]_ Video files recorded by the
[Unix time stampl.mp4 drone

Parrot

Freeflight 6

[Drone model namel/
[Drone serial number]
/single-photo/*JPG

Photo files captured by the
drone

[Drone model namel/
[Drone serial numberl/video/*MP4

Video files recorded by the
drone

_41_




D]l =8 =% ol&g7eld] Ulﬂfﬂ utd ¥ info BAE 7K1 ot

Qe Edg HAwe A PG = MP4 melo] da) 2 Azt 9
Jol @e ARE AL AAE MUl DIl GO ohEoLalA

o] AARE [I¥ 3-14]9F Zo] 2AH A FYT olFS 7 info T}
A7} MP4 utdo] ZAgth. ojuf MP4 mde t==2o| HYF FHYAF bt
dolH, info oAM= EEo] o FIF TLS FIT AT 914

277} 7|2 Hr

e

D 2024_05_12_17_37_57.info

Shooting time

rrrrr

[71¥ 3-14] DJI GO4°l A 9] &7 3L} info 9t &4 A}

Parrot Freeflight 6°] wltjo] mAdel= Exif wEtdo]Eo] theFst H
RH7b xgrdEnh [#E 3-10]+= Parrot Freeflight 65 B =2
of FJe A 9 FIA oo gt Exif wEHHolH 24 Axtolt
JPG Tl MP4 melo] dis] detdolelE Bel HE k@ Fa AW
T A, B2 mdii} Agd §loo|n.

LR}

Bl

r&"

L X

b

.

[3& 3-10] Parrot Freeflight 6 wltjo] 3} wgfdoly &4 4z}

File Name Data Value example

Type
Create Date File Creation Time 2025:02:23 13:23:05

. Drone model name and AnafiThermal,
Image Description .

JPG software version 182
Vehicle uuid Drone S/N PI040445AC0G006359
Serial number Drone S/N PI040445AC0GO06359
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Content Create . . . 2025:02:23
Date File Creation Time 13:23:14+09:00
MP4 Make Drone manufacturer name Parrot
Model Drone model name AnafiThermal
Software Drone software version 1.8.2
Parrot Serial Drone S/N PI040445AC0G006359

5) olEAlCld =1 o

Application File name Data
ERROR_POP_LOG/[dd]-[mm]

DJI GO4 Iyyyyl-Drone /N In-flight drone event logs
AccountCenter/log-lyyyyl- Cached user authentication
[mm]-[dd].log tokens
deviceManager/log-Tyyyyl- Serial numbers and binding
DJI Fly information of the drone and

[mm]-[dd].log

RC controller

AeroScopeLogic/log-lyyyyl- |Latitude and longitude of the
[mm]-[dd].log DJI RC
ERROR_POP_LOG/[dd]-[mm]-
[yyyyl-[Drone S/NI

DJI SC(DJT GO4) In-flight drone events

devicoM og-lvyyy] Serial numbers and binding
eviceManager/log- -
' 8 gy information of the drone and

-[dd].1
DJI SC(DJI Fly) [mm]-[dd} log RC controller
AeroScopelogic/log-lyyyyl- | Latitude and longitude of the
[mm]-[dd].log drone controller

DJI GO4 olZg#AolAae /sdcard/DJl/dji.go.v4/LOG/ERROR_POP_
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LOG A= 3st¥el ‘[dd]l-[mm]-[yyyyl-[Drone S/NI' JeHiz =271 =}
A-S AR} did 21 o= B4 Algd HIEE 713 &=Eo] v
5 wAY oMES} BE HAE Yz ASaEr,

I . D 12-05-2024-07)DDS5X0010013
ERROR_POP_LOG {J

Event occurrence time
SEEE
94 Can

mEaekIOpETRIZEaN Event details
to the Home Point, Minimum RTH Altituds is 30m. You can reset the RTH Altitude in Remote Controller Settings after cance:

411 be disabled in landing.

[1¥ 3-15] DJI GO4¢] ERROR_POP_LOG 4] A%}

DJI Fly o}&&#Ale]42 ‘/sdcard/Android/data/dji.go.v5” A= sF¢lell
gt AccountCenter, deviceManager, AeroScopelLogic TZEE2lo] Fa3F 2
I odS AFRe 27 12 ‘log-[yyyyl-[mml-[ddl.log’ @4]¢] oA
< 7HAH, Wi dolEE 9428 9 Base6d Q1FTo] AL JH=E AGH
t}.  AccountCenter =11 mIL ZEx1o] = EIo| LM,
deviceManager 271 wgde =2 ° 227]0] Alg|d H5 el A Ao vy s
Fx AEI7F 71590 AeroScopelogic 271 o2 [9 3-16]¢F Zo] =&
O] H|gY H}Aof|lA 7|=H £F7|9] Ax-AH =7t AHe

Decrypted DJI Fly's AeroScopelogic log file
960N FVG2

[2¥ 3-16] DII Flve AeroScopelogic &1 3 ¥4 A3
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DJI sCo =1 w2 DJI SCollM F2tsk= DJI GO4-Fly o&=|Al°]
o] ¢f dlolgo] EARth, DJI SCO DJI GO4 ojZejAlo]lde mutd
g7 DJI GO4 olZgj7oldnt 21 wd 1z W Yfo] Sdsid,

DJI  Fly ol&gAlolAdS  AccountCenter =11 TS ALJgH
deviceManager % AeroScopelLogic 271 u}do] FASHA ZEA|gtct.
w9 DI SColA 52Hst= DJI GO4-Fly o] Z2|A o] ohA] A

&3 WS ol QEaISh Based ATPo] AEHIel, 21 npd 8L
BAss] b Besl migel dusolol @tk B QoldL mupe
#7014 DIl GO4Fly ofZelfolde] gt 9Tst 242 Fo (4]
3419} go] Bost gueEe AEstdr on AE w4 BAEg)
"'DJILog@SimpleEncryption’ < = Hgo=z
PBKDF2-HMAC-SHA1 ¢12]&S So Ao, Ve IAHE &&= A+
&1t

N

P= AES128 — CBC— PKCS5Padding ., ,piion (Base644qcoqe (C))

K= PBKDF2— HMAC— SHA1(P= DJILog@Simple Encryption,
S= 0xc8570ac98¢c615aa6a6b9763 1201641, ¢ = 1,000, dkLen = 16)
IV =0x9d6c5cab5b0281255a222d1c¢861dd fd f

[54] 3-4] DT 9} 221 9 B33} dae

AN

A 3dA 2eec golg 1A

S

oF [E 3-30e14 AET wieh Zol, AEAY FUALE APIE Fof ok
3 dolHE £3% 4 Yok oy YEi 234 gH, =2 YR, o
SERIER LSS

[ 3-12]& DJI Z2r¢E9o] 8 APlY] tigh S dHlojglE 4% Z

dolet. &H Hole= PNG, JSON, Zlib ¢= md= 27

i
£
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[% 3-12] DJI 2e+$= APIS] 9 dlolE £24] A3

APl Purpose Response data Response
number type
API-1 Get Captcha Captcha image PNG
Image
API-2 Get Token Logged-in pilot information JSON
APL3 Get Pil(.)t Application profile .info.rmation of the JSON
Information logged-in pilot
Get Information on the drone that the pilot
APL-4 Connected connected to ‘the remote control and JSON
Drone performed the flight (S/N, total number of
Information flights/time/distance)
Get FHlight Flight record files generated by DJI
APIS 1 Record List GO/GO4/Pilot JSON
Get Flight ) y
API-6 ] Flight record files generated by DJI Fly JSON
Record List
APL7 Glitej(l)lrgdht TXT flight record fi'le compressed with Zlib file
Download s
By querying the S/N of the device
received as a request, the results of
RS ggPFert S/N identifying various S/Ns of the device are JSON
displayed
Get Flight
API-9 History Flight history of a specific drone JSON
Information
Get Pilot
API-10 Binding List of drones bound to the pilot's account JSON
Information
Get Drone
API-11 Binding List of controllers bound to the drone JSON
Information

API-13} API-2%=
2t 5= flsh PNG
dolg2 478 Q%

2320 g AHEEE APIelth. API-12
P2 7Yzt olmAE ThERE Sh=

297 7189 ojnlx mUe H5@
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gul,
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237}
H

27 o] A

45

T
A
o

=

|

A

DJI GO-GO4-Piloto]l A
H]

o]

1

—

DJI FlyoflAl

XML  JavaScrip

® dlelH

th API-49] % dole: =
eSS

gePack
[e]

3-171¢F o]

5

<)

EE
ojuf API-5

1

A

=
—

2|7 o]
ARZ [19

AFA URL S0]

At 22 2% o

ZJE ot

s
—

(18 3-18]9} Zo)

[ 3-19]¢F Zo]

o] API-3
— 47 —

T

=

Text | JSON HEX

=& A

gl o] €]

B o]},
L

—

1
—
-

1

H

T

2|Ale] o]

g ofEf ]l

glolH

o

S
1

It
=

=

L
[
o

o
H

= 7}
o
Fefol™, API-6

v
T

-

el
4
=]
o
o
@©
E
2
=
o
b
Q.

27 =t
27 ntdolm, API-6

=

3
[¢)
o

)
£
®
c
i~
o
=

g

[¢]

3

2390 &, 2FA] o
[Z1¥ 3-17] DI &%

o] 2]

[s)

H]

T

oM,

1
44,

-

Xl

API=5¢}F API-69]
TXT H]

3]
olt},  API-59]

APIo]t}
223}

Aol
API-3
44

L)
7},
=

[¢}
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_[18-14-35].txt",

debdo”,
12_[18-00-34].txt",

_[17-59-37].txt",

TXT flight record file name

[¥ 3-18] DJT E&+5%-=9] API-5 &% dHlolH &4 A3

Headers(13) Cookies(0) Raw Preview Body

Text JSON HEX MessagePack XML JavaScript

ightRecord_2024-05-12_[18-14-35].txt",
672d43098ac691e”,
73,

27
17,
49400,

ce": 2.83764910697937,

TXT flight record file name
Flight start time 10

Total Flight information

“aircraft_sn": "3nNzCIeHINEEER",

“aircraft_name”: "DJI Mini 2"

Flying drone information

2_[18-00-34].txt",
20ebds”,

(719 3-19] DJI 2+ API-6 S5 tole] ¥4 73



7Is= T DJIY B2 71Tl AlEE Wes wWiEE, 7ivE,
ANEED, 7IA= EFdrh [O¥ 3-201& B8 2F ofEAloldd] =&
= 92 % B8 2Fe AT 7R oM 92" =29 AFY WeE
It dxfolrt, of2fet Alld Ho F =& ZAE Yetdle Algd W
= 71A SN'¥ Y AEEE SNoH o=

2d Wgrl EAE] AMgHT API-82 olgt 52 EH §/NE A
Al Sl Al RieE 7] 29 ThE SN, C71A] SN, HIE HEEE
SN'E Hrghelrt. &2 dFolde dioly 24 HAolAM A=ld W2 EAE
7] s 24 BgolA ARt EES THrle ARd HIeE API-8%

7H 2t

HiE 2| £

H{E{2| SN TUSX9C4EXPOBMT

718 SN 1SZ3HC4002T680

H|3 HEE3 SN 1SDCH410161AYY

Z=37|SN 1T2CGC5R075Z25

7HH|2t SN 1SFLGB80AB0417

O

=
th DI SRelA Hlelgoldt 2EA4Y AR SRS AFs



£ Jsgozm, vg F A BUHE AT Y A D]l Care &
ofeiglo] 1% ofet. oleldt wialge ©ed]

= Tl £FAS] Al HeIdE 7171 4
ZZ7r0l Aol BRRIdH"  EES A
production_name ZEO] 7|FEM, =& HiIGH £F7|7F 9l

Z719] Al2ld WE7t rc_sn BEof EARSbc

Headers(18) Cookies(0) Raw Preview Body

Text JSON HEX MessagePack XML JavaScript

Drone serial number T —
Jud : "SHAZM1NO@4235V",
AyNgo=",

ni 3 Pro #241",

RC Serial number

Drone model name

t e,
¢ "4TVCIB99150GIZ"

28
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Headers(18) Cookies(0) Raw Preview Body

Text JSON HEX MessagePack XML JavaScript

1

Drone's first activation time

Bind user's DJI ID ; A
5 data": {

"active_time": "2024-10-82 09:21:36",

"bind_account": "dfra.lab.m******@gmail.com",

"rc_sn": "4aTvCIBo R,
- ey

RC Serial number

(29 3-22] =20 neldd A 2 2F7] 4R =3
[ 3-13]2 Parrot Z2H¢E APIO| tidt §9 ©dlo|HE EA% ZAx
oltt. Parrot Ze¢E+= DJIfte= o=2A S HolHO {3l RF

JSON Hjo]t.

[¥ 3-13] Parrot E&+$= API9] 4% dlolE £ Zz

API R«
Purpose Response data B
number type
API-12 Get Token Pilot's authentication token JSON
API-13 Get Token Pilot’s authentication token JSON
API-14 Get Pil(.)t Application profile .info.rmation of the JSON
Information logged-in pilot
Get Flight
API-15 © 1g. Flight record summary file JSON
record file
Get FHlight
API-16 © 1g' Flight record detail file JSON
record file

API-129} API-132 Parrot Z¥h¢E 2191 7]5g % APIE, 7
Z} Parrot FA2|dAd3t Google OAuth ZZHAELS Q% mizlo] 74 A
Parrot S9F¢E AHete] FAE 9Jet QlE ESS HrERith 39 dHlo]
B & 7k APl B&F FY3 Fx2E Zb= JSON Aoz QlF EFL

=

2t JSON dolE] apcToken TWEC] ZATE g ¢z EFZL

¢
¢}



API-14, 15, 16°] tigh = APl §4 Al &2 Q1F5S flof AHE
Hch API-14= 2549 Parrot Freeflight 6 o]Zg]Alo]ld Z=zd HH
S X35t 7]5E AT 39 HolHE 5% 4 v 58 HH:
Zzro] Yu|dat olmdoltt. API-159F API-162 [13¥ 3-231¢F Z
JSON Fejo] mgi27 md& Fyst= APlejth. API-152 ZXFAL
gote] ZEpeEol F7iskE HR Qo mYs EHESE FHE A
sath weby ZEReEe] YISt 2FAe] BE BRI mde ofd
APIE Edf A4¥& 4 9t} API-158 %9 443t vz QoF 1}
2 =7 offHE ZEXct= HIYPRTT Qof mAyp IR Aol
ZI2k g2d 234 @A 9uGls dHolHE FYsHAl Z=th
API-162 HIP=T1 JAl e AlFstH, dig APl dist 8% wjzle]
API-15914 zx3]¥l B4 Hl&=1 Qo el id FE FHS Q7T
API-16& o =3¢ JSON FEO] HIERT A g2 27 ofEH
Eof EAst= HIA7|&E A ot} ¢hds] U X E Z=Th

[ 1 1
¢ i arl Response from API-15 > "details_headers": [-- Response from API-16

l~>4 ml

|
3

(e}

g
o,

rr N
R

U >‘\u

¢

!

T

> "details_data": [

4T171329+0900",

623696E118DF835F4E44",

: "PI@4@445ACBGRA5359",
sion": "HW_02",
sion":s "2.8:2%;
DBFA13BE88@536133EEBS6E82EAEC3",
"flight_id": "@47F308822D88DBF4A670308F8D59BDF",
"controller_model": "RC,Skycontroller 3",
“controller_application": "PI@48443DA9]163046,1.8.1",
"run_origin": @,
"crash": @,
"total_run_time": 25255,
"run_time": 23383,
i ailable": false,
titude": 500.0,
"gps_longitude": 502.0

i “grade

La “controller_model”: "RC,Skycontroller 3",

il “controller_application”: "PI042443DA9)163846,1.8.1")
16 “total_run_time": 25255,
b
it
i

(1% 3-23] Parrot 2eH4-= APIE B3l 9% wB27 s B4 23
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A 44 vPR] 0P 5535

D]l EE ZF ofEgAloldE &l A= TXT HYP=RI md
DJIe] AAHY ERE Fo AP o EE 2F olZeA o4l
Mge e EWe ojZdAold §FdE AolstARt, muldl 9 DJI
SC2 FEEE 52 #0AE Zo7h gk B AFeHd: DI GO42
H2T mpdof tfgt A3 £4 A+ dasE &8 6}04 DJI GO-GO4-Pilot
o wgea o] AT Y WAL Agets AL AdWoiglon,
DJI®] OpenAPIE 7|9te @ DJI FlyolAl AA®E TXT HP21 5t =
LR

[ 3-241% DJI olZgAlold 4%Fo] TXT HgPRT = Fxo]
ot TXT M= md2 mdo] oot 549 fit=z Aol glo
H, 7t YEZE= d2stHE Az EAR ot dostH gIEE &

% L

<
siste] dloleg 958 4 glom, 7 f=Ed] A

% 5= HolHE
=i ogda Aolsict, vz mdol FHIT AL HTEo
32 Uetll= 1HO]ES] Record Typedt #HFEO] £& oJujsh= 1Hf

Record End Flag7b A8ttt Record Type ©]%oll+ #HFIE<]
dolE 9u[dk= Record Length®t ¢oste #HFE dlolE ]l Encrypted
Record Data”} &£#fsttt, DJI GO-GO4-Pilot o]Zz]A|o]Ae] TXT H|Y=Z
71 wde 1HPO]ES] Record LengthS 71Aw, DJI Fly o]Zg|#Ao]AL
2"Hfo]EC]  Record Length® Zt=tt. 5 {39 Hgzad g
Encrypted Record Data®] ¢&3} wWHAo|AM  Zfol7} ZEASttt,  DJI
GO-GO4-Pilotol A= XOR 7[5te] tzalqt H-8=m™, DJI FlyolA+= XOR
719k tostet AES oyt o A-gH

N
o lm
i 1o e 1o

N

l
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DJI GO & GO4 & Pilot

Record Type
(1 Bytes)

Record Length
(1 Bytes)

Encrypted Record Data (XOR Based)

Record End Flag
(OxFF)

DJI Fly

Record Type
(1 Bytes)

Record Length
(2 Bytes)

Encrypted Record Data (XOR & AES Based)

Record End Flag
(OXFF)

[29 3-24] DJI =& 919 TXT v g2 3 F+x%

p o o E?l—
7| 2EFS 59 970 T XOR A4e 49 49 gge] Hgss
93 722 b BEet By G4 7 YT ot sulol

AN

E scramble bytes 7]

AAE Ao w2, 7]
o] A Ho]E (Key byte)E
N AAEC = YIE Yy A Hlo|EE ZAgkeh 2H}O]
Aol ol®l CRCo4 whdAlt x7] & ARgste] 8HEC]E CRC 4
AAFSte]  scramble bytes®  ARESTh  olEgt FxE Qs 7]

o] 1z £AT Encrypted Record Datal] # HEo|Eo| F457

|m
o
i)
e,
L
ol

[>
|m
o
o rlo o

2 AAHY, HFErF FLet HolHE 7H Afel: x7] Ho|EZL &
2 B Mz oE 7] 2Edo] AYHEM AdE 8HiolE 7] AEHS
Encrypted Record Data®l] o5 XOR ¢d4to] =3 A-GHch

DJI FlyelAd= XOR 7|8F oFostiat opzt AES 7|¥te] o3ls
tHoz ggsttt [19 3-2512 DJI Flye TXT HPR1 nde =

33} of7] 9t Axfoltt. DJI Flye] Encrypted Record Datas E33}st
7] SI31A AES Key®} IV7F Q7Em, o] DJI Flye] TXT H/@z71o
A 0x38= Aoz KeySet #HFEo] dSstd ez AT o4ost
H KeySet 0x382 Record TypeSZ Z}X|W, 2H}O|EC] Zo],
op2lef vpo]Eof OxFF7F 92§ Fxolth, & dAFoAs o4 XOR 5T

5t B4 KeySer @dZE=S hfem Agsle] Esss sasqd

A2 Aol

38,
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XOR E33sP7t &7 KeySet #HFIEoA 0HA HEO]EE  featurePoint
#om M=, sig g2 DJI WA APIo|A Q+tek= 22k AEAt
= migEd. Bt XOR HO35 Ay F 4917 HIO|E o]9o] Qo= I
AES ZIAIQl deRor IHFEM, e Ho]EEZ Basetd= Q1FY
aesCiphertext "WE=Z FASTE XFHO=Z KeySet #HZEZHE F
{featurePoint, aesCiphertext}” #-& JSON ez FAdote] DJI 7HE=t
APISQl  ‘https://dev.dji.com/openapi/v1/flight—records/keychains® HTTP
POST Q92 #Esith oid APl 849 §Hoe=z 2t featurePointof T
S5H= AES 719t IV7} Base64 217 H0] 79-%% 4YE FHZ HrehEw,
ol HIGtoEN YIE Hoslo] AR Zhset oe 7] H IVE gH
& 4 Qlth o]F dut YFEe] Eosle £ A= AN A 94
A= 24 HFE9 dost HeolEeo| o] KeySet #FE9F FASHA
XOR Ho3ts 3ttt & #14 A= XOR Ho3t AgH el o
ofl, RecordTypeoll W-&5t= featurePoints 7|&Eo2 AHEE o7
IVE AFgste] AES256-CBC-PKCS5Padding E33ts 43339t

Moz PR YAcE

rﬂa

=)

o
Ni

24

Ys4nDIMOXRX I tWSHG==
180k 13vQife 79w

seslv=kMS52LaSQPAHED 1GBWEHhg==

featurePoint=FR_Standardization_Feature RC_11

eIy =vOhjVWOEGHSXGSWilig==
foA=

featurePoint=FR_Standardization_Feature _Battery_13

R N P TE AW L VSRR S

{" " Step2. Configuring and sending !
H encrypted KeySet )

Step 3. Receive decrypted KeySet |

1

P

Step 1. XOR decryption of 0x38 ' :I Step 4. AES decryption of records !
records in TXT flight record files ' ‘ \ ! in TXT flight record files i



TXT Hlge1 mele Bogsdon, 258 ARE Az de 4

£ To 24 Auteto] HwE APsiqlrt. TXT HYPRI mde] £
st gZ= F Record Typeo] 0x01¢1 #HFEo] AFH EEO] H|gY 7
2E A olF A8 TolA ARl EEO v HRL A
oz ®uwstgoen, [18 3-26]¢F Zo] Ut At yehtEs A
= ShIstairt

?

/
Flight record visualization Our decryption
result from commercial tools result

[Z29 3-26] DJT =& <49 TXT vy 21 stdo] 3t H53} A]zt3 43} v

%Y
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A 1A EE-2ER AB4 2A
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ABSTRACT

A Study on Drone Forensics through
Drone Controller and Cloud Data Analysis

Kim, Hangyeol
Major in Convergence Security

Dept. of Convergence Security
The Graduate School

Hansung University

As the use of drones continues to expand across both civilian and industrial
sectors, drones provide various operational benefits while also being increasingly
exploited as instruments for criminal activities, Owing to the characteristic that
operators can perform actions remotely and be physically separated from the
scene, forensic analysis based on digital evidence—such as flight logs and media
files—is essential in drone—related crimes. Although existing drone forensic studies
have primarily focused on analyzing data stored on the drone itself,
operator—centric digital evidence analysis aimed at identifying operators and tracing
their activities is crucial in real investigative environments. In particular, in modern
drone ecosystems where operator data are managed through cloud—based services,
forensic analysis of remotely stored data on manufacturers’ servers is required.
Accordingly, this study proposes an operator—centric digital forensic analysis
methodology targeting DJI and Parrot drones, which hold a significant share of
the global drone market, by incorporating both mobile control applications and
embedded remote controllers. By collecting and analyzing operator—related data
from the local storage of controllers and cloud servers, this study presents an
integrated analysis procedure for reconstructing drone—related crimes.

[Key words] Digital Forensics, Drone Forensics, DJI Drone, Parrot Drone
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