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Abstract

Blockchain validators are crucial for ensuring the availability and integrity of blockchain networks. However, research
on maintaining validator reliability has not yet been active. This paper proposes a deep learning—based anomaly detection
framework specifically designed for blockchain validators, addressing challenges arising from their high-dimensional
telemetry data. To overcome the ‘curse of dimensionality, dimensionality reduction techniques are applied as a
preprocessing step for anomaly detection. We systematically evaluate combinations of various dimension reduction
techniques (PCA, UMAP, LLE, ISOMAP) and anomaly detection models (LSTM-VAE, VTTSAT, VTTPAT). Experimental
results show that the combination of PCA and VITSAT achieved the best performance with a PA%K AUC of 0.7922.
Furthermore, experiments varying the reduced dimension count revealed that 50 dimensions provided the most effective
representation for validator anomaly detection. Our findings highlight the feasibility of applying deep learning—based
anomaly detection in validator environments, demonstrating its potential to enhance the reliability of blockchain
operations.
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Table 1. Validator System specifications.

Classification Description

13th Gen Intel(R)
Core(TM) i7-13700

2 x Samsung
M378A4G43AB2-CWE
32GB

Samsung
MZVL22TOHBLB-00B00
SSD 2TB

Besu — 25.3.0
Lighthouse -
v7.0.0-beta.4-0486802

Lighthouse -
v7.0.0-beta.4-0486802

System

CPU

HW Memory

Storage

Execution Layer

SW Beacon Node

Validator Client
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Table 2. Validator data specifications.

Details Validator Dataset
Variables 746
Number of Entity 1
10000
17500
36.16%

Train
Test(labeled)
Anomaly(%)
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Table 3. Validator system specification.

3 AY 2 A

System Classification Description
AMD Ryzen
CPU Threadripper PRO
3955WX 16-Cores
NVIDIA RTX A6000 D6
GPU 48GB
HW 4 x Samsung
Memory M393A8G40AB2-CWE
64GB
Samsung -
Storage MZ7LHIT9HMLT
1.92TB
CUDA Ver. CUDA v12.2
SW Pytorch Ver. 2.4.0+cul21
Kernel Ver. Linux 5.15.0
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Table 4. Comparison of PA%K AUC for high dimensional

and low dimensional data.

Data PA%K AUC
High dimensional data 0.2508
Low dimensional data 0.7902
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Table 5. Dimension Reduction method compare on
VTTSAT.
Method PA%K AUC
ISOMAP 0.2660
LLE 0.6155
PCA 0.7922
UMAP 0.5724
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