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Abstract

Federated Learning (FL) allows multiple clients to collaboratively
train shared models without exchanging raw data, thereby pre-
serving privacy. However, FL systems are vulnerable to malicious
participants known as free-riders who exploit the collaborative
nature without providing genuine data contributions. To expose
this critical security threat, we introduce a novel stealth free-rider
attack that leverages pre-trained forecasting models to generate
highly realistic synthetic time-series data. Our approach enables
malicious clients to deceive FL systems while obtaining benefits
from fair participants’ contributions, thereby undermining the in-
tegrity of federated networks. Numerical results on EEG-based
sleep stage classification demonstrate that our attack maintains
comparable performance with free-rider ratios up to 70% while
causing catastrophic degradation when all clients are free-riders.
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1 Introduction

Healthcare Al has revolutionized diagnostic and prognostic tasks by
leveraging large-scale patient data [3]. However, traditional central-
ized approaches face significant challenges due to stringent privacy
regulations and the sensitive nature of patient information [11].
Federated Learning (FL) addresses these issues by enabling insti-
tutions to collaboratively train shared models without exchanging
raw data [9, 13]. Thus, FL improves model generalization through
diverse clinical datasets and has been widely adopted in medical
imaging and electronic health records analysis [7].
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Figure 1: Illustration of the free-rider attack in FL. Fair clients
(blue) train on real data and send updates to the server. In
contrast, free-riders (red) generate synthetic data and train
on these synthetic datasets to send updates based on highly
realistic synthetic datasets.

Despite these advantages, FL systems face emerging security
threats from malicious participants known as free-riders who ex-
ploit the collaborative nature of federated networks [6]. Specifically,
free-riders attempt to benefit from other participants’ data contri-
butions without providing genuine local data for federated training
[18]. As illustrated in Figure 1, these malicious clients generate
synthetic data and send fake updates to the central server while fair
clients upload fair updates based on real medical data. Therefore,
these free-riders can successfully deceive current FL systems while
obtaining benefits from fair clients’ contributions [12]. Moreover,
such free-rider attacks discourage fair clients from participating in
FL networks and cause significant intellectual property damage.

In this work, we formalize a novel and stealthy free-rider threat
model in time-series—based FL that leverages representative pre-
trained forecasting models to generate highly realistic synthetic
data. Rather than relying on widely studied image synthesis meth-
ods such as GANs or diffusion models, we focus on free-rider attacks
that generate time-series synthetic data without requiring any addi-
tional training. Moreover, we conduct comprehensive experiments
on an EEG-based sleep stage dataset using state-of-the-art FL tech-
niques, and we find that even with free-rider ratios ranging from
0.1 to 0.7, performance differences compared to the all-fair-client
setting remain minimal.

The main contributions of this paper are as follows:
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e We formalize a novel free-rider threat model that leverages
pre-trained forecasting models to generate realistic synthetic
time-series data without additional training.

e We demonstrate that our proposed attack successfully de-
ceives state-of-the-art FL methods while maintaining compa-
rable performance across varying free-rider ratios (0.1-0.7).

e In addition, we validate that when all clients are free-riders,
the FL system experiences a dramatic performance degrada-
tion, confirming the dependency on fair client contributions.

2 Proposed Stealth Free-Rider Attack

We consider a standard FL setting with N participating clients,
including fair clients and free-riders, and a central server collabo-
ratively training a global model 6; while preserving data locality.
Each client i € {1,..., N} owns a private time-series dataset dieal’
such as EEG signals, reflecting non-IID label distributions simulated
via a Dirichlet prior [10].

In each communication round r, the server broadcasts 9; to all
clients. Then it samples a subset S, of K < N clients; when only
fair clients are selected, each updates its local model via

0; — ClientOpt(67, d*, ). &)
where ClientOpt denotes the FL-specific local optimizer (e.g., SGD
for FedAvg). The server then aggregates these fair updates to form
the next global model:

9;*1 — ServerOpt({0 }xes, ), @

where ServerOpt denotes the aggregation rule (e.g., weighted av-
eraging of client updates).

During a stealth free-rider attack—when S, happens to include
malicious clients—the free-rider f € S, avoids using any real data

ar
fake
pre-trained forecasters without further fine-tuning. Specifically,

the free-rider employs a chunked forecasting approach so that its
entire local dataset can be replaced with synthetic time-series data.
Given an original time-series sequence X,,,; € RT of length T (e.g.,

and instead generates realistic synthetic time-series data via

T = 3000 for EEG signals) from client f’s private dataset d{ eal WE
first apply z-score normalization to obtain:

- Xreal — Hx
Xreal = =, ®)

Ox
where jix and oy are the sample mean and standard deviation. Next,
the free-rider partitions X, into non-overlapping chunks of size

C, thereby obtaining:
Cm = Xpeqi{mC: (m+1)C} formeo,1,...,|T/C]-1 (4)
where |-| denotes the floor operation. For each chunk, we apply

a pre-trained forecasting model ¥ without any fine-tuning to
generate synthetic predictions via zero-shot synthesis:

em = Fylem;6=C) (5)
where § represents the prediction horizon length equal to the chunk
size. The synthetic sequence is reconstructed by concatenating all
predicted chunks:

Xsynth = Concat(&o, €1, ..., ¢ 1/c)-1)[: T] (6)

where the final truncation ensures the synthetic sequence matches
the original length T. Moreover, to maintain statistical consistency,
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the free-rider applies z-score normalization to the reconstructed

sequence:
Xsynth — Hsynth
Xfake = )
Osynth
where pigynep and ogypep, are computed from Xgy ., itself. As a
result, each free-rider f completely replaces its original dataset

d{ g With the synthetic version:
D))y eal
@ e = (o y el (®)

where labels y(j ) are preserved from the original data. The qual-
ity of the synthetic time-series data critically determines the ef-
fectiveness and stealthiness of our proposed free-rider attack. To
ensure high-quality synthetic data generation, we employ represen-
tative pre-trained forecasters, including TimesFM (200M), TimesFM
(500M) [5], Chronos (Bolt Base), and Chronos (Bolt Small) [2]. These
models leverage different architectural designs and parameter scales
to capture diverse temporal patterns in time-series data. Note that
the synthetic dataset @ for each free-rider client f remains
fake

fixed throughout the federated training process. Furthermore, dur-
ing any federated training round in which the free-rider is selected,
it performs local optimization solely on its synthetic dataset:

0, — ClientOpt (6}, &/, ) 9)
This enables free-riders to participate in FL without processing
any real private data, while their deceptive synthetic updates are
aggregated through Equation (2) alongside fair client contributions.
The federated network repeats the process for a maximum of R
communication rounds until the desired performance is achieved.
Overall procedure is described in Algorithm 1.

Algorithm 1: Proposed Stealth Free-Rider Attack in FL

1 \x Deceptive synthesis for every free-rider f €F *\
foreach f € F do
« offlinesynth(d/

real’

2 d}cake G %)

3 end

4 \* Central server start FL *\

5 Initialize global model 92

6 forr —« 0toR—1do

7 server broadcasts 9;; sample S, with |S;| = K
8 for k € S; do in parallel

9 if k € F then

10 \* Deceptive Synthetic Update *\

1 6;, — ClientOpt(6), dj ;)
12 else

13 \* Fair Update *\

14 0}, — ClientOpt(6), d*, )
15 end

16 end

v | 0t ServerOpt({6] }res,)
18 end

19 return 0};
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Figure 2: Performance comparison under varying free-rider ratios in FL. Each subplot shows test accuracy over communication
rounds for TimesFM (200M/500M), Chronos (Bolt Small/Bolt Base) respectively. The curves represent different scenarios: fair
clients only (baseline) and systems with 10, 30, 50, and 70 free-riders out of 100 total clients.

3 Experiment and Results

3.1 Experiment Setting

To evaluate the efficacy of our stealth free-rider attack, we con-
ducted experiments using the EEG-based sleep stage classifica-
tion dataset [8] and the ConvNeXt V2 model [17]. Specifically, the
dataset was partitioned across N = 100 clients using a Dirichlet
distribution with parameter ¢ = 1.0, thereby creating non-IID
conditions that reflect realistic medical data heterogeneity across
institutions. Moreover, in each communication round, we randomly
sample K = 10 clients to participate in local updates. We then tested
six recent FL methods: FedAvg [13], FedDyn [1], FedSAM [14],
FedGamma [4], FedSMOO [15], and FedSpeed [16]. In addition,
we utilized four representative pre-trained forecasters—TimesFM
(200M/500M), and Chronos (Bolt Small/Bolt Base)—for synthetic
data generation. In particular, we fix the chunk size at C = 64,
which corresponds to the maximum prediction length supported
by Chronos models, and systematically vary the free-rider ratio
from 0.1 to 0.7 to evaluate attack effectiveness under diverse threat
scenarios. Furthermore, all experiments are run with five different
random seeds, and we report the mean and standard deviation.
Other hyperparameter settings and detailed procedures are avail-
able in our open repository?.

Uhttps://github.com/yjlee22/free-rider

3.2 Numerical Results

3.2.1 Impact of Proposed Stealth Free-rider Attack. To investigate
the effect of our proposed stealth free-rider attack, we evaluated
four pre-trained forecasting models across free-rider ratios from 0.1
to 0.7 using vanilla FL. As shown in Fig. 2, our results demonstrate
stable performance degradation patterns, with minimal impact at
lower free-rider ratios. Specifically, the synthetic data successfully
deceives the FL system while maintaining convergence characteris-
tics. Furthermore, the attack shows gradual performance decline
as free-rider ratio increases, thereby indicating effective masking
of malicious behavior. Notably, all four models achieve identical
baseline performance of 77.38% + 1.68% with fair clients only.
Among the forecasters, Chronos (Bolt Base) exhibits the highest
resilience with only 4.1% relative performance drop at 70% free-rider
ratio. In contrast, TimesFM (200M) shows the greatest vulnerabil-
ity, experiencing 9.5% relative performance degradation under the
same conditions. Moreover, at 30% free-rider ratio, Chronos models
show slight performance improvements (0.1-0.3%), while TimesFM
models exhibit minimal degradation (-0.3% to -0.7%). Interestingly,
systems with lower free-rider ratios (10-30%) converge faster, reach-
ing stable performance in 14-16 rounds compared to 17 rounds in
the fair-only baseline. However, higher ratios (50-70%) significantly
slow convergence, requiring up to 39 rounds for stable performance.
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Figure 3: Effectiveness of the proposed stealth free-rider attack across six state-of-the-art FL methods. Each subplot shows test
accuracy under three scenarios: fair clients only (0%), 30% free-riders, and 70% free-riders.

Table 1: Performance comparison between fair clients only
and all free-riders scenarios.

Method Forecaster Test Acc. (%) Diff (%)
FedAv TimesFM (500M) 27.93+258  -52.79
& Chronos (Bolt Base) ~ 35.97 + 2.95  -44.74
FedDyy  TimesEM (500M) 41.03+£594  -39.71
¥y Chronos (Bolt Base) ~ 44.63 + 4.15  -36.12
TimesFM (500M) 37.00 £8.92  -44.54
FedSAM o} onos (Bolt Base) 3831 +3.19  -43.23
FedGamma  TIMeSEM (500M) 38.59 + 8.88  -43.10
Chronos (Bolt Base)  34.91 + 7.78 -46.78
FedSpeeq  TimesEM (500M) 3974 + 542  -40.71
p Chronos (Bolt Base) ~ 40.61 +2.87  -39.85
TimesFM (500M) 4059 £ 621  -39.87
FedSMOO ) onos (Bolt Base)  40.93 +336  -39.53

3.22 Impact of Free-rider Attack Across Different FL Methods. To

demonstrate the generalizability of our proposed stealth free-rider
attack, we evaluated its effectiveness across six state-of-the-art FL
methods. As shown in Fig. 3, all methods show minimal perfor-
mance degradation at 30% free-rider ratio, with accuracy drops
ranging from only 0.5% (FedAvg) to 1.7% (FedDyn). However, at
70% free-rider ratio, significant performance degradation becomes
evident across all methods, with accuracy drops ranging from 6.1%
to 17.1%. Notably, FedSMOO exhibits the most severe vulnerability
with a 16.9% accuracy drop at 70% free-rider ratio, while FedGamma
demonstrates the highest resilience with only a 6.1% drop. Neverthe-
less, the consistent attack effectiveness across diverse FL algorithms
confirms the generalizability of our proposed approach.

3.2.3 Ablation Study. To validate the dependency on fair client
contributions, we conducted an ablation study comparing scenarios
with only fair clients versus all clients being free-riders (100% free-
rider ratio). As shown in Table 1, the all-free-rider scenario results in
catastrophic performance degradation across all FL methods, with
accuracy drops ranging from 36.12% to 52.79%. Specifically, FedAvg
exhibits the most severe vulnerability with TimesFM (500M), expe-
riencing a dramatic 52.79% accuracy drop from 80.71% to 27.93%. In
contrast, FedDyn demonstrates the highest resilience, showing the
smallest degradation of 36.12% with Chronos (Bolt Base), achieving
44.63% accuracy in the all-free-rider setting. Despite these severe
degradations, the results indicate that synthetic data can still en-
able some level of learning, as evidenced by the above-random
performance across all configurations.

4 Conclusion

In this work, we propose a novel stealth free-rider attack for FL
that leverages pre-trained forecasting models to generate highly re-
alistic synthetic time-series data. We demonstrated that our attack
successfully deceives state-of-the-art FL methods across varying
free-rider ratios from 0.1 to 0.7 while maintaining comparable per-
formance to fair-client scenarios. Furthermore, our ablation study
confirmed that fair client contributions are essential, with all-free-
rider scenarios causing catastrophic performance drop. Thus, our
work exposes critical FL security vulnerabilities and confirms the
necessity of genuine data contributions for robust FL.
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