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ABSTRACT

As the importance of security in the IT industry continues to grow,
secure coding has become essential. However, small-scale enterprises
often struggle to fully implement secure coding guidelines due to a lack
of specialized security personnel. This study proposes a compressed
Large Language Model (LLM)-based approach to support secure
coding, enabling cost-effective adoption of secure coding guidelines.
The proposed method leverages an open-source model fine-tuned on
a security dataset for domain-specific learning and applies the
Low-Rank Adaptation (LoRA) technique to optimize training efficiency
in a single GPU environment. Additionally, it incorporates BF16
transformation and 8-bit GGUF quantization to reduce model size,
ensuring operability in standard computing environments. Through
experiments, we evaluated the proposed model's ability to detect
security vulnerabilities and generate improved code suggestions. The
results demonstrate superior performance over the baseline model in

key evaluation metrics, including F1 score and BLEU score.

Keywords : Secure Coding, Model Compression, Large Language
Model(LLM)
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Table 1. Details of the collected dataset

Data name

Language

Key Contents

Python Secure

An introduction to 46 of the
49 implementation phase

Coding Python .
Guide(2023), KISA security weakness
’ remediation criteria items.
JavaScript Secure An introduction to 42 of the
Coding Javascript |49 implementation phase
Guide(2023), KISA remediation criteria items.
Implementation phase
Software Describes criteria for
Development C c# eliminating security
Securits fAV A, weaknesses and introduces
] security measures and
Guide(2021). KISA examples of secure coding
in JAVA, C, and C#.
SEI CERT Oracle
Coding Standard Breaking down rules into
for Java, Software JAVA topics and organizing the
Engineering tools available to inspect
Institute(Carnegie them.
Mellon University)
OpenSSF, Secure
Coding One Stop Python Common Weakness

Shop for Python

Enumeration (CWE) Mapping.
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Fig. 1. Proposed Model Generation
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Fig. 2. Training Loss and Validation Loss




Table 2. Performance Comparison

BLEU Score | F1 Score | Perplexity
Proposed Model(BF16) 0.112 0.257 3.617
Base Model(EXAONE 3.0) 0.088 0.221 5.829
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2) k5 dlol8 F7H: https://huggingface.co/datasets/
LINKER98/secusLLM-Dataset
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