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Abstract

This paper analyzes the effect of multicast communication on reducing data traffic in a hybrid
MMOG(Massively Multiplayer Online Game) architecture that combines the technical advantages of both
client-server and P2P(peer-to-peer) models. In this hybrid architecture, the entire game is divided into
multiple regions of equal size, and the server designates a specific player in each region as the region server.
Even when the number of concurrently active players increases rapidly, the system aims to prevent bottlenecks
on the central server by appropriately utilizing both the server's bandwidth and the bandwidth of the players
participating in the P2P network, thereby enabling a cost-effective and scalable MMOG with consistent service
quality. In this paper, multicast communication is applied in two cases: when the central server transmits the
game state to multiple region servers, and when a specific region server retransmits this game state to players
within its region. The paper compares and analyzes the bandwidth usage of multicast communication and
unicast communication in these scenarios through simulation. In this hybrid MMOG architecture, the intention
is to minimize the use of the central server's bandwidth and processing power by leveraging more of the
players' bandwidth and processing capabilities.

Keywords: Traffic, Multicast, Hybrid architecture, MMOG, Bandwidth

1. Introduction

Games are among the most popular applications on the Internet, accounting for an estimated 8—-10% of total
network traffic[1]. In particular, MMOGs(Massively Multiplayer Online Games) refer to a genre of online
role-playing video games where players can freely create or configure characters in a simulated environment
[2]. Since service providers offering games like MMOGs must pay for data transmission, bandwidth
requirements are a major concern[3]. In the client-server architecture where a central server manages the game,
all players send their updated states to the server, which then generates a new game state and transmits it back
to the relevant players. Consequently, in the worst-case scenario, the required upstream and downstream
bandwidth at the server increases proportionally to the square of the number of players[4].
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To address this issue, P2P (peer-to-peer) game architectures have been proposed, wherein players distribute
the game state processing. Although this increases the overall bandwidth usage, it alleviates the bottleneck on
the central server[5]. However, the P2P model has drawbacks: players must manage consistency of game state
and event ordering themselves, and it is more vulnerable to cheating. On the other hand, the client-server
architecture, despite its bandwidth bottleneck, provides better consistency and security against cheating. This
paper proposes a hybrid MMOG architecture that combines the strengths of both the client-server and P2P
models.

MMOGs are resource-intensive applications and, unlike conventional software such as web applications
that have long been hosted in the cloud[6], they have distinct and unique requirements. This paper assumes
that the servers for MMOGs—applications with unique characteristics such as large-scale users and massive
system states—are deployed in cloud environments like laaS (Infrastructure as a Service) or PaaS (Platform
as a Service). Therefore, in the proposed hybrid MMOG architecture that integrates the central server function
of the cloud and P2P functionalities, the goal is to efficiently utilize the bandwidth of both the players and the
server to ensure smooth operation and quality of service.

In the proposed hybrid MMOG architecture, the entire game world is divided into multiple regions of equal
size[7], with a designated player in each region serving as a regional server that transmits game state updates
to other players in the region. This paper particularly analyzes the significance and roles of minor state changes,
such as position changes that do not significantly affect MMORPG(Massively Multiplayer Online Role
Playing Game) state, and major state-changing actions that do. It also outlines multicast communication
methods[8] between regional servers and players, as well as between the central server and regional servers.
Multicast is a standard proposed by the IETF (Internet Engineering Task Force) and has been experimentally
implemented on actual MBone networks[9]. When multicast groups are structured in a tree topology, multicast
offers an efficient method for group communication[10]. In fact, some ISPs(Internet Service Providers)
provide multicast communication techniques on the Internet. The proposed hybrid structure assumes that IP
multicast communication[11] is applied between the central server and regional servers, and between regional
servers and players. This paper does not consider ALM(Application Layer Multicast) communication, which
may experience latency due to indirect IP routing paths.

When the number of players participating in the MMOG increases rapidly, this paper compares and analyzes
the transmission volume results using multicast communication versus those using unicast communication, to
ensure that communication bandwidth is appropriately distributed between regional servers, players, and the
central server.

Chapter 2 describes the hybrid MMOG architecture. Chapter 3 details the multicast communication methods
between the central server and regional servers, and between regional servers and players. Chapter 4 presents
a comparative analysis of the communication bandwidth required by regional servers and the central server
when using multicast versus unicast communication. Finally, Chapter 5 concludes the paper.

2. Hybrid MMOG architecture

This paper proposes a hybrid MMOG architecture that combines the advantages of both client-server and
P2P game models. In particular, the hybrid architecture is designed for MMORPGs, where position-changing
actions and state-changing actions are clearly distinguished. In typical RPGs, most actions involve a player
moving within the game world without affecting the overall game state—these are referred to as position-
changing actions[12]. In contrast, actions such as a player attacking another player or character, acquiring an
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item, or crossing an important boundary all constitute state-changing actions that alter the game state.

- central server

positional regional
move

Figure 1. Positional move

ﬂ central server

State- regional
changing
move

Figure 2. State-changing move

In the proposed hybrid architecture, the central server designates certain players as regional servers
responsible for managing position-changing actions within specific regions of the game world(see Figure 1).
Whenever a player performs a position-changing action(represented by the dashed arrows in Figure 1), the
action is sent to the corresponding regional server, which then forwards the action to other players within the
same region (represented by the solid arrows in Figure 1). The central server maintains centralized control to
ensure game consistency and prevent cheating, and is solely responsible for managing state-changing actions
(see Figure 2). Whenever a player requests a state-changing action, the request is sent directly to the central
server(represented by the dotted arrows in Figure 2). If the central server approves the state change, it sends
the updated game state to the corresponding regional server, which then delivers the update to the players
within that region(represented by the solid arrows in Figure 2). This division of roles between the central server
and regional servers significantly reduces the communication load on the central server and enables the system
to scale as the number of players increases. In other words, the hybrid game architecture ensures scalability by
distributing game update results to players.
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To effectively utilize players as regional servers, the central server needs to use active measurement tools
capable of determining the bandwidth capacity and latency of potential regional servers. This is critical because
a regional server must have sufficient bandwidth to deliver updated game states to the players in its region.
Furthermore, low latency from the regional server is important since updated states are transmitted to players
via the regional server. However, identifying a regional server with low latency to all players in a region is
challenging, as the group of players within a region changes over time and each player's latency must be
measured individually. Since updated game states are delivered via the central server, selecting regional servers
located near the central server can be a simple yet effective way to reduce overall latency.

One of the major issues with P2P game architectures is their vulnerability to cheating. Since players
themselves store and manage the game state, it is difficult to prevent intentional game-breaking behavior by
malicious players. However, in the hybrid game architecture proposed in this paper, the central server—hosted
on a resource-demanding cloud platform—provides security by controlling access to the game state. In most
games, the ultimate goal is to acquire or control state elements such as treasures, computing resources, or other
players’ lives; therefore, the central server must be equipped with significant processing capabilities.

When players need to interact with the game state, the central server acts as an arbitrator by ordering state-
changing events and update actions. Additionally, the central server performs monitoring functions, such as
player registration and behavior tracking, and can remove players from the game upon detecting actual
cheating behavior. This paper proposes a hybrid architecture that integrates on-demand cloud computing
techniques with user-provided peer-to-peer (P2P) approaches for MMOGs.

3. Multicast communication for MMOG

Multicast is a standard proposed by the IETF and has been experimentally operated on the MBone
(Multicast Backbone) network[11]. It is important to note that, from the early stages, multicast was recognized
as a network service that would be widely used in various applications[8]. As illustrated in Figures 1 and 2,
the regional server transmits the results of both position changes and state changes to the players within its
region. In the virtual world depicted on the game screen, it may appear as though the regional server and the
players are directly connected. However, in the real world where the communication network is composed of
actual infrastructure, the regional server and players may be connected through multiple routers. As a result,
differences in the structure between the virtual world and the real-world network can lead to variations in
transmission time and the required communication load.

Within a specific region, the regional server and players can form a tree structure, where the regional server
acts as the root node of the tree, and players—connected through network routers—serve as leaf nodes with
no children. Figure 3 presents an example of a tree structure in which a regional server and players are
connected via network routers. In the diagram, rectangles represent routers, and each player is depicted as a
circle. The 12 players shown in Figure 3 are divided into three groups:

Group G: consists of players 1, 2, 3, and 4,

Group G; consists of players 5, 6, 7, and 8,

Group Gs consists of players 9, 10, 11, and 12.

The regional server can communicate with each of these groups using either unicast or multicast
communication methods[13]. When using unicast, the average path length between the regional server and the
players—i.e., the expected value—is denoted by Lu. In practice, Lu is calculated by summing the lengths
between the region server and each player within the group in a tree structure, and then dividing that total by
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the number of players. In Figure 3, the path lengths between the regional server and each player in G1 are all
1, so the total is 4(=1+1+1+1), and thus Lu=4/4=1. In contrast, when using multicast, the network paths among
routers are shared, which reduces redundancy. Thus, the total path cost between the regional server and the
players in G; is denoted by Lm, which equals 1 in this case. Unlike unicast, multicast enables shared routing
paths among the routers when delivering data to multiple players. For a general multicast group consisting of
K members, the normalized multicast tree cost L, can be expressed using Equation (1)[8].

Lm:Lu'Kn (1)

In Equation (1), n is a value between 0 and 1, representing the degree of economies of scale achieved
through shared links in multicast transmission. When the regional server communicates with group G; using
multicast, the routes among routers are fully shared, so n is 0. Thus, for Gi:

Lm=L,4%°=1-1=1

This means that for G4, both Ly, and Ly are equal to 1. As a result, if the regional server communicates with
the K(=4) players in G using unicast and transmits o bytes of data to each player, the total transmission

volume required is 4a(=K-L,-a=4-1-a). However, if multicast is used, only a(=Lm-a =1-a) is needed,
showing a significant reduction in transmission volume.

D router
@ player i

Figure 3. Multicast communication between a regional server and players

When the regional server communicates with the players in G, using unicast, each player(players 5, 6, 7, 8)
is connected to a different router. The sum of the path lengths with four players is 4, and the average path
length L, divided by K(=4) is 1(=4/4). Since there are no shared paths among routers for multicast, the total
multicast tree cost L, is also 4. In such a case, where no routing paths are shared, n becomes 1, so:

Lm=Ly-4'=1-4=4,

This implies that for group G, both unicast and multicast require the same total transmission volume of 4a.
When the regional server communicates with Gz using unicast, the path lengths to players 9, 10, 11, and 12
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are 1, 1, 3, and 4, respectively. The total path length is 9, and the average path length is: Ly is 2.25(=9/4). If
multicast is used, the shared path lengths to players 9, 10, 11, and 12 are 1, 1, 2, and 1, respectively, so the
total multicast cost L is 5. Hence, when using the unicast method, the regional server needs a transmission

volume of 9a(=K-Ly-a=4 -2.25-a) for the players in Gs, whereas with the multicast method, it only requires

5a(=Lm-a=5-a).

In the multicast method, routers can share paths, so the value of n in Equation 1 for G is determined as
follows.

5=2.25-4"

n=—5_
2.25
logr

5
25=0.575

n= log4

When the value of n is close to 0, it indicates a high degree of link sharing within the network, which
significantly reduces communication cost that is proportional to the amount of data transmitted. Conversely,
when n approaches 1, little to no link sharing occurs, leading to higher communication costs. Although the
specific structure of communication networks like ARPANET and MBone can introduce some variation,
empirical studies suggest that the value of n is typically limited to around 0.8[8].

When multiple players are connected to the same router, the number of distinct routers, Kr(<K) becomes

more relevant than the total number of players K. Equation (2) is a modified version of Equation (1), replacing
K with Kg :

Lm=LyKg" 2

The ratio Kr" — representing the ratio Lin/L, — increases exponentially with respect to n. In this paper,
we assume that each player is connected to a different router. Therefore, K and Kg are considered to be equal.

4. Performance Analysis

4.1 Experimental Environment and Variables

This paper assumes a model in which a virtual MMOG is implemented using the proposed hybrid
architecture[14]. For example, when a player in the game walks through a hallway, the continuous position-
changing actions are transmitted to the regional server of the player’s designated region. On the other hand,
when a player picks up a coin from the ground, a state-changing action is triggered and sent directly to the
central server. The central server first sends the updated game screen (where the coin no longer exists) to the
corresponding regional server, and the regional server then transmits the update to the players within its region
[15].

In this paper, the data size for a position-changing action is assumed to be 20 bytes, and the data size for a
state-changing action related to an object is assumed to be 320 bytes[4]. It is also assumed that each player
performs 5 position changes per second on average and 6 state changes per minute, or 0.1 state change per
second. Let K represent the number of players in a region excluding the regional server. For a non-regional-
server player, the transmission volume per second for position changes sent to the regional server is:

Tpop=100(=20x%5) bytes/sec.
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The transmission volume for state changes sent directly to the central server is:
Tps =32(=320%0.1) bytes/sec

A player serving as the regional server must transmit the results of the position changes sent by the K
players to all K players again, and also transmit the results of state changes processed by the central server to
the same K players. The average transmission volume handled by the regional server is:

Trs:K' (Tpp' K+Tps' K)
=K- (132 K)
=132- K2 ©)

Trs is the result of the area server transmitting to K players within the area using the unicast method. When
the area server transmits to K players using the multicast method, the required bandwidth T m is given by

Equation (4), which incorporates the variable n(0<n<1) from Equation (1). Equation (3) corresponds to the
case where the value of n in Equation (4) is equal to 1.

Trs_m: Kn' (Tpp' K+Tps' K)
=132- K™ K
=132. K™ )

In this paper, it is assumed that the game world of the MMOG is composed of a total of R (=1000) regions,
and each region consists of K+1 players, equally. When the central server receives and processes state change
actions requested by the K+1 players, including the region server, in an arbitrary region, the amount of data
that needs to be transmitted back to the R region servers is given by Equation (5) for Ts.

TCSZR' R (K+1) ° Tps
=32- (K+1) - R?
=32. (K+1) - 10002 (5)

Tes is the result of the central server transmitting to R regional servers using the unicast method. When the
central server transmits to R regional servers using the multicast method, the required transmission amount
Tes mbecomes Equation (6), which incorporates the value of n from Equation (1). Equation (5) is equivalent to
Equation (6) when the value of nis 1.

Tcs_m= Rn- R- (K+1) . Tps
=32- (K+1) - Rv+1
=32- (K+1) - 1000+1 (6)

4.2 Communication Traffic Analysis
In this study, it is assumed that the number of players within a region, including the regional server,

increases proportionally, with measurements taken at values of 50, 100, 150, and 200. The transmission amount
T, when the regional server transmits to players using the unicast method, and the transmission amount Trs_m,
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when using the multicast method (with n in Equation (1) set to 0.8 and 0.6), are compared in Figure 4 in units
of KB/s.

When the regional server transmits using the unicast method, the transmission amount Ts is proportional
to the number of players, K2 However, when using the multicast method, the transmission amount Trs m is

proportional to K - K" (= K™1), resulting in a significant reduction. A smaller value of n indicates that more

network links are shared, so when n is 0.6, the required transmission is much lower than when n is 0.8.
Additionally, as the number of players K+1 increases, the difference in transmission amounts between the
unicast and multicast methods becomes more pronounced. When K+1 is 200, T m with n = 0.8 is
approximately 34.7% of the unicast transmission amount T,s, while Tis mwith n = 0.6 is approximately 12% of
Ts.

e
% 3000 —=r
Trs_m(n=0.8)
2000
Trs_m(n=0.6)
1000

50 100 150 200

number of players

Figure 4. T,s and Ts_m, traffic of a region server for K+1, number of players

Figure 5 shows a comparison of the transmission amounts Tcs (unicast) and Tcs_m (multicast) in MB/s
when the number of players K+1 increases, with the central server transmitting to R (=1000) regional servers.
The central server receives 32 bytes of state update action data from each of the K+1 players in each of the
1000 identically configured regions. When using the unicast method, the central server must transmit 32 -
(K+1) - 1000 bytes to all 1000 regional servers. However, when using the multicast method, if n is 0.8, then
10000.8 is approximately 251, resulting in Tcs_m being about 25.1% of Tcs. When n is 0.6, 10000.6 is
approximately 63, so Tcs_m is reduced to about 6.31% of Tcs.

In other words, when the central server uses the multicast method to send state update action data to regional
servers, the transmission amount is significantly reduced compared to the unicast method, leading to lower
communication costs proportional to the data volume.
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g 4000
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3000
Tcs_m(n=0.8)
2000 Tcs_m(n=0.6)
1000

50 100 150 200

number of players

Figure 5. Tes and Tes m, traffic of a central server for K+1, number of players

5. Conclusion

This paper proposed a hybrid MMOG architecture that integrates a centralized server in a cloud computing
environment with a P2P approach, in order to enhance game security and maintain the accuracy of the game
state. In this MMOG structure, which is composed of multiple regions, all state-changing actions performed
by players are transmitted directly to the central server, while position-changing actions are sent to the regional
servers. Each regional server, designated per region, is responsible for periodically broadcasting both the
position-changing actions and the results of state changes to the other players in its region. When regional
servers use the multicast communication method—which allows greater link sharing in the network—instead
of unicast, the required transmission volume is significantly reduced, leading to lower communication costs
proportional to the data volume.

Likewise, the central server can also reduce its transmission volume by sending state change updates to
multiple regional servers using multicast instead of unicast. The more routing paths are shared among the
routers that form the network, the greater the reduction in transmission volume achieved by the multicast
approach in MMOGs. In conclusion, applying multicast communication to future hybrid MMOG deployments
is expected to reduce communication costs and improve overall performance.
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