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1= 5128 EX vpro] &5 I 2 x4 o8 Aed. ojuf ZF 512H|E
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HE $1% a b, ¢, d e B N2 74" R HEHE T2 ks
A5 Ferolth o vl o] Slm Abxlel o H g fom 275 o
SAh. Zhe sk Al ek AREE = WY B e Fel e At
FEZE R B2 g ekt A2 g A g vE @] w8 g
A 1gke] Al A gt o2l gk qlqte] NEEEWA UR FE7E dAAH o
B B wAA S5l Hig Ayt g Aolls HE Uls dEE o
T oA UHe 320 E A ES wAURE olef 2ol HF 1600 E S e
A3t olo} 2 A 2 Ak Al EF<1 FIPS 180—40 &A8] 4
o=} glom Zo A FAAR 9SSk o

V)
o’
¢!
(oN
(¢

a b C d ¢

[1¥ 2—-5] SHA-19] &L= &

W, =W, y® W, _®W,_,®W,_,;, ROTL 1

_16_



(=24 2—-4] SHA-19] wAA] 271%% 74

b F A ALEH 0] A 20009 T Z2RE 1 o
#9l ejgo] A7) 7] A1=s)et. 2005 Xiaoyun Wango]
TH SHA-101A FE5& gople o] Badh il B3wrt 7

b T FA 715 oF 2o At fa vhe FEolh: o
7

o
Q At
Azt Wi E o o) ke dA] 4= 1] ofjthE 2l
] Zo A 2011 NISTE A Z$ tA
& S A gstal NIST7F #As 22 EFH A 3lolA
&gk Agolnt AldHom A AS Asglty. elrt NISTE
2030 12¢ 31974 4s 4 &Lox SHA-1S A4 o= #AXE
B APgAol aTHE & HopdAMEe

SHA-1& A% AbgsteE thal SHA-24 SHA-3 AE A d<=s} 2o
H Ee HOAS Awste oA dugForel Agto] AlFI A=
F2sk Sl

A d2 2017d 29 CWI Amsterdam¥}
Google A7 o] H %9 &/ == &4 SHAtteredE W3}
AR FASHAT. A7 A2
53 SHA-1 34 @S whEe] U o AFdlon Fapd

=

s Y AR
oF 109k v w2 WAow gy Zow By, o] Ay o]E4<Q
7he/d e dol AAl &40l SHA-10] F&3] A = e 59 FAF
A 2l &S B9 HoF]ln o] % xdH A= SHA-19] °oFF
S 9 298 A =Wl 20201 d 9= chosen prefix collision & 24-& &3l
TLSSF SSHeF &2 Het Y T EFo] AAM 59 d=dlo]a oA
o] AA® AALS F Atk ARl FQlHAH o5 FE a=std ¥4
A7F SHA-1g oF&3) 54 s A =d= 45 Fdst= 3o

o] 2ol ohl AAHQ gIoleh o] PFHUT
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Hr7beh 29 $HEhe FIPS 198—1¢4 Aejgh gi=

Message Authentication Code(HMAC) &%= 93] AL&%¥ o] gt} o=

A AA MRlaer zrEFe 4 4 24w QHiEt FEE A=

Aol ofxs] Fagk ¢tashA ouE 7hv. SHA-12 42 &4 &

oM E F83 A7 diidolth SHA-1S 47 3|22 F33tH At

A4S AMEdE e 1l 45 AERS W Zad &l tigh Aol
Aoz vud & v ARE YL F Aok Eeh SHA-1 &

Aad 7€ SA I FE AT

2 AN E gz 322 FdE 7] F% 5 (Key Derivation
Function, KDF) Scrypt®} Argon2¢] th3t A= Aty R},

Scerypt= Wi WlRe] HIs ol&s sA4Ae] ¥E At aE&S
ol == AAEAC}. Song et al.9 Scrypt ¥AF I &2 T Aol A
SMix¢} PBKDF2¢] Asgto w2 BHE7F =& ScryptE A 3ststg oy,
3] Hx FHES] A&EH dF Aikel ¥EstE F 3= A
Moz A AT, FAH R SMix THACA HAME 8 T+ A
48 FUEE HAgshal SHA-2569] &= HE FHE
ArEFro =M 8128709 FHIEE Azstlvh. 1 A¥ 18,140709 FF

(0]
mo M rlr &

o
fol

Ll
J
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ol
ol
2

o9} HJEo] Song et al.o] Argon29] gt &2} =2 FH Aol A
Y Blake2b 5 4= Y3k A} GV E =
2t FHIE § Hasbel g2 o] HAslele T A ek
S AAST. AT Ay FHIE HAS A2 1,08971¢ FHIERZ G
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s TAskglon zio] A3 WA 13830709 FHIES ARE-SHe]

A Bz ZolE 69%7HA HFdh= T A e trade offE 23S
=3
[ 2—-71& oA 93t Scryptet Argon20] W3k 9z A A A
S Aelste] Yebd xolt) ol st HA g AA HE &% s dag
S5 A AFAHS AFHor FAst HUME ¢ e T2% 7k
o] #t},
Scrypt Argon?2 Argon?2
. 13,830 1,090
18,14 ’ . . .
Qubit 8,140 (Depth Opt, ripple) (Qubit Opt, ripple)
21 22
Full 173,408 1.01x2 . .1.65><2 .
Depth (Depth Opt, ripple) (Qubit Opt, ripple)

[3 2-7] Scrypt, Argon2 %2F 3= ojst x} 2D FA
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A 374 SHA-1 €A 3= 74

B Ao = SHA-19] tha] FHE A}k 329 Zol= 73
HAskeh A 32 TS DAERE Abeh
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A12d HAR A" 2 FE 9= A

1) 184 Adxe

SHA-1 ¢agl52 wA 7bd doje] 42 viA A& #3ste o=
WEEE WA A A A AlEHE L o] gAY S S3Eke] o)
AA] Aol7t 5122 WS Wl U X7} 4480] H=s AT AA 27}
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AR A Y ol Foll= Zh 512HE WA A SFo] ¢} 3R] e
Tk o5 18l 5127H¢] FFHIER o] Fo3 YA 2HE &
EX 16709 EF508 ol 7] A= WHE W E AS o
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A @ 512709 E A A SE (W, FE W7k, 3278 EH 169 ==

TAE AUR AAEste], A AEss FAHoR Alteta A%

atct. o] WS Fa) x7] 512FME o]gld F

A Gux A 80719 WA s BT FFT 5 9low, 1 A
G itk AHE AAREe] ek

of WAl g0 FHAe Ark. =

o suER A8 g9l

ERUEAZE 16171 91=)S A= Ak ghew sk WAoo
TASAT. [74 3-119F ol Wel @& Well "elaa, W, e

Wie = Wig—3D Wig_ gD Wi 14D Wig_16
Wiy = Wiy 3D Way @ Wiy 14D Wiy 16

(54 3-1] WIAA ~A% 24 75

A 2 A Rounds (0—79)

1) SHA-1 Round Structure

SHA-1 @amelZel a4 e 4% gl of 45 g4t 80749 4=

ol Fo| X HAIA] 2AEFE WE 80Tt=el HAA wHEA o A g|gr
o] HANA a, b, ¢, d, eR FEAFE A 79 328]E 2] W7 A
& 74 E olgo] FAA Ao WF HHE olEd. 807 ThEEss
208224 A Ao v 72 A @A) ghes ol we @

l

HA = 7 7 84R SRR stve AlAdd =g g Fola
02 sus 1/48 QAS ges A5 Kot d Fe 9] WS b,
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Algorithm 3—1 : Quantum SHA-1 Internal # Functions

: procedure Fj(result, x, y, z, temp)
s for 1 < 0 to 31 do

: CNOT | (ylil, templil)

: CNOT | (zlil, templil)

. Toffoli | (x[il, templil, result[i])
1)

: CNOT | (z[i], templil)

: CNOT | (zlil, resultli])

1

2

3

4

5

6: CNOT | (ylil, templi
7

8

9: end for

10: end procedure

11: procedure F5(result, x, y, z )

12: for i < 0 to 31 do

13: CNOT | (x[il, result[il)
14: CNOT | (yli], result[i])
15: CNOT | (z[i], result[i])
16: end for

17: end procedure

18: procedure Fy(result, x, y, z, temp)

19: for i < 0 to 31 do

20: CNOT | (ylil, templi])

21: CNOT | (zl[il, templil)

22: Toffoli | (x[il, templil, result[i])
23: CNOT | (ylil, templi])

241 CNOT | (zl[il, templil)

25: Toffoli | (ylil, z[i], result[il)
26: CNOT | (templil, resultl[i])
27: Toffoli | (ylil, z[i], templil)
28: end for

29: end procedure

(&2l 3-1] SHA-1 F 3=

2) = W B ]delE
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Algorithm 3—2 : Quantum SHA—1 Compression Function

1: procedure SHA1((H, - H,), M,,..)

2: D> 1. Initialization

3: a, b, c, d, e < AllocateQubit(32) > Working variables
4: T, f, K < AllocateQubit(32) > Temporary
registers

5. (a, b, ¢, d, e) < (H, H, H, H, H)

6:  WI[0..15] < LoadClassmalChunk(M,Wk)

7: > 2. Main loop: 80 rounds

8 fort = 0 — 79 do > Round Logic

9: if 0<¢<19 then

10: f < F(b, c, d) > Choose function
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11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:

22:
23:

K < ClassicToQuantum(0x5A827999)

else if 20 <t < 39 then
f < F(b, c, d) > Parity function
K < ClassicToQuantum(0x6ED9EBA1)

else if 40 <¢ <59 then

f < F(b, c, d) > Majority function
K < ClassicToQuantum(0x8F1BBCDC)
else

f < F(b, ¢, d)
K < ClassicToQuantum(0xCA62C1D6)
end if
> Compute round word Wt in—place for ¢ > 16
if + =16 then
Wlt(mod 16)] < ROTL(WI[(¢—16) (mod

16)]1@ WIi(t—14) (mod 16)]® W[(¢t—8) (mod 16)]1 W[ (+—3)
(mod 16)], 1)

24:

> Compute temporary value T using sequential quantum additions
25:
26:
27:
28:
29:
30:

31:
32:
33:
34:
35:

> Uncompute this round’s temporary values (f, Kt) to free qubits
36: end for

37:

38

39:
40:

end if

T «— ROTL(a, 5)
T < QuantumAdder( 7, f, carry)
T < QuantumAdder( 7, e, carry)
T < QuantumAdder( 7, K, carry)
T < QuantumAdder( 7, W[t (mod 16)], carry)
> Update state variables (quantum register swaps)

e < d
d<~—c¢
¢ < ROTL(Db, 30)
b < a
a<—T

> 3. Compute final hash value

C(H,..., H) < (Hy +a, H +b, H + ¢, H +d, H + e)
return (H,..., H,)

end procedure

[&a8]s+ 3-2] SHA-1 &=

4
I
ol
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Algorithm 3—3 : Quantum Operators

1: procedure ClassicToQuantum(const, q)
2 for 7 < 0 to length(q)—1 do

3 if (const & 1 == 1) then

4: X | ql7]

5: end if

6: const = const >> 1

7 end for

8: end procedure

9: procedure LeftCircularShift(opl, amount)
10: n < 32

11: visited <= [False] X n

12: cycles < [ ]

13: for i < 0 ton—1 do

14: if not visited[7] then

15: cycle < [ ]

16: R

17: while not visited[j] do

18: append j to cycle

19: visited[j] < True

20: j < (j—amount) mod n

21: end while

22: if length(cycle) > 1 then

23: append cycle to cycles

24: end if

25: end if

26: end for

27: for all cycle € cycles do

28: for 7 < 0 to length(cycle) — 2 do

29: SWAP(opllcyclelZ]], opllcycleli + 111)
30: end for

31: SWAP(opllcycle[end]], opllcycle[0]])
32: end for

33: end procedure

[&F1e]= 3-3] SHA-1 %4x} ¢4 »x

oot

P
T
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Draper S A17] TTK 5417
Qubit 985 929
Toffoli Al°]E 90,940 24,315
CNOT AlolE 67,879 78,279
X AlolE 20,339 189
Depth 9,026 43,232

[3 4-1] SHA-1 3= Fdol tht AlolE 5 2 +74
ProjectQ9] |42 7F&H AFS (» 98 Z7] < 512H|E

2) Fault Tolerant ¥#3 A A%

Fault Tolerant A8 7oA A4 H|&S B} A4 o2 Frtst
7] SlEA = FHIE 7 3|29 Zolg FAld W= A xE AHEEe
Aol &3ttt 15 37t Depth—Width (DW) H]-& o= Alttel] da 3k &
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A4 FHE F AARYE 32 dolrl ¥ 83 A 247t He
749-7} ¥t} Draper HA7]E TTK SAl7|ol & =271 @4 ¢7] o
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Draper GA17] TTK BlAl7]
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ABSTRACT

Quantum Implementation of SHA—-1

Yoon, Se—Young

Major in Convergence Security
Dept. of Convergence Security
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Hansung University

As quantum computing technology rapidly advances, threats to
existing symmetric—key and public—key cryptosystems are becoming
increasingly real. In this study, we implement a SHA—1 quantum circuit
that operates efficiently in a quantum computing environment. We
optimize the quantum circuit, focusing on minimizing total circuit depth,
a key performance indicator of quantum algorithms. The SHA-1
quantum circuit implementation used 985 qubits, resulting in a measured
circuit depth of 9,026. Furthermore, by integrating this optimized circuit
with the Grover algorithm, we establish the foundation for an efficient
quantum attack on the SHA—1 algorithm. This research is significant not
only because it presents a resource—efficient SHA—1 quantum
implementation but also because it enables accelerated attacks in a
quantum computing environment.

[Keywords] Quantum Computing, Quantum Circuit Implementation,

Grover’s Algorithm, SHA-1
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