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Table 1. Analysis environment and tools for Installable cloud service

Type Name Version
Collaboration Tool JANDI 1.76
Desktop Windows 10 pro -
Hex Viewer HxD 2.5.0.0
Database Viewer DB Browser for SQLite 3.29
CacheViewer ChromeCacheView v2.46
Data Transformer Chromium_dump_local_storage.py 0.1
Proxy Fiddler v5.0.20211.51073
memory acquisition winPmem 4.0
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Table 2. Analysis environment and tools for non-installable cloud service

Type Name Version
Instant Discord
Messenger Navertalk
. (web)
Office Polaris office
Software
Desktop Windows 10 pro -
\Web Chrome 140.0.7339.128
Browser
Hex HxD 2.5.0.0
Viewer
Proxy Fiddler Everywhere 7.2.0
memory winPmem 4.0
acquisition

+ winPmem< #8313, @2 ¥ vEE
<= Qs f3 HxDE ARSIt viAte s Feh9-= A

APIS BA138}7] 98te] Z2A] =9 Fiddler EverywhereE AF-&3F5 ).
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Table 3. JANDI's permission classification

Authority

Role

Team owner

Team management, content management, transfer of owner rights,

deletion of team

Team manager

Team management, content management

Regular member

Access to public topics and content. You own the content you

created, use JANDI's general functions

Associate member

Access only to invited topics and shared content

Ao BHe W 2R, @ B, 39, 2N A we
Az BRHE Y A4 9 HU4E $EOR 9 B 2 A= B
98 9T 5 Aok § 284 TR A4 AF 0% R Y 4
Aol TE Ve gk AW A4 BFEE 499 2 239 9
W ALgA Adze] Feld 5 otk FEA EANAR, FAAL =
g Auzolwr 12 et Aokl EAGT Bl A F @
g4 Aol G 2fAs @ pelds v Ase A48T & g el
A AE AES S gor], 1 e Fed EE Table 4.9 2}
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Table 4. JANDI's manager function

Function Explanation
Identification of all participating members, member-specific
management functions
Admin settings for the entire group, change the team name and

Member Management

Team Management domain, delete teams, and set whether to allow deletion of 1:1
conversations.
Download history Check download history by member/period
Additional function Message deletion function activation setting, Message reception
settings confirmation setting

HH APl E dA AME 23 ¢ o, Wind A AAHS T
T vk ® A AA aFel dig A 9 11 w3t AHA §8 o
W5 el 9 He5E 4ol sbesth drlel ANk ALgA} AT
T AT 7l Table 5.9F &t}

Table 5. JANDI's general user features
Function Explanation
chatting 1:1 chat, chat with me, group chat
topic Public/private group chat
drive Share files through Drive
to do Schedule creation function
calender calendar function
video meeting voice and video calls
vote Voting function for people in the group
watermark Watermark function when printing documents
e WAA J5e AP BNow TAH k. AP w9
zZtol= thste] FA| 5, Fe] 7he W g oolnh EFE FAE st
olr] I/ B A9 e 4D WL o] sbseta, HE R
A 2UE Wolokwr Fold & vk EF WFA EFL e el
SANEA ed, 2UEA] Fgvtd © AgAoldge gAY A4
g % gk Ade vake FAZ EAA Gt AFEE gEgoen 3
o 1093 e 5 gom ZAARE et bssAn, g9 B
o zU% % Y gedeldaE Folaa e AYL
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Dictionaries
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Local Storage |
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Service Worker
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Fig.1. JANDI's local artifact structure
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"records_view"$ 2.1,

3

Table 6. Key data within local artifacts

S ANAHo R B3ty dolelE AHaglth dld DBelA Fad Hol

g o] &l

Folder Cache Local Storage
storage_key key value
. Team name of this
Company logo, —jd_team_name computer user
Thumbnails of
Data photos httos// T .
obtained exchanged in dgpn;/r{[na?.?rer]l _jd_.team_id Team 1D of St;ls computer
chat rooms and com u
topics
id_member id Member ID of this
computer user
storage_key ZAH ] "©LEdele Tr]e] #xA vl & € g ¥o
vl WA o) g F4 A3t} value A9 2 ‘41%% 3o =
2 API 48 T3] &A3t9}l. _jd_.team_name Zrjo] =12l A}
gAe "Ee oulad, ) meoige] Atk 9AF WEI FUs
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Table 7. JANDI's main API

ID

URL

Acqusition data

Parameter

"teamID’ where the

Token, "Accept”:

/rooms

teamID search https://il.jandi.com/inne token "application/vnd.t
(API-1) r-api/account user is osslab.jandi-v3+j
registered son”
roomID search https://il.jandi.com/star roorr;loli)m(;ftilel chat
t-api/v4/teams/(teamID) . Token, teamID
(API-2) user is

participating in

Chat search
(API-3)

https://il.jandi.com/mess
age-api/vl/teams/(teaml
D)/rooms/(roomID])/messa
ges?count=(Number of
data to import)

Full conversation
content, chat time,
creator 1D,
sent/received file name

Token,
teamID, roomID

https://il.jandi.com/search— Token,
api/v1/teams/[teamID]/sear File name. filelD teamlID, roomlID,
Search file list ch?accessType=joined&cou taret Dost ;uthor YID Number to search,
(API-4) nt=20&file Type=all&order= £€t bost, au : file type,
creation time
desc&page=1&roomld=[roo page
mID]&type=file number
https://il.jandi.com/file-api | File download URL, link .
%‘Xliofge /v1/teams/[teamID]/files/[fi expiration time (Unix Tokten. fHDeID,
leID]/downloadUrl timestamp) cam
HFHoZ AYoly FHAd& A7 HsiHe= EE, teamlD, roomlD,
filelD7} a3t} AbEA EELS FE$E A dlolEE 24T o
A7tE AEAL S SHE = e AF HRo|th teamlD, roomIDE ZH
EH o
1R

fileID:= o] ol A
r Colgd JdF AR H
f ID #& API 541 A] HTTP &% oﬂ Z3H o] o= A= E3157
Aoz 7b doly
dafloF g}, kA Rk o] gk o



olEl:= ntR F5T F 7] wite]l o APISte] 714l AZe] I

sttt API-1& EZ 54 £AE S ol&ste] EZ AFEAFS] teamID

AL teamIDE API-2¢)| EZ3} 34 AH-&3Hd

Abg27 Ze] ol RE AYHY] roomlDE 9 4 Atk roomIDE

API-3, API-4°lA AL-&5 = detvE e Z2be] F7h4 o g5 3

ghulE e} ARE Al API-32FE = AW &S ATA8TE 5 e deld
o

¢l izt W&, MY Az, AAAD, F/4418 4dE v €8 T UL
M, API-4 258 = API-591A4 2745 = 32t H<l filelDE 45 5
otk B, fileID, teamIDE ©]-&3to] API-59 dlolHE & 4§ 3
dg o= 5 Y URLS 99 & Ak 9 WeS 495oz 7
A%k 19& Fig. 3.3 ).

Token A teamID roomiD Message
Acquisition = 2 Acquisition |~ 2 Acquisition i~ Acquisition
(in memory) (API-1) (API-2) (API-3)

filelD File
Acquisition A Acquisition
(API-4) (API-5)

Fig. 3. Data acquisition procedure through API
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)
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o
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o
)
2
=2
r ll‘
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e

D 8% ATHL A% ey IS

A= HolHE %3 9 ez estE APIY s HTTP &3S AT
‘dste] Table 8.3 o] HolHE 5T + Ut
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Table 8. JANDI's parameter acquisition path

id Data acquired Acquisition Path
1 Token volatile memory
2 teamID AP 1
3 roomID API 2
4 fileID API 4

Soz vre YUZ S8 AHE

ol ez wEe 85 B9l

=
_1 {
By
:?L_"
]
o
ot
H
2
Sl
AL
il
juii}
[ Kl
QL
N

HxD2 92 ® vixg dolHE g9 A Fig. 4.9 o
‘_jd_.access_token=" HE +ALES AT 4 9o, Y wAIH
B AuEE d7hA] o]ojx= #Age] ¢lF Eo|th

=) janditoken.raw
D HxD.exe  EETCI T

- + e SIEIR). Ctri+R |

) janditoken.raw L2 &=7|(A) F3
SHOAEE Al 2#71()  Shift+F3
= 0I5(G).. Ctrl=G

= —_
SME 16T U B Y=

(9| _jd_.access_token=

Fig. 4. Authentication token acquisition procedure
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A5 EEZF API-1& 58 AR &8 9 teamIDE E S8 oF ),
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teamiD

Acquisition
(API-1)

Fig. 5. Acquire teamID through API-1

olgA FES teamIDY QF ETZS AL83Elo] API-2& E3) Fig. 6.

I o] ARGAE ol F)l BE 'R roomIDE F 53

'ad":

roomlID
Acquisition
(API-2)

39767218,

Fig. 6. Acquire roomlID through API-2

o] M3 HAA FE3 2= EFZ teamlD % roomIDE API-3¢]
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'feedbackId":-1,
'feedbackType":!

"content": O
"bcdy" "_J_}.:I Jl.‘}'z'} D}

=&

© JANDI | kangnamtest jandi.com

DFRAtest ~

m,

SAAE 27|

Fig. 7. Acquisition of conversation content through API-3

T3 9% EET teamIDE 7IWFO R Fig. 8.3 #o] API-45 53 A}
8AF Bl FA BE dEgeld THE Y BRe BAT 4 Aok
i Aol v ZlAE gy el 54 39 filelD HF AE S
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"isLimited" ©J JANDI | kangnamtest jandi.com - o x

[[zoomId”: Ty @& o ZaH, daE oy
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F'wrizerIg” & ggz;v.mm;wm Amd 2.~ o= wy cemy o
® v
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frrizexric™: 1 filelD szez TTo00

"permission"
.
titl e":""—‘Iﬂ)JiE“" 91 S word 01.docx],

commentCount™:0
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Tn.n

"serverUrl

"fileUrl"™:

=

8 2o

SEAE SR

clover.jpg

ZIBHH| 20240411 A
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Fig. 8. Acquire file list through API-4
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%, Application g4 Storage A2 Cookiesoll et H, Cookies
sl 93k ‘https://ntalk.naver. com’ =Wl FE = key Fho]
‘NID_AUT’, ‘NID_SES" = #Al® &52] Value kol Fig. 11.3} ze] =
2 da dolE7} EA gkt

i [0 CElements Console Sources Network Performance Memory Application > B3 X
Application C Y Filter Sk X (O Only show cookies with an issue
) Manifest Name Value D.. P.. E. Si. H. S. S. P. C. Pr.
Py Service workers _naver_userses... - n./ 2. 43 M...
8 storage BUC n./ 2. 4 v Vv N. M...
NAC n.. / 2 16 v N M...
Storage NACT n./ 2 5 M...
» B8 Local storage NID_AUT n./ S. T Vv L M...
» EB Session storage nid_inf n. / S. 17 M...
E8 Extension storage NID_SES n. |/ S 591 v Lax M...
© IndexedDe NNB .7 2. 16 7 N M.
- @ Cookies page_uid i n. /s 42 M...
@ https://search.navercom SRI30 A |2 15 v N M
SRTS n. / 2 14 v N M...

& Private state tokens

Fig. 11. Obtaining NaverTalk authentication tokens through developer tool
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B29F5CE80
A29F5C90
A29F5CA0
A29F5CBO
B29F5CCO |
A29F5CDO 12 00 00 00 00 00 . ] ]

A29F5CE0 6F 6D 00 00 00 00 00 00 09 00 00 00 01 0O

A43FESEOQ
A43FESFO
A43FE900
RA43FE910
RA43FE920
R43FE930
A43FE940

A43FEADO
R43FEREQ
A43FEAFO
L43FEB0O
R43FEBLO [« =
A43FEB20 12 00 00 00 00 00 00 7 72
B43FEB30 6F 6D 00 00 00 00 00 00 09 00 00 00 01 00 00 00

Fig. 12. Obtaining NaverTalk authentication tokens through memory dump
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talktalk-e 75 -dojapele] At 9 FEld B distel] SshE Au) s
ojt}. s FAl WA o] Fwol A, talktalke] HTTP 7]¥F 23 (Polling)
< Abgste]l Anel] dA FUIE AL 8HES Hu E2
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°f A" dHoleE FHatEW WA NID_AUTS NID_SES#H= 7 71<]
F71 gk, WA Al AR = AREAE A A1 UID(memberKey), =
gube] 3 APHEAQL cid(channelld), Z18]ar Q15 EFQ] accTkn
(accessToken)< SR ) of Ela=3 UID<} accTkn<
“https://apis.naver.com/noc—web/noc—view—api/vl/env’e] HTTP GET
234 Al Headerol NID_SES9} NID_AUT #& Egs] Bud, $¢
JSON9] memberKey % accessToken 3tE-o A 3Feldr 4= It} cid &E3H
“https://talks.naver.com/api/mytalk/my”oll HTTP GET &% A] Header®l
NID_SES9} NID_AUT ks 23al] 2ulW, &9 JSONC| channelldel 4]
Shelel = Utk ol AY HlolHE F5sh7] g W & FAle] 3

ok 7} @Al= Table 9.9F o] 3w},

rob o

Table 9. Websocket communication for obtaining chat data

Request Response
{
“ver’: 3", {
“emd”: 100,
“svcid” “openchat’, ‘retMsg":"SUCCESS
“cid™: (CIDJ, “sid": (SID)
“bdy”: {
“uid™: (UID) }
“accTkn": (accTkn) }
{
“ver': 3", (
“emd”: 5008,
“svcid”: “openchat’, .
“id’: (CID). retMsg : ?UCCESS
“sid”: (SIDJ, -
}
{
“ver’: 3,
“emd”: 5003,
“svcid”: “openchat’,
“Scil(;i,.:' [[g%g% (Chat data response value in JSON
by ’ format)

{ “targetMessageNo": None,
‘recentMessageCount”: (Message count)
},

}

A2l Ay FAE 7|EA o FE “wss://kr—ssl.chat.naver.com/chat”©]
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, o] &% kr—ss2kr—ss3kr—ssd®Eg AREE & lth A7 FA
AL A %7 A4 AApet 1 o|F9 Holy 8389 AAHSE
W 5 lth 7] 97 AN E A FeeldE o] Wad AEa
of Q1F BRI wIEM, ojojx= QA= tist W&ol 74 Hlo
H & 7A4 Y HeoleE 584 dd. oldf Fad A A WA
8] digk gl F WA 8o &&EH+= sid #hel TEHEYE Ao
o ol At AgHew AW AFHOR cidgtel e A
2ol s U89 JSON FAoE SRS & dvh Ed AL vlA
2ol MeE XA 7] Y8 recentMessageCountdbs= kS A AL
T At recentMessageCountoll 1o]o o Axts AFE A 7 A
o< WAIAFYH 9o Z N+1707F s, A ghel 08 f=EEkd
7 A4 wAIA] 1R 9kgkE o) gho] 3 wi= HAl HAIAFE Ae
o7 4719 "AA 7} WrgEn, S o2 & JSON ©lo]E= Table 10.3}
2.,
Table 10. Contents of the messagelList sub-kit value
Key Value
channelld Chat room unique ID
userld User 1D
profile Nickname and profile picture url
messageNo Message order
content Chat contents
memberCount Number of members in the chat room
messageTypeCode Message type
messageStatusType Message status
extras Additional information
emotion showing emotion for the comment
createTime Message sent time
updateTime Message modification time
readCount Number of people who read the message

Channelld 7]13%t& {8 We] 15 IDE YERRH, o] API &% A] ARR
HE cid Y 593t 3tS 7F7Yh Userld 7136 AF&ALe] 163 DS
oulst, API 83 A AMgH+E uid ¥ =93 e spHT w=E

i
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“NORMAL" A] 2=l 2
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A2 7lsEE EFF W& Table 11.3 #ZTh
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Table 11. Summary of Naver Talk's Anti-Forensic Behavior
1:1 group
Self Others Self Others
. Delete . . ) )
Authority Authorization does
(6} not exist
Hide concurrently
Within 5 Within 5
Authority | Delete minutes X minutes X
X
Hide X X X @)
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Table 12. URL by Value to be Obtained’

Value URL
UID(memberKey)
accTkn(accessToken)

cid(channelld) https://talks.naver.com/api/mytalk/my

https://apis.naver.com/noc-web/noc-view-api/vl/env
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Fig. 13. Reconstruction of Naver Talk chat room contents
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Fig. 14. Obtaining Discord tokens through developer tool
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Fig. 15. Obtaining Discord tokens through memory dump
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E Ao AAEE AW dolEE gidoR dojE 5 WHE Y
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Table 13. Classifying request and response data for data acquisition

URL Response
/users/@me User Information
/users/(user_id)/profile Specific user information
/users/@me/relationships User's friends list

/users/@me/relationships/(user_id)/(avatar

) webp?size =160 Specific user profile picture

/users/@me/channels Direct Message Channel List
/users/@me/guilds List of servers to which the user belongs
/guilds/(guild_id)/channels List of channels within the server
/channels/(channel id}/messages View messages within a channel

Uazmzo] Abga AW, 54 F4 AR 28]al AFERRe] G EE9
D& URLY) 2R3 Iepn g S £3kste] HTTP API 83 & Agst

i
Ay, eto g & fo]EE Table 14.9F #t}.

Table 14. Classification of response data related to Discord user information, specific user
information, and the user’s friends list.

Key Value
id User Unique ID
username Unique username
avatar User Avatar ID
global_name Displayed user name
email User Email
bio User introduction
nickname A nickname given to that user by
the user

= H]O]EM]—E TEAO R id, username, avatar, global name¥} 72 7|7} ¥3}
ok ol 39 FEHE IR ¥3Ee= 7)e o) Aok ARSAL HEOlE bio2k
email®], 574 %Xi ARol= bioZl, T H55 ARol= nicknameo] 2V} SVl
SHe) ok S5 el we} ol2igh 71e] fiA7E defkink ZiQl AREAL K. 23]
Ao TEH o EXffsks 71gkse] ARl HxIshe W, 54 ARSAF AHE
oF X 55 S S ghEC] BT userghs 319 7] ool EZskrk o]
23k 54 Aol7t EAst el AAR Aehs AR o= stk 7+ 719
Aes dund, WA ide Y 4] afr A gkS ovIsh, usernamedl AL
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Fr AR TR T 854S 9IRF aLf APEARRE ARG avatare TR AR
of ek it A Frolal, global_name> TIAF= wjollX] TRE AREAP} Q1Aeh=
olgolth. =, username> FAE THT 7 v LTS FoE FEE o A,
global_name-2 DMt AHellA] HIAAE Bl ol I 4= QM= o] 5ot} wabA
global_name< WFE ARSAPF RS ofalx] dths dAlstel DM, A9, 19 &
Aol Hol= ogo] Hrk B3 biotw A7} 2Pdehs A 1aviE R, 7Pke=e] 4
B mARIe} fALeE s gtk mEARO R nicknameS: AREAPE 54 Aol Al A
A Folgk dHoR, Sd gho] EAlehs A9 DMelu AHellA FAEE olg2
global_name®] o2} nicknameo] Ao widwrh FrdoR {de} avatar:
dlojg] 28 8xigh ope} Z2d A 94 URLS Byl Al &8¥ch 229
AR 82 URLS! ‘/users/@me/relationships/[user_id]/[avatar ].webp?size=160"l| 4]
user_id Ak2lell id #kS, avatar AR2jol| avatar gk tiSlsle] 84S Esha g A
|Ape] L oHXE webp FAO0R 5T g QUrhr|AFT=o] HolHE wAJK]
A B, ARAPE &3 A B5 e A o Al B5ol] sdehs URLel 2
23 vElEls T3sle] HTTP APl 238 A9st 4y, $Hom & delEs
Table 15.9} 2tk

Table 15. Classifying response data related to group and private chat rooms

URL Key Value
id ﬁe.ld. inside User Unique 1D
reciplents
username field Unique username
Direct Message inside recipients a
Channel List avatar flgld inside User Avatar ID
recipients

global_name field

D .. Displayed user name
inside recipients

List of servers to id Server Unique ID
which the user
belongs name Server name
id Unique ID of the channel within the
server
List of channels type Channel types within the server
within the server parent_id Unique ID of the parent channel
name Channel name
guild_id Unique ID of the server it belongs to
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A g AW olFg yErdith miAgto R A8 W Ad B
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19] ¥ 7Fx|7F SR8t type=4+= AW W AE T AE & A4~
ML= AEH o] ofd AEES EFste 4TS ote AdolH,
type=2+= AW Wl AE T 4 A, type=0 AW W A F wAA
& Favts A" AY, type=1& HolHE wWAA AHEE 9w gt
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A s oulet kM dwE typedt AZEE= #@rolth type=2 L=
001 AEde zhzh &4 wi= AEre] AES o ¢lv] W o] AUE
type 45 7F AL F9lol &3t wEbA type=2 Hi= 0% AE
< parent_idel] #<lo] &3 A9l ALY A s A
type 45 7} AE-& parent_id7} nulle 7FAth tFS- 02 name T
Adel olg& v, guildlide sl AEel Hadls Awel AE
e st AW W A A DM A wA ol e O}L URL
o dag detEHE EFste] HTTP API 84S A<d A= Table
16,3 gon, % oo JJBgow £AF JSON 722 7}73@

1w ofo
O
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rlo

[
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Table 16. Classification of response data related to server-side channel message queries
and DM channel message queries

Key Value

type Message type
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id field inside components

Message Unique ID

content

Message body

timestamp

Message sent time

edited_timestamp

Time the message was modified

id field inside author

ID of the user who sent the message

author 3+¢] username

The unique username of the user who sent the
message

global_name field inside author

The displayed user name of the user who sent
the message

call_ended_timestamp

Time of call made/ hang up

call_participants

ID of the user who participated in the call

id field inside referenced_message

Sticker Message Unique 1D

id field inside sticker_items

Sticker 1D

sticker_items 3}¢] name field inside

Name of the sticker

message_id field inside
message_reference

The ID of the reply message or the unique ID of
the sticker message

id field inside mentions

ID of the user mentioned with @ or the reply
target user

username field inside mentions

Unique username of the user mentioned with @
or the reply target user

global_name field insidementions

Displayed username of the user mentioned with
@ or the reply target user

content_type field inside attachments

Extension of attached file

id field inside attachments

ID of the attached file

title field inside attachments

File name of the attached file

filename field inside attachments

File name and extension of attached file with
Korean characters removed

url field inside attachments

Download link for attached file

size field inside attachments

Size of attached file

width field inside attachments

Width of the attached file

height field inside attachments

Height of attached file

_39_




sHole FTEHOE  ‘type’, ‘components 3dFe] id, ‘content’,
‘timestamp’,  ‘edited_timestamp’  ‘author dFJ¢ id, username,
global_name’, ‘referenced_message 3}9] id,‘sticker_items 3}%] id,
name’, ‘message_reference 3F¥] message_id, ‘mentions 3dFY id,
username, global_name’, Z12]al FHH-3d ¥ 7]Ql ‘attachment 3}

content_type, id, title, filename, url, size, width, height' 7} X3t¥t}. &

EAoE TS 7] T type> WIAAY FEES HEhE #oE 02 o
WE AR 3L E3p dE wAIA], 72 AREAE AR JdE 459
AR 195 HhE WA A tigk $d-s gt ofmf type=199] ©7
2 g @F B9 AdEs AAdse Aol ofd @st A Ao 59
& 2 7S AHEES unt 198 ¥AHEY, 9 @2 WA dutk o
AAR RS FUHA R 'EE 50 AN EAL! TleE wF
7159 ESHE O] type=192 FHHET} components 3F9 9 ide= HH A A 2
I A S 9Wsk, content HIAIA] EES 9wt} o]w AUREH
2 HAE wAAE ol A= o] 7]5?) GIF o|"| A% o] content
of =%t g g

ot Egk @ Aus WA ds A9 Uldes ‘@
Av’, = global_name®] ZAIEA|4F JSON ‘gl

- AR, = id gkel 7I5¥ Y timestampe W
S ouEly, edited_timestampE WIAIA7F FAHE AIZF
n|3kal, author 3}919] id, username, global_name<& 7}7} WA|A] &
o i A gk afr A, dEIE oA FAEE olE&

. referenced_message 3}l idv= 2E]A HIAA S aif 2

g
sk}

v)3hy | sticker_items dFY] id®} namee ZtzZ} tlAm= AE|A AHA|
o

ol

P
®
=,

rir
do

m o i
o,
R
_>~4
>
N
N

L =2 £ L

o

12 ftlo 32 1—‘1 tlo

o
i
o Lo

1H 2L} o] B8 oJu]dlt}, tAzmE AEHAE JHIE

hu)

3k 7155 3t} message_reference %] message_idi

& AR Y] e A g e 2E7 g3 i AE geE,

Al Ao 9F &2 c}, mentions 3FY 9] id, username, global_name

AAE 2 9 did A9 AR A gk Al AT, 1A
e '

< v, type=19< wWol= 9 tide] AEE, dut T

B

o op 11:1
o oX

N
N
-

>,

_40_



Ao o] HHAY Aol WY e HAHE YERdY attachments
sHelel HEIY #AH 75 44 g3 22 9guE 7pETh

content_type< &3 A

,
lo,
J U
o3
N
il
L
o
=
H

;oA Py,

Microsoft Office A &2} & dF At AWHo] 7hz3sit}, 12}
st= 28 ARl hwpxs FR1HA] ko, U5 = A HE A
ol gkol EA8A] &= A% Ut} o]ojA] id, title, filename< i“"%

stdo]l i A gk gdw, dhFo)
oluj AA| WAL Folstr] QA
titleo] dh=o] ¥gE YU udwS HoFXTF A= i?ﬁf}xl X=

A, filename RS FAISHE AWl A F=o] AAEH 7] o

2
A
i
o
o mg
_p
X‘i
oN
o
X
i
lo
=)
QL
kd

rlr
1
2y
rUI
ﬂ
:?L_“
o]
o
' o
Al
=
O

N
s

o
ol
oft
A
O
2
o
)
tt

-1t ¢ 37], omAIY TS HFAS 4
R A= A7E ugith B3 urle] URE YA oulsh A AIRE

SHT olef ol AW W A HAA e DM AE wWAA=
zZot 715 FArstANt AF-AHoR= Y o Aolm
E4 gholu 7lollA zlolE KRt FAHoE ol Xpol= AHHE
o 540 wet gk FEolA "ehrE sta, 54 719 EA oA
S b, WA kel 7 SHolA = type 7104 Aot =
gttt o AT typed Wl 7HA FES 7HAARE A W A oA
= 54 Ado] MR EAE7] wito DM g w A Al A RE type=30]

g2 1:1 B3kl DM Aol A= type=7°] YEA &=

gsog 7le] &4 oFE SHoM= call 39 ended_timestamp®}t
participants7} t3EA ot} o]= 247} T3t T8 A7 oz}t IDE 9v
sh=dl, DM Adele &3t 750 EAsH] witol ZFE AT AW
Adol= 54 Aol EAstERE T 7= HEA etk dEAOR

T @4e BAW T2E FRAVAE, B34 Aol o8 el 4P

J
o
)
1
ot

—llN

_41_



3) ¢El A2 ool whE Sehe-= "oy W3}

LS|
ax

fr

tesmEols WA SRS A AR TR 9] gl S Tk
o] FACE WA WA HEPTE ALAE 1 vIAIe) e SgsRs Fsol
£ 7 U ULl 9 ol ST, el 384 g o

A%)3L edited timestamp Zke] nullolA] 4% A)zko = WAE) o] A 54 o)A
HAK] We-2 gRIgt 4= gIATE WA A7} oA AEIIEAE 715S 611 yjeksl 4=

Ak o= HAR] A | = Bl HARE AR 750, oA Al
ARRE B oV HTTP APL 84S &8l S5 4= glor, ARpdelMie AP} =k

4) FEHeE 24 A3 3 A4S

W AN A FQl HaIes gidoR § Hee-Ae] A B TE F
AH 7} S2F F9 $Ae] viRe g BAste] e
At} g token%kt o]F- *F%X} AE, B4 A AR, AR T 55,
54 A 22 AR, teoldE wAR] Ad 55 AR 3 AW 55,
A A AE E5E Ad o ) 1 7 Z3] T vFet APL 83 E3E o] ol
g5 ] mpiAE ek WA ARRAF BRE| G AREAF R URL]
token kS XEgHte] @4shd BRI = 9lom, A HF wdk U (AL
|A4e] FT =5 URLC token k= Wol 84ste] 853 & stk 54 A
AEE AT 554 FE3id #ks 54 A R URLeN tokend} 3 F

7tete] A& g dom, 54 A TEI ARIE e A9 idS avatar gk
g AR URLel X3l e3§ho = g59nt DM MY 553 AW 55
oAl 7+ URL® token #t< iﬂﬁ‘kﬂ A 7 dom, AW Y Ad 552 A
H EZox Ao A idE A F7e] A sloF gt v te R Ad o v
AR z3%= DM Ad ﬁﬁﬂr A U Ag E5FeA] gRlg Ad idE 0]83
of, 3l id2} token FES A Aol Eed 5 = Qi) o]F e
ot} 85 HAE =g T8l Al er AR Ayks Fig 16,9} 2tk

tjx=s=0] doly & WA tokenghs FHe= AolA AlZHET o] 3
)
|E=

_42_



@ Discord Viewer — Lj At /DM Rt Q1S4 + Excel 2
AT 4
0E=is O omg/mass

==

— o X

[ RECEREEE )

] Osotez

o FaUS
Sl 22 £7 22 - wmaN sZave
Lol zag

—[HEEEzassl] exras U

U M8 . om A
T
M8 25 (=) % M AE 25

S mn CECELE TEY| sy

M OIAIR] 8] gsoN)

name Ao umt 503 u= =l

g w7l [se g0 awmzs] |

T

|

W EE OAIR it 5O

fouraz

4R amwsas cuen wesEEG,

= e e TA BT pedfsE 2 G

¢ nuxu

LA

=iyt

56350/eqq,

b14df6461a:

90b0£CT22bS

Sa6\ubl5

5\

2gana.
Sne S

P2

me":"1_sun_bib:
e zeng = geya

ps/jcdn dscordappcs s0zs g
0L K455 b shaS ek <E22T535 1 2SEIabasa 0BRSS &
P =

155 ud558 \u:

b2ed\n\

boba\ucl

295435d0e461b0a:

b043dd78

“content" FONE Hamss E
waR",

Fig. 16. Reconstructing the chatroom content of a channel within a Discord server

sl9 ol X AFANE E7E Eal tlolE 1 #74

ato] AHEAE A, MB 2 DM Ade] =, ada Qe W v e

_43_



N
o e
o Mt
o

%0,

2

=

o

fu

X

O

[

2]

Iy

Lo

,

o,

o

-

™

i

B

12

>,

>
fol
ox,

o,

%0,

Tote s oot 1S B Ad T2 A5, § BebeA] A =
T= o & Application IEl A Storage A4 Cookiesol] 3k ¥,
Cookies 3t¢lell 91+ ‘https://www.polarisoffice.com’ Ew]| 1] & F
key gtel ‘SID’ 2 FAI® 59| Value #tell Fig. 17.3} o] =edlA
tlo] Bl 7} &) gkt

{8 [0 CElements Console Sources Network Performance Memory Application  Privacy and security Lighthouse >> H10 & X
Application “ C Y Filter Sk X (O Only show cookies with an issue
|
» D Manifest Name ... Path Exp.. Size Htt.. Se.. Sa.. Par.. Cro.. Pri.
° i e e . o e
% Service workers DV /0. 33 Me..
8 storage HIDE_STARGUIDE ./ . 28 Me
S NID / 20.. 267 v v No. Me...
torage
POLink.LOCALE .|/ Ses... 18 Me.
» BB Local storage
X RESTRPOP .|/ 20... 12 Me._.
r 8 SessloT\ storage showResearch - |/ Ses.. 13 Me...
B8 Bxtension storage SID / Sses. 35 Me...
» © IndexedDg TID S/ 0. 39 Me...
+ @ cookies wes_bt /0. 3 Me
@ https://www.polarisoffice.com WVRENO / 20... 10 Me.
A\ https//wwvigoogle.com

Fig. 17. Obtaining Polaris Office SID through developer tool

9 nekeAol A SHF SID ghe Y Ault A F HH
22 Yo% Fig. 18.3} go] FAsiA] AEwT.

SID|, Value

|1Cc58AD00

|1cssaD10 R A
|1cssaD20 Domain: www.pola
élCSS’AD3O risoffice.com, P

Fig. 18. Obtaining Polaris Office SID through memory dump

_44_



2) 5= Holy 4

Aol Ae wAA Ar]z o] SEke= 7N 58 TROYe #4 e
2 Pslr] el 3 ArESo]] et euag AAsgith et
eyl2e SeEY, PC B 249, Bakd =g, i0S Bukd JAY &
o7 FEEM o] T My Polaris DriveE AFES 4= = A 9287}
7IHE Ae| 2~ 5 27191 7]HE AlEwr] sHdE Tk My Polaris Drivei= Windows,
Mac, Android, i0S, ¥} & T3t 3HgollA s Aoz HIed 4 e 5%
Akaolzb Eefe]s Qs AEA|Y] TAloR, A 713t R o Aldghh
gk SR AR BN A 715 Al 2] '] witel] E/
A FHA|A FQ3F on|E zh=t) mebA 2 AT A= My Polaris Driveol] %
e 5o, A 24 3 HolBlE g56b] Sl WS Vst

My Polaris Drive H]O]H% TRk H WA SID 3k gralt) o]% SIDE
Eoksto] ¥ HTTP APIE E=6bd ARSAF AW, T AR 3 55, &0

we

il

N

JEDIEE NSS!

el 283 HTTP API ﬁ‘é% Agshd URLS Table 17.7F 2.

o = I-M
:L

Xe)

Table 17. Classification of request and response data for data acquisition

URL Request Response
https://www.polarisoffice.co
m/api/1/account/userinfo
https://www.polarisoffice.co
m/api/1/drive/recentlistv2

User Information

“Cookie™ ( "SID=(SIDJ): ")

List of recently used files

“Cookie™: ( “SID=(SIDJ: ")
and fileld (browse within List of all files in a folder
subfolders)

https://www.polarisoffice.co
m/api/1/drive/list

https://www.polarisoffice.co
m/api/2/drive/download/(Fil “Cookie™ ( “SID=(SIDJ}: ") Download file

e Unique ID)
https://www.polarisoffice.co “Cookie™ ( “SID=(SID]): ")

List of files in the Recycle

m/api/1/drive/hiddenbyuser and parentId (Id of root X
L. Bin
operationlist folder)
: e « N _ . Recover files from the
https://www.polarisoffice.co Cookie™ ( "SID=(SIDJ: ") Recvele Bin to their
m/api/1/drive/sync and hide: "RELEASE’ v

original folders

A8 AR 25e] Agd URLE oluldd, A8, A-gA 6 1D,
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Table 18. Classification of response data related to user information

Key Value
adLocale region
driveUsage Drive utilization rate
email User Email
fileCount Number of files in the drive
fullName User name
userld User Unique ID
timeRegist Registration Date
birthYear Year of birth
gender Gender
jobCode Occupation category
jobDetail Other Occupations

A adLocale @2 ald A9 oulatm, gh=o] -
T}, driveUsage a2 &) =gfolHo] A £49 &3S yehe n}
o|E w9lolt}. email> AR&AFS] oW o]z} IDe|H, fileCount™ =)ol
Hel AAE & F EUE A9 #do s YERAY. fullName
AbgzLo] o] 58 ou|stal, userlDE A9 a4 ID, timeRegist:E 7FY
SAE YL BAAEE goor yEhd glojth. o] % birthYeari-H
jobDetail7}A] = wuserDetailDTO ZAA2] 3¢ SAA#UEC|H. °o <
birthYear #t-& A&7 &4 AXE vehlin deols S1E = it
gender #2 A¥ES UEiH, ‘M @A, F'e ¥ =
)

jobCode #2 3¢ AR U AHS Ags = Qe =

i

‘KR'Z 5719

i



g3 Agae] 49 WS vk jobDetail e 29 Hu Ho|A <]
4q Ae =guedd VE'E A9s 49, F7b 98 Bee) AR
bAH Qe e ovgth A4 %Y 224 $Yshs URLY Ba
g deju|gE ¥3sle] HTTP API 38 dds Ay $doz 2 4
o]+ Table 19.9} #t}.
Table 19. Response data classification related to the full list of files
Key Value
parentld ID of parent folder
fileld Unique 1D of the file/folder
fileName File/folder name
fileType File type
size File size
lastModified Last modified date
fileRevision Number of revisions
lastModifiedRevision Last modified version
hide Whether a file exists in the Recycle Bin
deletedTime File deletion date
starred Marked TImportant Document’
shared Show shared documents
lastAccessTime Last file access date
path File path in Polaris drive
userid Author’'s User ID
WA parentlde F-5E EU 9] IDE ov|stH, dA] 5ol oH £ 3o}
el A A=A & & Uk & A" EYe EF FE 99 1D
2 nAHAC. o]F fileldFE userld7FA = directorylnfo Z4A 9] 319 &
deksolth. o] %, filelde Y && ZH9 i+ IDE, fileName ©]
B2 eI, %99 A4S HAE.RPA, FOY A E0E GHol
th =gtolB HAY ZY+& ‘drive’® 27| fileType% A e FF
2 e, 99 39 FILE, ¢ 9 =go|HE DIR'E TR}
sizex= B4 &S YERH violE wejolal, ET YU Al 022 ZAHE
t}h. lastModified= "Rt 2 A AZHS Y2~ EFQIARIE PA o
2 et fileRevisione 349 718 S5 YEd= fgos 15H
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ABSTRACT

A Study on data collection and analysis
techniques on cloud—based platforms

We, Dabin

Major in Convergence Security
Dept. of Convergence Security
The Graduate School

Hansung University

This study categorized cloud services into installed and
non—installed types and proposed data collection and analysis
procedures appropriate for each type. As JANDI, an installed service,
exhibits limited persistence of local artifacts, we first analyzed local
artifacts such as the database and cache. We then identified key APIs
and developed a procedure to directly acquire server data by
reconstructing API requests using authentication information obtained
from memory. We then constructed a hypothetical scenario to apply
the procedure and reconstructed an actual chat room to verify the
validity of the analysis process. Non—installed services such as Naver
Talk, Discord, and Polaris Office operate based on web browsers,
leaving little meaningful data locally. Therefore, this study first
acquired credentials and used them to make API calls to collect
server data, and then analyzed the collected data. We also compared
data changes resulting from anti—forensic functions such as message
deletion, hiding, and file deletion to examine data persistence across
services. Finally, we developed data collection tools specific to each
service and verified the wvalidity of the procedures in a real—world
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environment. The results of this study are expected to provide a
useful example for establishing digital forensic procedures for
cloud—based collaboration tools and messengers, contributing to the
establishment of a  standardized analysis methodology  for
investigations in the growing cloud environment.

[Key words] Digital Forensics, Cloud Forensics, JANDI, Naver Talk,

Discord, Polaris Office
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