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ABSTRACT

A Study on National Critical Infrastructure Protection
Strategies Against Drone—Based Terrorism Threats:
Focusing on the Three—Zone Defense Concept

Song, Chae—Keun

Major in Defence Project Management

Dept. of Defence Force Power

Graduate School of National Defense Science

Hansung University

Drone—based terrorism has emerged as a new threat to national
critical infrastructure, necessitating systematic protection strategies
for effective response. This study analyzed 35 commercial drones
available domestically, employing payload capacity, maximum speed,
and flight time as key wvariables to conduct risk assessment and
present optimal protection strategies. Applying a risk—based approach,
the research classified drone risk levels into four categories (highest,
high, medium, low) and developed a three—zone protection system
consisting of primary (15km), secondary (5km), and tertiary (2.5km)
zones. Unlike conventional fixed—distance approaches, this study
proposed an effective protection system by comprehensively
considering the physical characteristics of drones, specifically payload

capacity, and operational impacts including arrival time and fragment
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safety distance. Based on the research findings, the study presented
legal and institutional improvements for drone threat response and
customized countermeasure technology strategies for each risk group,
while identifying the need for future research on multi—drone attack

response and Al—based detection and tracking systems.

[Keywords] Drone, Anti—drone, National critical facilities, Terrorism,

Payload capacity, Defense zone
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