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Memory safety issues remain dominant

~70% of the vulnerabilities addressed through a security update each year continue to be memory safety issues

E4 © Microsoft® (2019), "Trends, challenges, and strategic shifts in the
software vulnerability mitigation landscape’
[71™ 1-1] Memory Safety issues remain dominant
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A2 AT

A 13 LEA EEYsS
1) A&

LEA(Lightweight Encryption Algorithm)= =7FH Q7 ]& A A(NSR],
National Security Research Institute) 7} 2013 1QsH
ARX(Add-Rotate-XOR) 7|9t tiA7] E54S dre]Zoltt (Hong, D et
al., 2013). LEAE 1284H|E 1A BEF A7|E 7[x|H, 128, 192, 256H|E 9]
e 7] dols AL LFAE 5847 Y5t 7R Zma 4o}, v
ol ®4 7o} Zeres AFY
A7l 5 e Aokl ek A%
= ot ojeldt B4 AnEg] U shglel FA BTN 94T
e S BRI

LEAE AES(Advanced Encryption Standard)olA AHEE
XOR 4t HIE 34 <4k 2Ey QA4 22 gttt o
O ot SEglo] FE A WA GEAS ol ANE] AolHr me
A £ AFeHSeo, H. | et al, 2015). LEAX: 7] Zolo] wz} 24,
28, E= 32709 R FAHY, 7 FREoMs BEEE T, &% H|
E 9", XOR it =M= gois APt 71 2AEd dAllA = 7
SAit(dispersion) ¥ A Atom tiefet 54 Z|Ho] digt Wde 7
(Seo, H. J., 2015).
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T Nb Nk Nr
LEA-128 16 16 24
LEA-192 16 24 28
LEA-256 16 32 32
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LEA?] ¢t53} AL (HIE 7] K2HE N7jo] 1928 E ¢tashe 2he

7] RK™0<i<Nr—1)E B85t 71 2AF T4 KeySchedule] 2}, =2}
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3) d=s}
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T

LEAS] kst & Ewryp= kHE 7] Kol dis) 7] 2AE o=

KeySchedule) = ~3435to] A dH Ne7je] 192HE 27|

RK=(RK (0] RK[1]., -+ RK[5)) (0 =i < (Nr—1))

o} 1284|E HE P=(P[0],P[1], ---, P[15]))E o} [& 2-2]5 43}
o] 128H]E 4352 C=(C[0],C[1], -, C[15])) 8 &3},

[ 2-2] gos) @4

C(—Ency_z/pt(P,R Oem', RKfm', ,RK]%[,CQ
2l 128H]E BE P, Ny7le] 1920E 2= 7] RKS RK{™, -, RK% |

29 128H]E IS E C
1: X, <P
2: for i=0to (Nr—1) do
3: X, < Round™(X, RK™)
4: end for
5: C—X,,
[ 2-2]91A i(0<i<(N—1)WA 229 SHRE A5 Round™ =

o} 192H|E gt 7|

RK;" = (RK"[0], RK™[1], -+, RK/™[5])
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A: 1288 E R M5 X, 1924 E 2= 7] RK™

29 128WE YRAH W5 X,

1: X, [0] < ROL,((X;[0] ®RK[0]) H(X, [1] ®RK[1]))
2: X;,[1] < ROR; ((X;[1] ®RK[2]) H(X; [2] ®RK™[3]))
3: X;,[2] < ROR,((X;[2] ®RK™[4]) B (X, [3] ®RK™[5]))
4: X, [3] < X [0]

7] K2RE o353t 3o "agt Nlel 192HE 53t 2ty
RK™ (0 <i < (Nr—1))€ A4ot= 71 2AIE HgS A
7] 2AE oA AMRElE 32HE s o] (0 < < 7)) ot

2t

5 [0] = c3efe9db, 8 [1] = 44626b02,

8 [2] = 79e27c8a, 6 [3] = 78df30ec,

8 [4] = T15ea49e, 8 [5] = ¢785da0a,

5 [6] = e04ef22a, 8 [7] = e5¢40957.



1284]E 7] K = (K[0],K[1], ---,K[15])°] tH3ll LEA-1282] ¢tSstE ¢

i

3 AMEEE 7] AAE S KeyScheduldly = 24702 192H|E 458} 2k

=7
RE; = (RK[0], RK™[1], -+, RK{"[5]) (0 =i =23)

= [E 2-4]¢F Zo] A, o] FAA 128HE WRAGH He
T[2], T[3])7F AR&ET & /7Tt

[¥ 2-4] LEA-128 ¢33} 7] AAE o

(RKJ™, -, RK3") <« KeyScheduléy, (K )

4= 128°|E H|[D7] K

=9 24719] 1924 E ¢5s} Bte=7] RK™ (0 < i <23)
1: T—K

2: for i =0 to 23 do

3: T[0] <~ROL,(T[0] B ROL,(5[i mod 4]))

4: T[1]<—ROL,(T[1] 8 ROL,,(8[i mod 4]))
5 (2
6

7

8

T[2] —ROL,(T[2] B ROL,,,(8[i mod 4]))
T[3] %ROLH(T[B] B ROL,,,(8[i mod 4]))
RK™ (T[], T[1], T[2], T[1], T[3]. T[1])

1924]E 7] K = (K[0],K[1], ---, K[23])°]l HHall LEA-1929] 4585 ]

3 AMRElE 7] 2 5 KeySchedulelyy= 28712] 192H|E 453} 2=

RK™=(RK™[0], RK{[1], - RK{[5]) (0 < i <27)

i
B

(& 2-5]eF o] AAdstH, of MAIA 1928|E yRAGH W

_7_



T = (T[0], T[1], -+, T[5])7} A&t

[ 2-5] LEA-192 4353} 7] 2A1E o4

(RK™, -, RKZ) < KeySchedule, (K )

A= 1924]E HE7] K
2 28719 1928|E &53} &2=7] RK™(0 <7 <27)

1: T—K

2: for i =0 to 27 do

3: T[0] «<—ROL, (T[0] B ROL,(5[i mod 6]))
4: T[1] <—ROL,(T[1] B ROL,,(8]i mod 6]))
5: T[2] —ROL,(T[2] B ROL, ,,(8[i mod 6]))
6: T[3]<—ROL,,(T[3] & ROL,, ,(8[i mod 6]))
i T[4] —ROL,(T[4] & ROL, ,(8[i mod 6]))
8: T[5] <—ROL,,(T[5] & ROL, ;(8[i mod 6]))
9:  RK™<(T[o], T[1], T[2], T[3], T[4]. T[5])
10: end for

256H|1E 7] K= (K[0],K[1], ---, K[31])e] thall LEA-2562] &53ls 9
3 AHeElE 7] AAE 5 KeyScheduldys= 32712] 192H|E 453} gteE
7]

RK=(RK“[0], RK[1], --- ,RK™[5]) (0 <7 <31)

S [® 2-6]7 Zo] AAstH, o] Ao 256HE WRAH W
T = (T[0], T[1], -, T[7])7} AF-&Hc}.

[E 2-6] LEA-256 453} 7] AA=

o
4>

(RKJ™, -+, RK5") < KeyScheduléyss (K )
A= 256H|E H|E7] K
=9 32719 1924|E %3} ete=r] RK7(0 <7 <31)




T—K
: for i =0 to 31 do

T[6imod 8] < ROL, (T [6imod 8] B ROL;(8[i mod 8]))
T[(6; +1)mod 8] <~ ROL, (T[(6; +1)mod 8]dH ROL,, , (8[i mod 8]))
T[(6; +2)mod 8] < ROLs (T[(6i +2)mod 8] ROL, ., (8[i mod 8]))
T[(6; +3)mod 8] < ROL,, (T[(6i +3)mod 8] ROL, ,(8[i mod 8]))
T[(6; + 4)mod 8] «— ROL,; (T [(6; + 4)mod 8|8 ROL,,(5[i mod 8]))

T[(6; +5)mod 8] <~ ROL,, (T[(6; +5)mod 8]E ROL,, - (8[i mod 8]))
RK“—(T|[6imod 8], T[6imod 8 + 1], T[6/mod 8 + 2],

T[6imod 8 +3], T[6imod 8 +4], T[6/mod 8 +5])

© 00 3 O U1 B W

10: end for

LEAS] B35}l AL pHE 7] KE2FEH N7jo] 1928|E B9 o8 2he
=7 RK“0<i<Nr—1)5 ARt 7] 2A1Z &5 KeyScheduld; <}, =t

2E7] RE™ 9 2= W4 Ramd™S o§3to] 128ME PTE CZ 128

o
4>

LEAS] Eos} ot Deyple RHIE 7] Ko Wis) 71 2AIE

KeySchedule)“& 5=3sto] B4H Nr7ie] 192H|E 2he =7

RK“=(RK/“[0], RK/[1], -+ ,RK{“[5]) (0 <i < (Nr—1))



[ 2-7] Bo3} &

P < Decrypt(C, RKZ“, RK, -, RKZ*_,)

d=: 128H|E g & C, NH9 192¥E 8= 7] RKJ“, RK{“, - ,RKx
=9 128HE H& P

1: X, < C

2: for i=0t0 (Nr—1) do

3 X, o Rowd"(X,RK")

4: end for

5: P—X,,

(B 2-7]0A4 i(0<i<(Nr—1)HA 2r2=9] et ¢ Round™=

1289 E W HAJH ®

¢} 192H|E gL 7|

RK;Z’EC:(RI{;{(ZC[O]’R}'{ideE[l]’ y B ’RI{ZdeE[5:|)

2HH [® 2-8]8 5t M= 128HE YHASH =

X1 = (Xiﬂ[o]’XiH[l]’Xz’+1[2]’Xi+1[3])

fjo
X
o,
S
O

X.,, < Round™ (X, RK")

4

A: 1280 E WEAH 8 X, 1929]E #e= 7] RK

_‘IO_



Z2: 128H|E YRAH ¥4 X,
1t X, [0] < X;[0]

20 Xy [1] < (ROR, (X;[0) B (X,., [0] @RK“[0])) &RK“[1]
3 Xy, [2] < <ROL5(XZ'[1])E()Q+1[H@RKZ.‘Z&'[Z])) @RKZWC[S)]
4: X ,,[3] < (ROL; (X, [2])5(&+1[2]®R&dec[4]>> @RKZ@C[B]

e 2ol WAl A Set A4S mAsE Aol

7) Hos}t 712AE

7] K=2RE £33 o] dag Nofe] ESst =7 RK™

0=i<(N—1)5& B 7] 2A% HYL Qg 453t ehess]

F

A JAE Aot At WHoz AYEH, FAdt A4t AHSH

ol AREE 7] AAE B4 KeSohedudds = 24719) 1924 253} 2}

o

L=

RK“=(RK/[0], RK/“[1], ---, RK/“[5]) (0 <i <23)

it

[ 2-9]3 o] AASHH, o IAHA 1288|E WRAJH
T = (T[0], T[1]. T[2]. T[3])7} AH-&-8d. & /9.

_‘I‘I_



[ 2-9] LEA-128 B353} 7] AA=

o
4>

(RKJ“, -+, RK%") « KeySchedulds; (K)

el 128HE H@y] K

221 24700] 192H|E 253} o] RK“ (0 <i <23)
1: T—K

2: for i =0 to 23 do

3: T[0] —ROL,(T[0] B ROL;(s[i mod 4]))
4

5

6

7

T[1]«~ROL,(T[1] B ROL,,,(8[i mod 4]))
T[2]«ROL,(T[2] 8 ROL,,,(8[i mod 4]))
T[3] «<—ROL,, (T[3] 8 ROL,,,(8[i mod 4]))
RKJ < (T(o], T[1], T[2], T[1], T[3], T[1])

8: end for
1924 E 7] K = (K[0],K[1], ---, K[23])e] tHoll LEA-192°] RGO 3lE 9

(T
(T

3 AHEEHE 7] AAE 5 KeyScheduldls= 28712] 192H|E E53} gt

RKdec (RKdec[ ]’R&dﬂ[l]’ ,R[{[dec[5])(0 <i<27)

S [E 2-10]3 o] AAdstH, o] IgoA 192H|E W{EAFe W
T = (T|0], T[1], ---, T[5])7} AF-&¥Ic}.

I 2-10] LEA-192 B33} 7] AA1= &4

(RKJ, -+, RK2*) « KeyScheduld’ss (K )

A= 192H]E H|E7] K
10 28709 192H|E ®53} 2ty RK“ (0 <i <27)

Jm 1%

1: T<K
2: for i =0 to 27 do

3: T[0] <—ROL, (T[0] B ROL,(5[i mod 6]))

4 T[1]<—ROL,(T[1] B ROL,,,(8]i mod 6]))
5 T[2] —ROL;(T[2] B ROL; ,(s[i mod 6]))
6 T[3]<—ROL,,(T[3] 8 ROL,;, ,(5[i mod 6]))

_12_



7: T[4]<—ROL,(T[4] B ROL,,,(8[i mod 6]))

8: T[5]<ROL,, (T[5] B ROL,,(8[i mod 6]))
9:  RK™<(T[0], T[1], T[2], T[3], T[4], T[5])
10: end for

256ME 7] K= (K[0],K[1], -, K[31])°ll thall LEA-2569] H353Hs ¢
3 AMREE 7] AAE T4 KeyScheduldio= 327112] 1928]E 953} 2he=

d

RKdec (RKdec[ ],R&dﬂ[l]’ ,R[{id“[5])(0 <i<3l)

it

E 2-1119F Zol AAsH, of BAoM 2568E WHRGH W
T = (T[0], T[1], -, T[7])7} AH&H .

I 2-11] LEA-256 233} 7] 2A1E &5

(RKJ, -+, RK{*) «— KeyScheduléyss (K)

A2 256ME H|[U7|
22 32709 192ME ¢33} o= RK (0 <i <31)

1: T«K
2: for i =0 to 31 do
T[6imod 8] <— ROL, (T[6imod 8] B ROL,(8[i mod 8]))
T[(6i +1)mod 8] < ROL, (T[(6; +1)mod8]m ROL,, (8[i mod 8]))
T[(6i +2)mod 8] < ROL, (T[(6; +2)mod 8]@ ROL, ., (8[i mod 8]))
T[(6i +3)mod 8] < ROL,, (T[(6i +3)mod 8] ROL,,,(8[i mod 8]))
T[(6; + 4)mod 8] <~ ROL; (T [(6; + 4)mod 8]EH ROL, ., (5[i mod 8]))
T[(6; +5)mod 8] «— ROL,; (T [(6; +5)mod 8]EH ROL, 5 (5[i mod 8]))
RK™ <« (T[6imod 8], T[6imod 8 + 1], T[6imod 8 + 2],

T[6imod 8 + 3], T[6imod 8 +4], T[6imod 8 +5])

w

O 00 N O O o~

10: end for
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8) A

oA Auet gafet Ao Estal, C dojo] #x4 E4o=
ol LEA & ]—‘;— oAds] oY A7 AT (Szekeres, L et al., 2013).
C ol A2 Z2TdofA] de] AR o224 Ao wze A
|7} 7Fsstithe S 2R Al ZEIHmA wre o] A

= AAom Ittt ot AREw NIAS] AL Ieh WiEY R

FA|(memory safety issue)S ©F7|& 4 Q1o o= HobY Foigh FHokd

o7 ojojd FHg/do] At 55| dosl diEyt o] Het vifET =

2 S8 mEIHA HEe eFe AR AFA 4 HEHE AE

gt 3 A2 o|F ol8ste] eI AN T4 WS AY Hd 55

= 5] Aofd 4 ok olHg HHE v ®MFE ZSbshy olo] =g
]

& I QlE|(dangling pointer) : ZEIHo] &g AAE A2 oA

 vlzel Peel o8 A A

dole] goleE FAS 4

¢ ©o]F diAl(double free) : olm] SfAE Ao thof of2] 22| free() TF
o] WAYstH e AE (freelist) 7|5t A7 &5 = dom, ol&
Hee gy F2E SFAA 4o FE Aoyt AlA”Hl AAIE FT

g 4 9ok

o B QHWIEZ(buffer overflow) : T2T1FH0] IFH WHO HAE H
o} HlolHE 7|5 A, IET w2y F9 Holert &4 o]
+ ¥ ZH, v F4 55 ol 34 2rOd o5 o9
= WAste d o882 4 A

o 3 vetdglo]e Qo] 7] (heap metadata overwrite) @ & HWEIHO]E7} A
A Qo AMHEE A, "HAE Hold 272 s HEH | HIF &4

_14_



SAAZE HRe e F2E ZAste 7|5k Hoh
o %27|3}x] ¢S 917|(uninitialized read) : M2 FFEHAALY ofF] %7
A o2 wEe FlA & HS A A ZF Fro] AREH

o] A=z ¢t F2ZH(undefined behavior)o] WA 4= o} o]l ¢3S

daE|Fe] E=of A7|A] ¢ dd= mAAY Het AEE ofsiAE

% stk

oje} Z2 e FHeFde A3 eFel A il FAATE Fust
A z#ZT AL 972 FE Ad(remote code execution), AH F=
(information leakage), #H3F A5 (privilege escalation)¥t 72 AHZket HOL

Az olojd 4 itk B3], 45 AZESols Ho Sz AT A

Fasih C dole T2 ol 2RE AuA M YAT &
on), el 42 w4 BT deted BE S)ge] olEsior deks A= @
Az AHEe webd mne) el aE el dieke] @eAo] oiE
= gt

A 2 3 Rust(T2I1H o))

D 7Hg

Rusti= 20108 Mozilla ResearchollA] 7S AJ2FeE AJAR 27724y
doi=, 20159 1.0 A4 wxdeo] /5 dtt Rust= C 8 C++2f FARRE A
T Alojf AsS AsstaA, dze kg W SAE Hde 7R =
E AAR dojrt. 71E C/C++ ol WEANA wzy w29 A{e

Boslx|qh, o]l= Hu Q@WEZE - (buffer overflow), use—after—free(SHA]
AH8), ©lF sliAl(double free) & A HR 7S LA ]—: T
dglo]l o gtk Ruste olHe EAIE siEst] s ARF#

o do o B
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(ownership), ¥ (borrowing), =9 (lifetime)o|2t= /NE-S Ao oA A
i

Rusto] afrd REe W4 AFfAE FeshA 4olste] AfArF HA
2 A5 Audevt ol FAtt. kot WEle Fof grol ditt JFxE kA
s BElste, £ 242 5o Zx 48 HAE A5 A5 ol
¢ HIAYSS Ao Bedo] Wi oF JHsAde ddHeR Adsto] |
B Al oAZIA] 942 A2 AR Ruste o] BgolM 7iH|A] A
(garbage collection)= AHEsHA] ko, C/C++ 5o A A5 AT

= oA 71& dofet AP H(Crichton, W et al., 2023).

Ruste= ol=]eh #Reg A IAGSS FAlOl 875k 88 wofollx
Hap o] Z7stal 9t olE 59| Microsoft= Windows Ad 2 AH
AR BE A QAo A RustE A-8ot o™, Google Chrome Ezt
Qzo] AdH wES Rustz st 9tk TS Amazon  Web
Services(AWS), Dropbox & —.—S?L 719%E RustE ARgote] A5t b Ao
QT EE AAEHS AL QUHh vl =7 (NSA)2 20231 7t
Software Memory Safetyiﬂ/\ioﬂ A dEE] Fd 2doj2 RustE HA|SH
C/C++ tiA| dojz2 A= &8 AS A5

Rust= ol Z2A49 45 Uit &
SH(zero—cost abstraction)E Al-&otH, thFet HE T2 W
¢ FAA Ade st ok o]& Fol Eﬂola glo]~(data race)
gage zzago] 7, 14T AH, dHtE AAH, E54
AE oA E8=7F okl Utk ERF Rust AEAI= Cargo 7]
2] T, Crates.io #7|A] AHA o072 AR o] /N AAHS T4 IF

_I_4

K

oo

ik

>

38

rr

2

ku

B R
n

& m

£ o A

o

XNoeor

olgfet 7|&2 94A4do2 QI8 Rust:= IEEE Spectrum, Stack Overflow

A A Mssle Zzgdd ooz &Mooz A
5] Bt FHeFo] WIS 41 A2d AZEg] FeloA]
Rust®] o] w27 SHitwy glow, o] A9} AHdA l:'-_-roﬂ/\1 iy
& A7 2} s ek,

_16_



dlole z7o] Wl 49485 M, AgdL T2
S

e

A& (H%)E Rust ﬂﬂEE] JJra]_q Z93t Z8oltt. Ruste FZE =3
glolEE 8 4§ oA 5t o] FxL A8 KT TS £-S JFAof g
. o1& &9 F=E7F 77l HelHZE siAlE Folk FE7F "ol Sl |

W25l £33 Rust: o] dis] 423 43 =t
H xR Be skt 7 Jxw
. °] A2 HlolEZE o7 oA 2
Ak, & FaoAnt M Eo] FAlO| 5] AEE HA st b

o e
i)
)

0 2

o
,
o,
o,

>
N
il
off
e}
°
u
e
P~
Jo
r

g,
)

M oy oo
K
rr
il
EN
il
M
o)
_?L
2
>
o,

4
»

e oP

ftlo

o3l

>

e

T

ok
rO

ol
-

&
_);1_14

[¢]
-
o
>
N

o, H e
rE
P
o|N
e
I
-,
i
o,
off
e
En}
29
,
=2
=
o,
=
2

2
=
A
52
Rl
o o
N
L
1©
L
H
o
£
A,
il
A,
8

Ju Lo
N

KT
kT

ok
=

A 9 EAH gz
5

8 R
2 g2 dirAel mre g ZAE Rustoll A AMEA =71

I

£l o

o

i E o ok

ol
=)
ne
>
o,
1o
P>
Jo
)
we,
N
o
=
»
oyl

(o)
o
X
)
Ru AT

3) Y™ (borrowing)

_17_



Rust®] &l (borrowing) 7H'd-2 W= 47 55231 dlole #E
Ao @457 At A4 A g4t Ruste 71EFHoZ dolgd g
A (ownership)& HASH] #esiz|gt, =7 oA A/HS A
Uo] o]H(move)st] Lk HolEHE Xxd Hart HIistA IAgich o]
At QFE FZA7]7] Y8 Ruste W49 7S EA(copy)sHAu olF
(move)stA] 2tk FrZE(reference)E %ﬁﬁ HoleE dAFor e ARE
& 7 Qe WAUSS At

492 34 5 712 FHz2 FEEnh Ade &9 d"(mmutable
borrowing)eltt. o= HlolHE ¢7] Mgoz IxT uf AL
dlolele] s o] 7He] E¥ FxIt FAlol EAE & Aot olge X
o W7l #AE Al kS BT ERE 7
borrowing)o|tt. ©li= Ho|HE 8T o AMEEH, FAALS flof TL Al
Aol @2 opte] 7hH xut o8Hoh ol 32 dlole ZA(data
race)t 2 FAAY LFE A At

Rust Hntdel= 49 #F2s AA
checker)E& WAsta ik Hd AA]
of 120 88 H(scope)E F I
ANA FE WAA|ZIth(Pearce, D. J., 2021). AE =ol, 7t

=

At 5 g dig *“**o}ﬂi A, gE %ﬁ PO
621- 7.
o

I



o, Rust ZE2Idws} obHstn G849l ZES AHSES Bt 94 9
2107 %l ot

4) %= (lifetime)

Rustol Al 4= (lifetime)2 X (reference)®] F& 717HS YAH = &

g

FHog Aosto] w|H HHAHES st JlEeltth. Ruste fHx 7Rt
A (borrowing)= A= &-83t7] wiZell, Fx7F 92 dolHEn o o
FA=H P27 ZIE](dangling pointer)9t -2 7S @77 YAYE £
At olgt FAIE ®AsH] 98] Ruste= BE HXo dis] ‘+9'& A9
stal, Hubd BHeloll Fx7t SHsHA AR =R HE S

Rustoll 4] 82 HAIA lifetime o2t E (a2t 22 J2ADE ARESH FA
o 4+ Qlon WE2= Ao £ FE(lifetime inference)
o2 AYNIE B 4BL Bz}
He7t A& dHolHo] fa ®AE dd 29 & gith o ¥ X
A& dlo|HETh @ Hopdz
Ao g zpekiich

ftlo
off
%
N
offl

Jo
ol
S
T,
:L
il
A€
E
ol
=)
UN‘
L
N o
ol

S A2Ee Rustd] HE QhaA Bao] glol W4Hel adoln], A

_19_



-y R dolug wAs g1 4w sgath FU dolee
gl ol Ao B w27}
55 ek dolst @z

[e)
Ae WAL dBAES FAR.

let x = 5;
2 lety = &x // xo gk 29 Hx

3 println!(y9] g2 {I", y)
E[2-12] Rust 29 Fx ofA]

- 7bA Zx: dolEE AT £3F 4 Yk Telu AYe
Sfs) 54 dolelel thal Al shte] Ahu Az 3
2 Azt BA] delee] F2ekA RS stol A JeiE PAst,

o

glolE7F AAsAY 2ole =F 71A] @A MA=EA]

let mut x = 5;
let y = &mut x // x°f thgt 7t Fx

*y 4= 1
println!("x9] g2 §', %)

FE[2-13] Rust 7 #Z=X oA

AW N

olglgt 7152 Edl Rust TRIHL ALat A4S SAo] gAg)
5| Al2" = 2 gt E ofEdAoldANA e B FEAde] s el
] eHsl=

=
= =

oA F8et o]H-E& AlFeTh Rust= 7H|A] %Ei‘Ei—OJ HEHd
o3

BA

ol ol 7ls= AFste Hol 45 T8 NEACIAANA 2 ool
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A 3F = FAY

A 12 Hme kg Fa4d H i3

e Fdd2 ddl HaH AxEelA 7 Tt Het 87 ARG F

g w2 HAE HoluA] of=s EAdoRA H
Qb FoFd TS WAIS: Adolt. AZEo7t ofwstr] e wWke &
Zholl ALy Axd e #elg s34 41, $4%E °l€ -85t

Azde] BRAHQ BAL WAL U7 nE A9, A 45 5 09F

AL $94F 4 Atk webd vme bAge 99 A, NS0, o
55 AWF 5 BE £ZEY0] AZ)A B4LHOR Susolof sH 5
Aol

A AZEo]o] BT} AAA 0] FUIel wet A~ 34 EH
(attack surface)> A& o= PR Qty. 55| HEYT A&o] 7]E<]
Ze9E AB[A, ToT 717], HEtY EHFAE FRERHY 34 7154
o] Folx|H, Wy @7t 34 Z7] AN Fast HHE FEREI 9]
. AAZ MicrosoftE= ZtAF B4 A1t Windowsol|A wHAE Hob Ao
10%7F #Ee] ¢HAd FFolA HIZEHGIHT Hst o™, Google 3t
Chromium Ezh-A oA 2rAlgh AA M1 &5 sHA & AF8-(use—after—free)
o7 Qg Zo] 36%, 78 W I @F/IF 33%E Apx|etehal WES)H
tH(Miller, M., 2019; Internet Security Research Group., 2022). o]2{gt
A= vz F7E ofds] Azet Heb fdow At ags ¥

-

pil
2~
T

—_

L 339 3AGupply chain attack) AElOAE wWme] FHeFyo] FQ
2531 Ql}. SolarWinds A, Microsoft Exchange Server

sl Atell SolAE R 2F strh Al AlL" Yoz ofofAE ik

et
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shgl 7o) SHIs|olch. olejst Al Hlmel obHA HEo| Hadt AnE
ol o7 AU Yol F7h WA F2A Aulse] B S1@shs

Szekeres, Laszlo, et al.7} ZHAJ3%F SoK: Eternal War in Memory =1
Mk AAsHE, W2y F 7|4 342 4 Axt A|EE] & 143 74
ojr, WXz ¢HHHS SHSA] ES AAHA = 2L We] 7ol T4
St 22291 sfdo] offthe ol AxHI Qth 53] Aew Ao
(C, C++) 7|Htem 2 AAH AZE ol 454 old& AlsstA
gk wEe e ool JEReA AHor fdEHER oF T 7HEsAdo]
=t} olgst XA AR <l HE oWER, use—after—free, double
free, & wEtElOlE &4, 2719tER] k2 7] & oS /@ ol F Rkl ol
A&H o g HAEL QI

olg|gt EAlol ti-gst7] fgt 7|E JEEE NIE ok AH 724
(static analysis), &2 24 (dynamic analysis), AL 7|¥F ©2](Address
Sanitizer, Control Flow Integrity) 5°] tHiE&olct, 12t} o]zigt 7[HE2
HE eHFEet T2 B o dAVE EAlskH, T2 sjddd=
n|x] 2] Fekal Qleh. ofof wet NSAE 2023 Software Memory Safety H
VAE ol HREY S HAShHs oo A= A= dalstal /lon
Microsoft, Google 5 F2 7192 Ruste} 72 H2g] Fd doj& s}
of Fx4] 4 Al=stal S8l

e, Wz e Y ATE o] Hito|A wadt 7ed i1
ARREol otyet, Al AlA” A=A stEol Sy 4= AE|uisial Qo

2 AFolAE ol BHA HRe HAde FET 5 e M= 4

Wl W4y 1 Gde AZstua st

l

A2d HrEy o7 "2 T4 7149
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HE2E eFfe AZEOZt HEIE X gAY siAlsHAY, %
of Kl

g 91xo] FLEORH WSS AT oJulgith. o ORE WG X
2% F8o 147 4, AL o5 ogstel ool YUs £
S 9t AT B4 Wez AU 58] C L Crat 2 ASFE o]
2 A4E AZEgol: Wue e Age] AR Aoz S1g¥n
E?

B AAE gol Holelg Asgoss AT 23} HelHt A
MEY PAE Polrn], P4 EIE, WE T4 5 FRF Aol 58 H]
02 WAY & Yk TAAE o2 ol8d ¥4 T= ABL IHY 5 9
.

= HAg2 &9t @7 yse—after—free(UAF)o|th o]= ojn] SiA|E wR
& Hol A of TR SfAlE WED] JdS HE
Az gE 4 Qlew, 34 ol o8l sig wWkEele] oo H
olHE AU § mrIFe] o]F X f=T 4 AUtk UAF:= 7t
A & AlZvst Yeo =z A7 Qlom, Google Chrome9]
CVE-2021-21148 FeFH(UAF 718h AR7E o]& & HojEth(Microsoft
Security Response Center., 2021).

o|F SiAl= oln] siAlE HWRE HA| SfAlshs R E, HEE TRt
of Y HiE wEg 4 At olF Tl d FE2E AU, d F4
o 27| (write—what-where)& =& 4 th
g o mEthlely &2 &
d AAE A 4 R it o]F Fof HEE W F2
TZ2E mstAY, oFold Ho|2E (payload)E al
st

271847 942 HRE 87l
HE2lofl= o] kol Hot A=

o

st 7], Y227t 22 5 A

lm

E
g
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Al A7kt HeoF Asto=w ojojd 4 qlth

olggt REL Wt Y Aar Aste AAE BHY 5 3L
A9, A FAZ= olF AAHCR EASHY AEeH 34 T (fuzzing)
£ 59 FHerdg =Agt. SoK: Eternal War in Memory. =82 o]2{gl
54 71fe] A&Hor VLI QS AZASHH, fuzzing 7| A
w4 2o THer Ry eFrt HARGY @Y § fgA FE 3 o8 EHA
NS ZFZ5HAtH(Bernhard, L et al., 2022).

| AHEIRE SolarWinds &% 574, Microsoft Exchange Server 3
S ARl SollA HEE @77t 54 27] AN E8EeH, =7 Fe
©] APT(Advanced Persistent Threat) 135 E3F W22 o7& 54 HHZ
Aoste Aol F7rstal JhU.S. Government Accountability Office.,
2021). ol& "R 77 Wofstr] oY, 54 A5 Al Al2HEH AA Ao

g g5 4+ 9y ol

Agsom, dme oRL ©AY E2IY oF o4Y 4zd Aad
HeP flgoR AL glow, 3A%E ol &8sl 94 L= A, udt
Ao (privilege escalation), HX F&(information leakage) ¥t 72 1199 &
Ag 7L 5 ok ol=et WA mEE] eF [P gt AAAS] o
sfief di-go] Ao, i Hde F2Aer FHE & gle MER
Aol a7HL gtk

A 342 71E ds AL T4

e Rz g He 9Ho] A&HoR WA wet, ol Pl
1 grtels] giat chk i 7)ol AdEel gich ASAQ g ke
%

A A B (static analysis), 54 4 (dynamic analysis), 12

=] = 1:!_1 H}-o1 7]1:1-1 og .?_Ho]- o]q_

A2 B (Static Application Security Testing, SAST)2 A4 FTE A
Hajol FAAA AFEE HAGHE |HolTt AL ol @

Aol ZE HAAE BEASIER WH WEZEQ use—after—free, double

7}

&
ruQ

i)
A
T
T
E
A,

M)

_l
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freee} 22 W2e @F 7MeAdS ARl g1 4= Uk e A 74
< ZRIH] A FrE s md™str] ojzg] AZ A (false
positive) HHAE0] Lo EHXISH

QRL A8 Fok FA AUk

524 EA(Dynamic Application Security Testing, DAST)2 Z2 IS
Az AdYstiA w2 eRE HAske WAt dilEA rHoew
fuzzingol 9o, BAAIL IS A5 Adete] o714 ghe m2Iw

AHE sty w2y FE Atk T3 Sanitizer AY s, dE
=9] AddressSanitizer(ASan), MemorySanitizer(MSan),
ThreadSanitizer(TSan) 52 #EFY Al "22] HIS RYEHHSIY 7S
erz)slt), olglst ELEL Wi QHWERQ yse—after—free, ¢ U EHo]E
& 5 Hdet oR/RE A AAD 4+ AT, A LHE=r A9, |
2EH Z2of tisiArt BAstER st AWM YA E AlFctA= deth
Control Flow Integrity(CFD %} 22 #Hutd=s 7|q ®o] 7|2 T2 77H
o A0l 35 RASE HBomA RCESF 2L TAL WA A

ke A& of#A weth 1 1‘/} CFI oﬂ/‘] Aol A FFSE T, Hlof
E(data flow) 7|9t FAo|L wEHolH XA} &2 g A= F
oFst Hol| Qtk(Burow, N., Carr et al., 2017).
4], 71& s 7les2 HEY /E 5] WAske Aol ofyzt
= "HASHAY dF F=o tis] Folste ol HF2A Utk &
o] A 24 T2 242 A S¥ket HAE FHo ot Ayt
A #FAeEH, AAgAe] 7 HEn BEAS Tt NSA9|
Software Memory Safet EIAOA L 2]&st%, o|ggt 7|E g 7|&s52
FxAor Ry F WA 7Fs4dS AASHA = FEotH, | %
WAE Adojd Hto] "asir= Wekdo] AAEL
T A2 = fuzzing 719 1Egket AEsE FHEH @R EEE
goto]  7IE Wol TlEE Sk ARIPE FUtekal Utk 59
JIT(Just-In-Time) HuA# Z]¥F A|A”olL} 7HYs} eHgoA= 7]1E
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2
“J(confidentiality)&  SAIFAA = &gk, HE  eHERSU
use—after—free”} 524 or BHH FAX= AE o= U2 f55Ho
H474 I APyt AMHlA AFDoS)E oMIg 4 Atk 2021 FHH
CVE-2021-31166(Windows HTTP.sys ¥ QHZ29)& 2] H7}x] <lE
kE AHE divtE=z ool WY, F5-9= ZoklAe HEY <
g o] ditR JMIAFE {E A HE=E olojd 4 Qleh A
20239 Hl= S=7|¢ APT 34 HIiAAE @ LHERS Forgol g4
RAT 44 E22 2859y, 1809 Ao Mg 7]2o] §&5 .

=7 ZIHRAE R ol @7t oYt Windows CryptoAPI &4 X2
(Microsoft Security Response Center., 2020)2 AW AZ #A-2 935 o
d dHl°lE HZE 7HeAl Ao, ol MY SCADA AAHe] ofd F&=
7F FYEE AA AFLE o]oH Tl SoK: Eternal War in Memory+x O 4 &
Mg @F7F APT &9 ddo=w 23, A5 fuzzing =79 FHo
=2 a-ohg F717F 25 S AR

S T7MERE A= F VMO w|Re FHoFHo] stomHtolAE
Aol =94 BAE gotet 4 Qloh 20229 IUHE “Dirty
Pipe”(CVE-2022-0847) FoFd2 AHelY A 25 &l T2E wdA
28 ede 7hsA ok olAY wme] b §Nt2 ddi ICT <l=zte
A= 7Rk SFYA S5 4 deBn=

o]t

S,

=

o

Aol n 2RA o] WA

rlolx
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A S5 A W hHA SR Hde

N

HEg F og 7le2 AR "HAFY AR e FEHE
= 34 EACAST)- 54 &4 (DAST)-Sanitizer/ CFIF 7] o7 HEA A
FE HjE o3 7kx] A" o] qlrt ¥ AR o T2 o
oA e ef IS A el Rustes i%?_'—’F‘oﬂ A Eats!
Hutd Al UAF, double free, dlo]g d#olA
Software Memory Safety H1A= C/C++ thAl R Al
Hi1sHH, RustGo-SwiftE A= EJh 2025 ¥er National Cyber
Strategy Implementation Plan(White House, The., 2024).2 d% 29 SW

of HEz ¢Hd o] AR AF 2=

I
Ty Aol wAll= o 4, 71% 3= ]’“ v, A <=

X2 9

lo > o =

t

o =
S = °©

gt = C, B¢ FZ& Rust—o] AdAllA Mk &3 ok &2
= At E5 49 Y FE AHEE

7o o]gigt FA|E HFYste], Rust®2 IS &
o vlme) g ol melo) AaAe ARHon Brw

o
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A 4% C¢ Rust +& H

A 1 & Rust 7|2AEH

Rust  ¢lojod= 719 =A7]o] w=t =ERe] oFprt AMgHTH
round_key_gen_24, round_key_gen_28, round_key_gen_32%&= Z}Z} 128H|E,
19201 E, 256HIE 7|o| ti-g5hH, olzfgt #&d Fd2 7 o7t g 7l
A71o) E3HE AYE #AL o+ AT ek olof wEk A AH 7] 2
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1 const KEY_CONST: [u32; 8] = [ ...

2 [ RRRE 7] S SRt 7] AAIER HAHAA ARREE S
3 */

4 1

5 const MASTER _KEY: [u32; 8] = [ ...

6 /* mrAE Z|2A, 32HE YEE9 2 FHE ZAE

7 7] do|7t 128H|EQ] 4% K = (K[0], K[1], K[2], K[3D= Y&t
8 o, 7] do|7} 192H|EQl ¢ K = K[0] Il K[1] [l ... Il K[5]
9 2 yebdch 7] dolrt 2568 EQl A-¢ K = K[0] || K[1] |1 ..
10 I K712 A" oAA714 || 942 = ko] a4
11  (concatenation)2 2]m|gtct, */

12 1

13 fn round_key_gen_24(mk: &[u32; 8], erk: &mut
14 [u32; 192], drk: &mut [u32; 192]){

15 // 128HIE 7]& It 7] &AEd A4t

16}

17  fn main(Q {

18 let mut enc_round_key: [u32; 192] = [0; 192];
19  let mut dec_round_key: [u32; 192] = [0; 192];
20 round_key_gen_24(&MASTER_KEY, &mut

21 enc_round_key, &mut dec_round_key);

22}

HE[4-1] Rust round_key_gen_24 34

Rl

T o] o]g3t FFE= Hi:-RI(monomorphic) AAS FZ3JTh HlH
o AA Addgely 34 B9 glol A Bryo=wt Fde 745tk
At Etdof] RE g0} Hlolg T2t A5 EsiEE A ol
22 AHEWA mk, erk, drk, 25 AT Al 2717 8= 14 8| g
ol Aol T4 dd glo] LAA vt ARgof Hupd epelo] ¢
s E42tE]a, YR Rt A5 de] vHE 4ks HE ditoz ol
o1z Amd dANA 7] dojo M2 E7](branch)E AATFLZH, £7] o
= AR Qe HEEE glofl Tolmekel F I (pipeline stal)& A3}
ey 3 A3 SFo] A9 dHolHet FHsHA 1A e eHFEu

i oo AdAFANME Rust oo 8 54 F shel =49

e

=
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(&) o 74 4z @mu) B FAT 5 Yk olE FEE Rusto] Hwe
A BAS 9% 4 a4 AEs)

29 Pz old 2E GoldA HolHE 9 4 YLE s8stE, Hol
F AuAor Aggc W shE gai

_%_
=4 Al & syt EAE 4 =R AlRbde=a oy A (data

o7 zro]lZer](lifetime)
nel SAG £4d olde 7183kA got, Autd ERele] ehdgel ASH

o "=t 715 C/Criold sso= Ul W=H 44 24 =7

filo
I
rfu
rol
Aw)
in)
M
2
|E
K
[
)
A
N
o,
>~
iy
o

Rust= T Al stte] 71 x T oy 79 89 Fxus o8
ght}. o244 doly AA Aol WASH] AL FAg
oli= round_key_gen 249} &2 7] B4 golA B Fasieh & &
v AT 43}t 7] HlolHE HREE, Holy Aol WY A A7
g B Fofdoer ofojd 4 itk of7]o] Hal, Rust®] Send/Sync Ed|0]
E AAE 7] WigS o8 AYETt SAO dES 5185tE, FAlel A7+
Eolgtth. oA Arc{[u32; 192DE o8 oest Agert Ffote] B4
e 7T o, Arc WH ZRIE = A4 Fx 7L HT

%

s
haad folw, A stelr] Wue Evor Hagdd. I 2y O

o|N
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M= Al 715 Arc{lessSafeKey) RFElE Hybstar, st9f lojojofA of=
A EZE FAlO| seal_in_place0E SESHAHR AA=Ol Qlrh olAH FH
H dlole mdlo] migiE]o] 9JOH, OpenSSL #-2 52 C gholBd 7}

(lock contention)2 T3}7] Ys] CRYPTO_THREAD run_once()2}

-
e BAE 2715 DRAAE Folof s £1E Ruseld: AT 4

2) 91 HAF’] (Borrow Checker)

Rust Aotd o= ¥ HA|(Borrow Checker) 7F WA= o] glom, o]
Aord A oA wRe B 2 F=55 AR 29 dAAle &
7h Az RS 5 o dotde A WAIste] @29 Fx(dangling
reference) 7} WS A2 9dA o= At

& =° round_key_gen_24 3 oA erket drkoll tieh Hxe= o4
a e Hlojux] s BN o] wat use-after—free 2,
zelo] tigt J oF= WASHA] gt

ot & Al &mut enc_round_key 9 &mut dec_round_key+= 7HH F

P

2= Adgdn. 29 diAle ol Z27F g5 WielAwt fast=s A

rr

EN

N Lo
el
é

~

ol WAYUFTS Fx7t o= AYF7|(lifetime) JFofA BIHASHA
HoEe 4% YAge=l mre AT doly F24e SHEIH.



3 MASTER KEYS} 2 A4t 29 %2 5o Aggons oz
oA dAolA rda] BHHL o2 As) HolE FE A&l

AoHE, A2l i T dE HolEv AR WA EE AHE YAE

b

>

AEH o2, Rust g0l w2 9 Holy H Aol HA o3t o
=% round_key_gen_ 2404 &2 £ A HbE AlFd £ ofY

g, g5t A=Y EE Anshe 2 spAec

ol

A 22 Cr2AER

1 typedef struct lea_key_st

2 |

3 unsigned int rk[192];

4 unsigned int round;

5 } LEA_KEY;

6 void lea_set_key_generic(LEA_KEY *key, const
7 unsigned char *mk, unsigned int mk_len) {
8  const unsigned int* _mk = (const unsigned int*)mk;
9 switch(mk_len) {

10 case 16:

11

12 break;

13 case 24:

14

15  break;

16 case 32:

17

18  break;

19 }

20

21}

¥ [4-2] C lea_set _key generic
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C ¢do] FEME A gl mk7} const unsigned char
o]Ht}, o] ©]% const unsigned int
Aok .

AN Ar-gE

C ool =RIE By It AHAF0]
unsigned char® BFQJo =2 AlFEH= A%, ol& Hlolgo] HIo|E welz H
e oJulgttt, ¥ ©o]E const unsigned int™®

E(328]E) 992 HlolHE

*EQler A
Elo g AR E o] 4HPO|E TR
olg|gt HFAle LEA &53t duelEe 7] AAE AA A

7}535ey,. mk7t const

= A1

EfQloz FJAEsH, 4u}o]
= 1:11_6_]'71] %E]'
195t ZlE A" TA A HAYE

SF A oln-
_I‘/V]\T:

gl

;q] ]

=

Mo

gt 2k

E

1) w22 FddMemory Alignment) 24|

unsigned int BFYJ9] HoJH= AHHA] A (boundary) °f H&
Elojof ?tt}, 12y} unsigned char® EF¢l> HIO|E 111--,4 HLo] 7psehH,
Aol E AAlo] AEEo] 98 "HaL ¢

o|E ZAll HEE] 3

of HIshH A=A

o=@ 4ufo|E
HkE A

: mk9] FA7}F 44}
A e A%, ol

() X e)
1o o

const un31gned int*= 7|A"s}
=2 (undefined behavior) & & 4 it

2) WRa] Hd 2FMemory Access Errors)

s
=

Aol A 4HTo]E k9] o] £3EW, EA CPU of7]d]
oA AEEA &2 WEg] HZ(unaligned memory access) 22 Q15
o] @] (exception) 7} HAYE

,4
o
i

o
)

145 2= ol o]l Es| A sm9lo] ofr]El o)A
A4 ZAE o1 & Sl
g S°, = 2
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1 unsigned char mk[16] ={ 0x01, 0x02, 0x03, 0x04, 0x05,
2 0x06, 0x07, 0x08, 0x09, 0x0A, 0x0B, 0x0C, 0x0D, 0xOE,
3 0xOF, 0x10 };

¥ [4-3] C unsigned char mk[16]

ol2Igt HfES unsigned int* E}Y O 2 FAHSIY HLsk= A, dlolH
L the3} 2ol stk
1 const unsigned int* _mk = (const unsigned int*)mk;

¥ [4-4] C unsigned int* mk

7|14 _mk[0]E 0x04030201, _mk[1]&= 0x080706057} & Zlolt}t. 1
U 9keF mk7}t 4Hpo|E HAlo AEEo] QA 42 AL, A& & ot
Zo] g Hlo|E o]Fsto] HIAE Aei7E "Hdd, AES
1 unsigned char® mk = (unsigned char® mk)malloc(17) + 1;

¥ [4-5] C unsigned char® mk

o] 7% mke 4°PO|E ZAAl] AEE] A gt +1 A4to=w QI
7b }t HiolE o]gste] HIFR AEi7h o™, o]F unsigned int*= i~

Qeto] oL A9, F47} 48] et opi] dRe] AelsiA e B
(undefined behavior)o] WA 4= St

meta C dojolld= ZQIE B9 A" e HE Al EEg
FoI7 "Hgotth(Li, P., 2004). 3] Hlo]E T ZIE (unsigned char*)&
4utolE 9] EQIE(unsigned int*)2 HAHYE AH¢, Hz] HE EAE
HFEA] dlEsfjof gt

Ruste} &2 o= of2fet ZAIE ARl WAlstr] ffsf wikz] g
(memory safety) BARITE Rust Hoda= o]zt st 7fjAH

< of
= o
8 7 (warning) T A @ F(error) & HAYAA, T2 1wz} oA

=
°©

S
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FEE FASIEE Ferh o2t oy EAL #HERY 2 {(runtime error)
2 Hob FHoF- (security vulnerability) = of|¥fol= o 583 9 ot
o Yoprt, @t C AmL oA —fstrict-aliasing &40] 7

B, AR oE B5YY ZQ0E7 Y F4E 7HE o Sk 18 B
ZH(undefined behavior)> o2 Zet ohefRt AME ZHgth A
_mk[0]E ¢ ¥ ©oloJA *(unsigned char*)mkE ¢+ ZE7F A& HF,
Antde= HA(aliasing)o] ok 7FASEE _mk[0]-S #HA|AE] 7HAIS)
Lo} AxR o= CPUME EA5HA] @ 98 Zh(ghost value)'©] Zu}u]
SHA] ZE Aoy HiAIA] ¢lE F=(MAC) AZFo] EojAE 5 AHd oF

7S 4 9t

fia
nigk
o,
ﬂ"
ritl

Al 3 A Rust 453t 2 B35}

7] 2AEY PER oyl A4 BEw g7
dAQ d5st B E55 oA Rustet Cof @ #A2 mimeE] <bd
ol dizk ZE FxoflA ZpolE 7RIt ol C7F 7H HAA A@AT o
b Aol ApdofA ofgA dHHor FAF=AE HoAFE HiEH
Ql Arglelth. LEAS] E538} gt h2ste] it Hyoz, fARt 7x
oF mxe A wee 7R, webA 2 doAs HEHCER enc o
GAIS] AR thae & AFollA FETE Rust®] enc rolnt

o

Aelshe Ay

et

il
o)
>

N
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1 fn enc(x: &mut [u32; 4], rk: &[u32; 192]) -> [u32; 4] {
2 let mut temp;

3 let rk_len = rk.iterQ) filter(| &&x| x != 0).count(Q;
4 /] 712 ®HE Sl AA

5 let mut rounds = 24;

6 /] rk_lenol| whe} F7b HhE 314 24

7 if rk_len > 144 {

8 rounds += 4;

9 }

10 if rk_len > 168 {

11 rounds += 4;

12 }

13 for i in O..rounds {

14 let templ = x[0] ~ rkli * 61;

15 let temp2 = x[1] ~ rkli * 6 + 21

16 let temp3 = x[2] ~ rk[i * 6 + 4];

17 temp = x[0];

18 x[0] = templ.wrapping_add(x[1] ~ rk[G * 6) +
1]1).rotate_left(9);

19 x[1] = temp2.wrapping_add(x[2] ~ rk[G * 6) +
3]).rotate_right(5);

20 x[2] = temp3.wrapping_add(x[3] ~ rk[G * 6) +
5]).rotate_right(3);

21 x[3] = temp;

22 }

23 *x

24}

H[4-6] Rust enc =

AR, &4 ATIYA fn enclstate: &mut [u32; 4], round_key: &[u32;
192]) ZHA17F st fine] ¢bd ARz 715 A9 Hold &5 uE

= state TEMOEE 7P FZ(&mut) BFYoR2 AAEQITh o] Rusto)
A&l AAZI(Borrow Checker)oll osf o] 9Fp7t stateZb 7t 7]= H= o]
et 27] 7Feet 544 tiolde JHS A ARl AR Tref o]
Hr7 A T 2290 g FE (] the 285)ollA stateol 3
wotd, Aupdel= olE HolH A (Data Race)o 2 3t

3 A ARG ol BAN Zadgeld AT 5 gk 7t

o X



n RSk APARQ M1 F SPUE <lo] ZpHeA ofishs Aol

4, FE 7] round_keyr= Aol FEI} Bt AAF] HAH &etol
A(&[u32; 192]) Btez Agddnt RustoAd &dtolate REHoZ do]
Bl A2 FAF 77l ZQEHS} HolE 9] dolE @A Befste FEA0|
o} o] 9&°] round_keyli * 6]¢t &2 RE H|E QU4 dA4h2, Release
oA Hupdert hdsirtar washr] ¢he o], dEtdo] AEo= A
Al AABounds Checking)7t ~3Hc}. qreF Fix o] dhlE Sl AAF Q 7L}

H

wed A5E QA8 Esv) Mol fa NS veld B9

o sjdshe AP HAYZol,

A48 Cdest & 555

17
>,
re,
ol
el
ML
o
=
&5
>
lo
J
fol
ol

o
i
rlr
0
fol
_k10_lg
1o
18
Q
R
_\::l‘
o,
|o
f
re

—

= -
AME enc 4E thEZHOR A% C ZEE FHH lea_encrypt 9

T (#4713 £ ol AeE vz Alolol A st AR, Rust
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* *

1 void lea_encrypt(unsigned char *ct, const unsigned char *pt, const
LEA_KEY *key)

2 |

3 unsigned int X0,X1,X2,X3;

4

5 const unsigned int * _pt = (const unsigned int *)pt;

6 unsigned int * _ct = (unsigned int™)ct;

7

8 X0 = loadU32(_pt[0D);

9 X1 = loadU32(_pt[1]);

10 X2 = loadU32(_pt[2]);

11 X3 = loadU32(_pt[3D);

12 X3 = ROR((X2 ™ key—»rk[ 41) + (X3 ~ key—>rk[ 5D, 3);
13 X2 = ROR((X1 ™ key—»rk[ 21) + (X2 ~ key—>rk[ 3D, 5);
14 X1 = ROL((X0 ™ key—»rk[ 0D + (X1 ~ key—»rk[ 1), 9);
15 X0 = ROR((X3 ™ key—»>rk[ 10]) + (X0 ~ key—>rk[ 11]), 3);
16 X3 = ROR((X2 ~ key—>rk[ 8D + (X3 ™ key—>rk[ 9]), 5);
17 X2 = ROL((X1 ~ key—>rk[ 6]) + (X2 © key—>rk[ 7], 9);
18 X1 = ROR((X0 ~ key—>rk[ 16]) + (X1 ™ key-»rk[ 171), 3);
19 X0 = ROR((X3 ™ key—>rk[ 14]) + (X0 ™ key—>rk[ 15]), 5);
20 X3 = ROL((X2 ~ key—>rk[ 12]) + (X3 © key—»rk[ 13]), 9);
21 X2 = ROR((X1 ~ key—>rk[ 22]) + (X2 ~ key-»rk[ 23]), 3);
22 X1 = ROR((X0 ™ key—>rk[ 20]) + (X1 ™ key-»rk[ 21]), 5);
23 X0 = ROL((X3 ™ key—»rk[ 18]) + (X0 ~ key—>rk[ 19]), 9);
24

25

26 if(key—>round »24)

27 {

28 //1928E 715 9|9t enc AAF

29 }

30

31 if(key—>round »28)

32 {

33 //256HE 7]1E& ¢St enc A4t

34 }

35 _ct[0] = loadU32(X0);

36 _ct[1] = loadU32(X1);

37 _ct[2] = loadU32(X2);

38 _ct[3] = loadU32(X3);

39 1

2 [4-7] C lea_encrypt &<
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Vg 2 Aol ZAH ARGl Qlth. unsigned char *pte} o] HiolE
2 Hddd EAJHE const unsigned int *2 EFY FHAESI] 4Hlo|E
A= HILH ol Al 2doflA AT mEe FE AE ofld 4 3l
of. wref 918 ZRIH pt7t 4Hpo]E A FE =] A ertd, 47 CPU
op7glxo| M= HAEHA 2 HRY HTom Qls) Adsol AHstEAY st
o] oflel7t B 4 Utk
St key—>round Zholl 9ESh= for £ ZAA HAAPY BASit=E oF
de 7. LEA_KEY x4l 28 g2 7FsAdo] &2, wef o]
TFZ2A49] round HWH WrF ohE W] @Fof o) EAEHAY, o T
= Al ZAXHE key ZRJEZE AEHo] v (e 24520 G4 2 gh
= 7HA 2 B, key—orkl.] F2E d9E #FeE 7] iG] FAE 4

o7 Ht}. ol Ao] ThE WAL 4 UhE Fa
i A

LS
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AS5%E 4587

LEA &€18&S Rust2 7S 0]%, Jemalloc2 AF8stal CPU A|7F =
7 YHS AEdte] s BlWE ST WEY AR A 58S flgh

A 2 a3 22 AR MacBook Airofl A4 45w
* Model : MacBook Air

* Chip @ Apple M2 (2022)

* Memory : 8 GB

* Operating System : macOS Sonoma 14.5

A 1 & Jemalloc

jemalloc> HHE a&Aox wsty] s AAH w2 T o]
Hejg g A, 59 tF s A4 I adprt FREHIH. s
FreeBSD FAA-& L2 /WIS, BF WEHY FF7|H; 53 w2
g e dso=x ol theket A ARA B LIsHA A E QU

jemalloce] 8 ¥ F shthe= W2ed] @H3(memory fragmentation)
£ ader &9 4 Qvke Aotk ol o d&KA Hry dd ¥
SHA7F 7FsoiH, ole w2 459 FA/ (concurrency)& R5h= €7l
A mfe Fa3F @ 4otk (Umayabara, A et al,, 2017). A5&<l vwa] &
G719 AF, o] 2ert SAOl ey el HId w2 Hetlock
contention) 2.2 QI35 45 WE(bottleneck)e] WA 4~ AtH(Gidenstam et
al.,, 2010). jemalloc2 ©]& ¢3tstr] sl HE ol U(multi-arena) 24

A2ElE Agste], Feds Eolal AAAR Aese FEAXIH(Huang, W
et al., 2004). E3St jemalloc2 &2 74 7FsA(configurability)2 AF-5}o],
TS Ay Qo] Brao] ofz] mEtulelE FAetd 4 Qlth. o] 1lHSH
(high—load) A¥ 2Hgolut wme] FHoF& (memory—intensive) A4t 2474 &
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ol F2lstA 285t
jemalloc> oF=] 7=t wm
of, 4% A3 % "z —LF-/F

al.,, 2011)

jemalloc> MongoDB ¥ Redis¢t &2 <Q17] Q1= dloJeHo]A Al AH B
oftiz}, Ruste} &2 Ao 271" dojolX def AHE=al it
ol2gt AAEEZ jemallocs S 71E2] AEAQ HEe 7| di+
B A 9E AY B 1 QA Ao Ho Hojd e SHSHL
At (Berger, E et al., 2000).

ol(

g A 2UHEY 9 B4 =T AFst
g2 f-8otA Z-8Hh(Ferreira, T et

1) Jemalloc Statistics

jemalloc> ™22 AR 22t Bl olsfE S =EZHQ TA AH
(comprehensive statistics) & AlFeTh ol FAC= dFEH HEe
(allocated), = ®X & (resident), =FAAZEE vig= H X 2] (mapped),
24 w2 (active), 1|3 GHS} X7 Fo] EtHTh o]t A= HE
2] o] o] Fast SHo ditt AS5AQ Al Elinsight) & Al5-5HH,
olE Foll 4% R, "2 F(eak) B, 181 R AZS aTHA
O& 3 4 Utk

2 AL ML jemalloce] o]#lgt B4 AEE &8ste] C o] T}
Rust 1o} & 7ol Zpo|& FA6IIH. 1 dib= oot Lt

4 o

Allocated Active Metadata | Resident Mapped Retained
C 174,720 376,832 2,616,832 | 2,899,968 | 6,668,288 0
Rust 4,227,960 5,750,784 2,645,632 | 8,372,224 | 12,124,160 0

H [5-1] Jemalloc Statistics H]nl
2) Jemalloc Statistics dfj4]

jemalloce Wlme] At AFS HAstsln olsfelr] g mBH 57



BAEE Alsttth. 8 A#des o3 Ak
Allocated (5 &)

T2 90| jemallocE Foll 2FAANA 8ot AFHoz T
% vz §7FS Uednh ol EA AA7MA] 4" BE HRe &
715 ARt go=, ofEYAloldo] A Fo dub B2 HEIE &
=] Zefst= d f-8-5ttt
e Active (&4 H22])

NEeA ol o] A ARG Sl FE wWme o] A5 ougitt. of7]<
+ WF @} (fragmentation)tt QHS|ER Qo) HAAR= AREER] Fx|gh

lo, rlo

=]

=
=0
=
_?_

ol
S0

o3 P BF o] Pop gl wmelx Eeksik o o] Allocated
o2 4 Qe AL vk gwsh Wy g oWss wiold,

jemalloc Wield @9 2 A B welsh] Sls) A vme
oltt. YFH B2} o] Gt BHE A5 dolg 7x} Hol2 Fo
"l_

]
e, a&2Ql vz wE fls) Aot A HRe ol

* Resident (== w|&2a)

DT2AAS) wRY F AA 224 RAMe|| 55t Qe Fie
oh 2% o EUAY =9 HE o] EA5HA] ¢te 7MY wRe Jd2 Al
ﬂﬂﬂr ol offEFg Aol o] AR Hfst e =7 Wiy FRE Ho
* Mapped (FiEE HE=])

jemalloco] 7MY F4& 3+ AollA wiEet AA| wie] g 7)ot
A AHE FolE ofYE jemalloco] |9 (reserve)dt RE
=, A" A9 g 7R nAls e oerd 4 Utk
* Retained (FE% w|&a])

jemalloco] &% & @42 thiH|s] FAANA 7HAeE W] Byt
ol A9t ofz] o EFYAlolAde] FFER] o2 HHP ot o] AAE F&
Tl 2&6hA] kol wWE gdi2 7HesHAl stol AdeS FFAIZIANE 1

rln
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7tz wmy ARgo] F7iRith sig A AdoA= Co Rust BF
Retained W22 7}F 092 YERY, jemalloco] A FEE blAME: Hia]E
Hgal A e ofela

2 Holg A= FolHA, Rust 0] C F+AHY btz o7 ¢ e
HEeE ARSI Qg QI 4 Utk 59| Active #lHE 22} Resident
oA fofu|et 2pol7b UEgt=dl, ol Rust 20| HAHo=

o ge vzeld 29 0 Ageln geg Ak,

]

CPU ARt 42 mxdo] A 2de dridt &4

5 ZHwall=clock) A7+ 1/O ©j7] A|7Hg ESISRA|RH
CPU A7t m2TsHo] AA] go] Ao CPUZL 4H|TE A Q
th ole AZE0|9 agAit AsS oldiske H T
et al., 2014).

CPU AJ7+e AR CPU A|ZH(user CPU time) I AlA®]l CPU AJ7H
(system CPU time) &2 F-EETH AREZ} CPU AR Z2A|A7F =2 7H
A o] FEgolE d¥st= bl aHlet AlZFeIth(Chen, S et al., 2011). AJAHE
CPU A7+ mz138o] XA T & (system cal)S $-3fst= BoA &9
AA7E BEolE At d AH|gE Atelt),

o E7F LIAAER CPU AZHE ZA¢ch(Tallent, N. R., &
Mellor—Crummey., 2009) Unix/Linux 734+ time, top, ps &°| 42
A+-&"th(Bianchini., & Lim, B., 1996). 53] time §¥=> A2 CPU A7
A&’ CPU AZE, AAZHreal time)& 94 Hilste], Tz TsHo] AA2 A
ot @ AP A=At CPU AMgEo] AREAF REQF AY HIEoA 2z}
ARRRIZE ZJAI6] HojErt

C dojollA= <time.hy SIH9] clock() 5 Eoll Z2AA Al7to]
AHE}, clock() e =203 AR o] Aitd 25 H(clock tick)S
gtetH, olE % W92 gHibsted RReRglS CLOCKS_PER_SECE U+r

Ir
>
fj

i)

N
N
e
i)
w
R
)

ZoltH(Gupta, A

r°l‘

rE rE‘s BN
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Hot.

clock() g4=90] %

MO}
e g E RE
£ CPU A 2%o] Bobsohhe @
Aojof A=

oto] A|7HS

Rust

3Ke)
T:
AN~
LU
=3

s
B h=s

Aol TFEsta, T
CPU *}3 Az Zﬂ%lﬁiﬁ}—‘:— Holtt. vk,

SystemTime

21} Instant

E]_ol ZE]_TI

cpu_time::ProcessTime, backtrace::Backtrace &2 Z|0|E(crates)E ©]&

st A5 AN HHAe 3 ols =75 2835t &l

se HAse, A4 A Al g¥Ae] "adt A JEHE A5 &+ U

= Aol A
TFaA A

olr

o]

o rr

S

2ot

C ¥ Rust®] CPU A7t &
@t 1 A= o gk

7

=78 AHgstol

Key Size (bits) Key Schedule (ms) | Encryption (ms) | Decryption (ms)
128 3.675 2.132 1.853
192 6.348 2.111 1.813
256 6.573 2.139 1.815

E [5-2] C9 CPU time

Key Size (bits) Key Schedule (ms) | Encryption (ms) | Decryption (ms)
128 12.907 21.632 21.947
192 17.354 21.715 23.409
256 30.104 22.342 23.632

F [5-3] Rust?] CPU time
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A6 % Qs Ast A 4

HoAAgtof A LEA €12]&S Rustz oJAgt 8 ZXHL2 C AT FA
g AYgFE fASHAAE W QHER L UAF(Use-After—Free)9F -2
e T HEHS Hod Al 94 Adste Aolgith. 1yt Al 5%
o] &E[5-11, [5-2], [5-3]A AAE 45 H7F 23}, Rust 782 C tiH|
3ufoll Al 108Rol otz AT A AL Hoh o= T HE oH
FJrutor AYsty] ol HAR, TEHQ YJLS sty S & Fof

Ae A5 B4 +33H
A BHE HE EASH] Ydl Xcode?] Time ProfilerE AFE3H Rust

Sl
rel
(i
lo,

215
+
N
>
~
i)
do
o
lo
M
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1 mov x16, #0
2 add x8, x0, #12
3 mov w10, #53955
4 movk w10, #61665, Isl, #16
5 mov w9, #38535
6 movk w9, #46245, Isl, #16
7 mov wll, #23115
8 movk wll, #30825, Isl, #16
9 mov wl2, #7695
10 movk wl2, #15405, Isl, #16
11 mov wl3, #-2
12 mov wld, #-3
13 Lloh6:
14 adrp x15, | unnamed_3@PAGE
15 Lloh7:
16 add x15, x15, | unnamed 3@PAGEQOFF
17 LBBS8_I:
18 and x17, x16, #0x3
19  neg w2, wlb
20  sub w3, wl3, wl6
21 add x4, x16, #1
22 ldr wl7, [x15, x17, Isl, #2]
23 ror w2, wl7, w2
24 add wl2, w2, wl2
25  neg w2, wi
26 ror w2, wl7, w2
27 add wll, wll, w2
28  ror wl2, wl2, #31
29  ror wll, wll, #29
30 sub wl6, wl4, wl6
31 ror w2, wl7, w3
32 add w9, w9, w2
33 ror w9, w9, #26
34 ror wl6, wl7, wl6
35 add w10, w10, w16
36 stp wl2, wll, [x8, #-12]
37  ror w10, w10, #21
38  stp w9, wll, [x8, #-4]
39 stp wl0, wll, [x8, #4]
40  add x8, x8, #24
41  mov x16, x4
42 cmp x4, #24
43 b.ne LBBRS 1
44 add x8, x1, #552
45 add %9, x0, #16
46  mov wl0, #24
47  LBB8_3:
48 ldur q0, [x9, #-16]
49 str q0, [x8]
50 Idr do, [x9], #24
51  str do, [x8, #16]
52 sub x8, x8, #24
53 subs x10, x10, #1
54  b.ne LBBS8 3
55 ret
¥ [6-1] Rust round key gen 24.s
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#include "lea.h”
#include "lea locl.h
#include <stdio.h)
static const unsigned int delta[8][36] = {

{Oxc3efe9db, 0x87dfd3b7, OxOfbfa76f, Oxl1f7fdede, 0Ox3efe9dbc,
0x7dtd3b78, Oxfbfa76f0, Oxf7fdedel,

Oxefe9dbc3, 0xdfd3b787, Oxbfa76f0f, Ox7fdedelf, Oxfe9dbc3e,
0xfd3b787d, Oxfa76f0fb, Oxfdedelf7,

Oxe9dbc3ef, 0xd3b787df, Oxa76f0fbf, Ox4edelf7f, 0x9dbc3efe,
0x3b787dfd, 0x76f0fbfa, Oxedelf7f4,

Oxdbc3efe9, 0xb787dfd3, Ox6f0fbfa7, Oxdelf7fde, Oxbc3efe9d,
0x787dfd3b, 0xfOfbfa76, Oxelf7f4eD,

0xc3efe9db, 0x87dfd3b7, 0x0fbfa76f, Ox1f7f4ede},

"

|
void lea_set_key_generic(LEA_KEY *key, const unsigned char *mk, unsigned
int mk_len)

{
if(lkey)
return;
else if(Imk)
return;
const unsigned int* _mk = (const unsigned int*)mk;
switch(mk_len)
{
case 161 //128H|E 7|AA1E FE
case 241 //192H|E 7| AA1E FE
case 321 //256H|E Z|AAE I E
break;
default:
return,
1
key—>round = (mk_len >>1) +16;
}

I [6-2] LEA C9] core.c
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fn round_key_gen_24(mk: &[u32; 8], erk: &mut [u32; 192], drk: &mut
[u32; 192]) {
let mut temp: [u32; 4] = [0; 4];
for i in 0.4 {
templ[i] = mkl[il;
}
for i in 0..24 {
temp[0] = temp[0].wrapping_add(KEY_CONSTL[ % 4].rotate_left(i as
u32)).rotate_left(1);
temp[l] = temp[l].wrapping_add(KEY_CONST[i % 4].rotate_left((i
+1) as u32)).rotate_left(3);
temp[2] = temp[2].wrapping_add(KEY_CONST[ % 4].rotate_left((i
+2) as u32)).rotate_left(6);
temp[3] = temp[3].wrapping_add(KEY_CONST[ % 4].rotate_left((i
+3) as u32)).rotate_left(11);
erk[i *6] = temp[0];
erk[i *6 +1] = temp[1]
erk[i *6 +2] = temp[2];
erk[i *6 +3] = temp[1];
erk[i *6 +4] = temp[3]:
erk[i *6 +5] = temp[1]

1

for i in 0., 24{
drk[138 - i*6] = erk[i*6];
drk[139 - i*6] = erk[i*6 +11;
drk[140 - i*6] = erk[i®*6 +2];
drk[141 - i*6] = erk[i*6 +3];
drk[142 - 1*6] = erk[i*6 +4];
drk[143 - 1*6] = erk[i*6 +5];

}

¥ [6-3] 7] Rust round key gen 24
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fn round_key_gen_24(mk: &[u32; 8], erk: &mut [u32; 192], drk: &mut
[u32; 192D {
let mut temp: [u32; 4] = [mk[0], mk[1], mk[2], mk[3]];

// Round 0
temp[0] = templ[0

.wrapping_add(DELTA
temp[1] = temp[1].wrapping_add(DELTA
temp[2] = temp[2].wrapping_add(DELTA
[
]

—

0
0

0]).rotate_left(1);
1]).rotate_left(3);
01(2]).rotate_left(6);
01(3]).rotate_left(11);
2] = temp(2];
5] = temp[1];

—

— e
—_

—

temp[3] = temp[3].wrapping_add(DELTA
erk[0] = templ0]; erk[1] = temp[1]; erk
erk[3] = templ1]; erk[4] = temp[3]; erk
// Round 1 ~ Round 23

—

// 453t 0kt 7] -) B35} 238k+E 7]

drk[138] = erk[0]: drk[139] = erk[1]; drk[140] = erk[2]; drk[141] =
erk[3]; drk[142] = erk[4]; drk[143] = erk[5];

[/ 4T3} 1~23 HLE 7] -) 5Z3} 22 ~ 0k 7]

¥ [6-4] =45 Rust round key gen 24
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LT go]

o IPC
T AY . WA .
B | TR owa | mgel | T AR gy | Gnme
(Instructions) yeles Cache onses) ye
Miss)
for X
W20 10,903,148 5,457,760 17.028 2.00
ene 4]
Ny 20,117,590 9.171.408 22.723 2.19
for £
wa(n) | 168.103.140 43,403,918 27.626 3.87
e a4 132,462,824 4.654.564 25.924 2
i 32.462.8 34.654,56 5.9 38
Al
for 31 )9 730,708 6,646,872 2,684 4.47
W (A)
round_ke
y_gen_ 24 | UgA]
iy 2.236.701 1,173,871 2.168 1.91
—
for 21 556 154,246 52,929,238 2.333 4.90
H A (A)
round_ke
y_gen 28 | U4
w2(E) 52,775,985 18,255,180 13.430 2.89
4
for £2 1 008256535 | 147,815,959 3,749 4.70
HZ(A)
round_ke
y_gen 32 | 414
wap | 137.335610 46,418,752 24.108 3.82
I [6-5] Xcode Instruments CPU Counter =4 A}

_52_




ATFEE

= = Alad Tz o Rustz %% 4% LEAE FdFor
A, Wz PAYS gtEo= FAlo] 71& C 7Ivr Ad A8 A5 dnt
- ATHor AFsHAd. A+ &9 Rust &

4 /\04, 14, ZF‘i‘?(hfetlm) A 2Eo] H E‘ﬂ%i—r, use—after—free,
Jet Hm FE Ao ApdollA Apdste] g OU_—’E]%

Heto]l Fajt AXEojoA Aol 24

I-'O
Oll
Ganl
%)
o

A9 Ay, " 9}7401]/\1 Rust 7@ C & H|s]| 7] AAEHL
=Tt AQdoA A2 of 3~10H]9] *é% Ash7b W E Lo, ©]+= Rust
Ao ZpA|] FAZE ofdzl, A3t 7|} SEfo] mio] Aoy E A e}l
A2 ZpoloA HIZHGE He A 24e o AEskrh. FAFL
=, C dHdA It St A9 g Holes B2Ao= vy ALt
ske 44 Axgel "ol 7dk HA3E A=2]0r &-goto], dEY] it
44 a3ttt AA S Adoh 9HE Rust @2 WHEE oA

= 34 Aste AYshe F2E wEton, 0] Al A CPUS &
7] ‘ﬁlé, wpojzetolyd, o] HHSILP)ol= shA|Rt, & A3 ggo
e Ato]lZ 4 SHoA = HlmEo] EAFH

fojAlE  BEAu slEgo] Ay 7F2E(Xcode Instruments, CPU
Counter) 578& 5 E%olH HolEste 2= Rustet C
Ao HF S s AT 5 gl FIglen, es]8 CPU x|

tat 23 s 3E7) § BL PCE BY 4
o

M)

T

l

ot oft
_|>4 mlo

r

oF @e A
Tolrtt Q9% A=, RustZ} AlEshk=s HR2a] Rdo] AJAH HoF 4
ZEole] HY FHA o ]EE] AL o

_53_



__o_

50
%0

T

M
Al

3
T

1= AeleA olols} A

1

_54_



1. =H=d

= 7FEQE7| & AT ANSR). (2013). 128H|E E5US LEA F4A.

Seo, H. J. (2017). High speed implementation of LEA on ARMUVS.
Journal of the Korea Institute of Information and Communication
Engineering, 21(10), 1929-1934.

Seo, H. J., & Kim, H. W. (2015). Implementation of lightweight
cryptographic algorithm for the Internet of Things. Review of
KIISC, 25(2), 12-19.

Hong, D., Lee, J. K., Kim, D. C., Kwon, D., Ryu, K. H., & Lee, D. G.
(2013, August). LEA: A 128-bit block cipher for fast encryption
on common processors. In international workshop on information
security applications (pp. 3-27). Cham: Springer International
Publishing.

2. moEd

Berger, E., McKinley, K., Blumofe, R., & Wilson, P. (2000). Hoard: A
scalable memory allocator for multithreaded applications. In
Proceedings of the 2000 USENIX Annual Technical Conference.
USENIX' Association.

Bernhard, L., Scharnowski, T., Schloegel, M., Blazytko, T., & Holz, T.
(2022, November). JIT-picking: Differential fuzzing of JavaScript
engines. In Proceedings of the 2022 ACM SIGSAC Conference on
Computer and Communications Security (pp. 351-364). ACM.

_55_



Bianchini, R., & Lim, B. (1996). Evaluating the performance of
multithreading and prefetching in multiprocessors. Journal of
Parallel and Distributed Computing, 37, 83-97.

Burow, N., Carr, S. A., Nash, J., Larsen, P., Franz, M., Brunthaler, S., &
Payer, M. (2017). Control-flow integrity: Precision, security, and
performance. ACM Computing Surveys, 50(1), 1-33.

Chen, S., Joshi, K. R., Hiltunen, M., Schlichting, R., & Sanders, W.
(2011). Using CPU gradients for performance—aware energy
conservation in  multitier — systems. Sustainable = Computing:
Informatics and Systems, 1, 113-133.

Chromium Projects, The. Memory safety. Retrieved July 25, 2022, from
https://www.chromium.org/Home/chromium—security/memory—safet
y/

Crichton, W. (2020). The usability of ownership (arXiv:2011.06171).

Crichton, W., Gray, G., & Krishnamurthi, S. (2023). A grounded
conceptual model for ownership types in Rust. Proceedings of the
ACM on Programming Languages, 7, 1224-1252

Cybersecurity and Infrastructure Security Agency. (2022, April 28). 2021
Top routinely exploited vulnerabilities  (Alert  AA22-117A).
https://www.cisa.gov/news—events/cybersecurity—advisories/aa22-11
Ta

Ferreira, T., Matias, R., Macédo, A., & de Araujo, L. B. (2011). An
experimental study on memory allocators in multicore and
multithreaded applications. In 12th International Conference on
Parallel and Distributed Computing, Applications and Technologies
(pp. 92-98). IEEE.

Gidenstam, A., Papatriantafilou, M., & Tsigas, P. (2010). Nbmalloc:
Allocating memory in a lock—free manner. Algorithmica, 358,

304-338.

_56_



Gupta, A., Sampson, J., & Taylor, M. (2014). Quality time: A simple
online technique for quantifying multicore execution efficiency. In
2014 IEEE International Symposium on Performance Analysis of
Systems and Software (ISPASS) (pp. 169-179). IEEE.

Huang, W., Qian, Y., Srisa—an, W., & Chang, ]J. M. (2004). Object
allocation and memory contention study of Java multithreaded
applications. In IEEE International Conference on Performance,
Computing, and Communications (pp. 375-382). IEEE.

Internet Security Research Group. What is memory safety and why does
it matter? Retrieved May 6, 2022, from

https://www.memorysafety.org/docs/memory—safety/

Ismail, N. A. (2002). Evaluation of dynamic branch predictors for
modern ILP processors. TMicroprocessors and Microsystems,
26(5), 215-231.

Li, P. (2004). Safe systems programming languages (Master’'s thesis).
Department of Computer and Information Science, University of
Pennsylvania.

Microsoft Security Response Center. (2020). CVE-2020-0601.
https://msrc.microsoft.com/update—guide/vulnerability/ CVE—2020-0
601

Microsoft Security Response Center. (2021). CVE-2021-21148.
https://msrc.microsoft.com/update—guide/vulnerability/ CVE-2021-2
1148

Microsoft Security Response Center. (2021). CVE-2021-31166.
https://msrc.microsoft.com/update—guide/vulnerability/ CVE-2021-3
1166

Miller, M. (2019). Trends, challenges, and strategic shifts in the software

vulnerability mitigation landscape [Conference presentation].

Microsoft MSRC Security Research.

_57_



https://github.com/Microsoft/MSRC—Security—Research/blob/master
/presentations/2019_02_BlueHatI./2019_01%20-%?20BlueHatIL.%20
—%20Trends%2C%20challenge%2C%20and%20shifts%20in%20softw
are%20vulnerability%20mitigation.pdf

National Security Agency. (2022). Software memory safety (CSI Software
Memory Safety, PP-23-0782, Ver. 1.1).
https://media.defense.gov/2022/Nov/10/2003112742/-1/-1/0/CSI_S
OFTWARE_MEMORY_SAFETY.PDF

Pearce, D. J. (2021). A lightweight formalism for reference lifetimes and
borrowing in Rust. ACM Transactions on Programming Languages
and Systems, 43, Article 1-73.

Szekeres, L., Payer, M., Wei, T., & Song, D. (2013). SoK: Eternal war in
memory. In 2013 IEEE Symposium on Security and Privacy (pp.
48-62). IEEE.

Tallent, N. R., & Mellor—Crummey, ]. (2009). Effective performance
measurement and analysis of multithreaded applications. ACM
SIGPLAN Notices, 44, 229-240.

U.S. Government Accountability Office. (2021, April 22). SolarWinds
cyberattack demands significant federal and private—sector response
[Infographic].
https://www.gao.gov/blog/solarwinds—cyberattack—demands—signific
ant—federal—and—private—sector—response—infographic

Umayabara, A., & Yamana, H. (2017). Mcmalloc: A scalable memory
allocator  for multithreaded applications on a many—core
shared—memory machine. In 2017 IEEE International Conference
on Big Data (Big Data) (pp. 4846-4848). IEEE.

White House, The. (2024, May). National Cybersecurity Strategy
Implementation Plan (Version 2).

https://bidenwhitehouse.archives.gov/wp—content/uploads/2024/05/

_58_



National-Cybersecurity—Strategy—Implementation—Plan—Version—2.p

df

_59_



ABSTRACT

Implementation Memory Protection for block
cipher LEA using Rust

Kim, Sang—Won
Major in Convergence Security

Dept. of Convergence Security
The Graduate School

Hansung University

The implementation of block ciphers has traditionally relied on the
C programming language, valued for its system—level efficiency and
hardware affinity. However, C is notoriously susceptible to memory safety
issues such as buffer overflows and memory leaks. In contrast, Rust has
emerged as a compelling alternative for systems programming, leveraging
its ownership model to enforce memory safety at compile time.

This paper aims to evaluate whether implementing the LEA block
cipher in Rust can achieve practical performance while guaranteeing
memory safety. The study involves comparing the performance of a Rust
implementation with that of existing C implementations under
non—optimized  conditions. The results indicate that the Rust
implementation exhibits some performance degradation compared to its C
counterpart. To analyze this gap, tools such as Xcode Instruments’ Time
Profiler, CPU Counter, and disassembly techniques were employed.

[Keywords] Rust, Memory Safety, LEA
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